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1. Heab, 3a1a4M U IUIAHUPYeMble Pe3yJIbTAThI 00yUYeHUsI 10 JUCHUIIIHNHE

Lenbto ocBoenuss pucuumivbeel B1.0.11.03. "OcHoOBbI HH()OPMATHOHHOM
Oe3omacHocTH" ABISETCS (DOPMUPOBAHMS Yy CTYACHTOB 3HAHHA W HABBIKOB IO
BOIPOCaM HMH(OPMAIMOHHON OE30MACHOCTH, a TAKXKE HABBIKOB IPAKTHYECKOTO
o0ecrieyeH s 3aiMThl MHPOPMAIMK M GE30MaCHOTO HCIOJIB30BAHMUS IPOrPAMMHBIX
CPEICTB B BBIYMCIUTEIBHBIX CHCTEMAX OPraHU3aliil M YIPEK ICHHUH.

3aI[aanH AUCHUIUIMHBI ABJIAIOTCA: IMOJIYUYCHHC 0a30BBIX TCOPCTUUCCKUX IIPCI-
CTaBJICHUM O COBPCMCHHBIX OPIaHU3AaIIMOHHBIX M TCXHHYCCKHX MCTOJAX 3alIUThI
I/IH(I)OpMaHHH, a TaKKC TCXHHUYCCKHUX CPCACTBAX 3alIHUThI KOMHLIOTGpHOﬁ I/IH(l)OpMa-
1R854 I/IH(bOpMaHI/IOHHLIX CHCTCM OpFaHI/ISaHI/Iﬁ u y‘Ip@)KI[@HPIfI.

KoMmnereHmy 1 MHIMKATOPBI, (POpMUPYEMBIE Y 00YUaOIIUXCS:

Kox n HauMeHOBaHUE KOMIICTCHITUH Kox n HauMeHOBaHUE MHIMKATOPA
OIIK-4. Crioco6en monumarts npuHimnsl pa- | OI1K-4.2. Bnageer HaBblkamu npuUMeHeHHs nudpo-
00TBI COBpPEeMEHHBIX MH(OPMALIMOHHBIX T€X- | BBIX TEXHOJOTHHA Ui PEUIeHUs 3afad mpodeccro-
HOJIOTH ¥ KICIIOJTb30BATh UX ISl PEIICHHS HAJIBHOW JICATEIILHOCTU C YYETOM OCHOBHBIX TPe0O-
3a/1a4 po(heCCHOHATHLHON EATEITHHOCTH BaHUI WH(OPMAIIMOHHOH 0€3011acCHOCTH

2. Mecto aucuuninHbl B cTtpykrype OIl

[IpenmecTByromue AMCHUILIUHEI (Moayn), mpaktuku, HUP, np.:
b1.0.11.01. UudopmanmoHHbIE TEXHOJIOTUH

b1.0.11.02. Anropur™Mu3anus ¥ NIporpaMMHpPOBAHUE

[Tocnenyronue qucuuIuMHbL (MOysn), ipakTuku, HUP, ap.:
b1.0.11.04. IIporpamMmmHOe oOecrieueHre U MporpaMMHUpPOBaHNE B TTPOheCcCHO-
HaJILHOU J€ATECIbHOCTH

3. CTpyKTYypa M cojiep:KaHue UCHUTITHHBI
3.1. CTpykTypa IMCUMILINHBI
Ji1st ouHOM hopMbI 00yUeHUS

Bun yuebnoit paboThl Bg(]azro nggg 4CeMec;p (1) 5
OBIIAS TPYTOEMKOCTb ANCIHUITJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexun 0,44 16 16
[IpakTndeckne (ceMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHble paboThI 0,44 16 16
CAMOCTOSTEJIBHAA PABOTA OBYYAIOHIEI'OCA 1,12 40 40
[TpopaboTka yueOHOTO MaTepHaia 1,12 40 40
KypcoBoii npoekt 0 0 0
KypcoBas pabota 0 0 0
[ToaroToBKa K MPOMEKYTOYHOM aTTECTAIIH 0 0 0
ITpomMexyTouHas aTTeCTalMsL: 3




Jnis 3a04HOM (hOpMBbI 0O0yUeHUs

Bun yuebHo# paboThl Bg%ro nggg 3C€Meczp(ﬂ) 5
OBIIAS TPYTOEMKOCTb ANCIHUITJIMHbBI 2 72 72
KOHTAKTHAS PABOTA 0,28 10 10
AYJIUTOPHAS PABOTA 0,28 10 10
Jlexmun 0,17 6 6
[IpakTnyeckue (ceMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHbie pabOThI 0,11 4 4
CAMOCTOSTEJIbHA S PABOTA OBYUYAIOIIET'OCS 1,72 62 62
[TpopaboTka yuebHOrO MaTepuaia 1,72 62 62
KypcoBoii mpoekt 0 0 0
KypcoBas pabora 0 0 0
[ToaroroBka Kk MPOMEKYTOYHON aTTeCTallun 0 0 0
[TpomexyTouHas aTTecTanus: 3

3.2. Conep:kanue AUCHUILIMHBI, CTPYKTYPHPOBAaHHOEe IO pa3jieiamM H

BH/aM 3aHATHH

Pacnpenenenue tpy- | @opmbl 1 | MIHAEKCHI UHAMKATO-
JTIOEMKOCTHU BUJI poB hopMupyeMbIX
§ 10 BHJIaM y4€OHOH | KOHTpOJIs KOMIETEHIIUH
Paznerbrl = paboTe
© . .
JVICTIATUTHHEI § 5| ¢ . S
M 2 = 9 =
(5] © o, =
=l B| F| 8
Paznen 1. OcHOBHBIE OHATHS U
aHanu3 yrpo3 uHpopmanuonsoit | 10 6 8 0 | 12 TK1 OIIK-4.2. 3YB
0e3011acHOCTH
Paznen 2. [loHaTue HaLMOHAb-
HOHl 0€e30IMacHOCTH, BHALI 0O€3- 6 5 0 0 4 TK? OIK-4.2. 3
omacHocTH. HMH@opmanronHas
6e3omacHocTh POD.
Paznen 3. MexnayHnapoaHas,
HAIIMOHAJIbHASI M BEJOMCTBEHHAsI
HOpMaTHBHasi TpaBoBas 0aza B| 6 2 0 0 4 TK3 OIlK-4.2.3
obmacti WHGOPMAITMOHHON 0e3-
OTTACHOCTH
Paznen 4, NnxenepHo-
TEXHUYECKas 3amuTa | 24 4 8 0 | 12 TK4 OIlK-4.2.3YB
uHpopManuu
Paznen 5. OpranuszanuoHHO-
npaBoBoe oOecrieyeHue 3amutel | 10 2 0 0 8 TK5 OIlK-4.2.3
uH(popMaluu
3ayer 0 0 0 0 0 OM1 OIIK-4.2.3YB
Hroro 3a 4 cemecTp 72 |16 | 16 | O | 40




3.3. Conep:xkaHue IMCUUNIMHBI

Paznen 1. OcHOBHBIE MOHATHUS U aHAN3 YTPO3 HH(OPMAIIMOHHON O€30TTaCHOCTH.

Tema 1.1. OcHOBHBIE TOHATHS WH(POPMALMOHHOW OE30MACHOCTH U 3allUThl MH-
dhopMarum.

OcHoBHbIE TepMHUHBI U onpeneneHus. Obecnieuenne MHPOPMAIMOHHON Oe3omac-
HOCTH KOMIIBIOTEPHBIX cucTeM. Bunbl yrpo3. Tpu Haubosee BbIpaKEeHHbIE yrpo3bl: 1)
MOJBEP)KEHHOCTh (PU3MYECKOMY HMCKAKEHUIO WM YHHUYTOXKEHUIO; 2) BO3MOXKHOCTH HeE-
CAaHKIIMOHWPOBAHHOW (CITy4altHON WJIM 3JIOYMBIIIICHHOW) MOTU(HUKAINN; 3) OMacHOCTh
HECAHKIMOHUPOBAHHOTO (CIy4ailHOro M MpeIHAMEPEHHOr0) MOMy4YeHHs HH(OpMAILUH
JMLIAMU, JJI1 KOTOPBIX OHA HE MpeHa3HaueHa. XapakTep MPOUCXOKICHUS YIpO3: YMBbIIII-
JIEHHBIE (paKTOPBI, ecTecTBeHHbIE (PakTOphl. McTounuku yrpo3. [Ipeanockuiku nosBieHus
yIpo3: OObEKTHBHBIE, CYObEKTUBHBIE

Tema 1.2. [Nonutrka nHGOPMAITMOHHOM O€30MIACHOCTH

OcHOBHBIE MOHATHS MOIUTHKK Oe3omacHOCTH. CTpyKTypa MOJIMTUKU Oe30MacHo-
ctu. Pa3paboTka NOJUTUKY OpraHu3aly 0€30MaCHOCTH OpraHU3alINH.

Tema 1.3. Cranmaptsl HHPOPMALIMOHHON 0€30MACHOCTH

Pons cranmaproB uH@oOpmanmoHHOM Oe3onacHocTH. Kputepun Oe3omnacHocTH
KOMITBIOTEPHBIX crcteM MunucrepctBa 00oponsl CIIIA — «OpankeBast kHura». EBpo-
nelicKue KpUTepun 6e30MacHOCT MH(POpMALIMOHHBIX TexHOsorni. denepanbHble KpuTe-
puu 6e3onacHoctu. Kanaznckue kputepun 6e30macHOCTH KoMbtoTepHbIx cucteM. ['OCT
P NUCO/M3K 15408-2002, kak ayTeHTHYHBIA BapUaHT OOIIMX KPUTEPUEB OE30MACHOCTU
UT. OynkimonansHbie TpeboBaHus 6e30macHOCTU. TpeboBaHus ToBepHs K Oe30MacHo-
ctu. Crangaptel ISO/IEC 17799: 2002 (BS 7799:2000). CranaapTsl 0 MEHEIKMEHTY
uHpopmarmonHoi 6ezomacHoctr ISO/IEC 27001-27040. Hemeukue cranmaptel BSI
Crangaptsl SysTrust, SCORE, GIAC. Cranmaptsl ansi 6ecipoBoAHbIX cerell. Ortede-
CTBEHHBIE CTaHAAPTHl MHGpOpPMAIMOHHOW Oe3zomacHoCcTH. CTaHaapThl OOECHeUeHUE HH-
(dhopMaIMoHHOM 0€30MacCHOCTH OpraHM3alui OaHKOBCKOM cucteMbl. Poccuiickoit ®dene-
patmu. 'OCT P 57580.1-2017 u TOCT P 57580.2 — 2018. Cranaaptsl HHGOPMAITMOHHOM
oe3onacHoct B Mutepuere (IETF, RFC)

Paznen 2. [loHsATHe HalMOHAIBLHOM O€30MacHOCTH, BUIbI Oe3omacHocTu. MHdop-
MalMoHHasi 0e30MmacHOCTb PO

Oprasbl, 00ecreunBaOIIME HAMOHAIBHYIO Oe3omacHocTh PD, menmu, 3amaun.
Haimonanbheie untepeckl PO B nnpopmanmonnoii cepe. [IpropurerHsie HanpaBieHUsI
B oOnacty 3amuThl nHGopMaru B PD. Tennenrmu pazButust HGOPMAITMOHHON TIOJH-
TUKHU TOCYAAPCTB U BEAOMCTB. I oCynapcTBeHHas TaHa.

Paznen 3. MexnyHapoHasi, HALIMOHAIbHASL U BEIOMCTBEHHAs HOpMATUBHAs TIpa-
BOBas 0aza B 00s1acT MHGOPMAITMOHHONW O€30MTaCHOCTH

Oo6umwe nonoxenusi. KonnenryanbHble JOKYMEHTBI B 00JIaCTH MH(POPMALMOHHON
0e3omacHocTH. Baxneiimme (enepaibHble HOPMATUBHBIE TPABOBBIE AKTHI. 3aKOHBI, Ka-
CaroIIMecsl OXpaHbl UHTEIUICKTYAIbHON coOcTBeHHOCTH. [lonokenus I'paXkaaHCKOro Ko-
nekca P® no 3ammre nnpopmanmu. MexayHapoanoe cotpyaauyectBo. Konekc 06 an-
MHUHHUCTPATUBHBIX MMPABOHAPYILICHUAX. YTOJIOBHBINA KOAEKC U 3amuTa uHpopmarun. Oc-
HOBHBIE MTO/I3aKOHHBIE aKThl B 00JacTH HHPOPMAIIMOHHOM Oe30omacHOCTH. YKassl [Ipe3u-
nenta P®, mocranosnenus [IpaBurensctBa PO, BemoMcTBeHHAs HOpMaTHBHAS 0a3a.



Pa3znen 4. UnxeHepHO-TEXHUYECKAs 3aIlMTa MH(DOpMALIUU

[Nonsitue xpunrorpadun. Kpurepmii Hagesxxnocty mudposanus. OCHOBHBIE KPHII-
Torpaduieckue mprueMsl: 6J104HOe MU(pPOBAHUE, CXeMa MOTOYHOro M poBanust. CuMm-
METPUYHBIE KPUITOCUCTEMBI IMU(PPOBaHUS. ACCUMETPUYHBIE KPUITOCUCTEMBI IIH(PO-
BaHus. OyHKIMK X31MpoBaHUs. OCHOBHBIE MPOLIEAYPhl IU(PPOBOM MOANMCH. Y TIpaBie-
HHME KpUNToKIrouamMu. Mnentudukanus, ayreHTuguKanus 1 yupaBieHHe JOCTYIIOM: Me-
TOZBI ayTEHTU(PHUKALUH, UCIIOIb3YIOIIUE TApOJH, CTporas ayTeHTH(UKaIys, OMOMeTpu-
yeckasi ayTeHTuQuKanus. BpenonocHsle 3aknanku (B3): onpenenenue, pa3HOBUIHOCTH.
Paspymarone aeiictBust 3akiaziok OCOOEHHOCTH B3aUMOJIEMCTBHSI € MPOrpaMMHO-
anmapaTHbIMHU CPEJCTBAMHU 3aIlUThl. MeToauKa MpUMEHEHHsI CPEICTB OOPHObI ¢ Bpeao-
HOCHBIMH 3aKJIaJJKaMH Ha 3Tane dKCIuTyatauu cucreM. CUCTEMBI pa3rpaHUUYEHHs JOCTY-
na u 3aumtel oT B3. Ilpenynpexxaenne 1 MUHUMU3ALKs [TOCIEICTBUNA Bo3aeiicTBus B3.
Kpatkas xapakTeprucTika Mep 3alMThl: OPUANYECKUE, aIMUHUCTPATUBHBIE U OpraHu3a-
LIMOHHBIE, annapaTHo-nporpamMHuslie. Kommbiotepubie Bupychl. Knaccudukarms. Kus-
HEHHbIM UK. OCHOBHBIE KaHAJIbl PACIPOCTPAHEHUSI BUPYCOB U JIPYTHX BPEIOHOCHBIX
nporpamm. CpeznctBa O0pbOBI ¢ BUpyCaMH: KpaTKasi XapaKTepUCTHKA MOIMYJISIPHBIX aHTH-
BUPYCHBIX Iporpamm. CpencTsa 3aiuThl OT KonvupoBaHus. 1Ipumepsl cpeacTB U TEXHO-
JIOTWiA. BOmpoCk! MpaBOBOM 3aILUTEHI

Paznen 5. OprannzaiioHHO-IPaBOBOE OOECIIEUEHUE 3alUThl THPOPMALIUU

CyIIHOCTh ¥ POJIb OPraHU3ALMOHHO-TIPABOBBIX ACMEKTOB MH(POPMAITMOHHON 0€3-
OIAacCHOCTU. YenoBeK Kak IJIaBHOE 3BEHO B CHCTEME 3alllMThl MH(OpMAIMKA U Kak 3J10-
yMmblieHHuK. HopmaruBHast mpaBoBasi 6a3a nHMOpMAIIMOHHON 0€30MacHOCTH. 3aKOH
P® “O06 undopmarum, nHHOPMAIIMOHHBIX TEXHOJIOTUSIX U O 3anmrte nHpopmarmn”. Bu-
JIbl U KaTeropuu MH(OpMAIIMU OTPAHUYEHHOT'O JIOCTYIIA: TOCYIapCTBEHHAS U IPYTHE BU-
1bl TaiH. 3akoH P® “O rocynapcrsenHoi taine”, “O kommepueckon taiHe”, “O nepco-
HAJIBHBIX JaHHBIX, “O HaIMOHAIBHOM MUIATEXKHOU cucteme”, “O 0e30MacHOCTH KPUTH-
yeckor nHpopMarmoHHoi uH@ppacTpykTypsl Poccuiickoit deneparyn’. I'ocyapcTBeH-
Hasi CUCTeMa JIMIICH3UPOBAHUS U CEPTUPUKAIMK JIEATEIILHOCTA B O0JIACTH 3aIIUThI UH-
dbopmarm. Yka3 Ilpesunenara PO “O mepax mo coOMoaeHUI0 3aKOHHOCTH B 00J1aCTH
pa3pabOTKH, MPOM3BOJICTBA, PEAM3AIlMA U SKCIUTyaTallid MU(PPOBATBHBIX CPEICTB, a
TaKOKe MPEOCTaBlIeHHs YCIIyT B obmactu mmdposanus uHGopmarwn”. 3akoH PO “O06
AIIEKTPOHHOW 1TU(POBOM MOANUCH’. YTOJIIOBHO- MPABOBOE PETYIUPOBAHUE 3aAIIUTHI UH-

dbopmarum.
3.4. TeMaTH4YeCKHil IVIAH NPAKTHYECKHUX 3aAHATHI

JlanHbIiA BUA pabOTHI HE MPEYCMOTPEH YUSOHBIM IIAHOM.

3.5. TemaTuyeckuii nj1aH JadboOpaTOPHLIX padoT

IIponomxu-

No Howmep POl

HaunmenoBaHue 1a60paToOpHBIX paboT TEJILHOCTB,
/11 paznena

Jac.
1 HacTpoiika noJuTHKN 6€301MacHOCTH ONepalliOHHON CHCTEMBbI 1 4
2 Opranm3anus 3amuThl  JOKYMEHTOB CpEACTBaMHU MaKeTa 1
Microsoft Office

3 Hactpoiika napameTpoB 0€301MacHOCTH HHTEpHET-Opay3epa 4 4




ITponomxu-
No Howmep POl
HanmenoBanue 1ab0paTopHbIX padboT TEJIbHOCTD,
/i pasnena
Jac.
4 HIudpoBanue uHpOpMAIMM METOJOM MMOIUaN(ABUTHON 3a- 4 4
MeHBlL. [locTpoeHue u ucrosp3o0Banue MaTpuibl BikuHepa

3.6. Kypcosoii npoekT /KypcoBasi padota

JlaHHbIiA BUA padOTHI HE MPETYCMOTPEH YUYEOHBIM IIAHOM.

4. OueHuBaHHE Pe3y/IbTATOB 00y4eHUsI

OneHuBaHuE pE3yJbTATOB OOYUYEHMS IO JUCIHUIUIMHE OCYIIECTBIISICTCS B
paMKax TEKYIIEro KOHTPOJS M IMPOMEKYTOUYHOM aTTeCTallud, IPOBOJMMBIX 10
oabHO-perTiHroBoit cucreme (bPC).

[IIxana oreHKH pe3yJbTaTOB OOYUYCHUS 10 JUCIUTIINHE:

Kon

Kon MHIUKATOP
KOMIIe- a
TEHIIMA KOMIIETEHII
15051

3aruianu-

pOBaHHBIC
pe3yabTaTHI
o0Oy4deHus 1o
JTUCIIUATUTAHE

YpoBeHs chOpMUPOBAHHOCTH
WHJIMKAaTOpa KOMITETCHIIUU

Bricokuii

Cpennuit

Huxe
CpPEIHErO

Huzkuit

ot 85 mo 100

ot 70 no 84

oT 55 no 69

ot 0 o 54

[IIxasa orieHUBaHUs

OTJIMYHO

XOpOIIO0

YIOBIIET-
BOPHUTEIIHHO

HEYIOB-
JIETBOPH-
TEIIbHO

3a4TCHO

HC 3a4TCHO

OIIK-4 | OIIK-4.2

3HATh.

3HATh MPABOBBIC
aKThI B 00JIACTH
3aIUTHI
uHpopMaLuu,
OCHOBHbIC TIOHSTHS U
YIPO3BI
UH(POPMAITTOHHOM
0€30I1aCHOCTH,
OCHOBHBIC
MEPOTPUSITHS TIO
00eCIIeYeHUO
UH(POPMAITTOHHOH
0€30MacHOCTH B
npo¢eCcCHOHATTEHOM
JICSITEIIbHOCTH

3HaeT B
COBEPIIICHCT
BE

3HAeT
OCHOBHBIE
TIPUHITAITBI

3HaeT
OTHEILHEIE
TPUHLIUIIBI

uMeeT
TIpeJICTaBIe
HHE

UH(OPMALIIOHHO-
KOMMYHHKAITMOHHBIE
TEXHOJIOTHH,
NpUMEHsIeMbIe
pelIeHuns
CTaH/IApTHBIX  3a/1a4y
npodeCcCHOHATTEHOM
JEeSTEILHOCTH c
Y4ETOM  OCHOBHBIX
TpeOOBaHMIA
UH()OPMALIMOHHOMN
0e30MacHOCTH

JJIA

3HaeT B
COBEPIICHCT
BE

3HAET
OCHOBHbIE
MIPUHLIUTIBI

3HAET
OTZENbHbIE
NPUHLIVIIBI

HUMECT
MpeaAcTasiiC
HHC




YpoBeHb chOPMUPOBAHHOCTH
WHMKATOpa KOMIIETCHIIUN
N . Huxe N
Kog 3amniaHu- Beicokuii | Cpennuii N Huzkwuit
Kox  wmnaukarop pOBaHHbIE g 100 70 10 84 p5 SH <o 7m0 54
KOMIIE- a PE3YIbTATEI or 85 10 oT /U A0 8% 0T J) A0 b7 |OT U A0
TEHLMU KOMIIETEHI] 00y4eHus 1o Ilkana ouennpanus
1701 TTUCITUTUIMHE yJIOBJIET- HEY0B-
OTJINYHO XOpouIo JICTBOPU-
BOPUTCIILHO
TCJIIBHO
3a4TEHO HE 3a4TEHO
YMETh:
UCIIOJIb30BaTh
METOJIbl U CpE/ICTBa
obecrieyeHust
UHPOPMAITUOHHOM
6€30MacHOCTH c He - MoxeT
yMeeT ¢ | mmyckaer 0e3
LETIbIO yMeeT B
HEKPUTHYIH OTICJIIBbHBIC TIOCTOPOHH
MIPEIOTBPAILICHHS COBEPIIICHCT N
BIMU rpyObIe el momoru
HECAHKIIMOHMPOBAHH | BE
OlIMOKaMK | OIIMOKU HCIIONh30Ba
oro sloctyma, T
3JI0YMBIIIIICHHOM
uHpOpPMAITUK WK
yTpaThl 3aIIUIIAeMOM
uHpopmaru
OLICHUBATh
OIAaCHOCTb,
CBSI3aHHYIO c
yrpo3aMu HE MOXET
HECaHKIIMOHUPOBAHH cor 5 | ymeer ¢ | mmyckaer 0e3
oro JOCTyIIa k| ™ HEKPUTHYH | OTHEJbHBIE | IIOCTOPOHH
COBCPIICHCT "
uH(popMaIuH, se BIMU rpyoObie el MoMOIIIN
HaMEpPEHHON OIMOKaMH | OIIMOKH HCITOTb30Ba
MOAU(UKALTUH Tb
JaHHBIX U YTparThl
CITy>KEeOHOM
uHpopMaLUH
BJIQJICTh:
COBPEMCHHBIMH BIIAJIEET
HE BJIAACCT
OOLMMH CMOCOOAMM | BazieeT B | BIIAIEET OTHCTBHBIM |
06eCHe‘IeHI/IH COBCPIICHCT | OTACIIbHBIM 1 HaBbIKaMH
o TIOCTOPOHH
MH()OPMALTIOHHON BE Y HaBBIKAMH | C o
€U ITIOMOIIIN
0e30MacHOCTH HEI0UETAMH
OHCHO‘-IHI)IG MaTcpHuabl JUUIA IIPOBCACHUA TCKYIICTO KOHTPOJIA u

MIPOMEKYTOUHOM aTTecTaluu mpuBeneHbl B [Ipmioxennun k pabodeil mporpamme
JTUCHUIINHBI.

[ToaHBIN KOMIUIEKT 3aJIaHMil M MaTepuajoB, HEOOXOIUMBIX ISl OIICHUBAHHS
pe3ynbTaTOB O0yUEHHUS 10 AUCIUIUIMHE, XpAHUTCS Ha Kadeape pa3padoTUHKa.



5. Y4eOHO-MeTOIMYecKoe U HH(POPMALMOHHOE o0ecriedeHHe JUCHUILTHHBI
5.1. YueOHO-MeTOOHYECKOE 00ecIieueHne
5.1.1. OcHoBHas nuTeparypa

1. Mengenes, B. A., Undopmaiimonnas 0ezomacHOCTb. BBeneHue B crienyaib-
HocTh + ellpunoxxenue: Tectsl : yueObnuk / B. A. MenseneB. — Mocksa : KaoPyc, 2023. —
143 c. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870. — Tekcr : 311ek-
TPOHHBIM.

2. Menpaukos, B. I1., Mndopmarmionnas 6e3onacHocTs : yueOHuk / B. 1. Menb-
HrkoB, A. U. Kynpusnos, T. FO. BacunbeBa. — Mocksa : KaoPyc, 2023. — 371 c. — ISBN
978-5-406-11960-0. — URL: https://book.ru/book/950148. — Tekct : aneKTpOHHBIA.

3. 3ammra wHOpMarm : yuebHnoe mocodue / A. I1. XKyk, E. II. XKyk, O. M.
Jlemrermikma, A. Y. TumomkuH. — Mocksa : PUOP : THOPA-M, 2021. — 400 c¢. — URL:
http://new.ibooks.ru/bookshelf/361250. - Tekcr : a1eKTPOHHBIIA.

5.1.2.JlononHuTEeNBHAS JIUTEPATYPA

1. Kpouios, I'. O., ba3oBbie noHsTHS WHGOPMAIIMOHHONM 0€30MaCHOCTH : yueOHOe
nocooue / I'. O. Kpwuios, C. JI. Jlapuonona, B. JI. Hukutuna. — Mocksa : Pycaiinc, 2023.
— 257 ¢. — ISBN 978-5-466-01996-4. — URL.: https://book.ru/book/946979. — Tekcr :
AJIEKTPOHHBIM.

2. babam, A. B., Kpunrorpaduieckrue MeTop! 3aiuThl HHGOPMALIUK : Y4EOHUK /
A. B. ba6am, E. K. bapanosa. — Mockga : KnoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — Tekct : 3NeKTpOHHBIA.

3. Opranu3anyoHHO-TIpaBOBOE oOecrieueHrue MH(POPMAIMOHHON O€30MacHOCTH :
yaeOHoe nocodue 11t By30B / A. A. Crpensiios, B. C. I'opbatos, T. A. ITonskosa [u ap.];
nox pea. A. A.Ctpensiioa. - M. : Akagemus, 2008. - 256 c¢. - ISBN 978-5-7695-4240-4. -
TekcT : HerOCPEACTBEHHBIM.

4. WndopmarmonHas O0€30MacHOCTh: KOHIICTITyadbHBIE W METOJIOJIOTHICCKUC
OCHOBBI 3aIUTHI HH(OPMAIKH : yaeOHoe mocodue / A.A. Maimok. - M. : ['opstuast TuHUS -
Tenexom, 2004. - 280 c. - TeKCT : HEMOCPEACTBEHHBI.

5.2. MudopmanuonHoe odecrnevyenue

5.2.1. DneKTpOHHBIE U UHTEPHET-PECYPCHI

11\/&;1 HanMeHOBaHME 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Ccbuika
1 |9BC IBOOKS.RU https://ibooks.ru
2 |9BC LANBOOK.COM https://e.lanbook.com




5.2.2. Ilpodeccuonanbubie 0a3pl gaHHBIX / MHpOpMaIMOHHO-CIIPaBOYHBIC

CUCTEMBI
No HaunmenoBanue npogeccnoHaabHbIX 0a3
n /IT JAHHBIX, HHOOPMAIIOHHO-CIIPAaBOYHBIX Anpec Pexwum nocryna
CHCTEM
1 |Poccuiickas HaumoHanbHas Onbnmoreka  |http://nlr.ru/ http://nir.ru/
5 OO0r1epoccuiicKmii MaTeMaTHYCCKHU http://www.mathnet.ru/ http://www.math
opTal net.ru/
3 |KubepJlenunka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/
4 Hauuonansnas snexrpomnas Gubnouotexa https://rusneb.ru/ https://rusneb.ru/
(HOBb)
5 [Texuunueckas 6ubIMOTEKA http://techlibrary.ru :ll'jtp://techllbrary.
6 |MCC «Koexon / «Texoxcrepm http://app.kgeu.local/Home/Ap |http://app.kgeu.lo
ps cal/Home/Apps
7 |«KOHCYIbTaHT ILTIOC http://www.consultant.ru/ ngﬁélz\lj\;ww'consu
8 |«["apanT» http://www.garant.ru/ ?ttup/://WWW.garan
5.2.3. JlunieH3MOHHOE W CBOOOJHO  paCIpOCTpaHAEMOE IPOTrPaMMHOE
obecrieueHue JUCHUITIITMHBI
PexBu3uThI
Ne [ HammenoBaHme nmporpaMMHOTO Cnoco0 pacpocTpaHeHus
MIOJITBEPIKTAFOTITIX
/i obecrieueHus (JTM1IeH3MOHHOE/CBOOOTHO)
JTIOKYMEHTOB
3A0
. "Co¢rJlaitaTpeitn"
Windows 7 Ilpodeccuonanshas|[lonb3oBarensckas oneparuoHHas
1 (Pro) cneTeMA Ne2011.25486 oT
28.11.2011 Hewucki.
npaBo. beccpouHo
3A0
. "CodrJlaitnTpeiin"
Windows 7 Ilpodeccuonanbnasi|[lonp3oBarensckas onepannoHHas
2 (Starter) cHCTeMa Ne2011.25486 oT
28.11.2011 Hewucki.

npaso. beccpouno

6. MaTepuaJbHO-TEXHUYECKOE O0ecTeuyeHUue TN CIUNINHBI

HauMmenoBanue Buaa
yueOHO padoThI

HanmenoBanue yueOHOI aynu-
TOPUH, CIIEHUAIU3UPOBAHHON
naboparopuu

[lepeuens HEOOXOAMMOTO OOOPYAOBAHMS U TEXHU-
YECKUX CPEICTB O0yUCHHMSI

Jlexun

VYuebHas ayauTopust 1uist Ipo-
BEJICHUS 3aHATHN JIEKITHOHHOTO
THUIA

CHCHI/IaJ'II/IBI/IpOBaHHaH yqe6Ha5{ MC6CJ'H>, TCXHHUYC-
CKHE CpelCTBa OOy4YeHHus, Ciyxamue s
MIpEeACTaBICHUS yueOHoM uHbopMauu
Oonpumiol  ayauTopuu  (MYJIbTUMEAUHHBIN
MPOEKTOP, KOMIbIOTEp (HOYTOYK), OJKpaH),
JIeMOHCTpallMOHHOE 000pyI0BaHue, y4yeOHo-
HarJIsIIHBIE TOCOOUS




Hammenosanue Buga | HaumeHnoBanue yueOHoli ayan-

. . | Ilepeuenpr He0OXOUMOTO 000OPYIOBAHUS U TEXHU-
yaeOHOH paboThI TOPHH, CTICITHATN3NPOBAHHON

YCCKUX CpCACTB O6y‘IeHI/IH

naboparopuu

JlaGopaTopHbie pa- [KommbroTepHsblii kinace ¢ BeIxo- | Crienuaiv3upoBaHHas ~— ydyeOHas — MeOelb,
OOTHI nom B Muteprer JI-418, [1-420, | texuuueckue CpejcTBa 00yueHus
A-424, 1-427 (MyJBTUMEIUUHBIA TPOEKTOP, MOHOOJIOKH 25
re.), JIMIIEH3UOHHOE IPOrpaMMHOE

o0ecrieueHue
KommnproTephbiii knace ¢ Bbixo- | Crienuanu3upoBaHHas yueOHas mebenb Ha 30
nom B Uureprer B-600a nocafouHblX  MecT, 30  KOMIIBIOTEPOB,
TEXHUYECKHE CpeAcTBa OOydeHHs (MyJIbTHUMeE-
JTUWAHBIA  TPOCKTOpP, KOMIBIOTEp (HOYTOYK),
JKpaH), BHJICOKAMEPHI, MPOrPaMMHOE

obecrieueHue
CamocrosrenbHas |[KommproTepHblii Kiace ¢ Bbixo- | Crnernuanu3upoBaHHas yueOHas mebOens Ha 30
pabora nom B Mutepuer B-600a MOCaJ04HBIX  MecT, 30  KOMIBIOTEPOB,

TEXHUYECKHE CpeACTBa OOy4eHHS (MyJIbTHME-
TUIHBIA MPOEKTOP, KOMIBIOTEP (HOYTOYK),
JKpaH), BHJICOKAMEPHI, MPOrPaMMHOE
obecrieueHue

Criennanu3upoBanHasi MeOelb, KOMITBIOTepHAs
TEXHHMKA C BO3MOYKHOCTBIO BbIX0OJ1a B IHTepHET
u obecnieuenuem noctymna B OUOC, skpan,
MYJIbTHMEIUHHBIA TPOSKTOP, TPOrPAMMHOE
obecricucHue

YuTaneHbIN 321
OuOIIMOTEKH

7. Oco0eHHOCTH OpPraHu3aIuN 00Pa30BATEIbLHOM 1eATEeJbHOCTH IJIsl JIUIL C
OrpaHNY€eHHBIMHU BO3MOKHOCTSIMU 3I0POBbS U MHBAJIU/IOB

JIuma ¢ orpaHUYEHHBIMU BO3MOKHOCTSIMU 3710poBbsi (OB3) 1 MHBanMabl UMEIOT
BO3MOKHOCTh OECHPENSTCTBEHHO IEpPEeMEIaThbcs M3 OJHOr0 y4eOHO-1abopaTOpHOTO
KOopIyca B JApYrod, MOJHITHCS Ha BCE 3TaXU Y4eOHO-IaOOPaTOPHBIX KOPIIYCOB,
3aHUMaTbCd B YYE€OHBIX M HHBIX T[OMEIIEHUSIX C Y4YEeTOM OCOOEHHOCTEH
NCUXO(U3UYECKOTO PA3BUTHS U COCTOSIHUS 3/IOPOBBDSL.

Jnst o6yuenust mun ¢ OB3 v MHBaNWAOB, MMEIOIIMX HApYILIEHUS OMNOPHO-
JBUTATEIBHOTO anmapara, 00ecleyeHbl yCIOBUSI OECHpPENsITCTBEHHOTO JIOCTYIa BO
Bce yueOHble noMenieHus. Mapopmaius o cneruanbHbIX YCIOBUSIX, CO3JaHHBIX AJIs
oOyvaromuxcst ¢ OB3 u wuHBaNIMIOB, pa3MelleHAa Ha CcailiTe YHHUBEPCHUTETA
www//kgeu.ru. Imeercst BO3MOKHOCTb OKa3aHUS TEXHUYECKON ITOMOILM aCCUCTEHTOM,
a TaKKe YCIIYT CypJOIEePEBOTUUKOB U TH(PIOCYPAOTIEPEBOAUUKOB.

JUtst aganTanuu K BocnpusaTHio Jinuamu ¢ OB3 u nHBanuaMu ¢ HapyIeHHbIM
CIIyXOM CIIPaBOYHOTO, y4eOHOro MaTepuana MO JUCHUIUIMHE O00ecredrBaroTCs
CJIEIYIOLUE YCIIOBUSA:

- U1l JTy4IlIed OpUEHTAlWU B ayIUTOPHUH, IPUMEHSIIOTCS] CUTHAJIBI OTIOBEILICHHUSI
O HayaJjle 1 KOHIIE 3aHATHUSA (CIOBO «3BOHOK» MUIIETCS HA TOCKE);

- BHUMaHUe cia0ociblanero o0ydarlierocss MNPHUBJIEKAETCS MeJarorom
YKECTOM (Ha IJICYO KIIAJETCS pyKa, OCYIIECTBIISECTCS HEPE3KOE MOXJIONbIBAHUE);

- pasroBapuBasi ¢ OOYy4YarOIIMMCS, MEJAaroruyeckuii padOTHUK CMOTPUT Ha
HEro, TOBOPUT SICHO, KOPOTKUMHU TMPEIIOKEHUSAMHU, 00OecreunBas BO3MOKHOCTb



http://www.kgeu.ru/

YTEHUS 110 TyOaMm.

Kommnencanusi 3arpylHEHH pPEUueBOro M HWHTEUIEKTYalbHOTO Pa3BUTHUS
c1a0oCbIIAIMX 00YYarOIIUXCsl TPOBOAUTCS MTYTEM:

- HCTIOJIB30BAaHUS CXEM, UArpaMM, PUCYHKOB, KOMIBIOTEPHBIX MpPE3EHTAIUH C
TUIEPCChUIKAMU, KOMMEHTUPYIOIIMMU OTIEIbHBIE KOMIIOHEHTHI U300paKEeHUS;

- pEryJIsipHOTO TNPUMEHEHHs] YIPaKHEHUM Ha Trpaduueckoe BbIJICICHHUE
CYILECTBEHHBIX MPU3HAKOB MIPEIMETOB U SBJICHUN;

- obecriedeHrs BO3MOXKHOCTH JUJIsI  OOYyYaloLIErocsi TMOJIyYUTh aJpEeCHYIO
KOHCYJIBTAIIMIO TI0 AJIEKTPOHHOM MOYTE 10 MEpe HEOOXOANMMOCTH.

Jlnig aganTtanuu K BocrpusaTuio gunaMu ¢ OB3 n uHBanuaMu ¢ HapymeHusMu
3peHUs CIPaBOYHOTO, yueOHoro, IPOCBETUTENBCKOTO MaTepuana,
IPEeTyCMOTPEHHOTO 00pa30BaTEIbHONW MPOrpaMMOM MO BHIOPAHHOMY HaIpaBICHUIO
MOJITOTOBKU, 00ECTICUNBAIOTCS CIEAYIOIINE YCIOBUS:

- BeJIeTCs ajanrtanus oQpUIHaIbHOrO caiita B ceTu IHTEpHET ¢ yueToM 0coObIX
NOTPEOHOCTEN MHBAJIMIOB 110 3PEHHI0, 00ECIIEUNBAETCS HATMYUE KPYITHOIIPU(PTOBON
CIIPaBOYHOM MHGOPMAIIMH O PACTTUCAHUHN YUYCOHBIX 3aHSITHI;

- IeJJaTOTUYECKU  pabOTHUK, €ro coOeceAHUK (MpU HEOOXOJIUMOCTH),
IPUCYTCTBYIOLIME HA 3aHATUH, IMPEICTABIAIOTCS O0yUYaIOIIUMCS, TIPU 3TOM KaXKJIbIi
pa3 Ha3bIBAETCs TOT, K KOMY II€1aroru4eckuil paboTHUK oOpaliaercs;

- IEUCTBUS, KECThl, MEPEMEUICHUs MEJarornyeckoro pabOoTHHKA KOPOTKO M
SICHO KOMMEHTHUPYIOTCS;

- meyaTHas HMHQpOpMalMs MpeAoCTaBisieTcd KpynHbIM mmipudrom (ot 18
MYHKTOB), TOTAJTHHO O3ByYHBACTCS;

- obecrieunBaeTCsi HEOOXOIMMBIN YPOBEHb OCBEUIEHHOCTH MOMEUIEHUH;

- IPEIOCTABIISCTCS BO3MOXHOCTh HCIIOJIb30BaTh KOMIIBIOTEPHI BO BpeMs
3aHSTUN U MPABO 3aTUCU 00BSICHEHU Ha TUKTO(DOH (10 JKEeJIAaHUI0 00yUYarOITUXCs).

dopMa TpOBENEHUSA TEKYyIIEH M IMPOMEKYTOUHOM arTrecTtauumu s
oOyuatomuxcst ¢ OB3 1 uHBaNMAOB omnpenesnseTcs: neaarorndeckuM paboTHUKOM B
COOTBETCTBUM ¢ y4ueOHbIM 1iaHoM. [Ipu HeoOxoammoctu oOyuaromemycs ¢ OB3,
UHBAJIMY C YYETOM HUX MHAMBHUIYaAIbHBIX MCUXO(PU3NUECKUX OCOOCHHOCTEH maercs
BO3MOXKHOCTh MPONTH MPOMEKYTOUHYIO aTTECTAllMIO YCTHO, TUCbMEHHO Ha Oymare,
NUCBMEHHO Ha KOMIbIOTEPE, B (hOpME TECTUPOBAHUS U T.II., IUOO MPENIOCTaBISECTCS
JOTIOJIHUTEIBHOE BPEMs JIJIsl TIOJTOTOBKU OTBETA.

8. MeTtoanueckne peKOMeHIAUMH ISl MpenoaaBaTesieil Mo OpraHu3aunu
BOCIIUTATEJbHOI PadoThl ¢ 00y4AKOIINMHUCS.

MeTtoauueckoe obecriedeHre nporecca BOCIUTaHUs 00yUYaoIUXCsl BBICTYIAET
OJTHUM M3 ONpEIeSIIOMNX (PaKTOPOB BHICOKOTO KauecTBa oOpazoBanus. lIpenonasa-
TeNb BY3a, JEMOHCTPUPYS BBICOKUI MPOPECCHOHATHM3M, dPYIUINIO, YETKYIO TpaxK-
JTAHCKYIO MO3UIINI0, CAMOTUCIUILINHY, TBOPUYECKUH TOAXO0A B pelieHun npodeccro-
HaJIbHBIX 33714, B X0JIe 00pa30BaTEIbHOIO MpOIecca CIIOCOOCTBYET (POPMUPOBAHUIO
FapMOHUYHON JIMYHOCTHU.

[Ipu peanuzanuu AUCUMIUIMHBI MPENOAaBaTENb MOKET HCIOJb30BaTh CIEdy-
IOIIME METO/Ibl BOCIIUTATEIbHON PaOOTHI:



- MeTOabl (POPMHUPOBAHUS CO3HAHUSA JTUYHOCTH (Oecenma, AUCIYT, BHYIICHHE,
UHCTPYKTQX, KOHTPOJIb, OOBSICHEHUE, NpPHUMEpP, CaMOKOHTPOJb, pacckKas, COBET,
yoexxaeHue u ap.);

- METOJbl OpraHu3alUU ACSTEIBHOCTH M (POPMUPOBAHUS OIbITA MOBEICHUS
(3amanue, oOIIECTBEHHOE MHEHHE, MeIarormieckoe TpedoBaHUE, MOpy4YeHUe, MpH-
yY€HHE, CO3/IJaHNE BOCITUTHIBAIOLIUX CUTYallUi, TPEHUHT, YIIPpAaXXKHEHUE, U JIp.);

- METOJIbl MOTHBAIIMU JIEATETLHOCTH U TMOBeJeHUs (0J00pEeHUE, MOOILIPEHHE
COI[MAILHON aKTUBHOCTH, MOPUIIAHKUE, CO3/JAaHUE CUTYallUd ycrexa, CO3JaHue CUTya-
IUN 7151 SMOIMOHATIbHO-HPABCTBEHHBIX MEPEKUBAHUNA, COPEBHOBAHUE U JP.)

[Ipu peanuzanuu JUCHUILIMHBI MPENOAABATENb JIOJHKEH YUUTHIBATh CIEHAYIO-
[[ME HAMPABJICHUS] BOCIIUTATEIIBHOU JIESITEIIbHOCTH:

I'pasxcoanckoe u nampuomuueckoe 6ocnumanue:

- popMupoBaHHEe y OOYYaIOIIMXCS IIEIOCTHOIO MHMPOBO33PEHUS, POCCHUICKOI
UJICHTUYHOCTH, YBaKEHHUS K CBOEH CeMbe, OOIIECTBY, TOCYAAPCTBY, MIPUHSATHIM B CEMbE U
00I1IeCTBE JyXOBHO-HPABCTBEHHBIM M COLIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAIIMOHATBHOMY,
KYJILTYPHOMY U UCTOPUYECKOMY Hacie/uto, GOpMUPOBAHUE CTPEMIICHUS K €ro COXpaHe-
HUIO U Pa3BUTHIO;

- popmupoBaHKe y 00yUarOMIMXCS AKTUBHOW TPaXKIaHCKON MO3UIIMK, OCHOBAaHHOMN
Ha TPAJMLUOHHBIX KYJIbTYPHBIX, JYXOBHBIX M HPABCTBEHHBIX LEHHOCTSIX POCCHICKOIrO
o0I1IeCTBa, ISl TIOBBIIIEHUS] CIIOCOOHOCTH OTBETCTBEHHO PEAIM30BbIBATH CBOM KOHCTH-
TYLIMOHHBIE MpaBa U 00S3aHHOCTH;

- pa3BUTHE MPABOBOU U MOJUTHUYECKON KYJIBTYpPhl O0yUaIOUIUXCSl, pACIIUPEHUE
KOHCTPYKTUBHOI'O Y4YacTHsl B MPUHATUU PEUICHUM, 3aTparuBarIIMX UX MpaBa U UH-
TE€pechl, B TOM 4YHCJIE€ B Pa3IMYHBIX (opMax caMOOpPraHU3allUM, CaMOYIMPABJICHUS,
0OIIECTBEHHO-3HAUNMOM JICSATCIIbHOCTH;

- (hopMUPOBAHNE MOTHBOB, HPABCTBEHHBIX U CMBICJIOBBIX YCTAaHOBOK JIMYHOCTH,
MIO3BOJISAIOIINX TPOTUBOCTOSATH IKCTPEMHU3MY, KCEHOPOOUH, TUCKPUMUHALIMU IO COIIU-
QJIbHBIM, PEJIMTUO3HBIM, PACOBBIM, HAIIMOHAJILHBIM MTPU3HAKAM, MEXITHUYECKON U MEX-
KOH(ECCHOHAILHON HETEPITMMOCTH, IPYTUM HETaTHBHBIM COIMATLHBIM SIBIICHHSIM.

Jlyxoeno-upascmeennoe gocnumanue:

- BOCIIUTAaHHE YYyBCTBA JOCTOMHCTBA, YECTH U YECTHOCTHU, COBECTIIMBOCTH, YBa-
YKEHHUSI K POUTEIISIM, YUUTEISIM, JIFOJISIM CTapIIEro MOKOJIEHNUS;

- popMUpOBaHNE TPUHIIMIIOB KOJUICKTUBU3MA WM COJIMIAPHOCTH, JAyXa MHJIO-
cepausl U COCTpaJaHus, MPUBBIYKUA 3a00TUTHCS O JIFOASX, HAXOMSAIIUXCS B TPYAHOU
YKU3HCHHOM CUTYalluu;

- hopMUpOBaHUE COJIUJIAPHOCTH M YYBCTBA COLMAIIBHOM OTBETCTBEHHOCTH TIO
OTHOIIICHHIO K JIFOJSIM C OTPAHUYCHHBIMH BO3MOXKHOCTSIMU 37I0POBbsI, MPEOA0JICHHUE
MICUXOJIOTUYECKUX OaphepoB MO OTHOILIEHUIO K JIFOASIM C OI'PAaHUYCHHBIMH BO3MOXK-
HOCTSIMU;

- opMHpOBaHNE IMOITMOHATBHO HACBHIIIEHHOTO M JTyXOBHO BO3BBIIIEHHOTO OT-
HOIIICHUSI K MHUPY, CIIOCOOHOCTH M YMEHHS TiepefaBaTh IPYTMM CBOW ACTETUYECKHIMA
OTIBIT.

Kynemyphno-npoceemumenvcrkoe eocnumanue:

- opMUpOBaHUE ICTETUIECCKON KAPTHHBI MUPA;



- hopmupoBaHue yBakeHUS K KYJIBTYPHBIM IIEHHOCTSIM POJTHOTO TOPOJIA, Kpas,
CTpaHBI;

- TOBBIIICHHUE TI03HABATEIbHOW aKTHBHOCTH 00YYaIOIINXCSI.

Hayuno-obpazosamenvhoe éocnumanue:

- hopmupoBaHue y 00yUarOIIUXCSl HAYYHOTO MUPOBO33PEHHS;

- (hopMHUpOBaHUE YMEHUS MTOTyYaTh 3HAHUS;

- hopMHpOBaHUE HABBIKOB aHAIM3a M CHHTE3a MH(POpPMALMU, B TOM YHCJIC B
npodeccuoHanbHOM 00IaCTH.



BHocuMble H3MeHeHHsl U YTBEePKAeHHUS HA HOBbIN y4eOHBIH roj
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OreHOYHBIC MATEPHUAIBI 10 MTUCIUIUIMHE, TPEIHA3HAYCHHBI TSI OTICHUBAHUS
PE3yNIbTaTOB 00YUYEHHS Ha COOTBETCTBUE MHAMKATOPAM TOCTIKEHUSI KOMIICTCHIINH.

OueHuBaHue pe3yJabTaTOB OOY4YEeHHS MO JUCHUIUIMHE OCYIIECTBISETCA B
pamkax Tekymero koutpois (TK) u mpoMexyTodHol aTTecTanny, IPOBOJAUMBIX IO
oamnpHO-perTunroBoi cucreme (bPC).

1. TexHnoJsiornyeckasi KapTa
Cemectp 4

HaumeHnoBanue paznena

DopMBI U BU
KOHTpPOJIA

PeliTuHrOBBIE TOKA3aTEIN

| Texymmit
KOHTPOJIb

I[OHOJ'IHI/ITGJ'IBHHG

oamnel k TK1

Il Texymmmii
KOHTPOJTb
JlonoTHUTEbHBIE
0asmel k TK2
1 Texymmit
KOHTPOJTb
JlonoTHUTEbHBIE
oamel k TK3

HUroro

[TIpomexyTounas
aTTecTaIus

Pasgenr 1. OcCHOBHBIE TOHATHA W aHAIN3
yrpo3 uH(POPMAITMOHHO O6€30MacCHOCTH

TK1

15

=
(S}

15-
30

[TuceMeHHbIN Onpoc

o1

3ammTa nabopatopHoi paboThI

10

OTuer o caMoCTOSATENBLHOM padoTe

Pasnen 2. IMoHsAtve HAMOHAJILHOU O€3-
OIacHOCTH, BUJBI Oe3omacHocTH. WHpop-
MarMoHHas 0e3ormacHocTs PO

TK1

10-
15

ITuceMenHbII OnIpoc

Ortyer o caMoCTosATENBHOM paboTe

Paznen 3. MexnyHapoaHasi, HalOHaIbHAS
N BCAOMCTBCHHAsA HOPMATHMBHAA ITPaBOBas
0aza B oOmacty WH(OPMAIMOHHON 0€3-
OIACHOCTH

TK1

10-
15

ITuceMenHbII OnIpoC

Ortyer o caMoCTosATENBHOM paboTe

Paznen 4.  VImxeHepHO-TEXHHUYECKAS
3aIuTa HHPOpMaIu

TK2

15 | 15

15-
30

[TuceMeHHBIN OnpOC

3arura 1a00paTOpHON pabOThI

Otuer 1o caMoCTOSITENILHOMN paboTe

Pazgen 5. OpraHu3anuoHHO-TIPABOBOE
obecnieyeHne 3aluThl HHQOopMaIn

TK3

5-10

ITuceMeHHBII OnIPOC

Otuer 1o caMoCTOSITENILHOM paboTe

IIpoMexxyTouHas arrecTanus (3a4er)

OM

0-45

3a,Z[aHI/IC HpOMCXCYTOqHOﬁ arrecralyu

B nrceMenHoit hopme 1o Omieram




2. OleHOYHbIE MAaTePHAJIbI TEKYIIEI'0 KOHTPOJISI U IIPOMEKYTOYHOM aTTecTalun

[IIkaa OUEHKH pe3yabTaTOB OOYUYEHHUS 110 AUCIUIUIHHE:

Kon
KOMIIE-
TEHIIUU

Kon
MHIUKATOP
a
KOMIIETEHI]
15054

3aruianu-

POBaHHBIC
pe3yIbTAThI
00y4eHus 1o
JICIIUTIIHE

YpoBeHb CPOPMUPOBAHHOCTH
HMHIUKATOpPAa KOMIICTCHIIMN

Bricoknii

Cpennuii

Hwoxe
Cpe/IHero

Huszkuit

ot 85 1o 100

or 70 mo 84

oT 55 1o 69

ot 0 10 54

Ixama oreHuBanus

OTJIMYHO

XOpOIIO

YIIOBJIET-
BOPUTEIIHHO

HEY/IOB-
JIETBOPUTEID
HO

3a4TCHO

HC 3a4TCHO

OIIK-4

OIlK-4.2

3HAaTh.

3HaTh MPABOBBIC AKThI B
obnactu 3aIUTHI
uHpOopMaIUH,
OCHOBHBIC TIOHSTHS U
yIpoO3bl
HHGOPMAITMOHHON
0e30macHOCTH,
OCHOBHEIC
MEPOTPUATHUS
o0ecrieueHHI0
HHGOPMAITMOHHON
0e30macHOCTH B
pogeCcCHOHATLHOM
JeATeTIbHOCTH

110

3HaeT B
COBEPILICHC
TBE

3HACT
OCHOBHBbIC
IIPUHIUIIBI

3HACT
OTACIIbHBIC
IIPUHIMAIIBI

UMeeT
HpeJICcTaBiIe
HHE

MH(OPMaLMOHHO-
KOMMYHHKAIIMOHHBIE
TEXHOJIOTHH,
TpUMEHsIEMbIe ISt
pelIeHnsT CTaHIAPTHBIX
3a1a4
pogeCcCHOHATEHOM
JEATEIIBHOCTH C Y4E€TOM
OCHOBHBIX TpeOOBaHHI
MH(QOpPMaLIMOHHOM
0€301acCHOCTH

3HaeT B
COBEPILICHC
TBE

3HACT
OCHOBHBIC
TIIPUHIHUIIBI

3HACT
OTACIIbHBIC
IMPUHIMUIIBI

UMeET
HpeJCcTaBie
HUE

YMETB!

WCTIONB30BaTh  METOJIBI
u cpezcTBa
obecriedeHust
MH(QOpPMALMOHHOM
0€30IaCHOCTH C HENbI0
TIPEeIOTBPAIICHHUS
HECaHKIIMOHHUPOBAHHOT
0 JIOCTyTa,
3JI0YMBILICHHOM
uHpopmanmu W
yTpaThl  3alUIIAEMON
uHpopmanuu

yMeer B
COBEPILICHC
TBE

yMeeT c
HEKPUTHYH
BIMH
OIIMOKaMH

JTITyCKaeT
OT/IEIbHBIC
rpyobIe

OIIINOKHU

HE
0e3
MTOCTOPOHH
el TTOMOIIH
HCITONIE30Ba
Tb

MOXKET




YpoBeHb chopMHUPOBAHHOCTH
WHJIMKATOPA KOMITCTCHITHN
N N Hwxe N
Kon 3aruianu- Bericokwii Cpennuii CPEIHETO Huzkwmit
Ko MH/IUKATO OBaHHbIE
A IHEATOP P o185 10 100 |01 70 10 84 | 01551069 | or 0 10 54
KOMITE- a Ppe3yJbTaThl
[lIxana oneHnBaHus
TCHIIMA KOMITCTEHI] 00y4eHHs 110 -
HEYJI0B-
un JCIUIUIAHE YIIOBJIET- A
OTJIMYHO XOPpOIIIO0 JIETBOPUTEITb
BOPUTEIHHO
HO
3a4TEHO HE 3a4TEHO
OLICHUBATh OIMACHOCTD,
CBSI3aHHYIO C YTpO3aMu He  MOKET
HECaHKIIMOHUPOBAHHOT
Kt P yMeeT C | mmyckaer 6e3
0 JIOCTYTIA K | ymeer B
HEKPUTUYH | OTJENbHbIE | IOCTOPOHH
uH(pOpMaLIH, COBEPIIICHC .
. BIMHU rpyObIe el MoMOIIH
HaMEpEHHOM TBE 6 6
MOMDHKAIH JTAHHBIX OLIMOKAMHU | OIIMOKH UCTIONb30Ba
U YTparhl CIyKeOHOM b
uHbopMamm
BIIAJICTh:
BIIaJIeeT
BPEMCHHBIMH OT/ICITLHBIM
COBpPEME BIIaJIeeT A HE BIaJeeT
o0mMMH  criocoO0amu | BIageer B U
OTICIBHBIM oe3
obecrieyeHus COBEPIIICHC HaBBIKAMU
. u MIOCTOPOHHE
nH(pOpMaAIMOHHON TBE C .
6e30MACHOCTI HaBBIKAMHU wenoueram | B TIOMOIIA
u

OreHKa «OTJIMYHO» BBICTABISIETCS 32 BJIaJICHUE B MOJHON Mepe MOHATUIHHBIM
anmnapaToM JAUCHUIUIUHBI « OCHOBBI HHPOPMALIMOHHON 0€30MacCHOCTHY, CIOCOOHOCTh
WUTIOCTPUPOBATh OTBET MpUMeEpaMH, (pakTamu, JAHHBIMH HAy4HBIX HCCIIEIOBaHUM,
OPUMEHATh TEOPETHUUECKHUE 3HAHUS JJIS PELICHHUS TUIIOBBIX 33Jay M MPaKTUYECKUX
3aJjaHuil 0oJiee BBICOKOTO YPOBHS CIIOKHOCTH.

OreHKa «XOpOLI0» BHICTABIISIETCA 32 BJIaJICHUE MOHATUHHBIM annapaTtoM JHcC-
UUIUIMHBL «OCHOBBI MH(OpPMAIIMOHHAS 0€30MaCHOCTHY, CIOCOOEH HILTIOCTPUPOBATD
OTBET MpUMepamMu, (pakTamu, MPUMEHATh TCOPETUUECKUE 3HAHUS MPH PEIICHUHN TH-
MOBBIX 33J1a4, IOMYCKAaeT He3HAUNTEIbHBIC OIMOKN MPU PEIICHNN MPAKTUIECKUX 3a-
JaHui 0oJiee BBICOKOTO YPOBHSI CJIOKHOCTH.

OrneHka «yI0BJIe€TBOPHUTEIbHO» BBICTABISIETCS 32 YaCTUYHOE BIIAJICHUE TEO-
pPETHYECKUMU OCHOBaMM AMCUHUILIMHBI «OCHOBBI MH(OpMALMOHHAs OE€30MacHOCTHY,
dbparMeHTapHyI0 CITIOCOOHOCTH WILTIOCTPUPOBATH OTBET MpUMEpaMu, (hakTamMu, B psiie
CIlydaeB 3aTpPyIHSETCS TMPUMEHSATh TEOPETHUECKHUE 3HAHUS TPU PEIICHUH THITOBBIX
3a7a4, HE BCETJa CIIOCOOCH PEIIUTh MPAKTHIECKHE 3aaHus 00jiee BHICOKOTO YPOBHS
CJIO)KHOCTH.

OreHka «Hey10BJIeTBOPUTEIbLHO» BHICTABIISIETCS 32 HE COOTBETCTBUE JTHOOBIM
TPEM U3 TNEPEUYUCIIEHHBIX MOKa3aTened. OOydarouuiicss 1eMOHCTPUPYET OTPHIBOY-




HbIe, (pparMeHTapHbIe 3HAHUS, JOMYCKAET IpyOble OMMOKH MpPU PEIICHUH TUIIOBBIX
pacyeTHBIX 3a7a4 JM00 HE UMEET NPEJCTABICHUS O CIIOCO0E UX PEIICHUS.

3. IlepeyeHb O1LIEHOUYHBIX CPEICTB

Kpatkas xapakTepHCTHKa OLIEHOYHBIX CPEICTB, UCIOJb3YEMBIX MPU TEKYLIEM
KOHTPOJIE YCIEBAEMOCTM U MPOMEXKYTOUHOM aTTeCTallMd OO0ydYarolerocs Io
JTUCUUIUINHE:

Haumenosanue Ornucanue
OLICHOYHOTO Kparkast xapakTeprucTrka OeHOYHOTO CPe/ICTBa OLICHOYHOTO
CpelcTBa cpeJicTBa
Koncnekrupoanue | Kpatkoe TekcTOBOE IpeicTaBIeHHe repepaboTaHHON I[epeuens paznenos
y4eOHOTo HHPOPMAITH
Marepuaa
[lepeuens 3aqanmii u
Or4er o Brmonuenue JIa60paT£)pH0171 pa69TLI, o0paboTka BOIIPOCOB JIJIst
. PE3yIbTaTOB UCIIBITAHUM, W3MEPEHHI, HSKCIEepPHMEHTA. 3aIlUThI
JabopaTopHOi . .
pacore (OJIP) OdopmiieHne 0TYeTa, 3aluTa pe3yabTaToB JJAO0OPATOPHOM 71a00paTOPHOIA
PaboTHI MO OTYETY paboThI, IepeveHb
TpeOOBaHUM K OTYETY
CpencTBO KOHTPOJIS, OPTaHM30BAHHOE KaK CICIUATbHAS
CoGecenopanme Oecena nperioziasatess ¢ o6yqa}onvacs[ Ha TEMBbI, CBS- Bormpoce! o
(C6c) 3AHHBIC C H3y1aeMOH ANCLMILIHON, 1 PAcCUHTAaHHOS Ha pazzaenam
BBIICHEHHE 00beMa 3HaHMN OOYYaroIlerocs mo omnpese- JCIUTUTAHBI

JIEHHOMY pa3Jielty, TeMe, MpoOIeMe U T.II.

Cucrema CTaHIapTU3MPOBAHHBIX 3aJJaHUM, TIO3BOJISIOLIAs
Tecr (Tecr) aBTOMATHU3UpPOBAaTh  NPOLENYPY H3MEPEHUS  YpOBHS
3HaHUH U YMEHHUI 00yJaromierocs

KoMIiekT TecTOBBIX
3aJIaHuH

4. IlepeyeHb KOHTPOJIBHBIX 33JaHUNl WJIH HHbIE MATEPHAJbI, HEO0XO0AU-
Mble VISl OLCHKH 3HAHUM, YMEHUH U HABBIKOB, XapaKTePU3YIOLIUX JTANbI Gop-
MHPOBAHUS KOMIIETEHIMH B NPoLecce 0CBOCHMUS AMCHUIIIUHBI

Ipumepnulii nepewenv 6onpocos 0is cobecedo8anus

1. Chopmymupyiite monstue nHGpopmarronHoi 6e3onacuoctu UC.

2. OOBsICHUTE TMOHSTHS TIEIOCTHOCTH, KOH(DUICHITUATILHOCTA U JIOCTYITHOCTH WH-
dbopmarum.

3. YkaxuTe OTIMYMS CAaHKIIMOHUPOBAHHOTO JOCTyIa K MH(OpMAalMK OT HEeCaHK-
IMOHUPOBAHHOTO.

4. TlepeuncnuTe OCHOBHBIC MPU3HAKK KJIACCHU(UKAIIMU BO3MOXKHBIX yIrpo3 0e€3-
omacuocty UC

5. JlaiiTe KpaTKyr0 XapaKTepUCTUKY YTPo3bl 0€301MacHOCTH, 0003HAYAEMON TEPMU-
HOM «TPOSIHCKUI KOHB.

6. JlaliTe KpaTKyro XapakTepUCTUKY YIpo3 0O€30MacHOCTH, 0003HAYaeMbIX TEPMU-
HaMU «BUPYC» U «UEPBbY.

7. HazoBuTe 1 0XapakTepu3yiTe HanOoJee paclpOCTPaHEHHBIE BUJIbI CETEBBIX.

8. OnmimTe ataKy «4elioBeK-B-cepenuHe». Kakue cpenctBa mo3BoisitoT dddek-
TUBHO OOPOTHCSI C aTaKaMH TAKOTo TUna?




9. OnummTe aTaKky TUNA «OTKa3 B OOCTY>KUBAHUI» U PACTIPEICICHHYIO aTaKy «OT-
Ka3 B 00CITYKMBaHUW.

10. Onummre ocobeHHOCTH (DUIIMHTA U (hapMUHTa. YKaKUTE MEpPhl IPOTUBO/ICH-
CTBUSI 3TUM aTaKaM.

11. KakoBbl MCTOYHMKM HapyIIEHU 0€30MacCHOCTH MPOBOAHBIX KOPIOPATHUBHBIX
cerein?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTHU M YTPO3bl OECIPOBOAHBIX CETEH.

13. OObsCHHUTE IOHATHE KIOJUTHUKA OE30MAaCHOCTH OPraHU3aIN.

14. Kakuie pa3aensl TODKHA COACPKaTh JOKyMEHTATBLHO OOPMIICHHAS TTOJIMTHKA
0e3omacHOCTH?

15. Kakuie mpobneMbl perraeT BepXHUM YPOBEHb MOIUTUKN 0€30MacHOCTH?

16. Kakue 3amauu pemniaer cpeiHUiA YpOBEHb MOJIUTUKHA O€3011aCHOCTH?

17. KakoBbl OCOOEHHOCTH HMYKHETO YPOBHSI ITOJUTUKU 0€3011acHOCTH?

18. Chopmymnupyiite 00s13aHHOCTH PYKOBOJUTENIEH MOIpa3IeiICHUMA, aMUHICTPA-
TOPOB U NOJIb30BaTENEHN MPU peaTM3aLUuK OJIUTUKNA O€30MIaCHOCTH.

19. OnuimTe CTpyKTypy HOJIUTUKK O€30MIaCHOCTH OpraHr3aliu.

20. Yo npeAcTaBisitoT cOO0 CrielMann3upOBaHHbIE OIUTHKHA O€30MIaCHOCTH?

21. IlpuBennTe HECKOIBKO NPUMEPOB CIIEUUATU3UPOBAHHBIX MOJUTUK O€30MacHO-
CTH C OIIMCAHUEM UX OCOOEHHOCTEH.

22. YTo npencTaBIsitoT co00i Mpolieayphbl 6e30MacHOCTH?

23. IlpuBenuTe HECKOJIBKO MPUMEPOB MPOLETyp OE30MaCHOCTH C OMMCAHUEM HX
0COOEHHOCTEH.

24. Tlepeuncnute OCHOBHBIE ATAMbl Pa3pabOTKH MOJIMTUKUA O€30MaCHOCTH OpTraHH-
3aIuu.

25. ChopmynupyiiTe TIaBHYIO 3a7ady CTaHIApPTOB UH(DOPMAIMOHHON 0e301MacHo-
CTH C TIO3UITUIA MPOU3BOJUTENICH M TIOTpeOUTENEi IPOIYKTOB MH(POPMAITMOHHBIX TEXHO-
JIOTUH, a TAaKXkKe CIEIMAIMCTOB 110 CePTU(DHUKAIIMN ITUX MPOTYKTOB.

26. HazoBute OCHOBHbBIE MEXIyHapOJHbIE CTaHIAPThl MH(OpMALMOHHON Oe3-
OTaCHOCTH.

27. JlaiiTe KpaTKyl0 XapakTepHCTHKy MekayHapoanoro cranmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl 0OCHOBHBIE OCOOEHHOCTH TepMaHCKoro cranmapta BS| «PykoBoacTBo
HO 3aIUTe HHPOPMAIIMOHHBIX TEXHOJIOTHUH [ 0230BOT0 YPOBHS 3AIUILIEHHOCTID)?

29. OnuimTe coJiepaHue U YKKUTE 3HAYCHHUE MEeXTyHapoaHoro cranaapra 1SO
15408 «O0mme kpuTepun 0€30MacHOCTH HHPOPMAITMOHHBIX TEXHOJIOTHI.

30. Ilepeuncnute cTangapThl I OECIIPOBOIHBIX CETEH U JalTe UX KpPaTKylO Xa-
PaKTEepUCTHUKY.

31. HazoBute cranmapThl HHGOPMAIIMOHHOM Oe301acHOCTH 11t THTepHeTa.

32. Yto Takoe kpunrorpadusi?

33. Jlaiite onpeeneHus CIEAYIONMX MOHATHI: KPUIITOTpaMMa, KPUIITOAJITOPUTM,
KpUIITOCUCTEMA

34. B ueM COCTOUT KOPEHHOE Pa3Iniie CUMMETPUIHBIX U ACHMMETPUYHBIX KPHII-
TOCUCTEM?

35. OmuimTe 1B€ OCHOBHBIE MPOLETYPhI, OCYIIECTBISIEMbIE CUCTEMOI AIIEKTPOH-
HOM IU(PPOBOI MOAMUCH [T TOATBEPKICHUS MOUTMHHOCTH IIM(POBOTO TOKYMEHTA.



36. Kakum 00pazoM KOMOMHHUPOBAHHBIN METO] MIM(POBAHUS TO3BOJISIET COUETATh
JOCTOMHCTBAa aCCUMETPUYHBIX MU CUMMETPUUHBIX KpunrocucteM? ONMIIMTE MPOTOKOI
peanuzaiyy KOMOMHUPOBAHHOTO METO/A IIN(POBAHMUS.

37. Yto Takoe BpeoHOCHas mporpamma? OxapakTepu3yinTe OCHOBHBIE THUIIbI Bpe-
JIOHOCHBIX ITPOTPaMM.

38. YKaxuTe CyIIeCTBEHHBIE OTINYNS KOMIBIOTEPHBIX BUPYCOB OT CETEBBIX Yep-
Beil. Onuiere OCHOBHbBIE OCOOEHHOCTH TPOSTHCKUX MPOrPaMM.

39. OruimTe 1Ba OCHOBHBIX MOJX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX IPOTPaMM.

40. Kak BBIMONHSCTCS CUTHATYpHBINA aHam3? KakoBbI €ro JOCTOMHCTBA U HEIO-
CTaTKu?

41. Yto mpeacTaBisIOT coOOW MPOAKTUBHBIE METO/bI oOHapykeHusa? [laiite xa-
PaKTEPUCTUKH ABYX HanOoJIee MOMyIISIPHBIX MTOIXO0/IOB.

42. OnummTe MPUHIMIT JEUCTBUS, JTOCTOMHCTBA M HEIOCTATKH 3BPHCTHYECKUX
aHAJIN3aTOPOB.

43. Onuumre NpuHLIMI AEHCTBUS, JOCTOMHCTBA M HEJIOCTATKU IOBEICHUYECKUX
OJIOKUPATOPOB.

44. Ha3oBHTe 1 ONUILINTE JONOJIHUTEIBHBIE MOTYIU AHTUBUPYCHBIX CPEACTB.

45. KakoBbl JONOJHUTENbHBIE MEPBI U CPEACTBA 3ALUTHI OT BPEIOHOCHBIX MPO-
rpaMM, PacIIUPSIONINE BO3MOXKHOCTH aHTUBUPYCHBIX IIPOrpaMm?

46. OnuimTe Mepbl U CPEJICTBA 3ALIUTHI OT CIIAMa.

47. KakoBbl OCOOEHHOCTH PEaTM3aLMH MMOJICUCTEMBI 3aIUTHl KOPIIOPATUBHON WH-
dbopmarmy OT BpeAOHOCHBIX MTPOTPaMM U BUPYCOB?

48. KakoBsl Bo3MoskHOCTH cepuu TipoaykToB Kaspersky Open Space Security ms
3aIIUTHl KOPIOPATUBHBIX CETE OT COBPEMEHHBIX HHTEPHET-yTpo3?

Juisa rekymero konrpoJs TK1:
IIpoBepsiemast KoMIeTeHUMS:

Kon n HauMeHOBaHHE KOMITETCHITUN Kon n nanmeHoBanne uHIUKaTOpa
OIIK-4. Crioco6en morumath puHImIel pa- | OIMK-4.2. Brageer HaBblkaMu MPUMEHEHHS TUGPO-
0O0TBI COBpEMEHHBIX HH(POPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH ISl pelieHus 3aaad Mpodeccro-
HOJIOTUM U MCTIONB30BaTh UX JJISl PEIICHHUS HAJBHOM NEATETHLHOCTH C YYETOM OCHOBHBIX TpeOo-
3a1a4 npoheCCHOHATBHON IeITeTbHOCTH BaHUH HGOPMAIIMOHHOMN 0€30MacHOCTH
Tect
Bonpoc Bapuanmur omeema
CKOJIBKO BBIICIIEHO | 3
OCHOBHBIX  COCTABISIOIIUX | 4
HallHOHAIBHBIX ~ MHTEPECOB
Poccniickoit ®Penepauuu B 5
6

uH(popManoHHOH cdepe?.

3aKJIIOYAeTCsl B YCTAHOBKE MOJCHYIIMBAIOUIETO YCTPOWCTBA B
anmaparypy cpeacTB 00paboTku nHpopmaIuu

OCHOBaH Ha  (uKcauu  DJICKTPOMATHUTHBIX  M3JITYYCHUH,
BO3HUKAIOIMINX MPU (PYHKITMOHUPOBAHUH CPEJICTB KOMIBIOTEPHOMN
TEXHUKU U KOMMYHUKaUK

OCYHIECTBJISIETCS TYTEM MCIOJIb30BAHUSI ONTHYECKON TEXHUKHU

AKTHBHBIN rnepexsaT
UHpOpPMALIUU 3TO TEpexBar,
KOTOPBIH:




Bonpoc

Bapuanmbl omeenma

HEIIPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKHUE OTXOJIbI
MH(OPMALIMOHHOTO Ipoliecca
OCYILIECTBIISETCS c MTOMOIIIBIO MOAKITIOYEHUS K

TCJICKOMMYHHUKAIITUOHHOMY O60py,£[0BaHI/II-O KOMIIBIOTEPA

OOecrieueHne HAIIHOHAIBHOM

HaacKHas 3alura JIMIHOH U HMYHlCCTBCHHOfI 0e30IacHOCTH

o0ecrieyeHre HAay4YHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rOCy/IapcTBOM MHHHMYMa MaTepHaJIbHBIX U JKOJOTHYECKHX
YCJIOBUU

0€e301acHOCTH Ha
MpeojioiecHue  KOH(PpoOHTAalMu B OOIIECTBE,  JIOCTHIKEHHUE
rOCy/IapCTBEHHOM YpOBHE
ompenensercs  crefyomed HAI[MOHAILHOI'O COIJIacus
HeNbIo obecrieueHre MPU3HAHHBIX MEXKIYHAPOIHBIM IIPABOM HHTEPECOB
rpaxaan Poccun, MpoKUBarONMuX B 3apyOeKHBIX CTpaHaX
o0OecrieueHre CYBEPEHHTETa M TEPPUTOPUATBHON 1LETOCTHOCTH
Poccun
YIPaBISIOUIME JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BEKTAMU
HEO0OXOIMMO HMETh SIBHYIO U XOPOIIO OINPEAEICHHYI0 CHUCTEMY
obecneueHust 0€30I1aCHOCTH
B cranmapre «OpanxeBas | MHAMBUIYAIbHBIC CYOBEKTHI JIOJDKHBI HICHTUDUITPOBATHCS
KHUTa»  (QyHIAaMEHTAIbHOE | BEIYMCIIMTEILHAS CHCTEMAa B CBOEM COCTaBE JOJDKHA HMMETh
TpeboBaHueE, KOTOpOE€ | ammapaTHbIe/TTPOrpaMMHEIC MEXaHHU3MBI, JIOITYCKAIOIITUE
OTHOCHUTCS K IpyNI€e | HE3aBUCUMYIO OIIEHKY Ha TMpeAMeT TOro, 4TO0 CHUCTeMa
IMomoTueTHOCTD o0ecrieurBaeT BHITIOJHEHNE H3JI0)KCHHBIX TPeOOBaHMI
rapaHTUPOBAHHO  3AlllMIICHHBIE MEXaHU3MbI, pPeaTU3yIOIINe
MEPEUNCIICHHBIE  TPeOOBaHUs, JIOJDKHBI  OBITH  MTOCTOSIHHO
3alUIIEHBl OT «B3JAMBIBAHUS» W/WIM HECAHKIHOHHUPOBAHHOTO
BHECEHHS U3MESHEHUH
MOJIy4YeHHUsl  3alluiiaeMod WHGOpMAallMd  3aUHTEPECOBAHHBIM
CyOBEKTOM € HApYIICHHEM YCTAHOBJICHHBIX  IPABOBBIMHU
JOKYMEHTAMU WM COOCTBEHHHKOM, BIAJeNblieM HH(POpMAIIH
TIpaB WJIM TIPABIJI JIOCTYIIA K 3alTUIIAeMO HHPOpMAIHH
BO3JICHCTBUS C HAPYIIEHUEM YCTAaHOBIIEHHBIX MpPaB W/WJIHM MPaBUII
Ha W3MEHEHHWE WH(GOPMAIUU, TIPUBOAAIIECTO K HCKAKCHHIO,
Bamura WHOOpMAMK  OT | YHUUYTOXKEHHIO, KONMPOBaHMIO, OJOKHMPOBAHUIO JOCTyHNa K
HECAHKITMOHHPOBAHHOTO nHQOpMAIMK, a TaKXKe K yTpaTe, YHUYTOKCHHIO WM COOI0
BO3IEHCTBUSA 310 | QyHKIMOHMPOBAHUS HOCUTENS HH(DOpMAIIK
eI TENIEHOCTD 10 | BO3JICWCTBHS  HA  3allUIaeMyl0  WHQPOPMAIUI0  OIIMOOK
MPEIOTBPAIICHHIO moJib3oBartens nHpopMalue, cO0s TEXHHUECKUX U MPOTrPAMMHBIX

cpencTB HHGOPMAIIMOHHBIX CHCTEM, a TAK)KE MPUPOJTHBIX SIBJICHHI

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHus 3allMIIaeMOn
nHpopMallMd OT €€ pas3rJalleHus, HEeCaHKIMOHUPOBAHHOTO
JOCTyIIa

HECaHKIMOHUPOBAHHOTO JIOBEICHUS 3aluIaeMoil uH(opMmauu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyJareneii HHpopMaruu

3ammTa nHGOPMAIHH ITO

po1iecc coopa, HaKOILICHUS, 00paboTKH,  XpaHEHUf,
pacnpesiesieHus: U Torucka nHGopMalun

npeoOpa3oBanue  WHPOpPMAIMH, B  pe3yibTare  KOTOPOTO
coJiep’kaHue  MHQPOPMAIUU  CTAHOBUTCS  HEMOHATHBIM  JUIS
CcyObeKTa, He UMEIOIIETO JIOCTYIa

MOTydeHue  CyYOBEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHSI  C

uH(popManreH, B TOM YHcie TP MOMOIIN TEXHHUECKUX CPECTB




Bonpoc

Bapuanmbl omeenma

COBOKYMHOCTb IMPaBUJI, PETJIaMEHTUPYIOMINX MOPSAIOK U YCIOBUS
JocTyna cyobekTa K MHQOpMalliy U €€ HOCUTEISIM

NESATENIbHOCTh 10 TPEJOTBPAIICHUIO YTEYKH HHPOPMAIUH,
HECAaHKIIMOHUPOBAHHBIX M HEMPEIHAMEPEHHBIX BO3JCHCTBHIA Ha
Heé

[TaccuBHbIN nepexsar
UHpOpPMALUU 3TO IEpexBart,
KOTOPBIN

3aKJII0YAeTCs B YCTAaHOBKE IIOJCIYIIMBAIOIIEIO YCTpOWCTBa B
anmnaparypy cpeacTB 00paboTku nHpopmauu

OCHOBaH Ha  (uUKcauu  DIEKTPOMArHUTHBIX  W3IYYCHUH,
BO3ZHUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM
TEXHUKH U KOMMYHUKAIUN

HCIIPaBOMECPHO HCIIOJIB3YET TCXHOJIOTHYECKHUEC

MH(POPMAIIMOHHOTO IpOoIecca

OTXOJdbI

OCYHICCTBJIACTCA ITYTEM HMCITOJIb30BAHUS OINTHYECKON TEXHUKH

OCYHICCTBIIACTCA C IIOMOIIBIO TIOAKJIIFOYCHU A K
TCJIICKOMMYHHUKAIITMOHHOMY O6OPYI[OB3HI/IIO KOMIIBIOTCpa

OoOecrieyeHne HAIIMOHAIBHOM

0€e30I1aCHOCTH Ha
roCyJapCTBEHHOM YpOBHE
ompefensercs — cleayrouei
() 152

HaJIeXKHAas 3alMTa JUYHON U UMYIIIECTBEHHOM 0€301MacHOCTH

obecrieyeHre Hay4dHO OOOCHOBAaHHOIO M TapaHTUPOBAHHOI'O
rocylapCTBOM MHHMMYMa MaT€pPHAIbHBIX M 3KOJOTMYECKUX
yCIIOBUM

IIpCOa0JICHUC KOH(i)pOHTaI_II/II/I B O6H.I€CTB€, JOCTHXKCHUC
HalMOHAaJIbHOI'O COrJjiacus
obOecrieueHue COIMAJIbHO-TIOJIUTUUECKOM n SKOHOMMYECKOM

CTaOUIIbHOCTHU CTPaHBI

oOecrieueHre MPU3HAHHBIX MEXIYHAPOJHBIM IPAaBOM HWHTEPECOB
rpaxkjaan Poccuu, mpoXUBaOMMX B 3apYOCIKHBIX CTPaHAX

K ucrouynukam 3amuinaeMoi
MH(pOpPMaIlU OTHOCUTCSA

QJICKTPHUYICCKUC TTOJIA

CBIpbE

MAarauTHBIC I10JI1

OJICKTPOMArHMUTHBIC I10JIA

OJICMCHTAPHBIC YaCTUIIBI

AKYCTUYCCKUC KOJIeOaHHS

EcrecTBeHHBIE YIpO3BI
6e3omacHOCTH  MH(}OpMaIK
BBI3BaHBI

JCATCIIBHOCTBIO UCJIOBCKA

ommnOkamu mnpu mnpoekrtupoBanun ACOU, ee s1eMEHTOB WU
pa3paboTKe NpOrpaMMHOro 0becreyeHus!

BO3I[€I>1CTBPI§IMPI 00BEKTUBHBIX (I)I/BI/I‘ICCI(I/IX mponeccoB W
CTUXHHUHBIX MMPUPOJHBIX HBHGHI/Iﬁ, HE3aBUCAIINX OT YCJIOBCKA

KOPBICTHBIMU YCTPECMJICHUSAMHU 3JIOYMBINIJICHHUKOB

OIIMOKAMH pu JIEeHCTBUAX IepcoHajia

3amuTta UHQOpPMAIMH  OT
HENpeIHAMEPEHHOT O
BO3JICUCTBUSA 3TO
JESATENIBHOCTD 1o
MPEIOTBPALLICHUIO

MOJIy4eHHUsl  3aluiiaeMod  MHGOpMaluu  3aUMHTEPECOBAHHBIM
CyObEKTOM C  HapyLIEHHEM YCTAaHOBJIEHHBIX  IPAaBOBBIMHU
JOKYMEHTaMU WJIM COOCTBEHHHKOM, BIIaJeNblieM HH(QOpMAIUH
IIPaB WJIM MPaBUJI JOCTYMA K 3allUIIaeMoi HHPOpMaLuu

BO3JICHCTBUS C HAPYIIEHUEM YCTAaHOBJIEHHBIX MPaB W/WIH MPaBUII
Ha W3MEeHeHue HHGOpMAIMM, NPUBOMALIETO K MCKAKECHHUIO,
YHUUTOXKEHUIO, KONMMPOBAaHHUIO, OJOKMPOBAaHHIO JOCTyNma K
uHbopMalMK, a TakXke K yTpaTe, YHHYTOXKEHUIO WIH cOOoro
(YHKIIMOHUPOBaHMS HOCUTENS HHGOpMalluu

BO3ZCHCTBUS  Ha  3allMIIaeMyl0  MHPOpPMAlMIO  OMIHOOK
MOJIb30BaTENs HH(pOpMaLuel, cO0sl TEXHUYECKUX U MPOTPaMMHBIX
cpeacTB HHPOPMALMOHHBIX CHCTEM, a TAK)KE IPUPOJHBIX SIBICHUH




Bonpoc

Bapuanmbl omeenma

HEKOHTPOJIHPYEMOTO pacnpocTpaHeHus 3alIUIIaeMOit
uHpOpPMAIMM OT €€ pasMJIAlleHHus, HECAaHKINOHUPOBAHHOTO
JOCTYyIa

HECaHKIIMOHUPOBAHHOTO JIOBEICHMs 3allvIaeMoil HMH(popManuu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MoJTydaresieil nHpopMauu

Nudopmarnmonusie
IPOIIECCHI ATO

mporecc  cOopa,  HAaKOIUIEHUs,  OOpabOTKHM,  XpaHEHHS,
pacnpejiesieHus: U oucka nHdopMaluu

npeoOpa3oBanue  WHPOpPMALUU, B  pe3ylIbTaTe  KOTOPOTO
cojepkaHne WHQPOPMAIMM  CTAHOBUTCS  HETOHATHBIM  JUIS
cyObeKTa, HE UMEIOUIEr0 J10CTyNa

[OJydYeHHEe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C
nHpOpManKel, B TOM YHCIIe TP MOMOIIN TEXHHUECKUX CPEJCTB

COBOKYITHOCTb TPaBHJI, PETVIAMEHTUPYIONIMX MOPSIAOK H YCIOBHSI
nocTyna cyobekTa K MH)OpMAaIUU U €€ HOCUTEIISIM

NEeSTeNbHOCTh 1O MPEJOTBPALICHUIO YTeYKH uHOpMaIuu,
HECAHKIIMOHUPOBAHHBIX W HENPEIHAMEPECHHBIX BO3JCUCTBUI Ha
Heé

AynuorniepexBar  nepexBaT
UHPOpPMALIUK 3TO TEPEexXBar,
KOTOPBIi

3aKIJII0YAeTCsl B YCTAaHOBKE IIOJCIYIIMBAIOIIEIO YCTPOWCTBA B
anmnapatypy cpeictB 00paboTku nHhopManuu

OCHOBaH Ha  (UKCalUW  DBJIEKTPOMArHUTHBIX  M3JIY4YCHUI,
BO3HUKAIOMIUX NpU (QYHKIHOHUPOBAHUM CPEICTB KOMIIbIOTEPHOMH
TEXHUKH U KOMMYHUKaIUN

HEIIPaBOMEPHO UCIIOJIb3YET TEXHOJIOTHYECKUE OTXOJIbI
MH(OPMALIMOHHOTO TTpoliecca

OCYIICCTBIIACTCA MYTEM MCITOJIb3OBAHUSA OINTHYECKOIN TEXHUKH

OCYILIECTBIISAETCH c IIOMOILIBIO MOAKIIIOYEHUS K
TEJIEKOMMYHUKAIITMOHHOMY 000pYJJOBaHHIO KOMIIbIOTEPA

B cranpmapre «OpanxeBas
KHUra»  (QyHIaMEeHTaJbHOE

TpeboBaHue, KOTOpOE
OTHOCHUTCS K rpymnrme
I"apanTun

YIPaBISIOUIME JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BeKTaMU

HEO0OXOIMMO HMETh SIBHYIO U XOPOIIO OMNpEAENCHHYI0 CUCTEMY
obecrieueHus 0€30MMacHOCTH

WHIAWBUAYAJIBbHBIC CY6I>6KTLI JOJIDKHBI I/II[GHTI/I(l)I/II_II/IpOBaTBCH

BBIYHUCIINTCIIBHAA CHCTEMAa B CBOEM COCTaBE€ JOOJDKHA HWMCTH
annapaTHLIe/ IporpaMMHBIC MCXAaHU3MBI, AOIIYCKAroUIue
HE3aBUCUMYIKO OHOCHKY Ha HOpeaAMEeT TOro, 4YTo CHCTECMa
o0ecreunBaeT BHITIOJTHEHNE H3I0KECHHBIX Tpe6OBaHI/II>'I

KOHTpOJbHasT WH(GOpMALUA JODKHA XPAHUTHCS OTICIBHO H
3aIMINATBCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOW 3a 3TO
TPYIIIBI  MUMENAach BO3MOXHOCTb  OTCJHEXHBATh  JCHCTBUS,
BJIMSIOIIKE HA 0€30I1aCHOCTD

K HocutrexsMm 3anmmmiaeMoi
MH(pOpMaIlU OTHOCUTCS

JIFOH

CBIpbE

YCPHOBUKHU U OTXOAbI IPOU3BOJCTBA

JIOKYMEHTBI

AKYCTUYCCKUC KOJIeOaHHS

HckyccTBeHHBIE YIPO3BI
6e3omacHOCTH  HMH(OpMAIUH
BBI3BaHBI

JCATCIIBHOCTBIO UCJIOBCKA

ommOkamu mnpu npoektupoBanun ACOW, ee 37€eMEHTOB WM
pa3paboTKe MPOrpaMMHOT0 00eCTICUeHUS

BO3JICUCTBUSIMA  OOBEKTUBHBIX (DU3UYECKUX TIPOILIECCOB  WIIU
CTUXUUHBIX IPUPOJIHBIX SIBJICHUI, HE3aBUCAIINX OT YEJIOBEKA




Bonpoc

Bapuanmbl omeenma

KOPBICTHBIMU YCTPCMJICHUAMHU 3JIOYMBIINIJICHHUKOB

omnOKaMu 510)51 HCﬁCTBHHX IICpCoHaAJIa

3ammra uwHQOpPMAUMH  OT
pasrIiamnieHus 3TO
JeSITeTbHOCTD o
IpEeIOTBPALICHUIO

MOJIy4eHHUsl  3aluiiaeMod  MHGOPMalUKd  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HApyLUIEHMEM YCTAHOBJEHHBIX  IPAaBOBBIMU
JOKYMEHTAaMU WM COOCTBEHHHKOM, BIaJeNblieM HH(POpMAIUH
MIpaB WIK IPAaBUJI JOCTYIA K 3aIIUIIaeMoi HHPOPMaLuU

BO3/ICHCTBUS C HAPYIIEHHEM YCTAHOBJICHHBIX IPAB /WM TPABHII
Ha W3MEHeHHWe HH(OpMAIMK, TPUBOAALICTO K HCKAKCHHUIO,
YHUYTOXXCHUIO, KOIMPOBAHUIO, OJIOKUPOBAHHIO JIOCTyHa K
uHbopMalMK, a TaKXKe K yTpaTe, YHHYTOXKEHUIO WIH CcOOr0
(GYHKIIMOHMPOBAHMS HOCHTENS HH(OpMauu

BO3ZCHCTBUS ~ Ha  3alIMIIAEMyl0  WHGOpPMAIMIO  OIMHUOOK
noJib3oBaress nHpopMalurei, co0s TEXHUUECKUX U MPOTrPaAMMHBIX
CpeICTB UHPOPMAIIMOHHBIX CUCTEM, A TAKKE NPUPOIAHBIX SIBICHUN

HEKOHTPOJIMPYEMOTO pacrpoCcTpaHeHus 3alMIIAeMON
uHbOpMAIMM OT €€ pasMJalleHus, HECaHKIMOHWPOBAHHOTO
JOCTYyIa;

HCCAHKIIUOHUPOBAHHOTO AOBCIACHUSA 3amnmaeMoﬁ I/IH(bOpMaIII/II/I
A0 HCKOHTPOJMPYECMOI'O KOJIMICCTBA HOJ'Iy‘I&TGJ'ICfI I/IH(bopMaI_[I/II/I

[TIpocmoTp
nepexsar
KOTOPBIN

Mycopa  3TO
uH(popMaluuy,

3aKIJII0YAaeTCsl B YCTAHOBKE IIOJCIYIIMBAIOIIEIO YCTPOWCTBA B
anmnapatypy cpeictB 00paboTku nHhopManuu

OCHOBaH Ha  (UKCalUW  DBJIEKTPOMArHUTHBIX  M3JIY4YCHUI,
BO3HUKAIOMIUX NpU (QYHKIHOHUPOBAHUM CPEICTB KOMIIbIOTEPHOM
TEXHUKH U KOMMYHUKaIUN

HEMPaBOMEPHO UCIIONb3YyeT
MH(OPMAIIMOHHOTO ITpoliecca

TCXHOJIOTHYECCKHE OTXO/bI

OCYIICCTBIIACTCA MYTEM MCITOJIb3OBAHUSA OINTHYECKOIN TEXHUKH

OCYILIECTBIISAETCH c ITOMOILIBIO MOAKIIIOYEHUS K
TEJIEKOMMYHUKAIITMOHHOMY 000pYJJOBaHHIO KOMIIbIOTEPA

K OCHOBHBIM
HETpeTHaMEPEHHBIM
UCKYCCTBEHHBIM
ACOMU ornocHuTCH

yrpo3am

(I)I/I?»I/ILIGCKOG Pa3spymieHUEC CUCTEMbI ITYTEM B3PhbIBA, ITOJ2KOTI'a U T.II.

nepexBar MOOOYHBIX FMEKTPOMArHUTHBIX, aKYCTHUECKUX U APYTUX
U3JIy4YEHUN YCTPOUCTB U JIMHUM CBS3U

W3MEHEHHE PEKUMOB pabOThl YCTPOMCTB WM MpPOrpamm,
3abacToBKa, caboTax MepcoHaia, MOCTAHOBKA MOLIHBIX aKTHBHBIX
IIOMEX M T.II.

YTEHUE OCTATOYHON MH(OPMAIMU U3 ONEpPaTUBHOM MaMATH U C
BHEIIHHUX 3alIOMUHAKOIINX YCTPOWCTB

HEYMBIIIJICHHbIE JEHCTBHS, NPUBOAAIIME K YaCTUYHOMY HWIIU
IIOJIHOMY OTKa3y CHCTEMBbl WM Pa3pyLICHUIO allapaTHBIX,
MIPOrpaMMHBIX, TH)OPMAIIMOHHBIX PECYPCOB CUCTEMBI

3amuTta UHQOpPMAIMH  OT
HECaHKIMOHUPOBAHHOIO
JOCTyNa 3TO JESATEIbHOCTb
10 NIPEAOTBPALLIEHUIO

MOJIy4eHHUsl  3amuiiaeMod  WHGOPMAaIlMd  3aWHTEPECOBAHHBIM
CyOBEKTOM ¢  HapylIeHHEM YCTAaHOBJICHHBIX  IPAaBOBBIMHU
JOKYMEHTAMU WM COOCTBEHHHKOM, BIAJENbIIeM HH(POPMAIUH
TpaB WM IPABUII IOCTYIIA K 3alTUIIaeMOi HHPOPMaITUH

BO3/ICHWCTBUS C HApYIIEHHEM YCTAaHOBJIEHHBIX MpaB W/MUIHM MPABUI
Ha W3MEHEeHHWe WH(OpMAIMK, TPUBOAAIIETO K HCKAKCHHIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKUPOBAHMUIO JIOCTyNMa K
uHbOpMAIMK, a TakXke K yTpaTe, YHHYTOKEHHIO WIH CcOOr0
(YHKIIMOHMPOBAHUS HOCUTENSI MH(OPMAITHH




Bonpoc

Bapuanmbl omeenma

BO3ZCHCTBUS ~ Ha  3alIMIIaeMyl0  MHPOpPMANMIO  OMHOOK
HOJIb30BaTeNsl HHpOpManuen, cO0s TEXHUYECKUX U MPOrPaMMHBIX
CpencTB MHPOPMAITMOHHBIX CUCTEM, a TAKXKe MPUPOIHBIX SIBJICHUN

HEKOHTPOJIMPYEMOTO pacnpocTpaHeHus 3allMIaeMOn
uHboOpMaMM OT €€ pasMJalleHus, HECAaHKIMOHWPOBAHHOTO
JIOCTyIIa

HECAHKIIMOHUPOBAHHOIO JOBEJCHMS 3alluilaeMoil MHpopMaLuu
JI0 HEKOHTPOJIIMPYEMOT'0 KOJIMYECTBA MoJrydaTeneil nHhopMarmu

Joctyn k uHGOpMAIIIH 3TO

nporecc  cbopa,  HaKOIUICHHs,  OOpaOOTKH,  XpaHEHU,
pacrpeienieHus ¥ norcka nHpopManuu

npeoOpa3oBaHue  HWHPOpPMALMU, B  pe3ylIbTare  KOTOPOTO
colepkaHue MHGOPMAIIMM  CTAHOBHUTCS  HEMOHATHBIM  JIJIS
CyObeKTa, He UMCIOIIETO JIOCTYIIA

MOJy4YeHHe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJIGHHS  C

HHq)OpMaHHeﬁ, B TOM YHMCJIC ITpHU IMTOMOINH TCXHUYCCKUX CPCACTB

COBOKYITHOCTBH IIpaBWJI, PCTIIaMCHTHPYIOUX IOPAJOK U YCIIOBHA
HAOCTYIIa CY6’LGKTa K I/IH(I)OpMaI_II/II/I 1 €€ HOCUTCIIAM

NESATCNIbHOCTh 10 TPEJOTBPANICHUIO YTEYKH WHGPOpMAIUH,
HECAHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEe

AKTHUBHBIN nepexpar

ITIACCUBHBIN IIEpeXBaT

AyaAuoIepexBaT

BHUCOIICPECXBAT

MIPOCMOTpP Mycopa

Ilepexaar, KOTOPBIN
3aKJIOYAETCd B YCTAHOBKE
[OJICTYIIMBAIOLIETO
YCTpPOMCTBA B amnmaparypy
CPEICTB 00paboTKu
MH(OpMallM1 Ha3bIBaeTCs

B MEXIYHAPOIHOM
CTaHJapTe «OpanxeBast
KHUTa» MUHUMAaJIbHAS

3aluTa 3TO rpymnmna

m o0 W >

IIo xapakrtepy BO3IEUCTBHUS
yAAJIEHHBIE aTaK! AEJSATCA Ha

YCJIOBHBIC U 663yCJ’IOBHHe

aTaky ¢ oOpaTHOM CBsI3bI0 U 0e3 00paTHOM CBSI3U

BHYTPUCETMCHTHBIC U MCKCCTMCHTHBIC

INaCCUBHBIC U aKTHUBHBIC

aTaKu, KOTOPBIC MOT'YT PCAJIM30BbLIBATHCS HAa BCEX CEMH YPOBHAX —
(I)I/ISI/I‘-ICCKOM, KaHaJIbHOM, CCTCBOM, TPAHCIIOPTHOM, CCAaHCOBOM,
NpEACTABUTCIILHOM U IMPUKIJIIaAJTHOM

CyOBexT JOCTyTa K
uH(pOpMaIu 3TO

¢usnyeckoe MO, WIM MaTepUalbHBIA OOBEKT, B TOM YHCIE
¢usznueckoe 1moJe, B KOTOPbIX HH(OpPMAIMS HaXOAUT CBOE
oToOpa’keHHe B BUJE CUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX
penIeHui ¥ IpoLeccoB

CyOBEKT, OCYILECTBISIOUINI TMOJIb30BaHHE HH(poOpManuend U
peaIM3yIONMi MOJTHOMOYMS PACIOpsKEHUsT B Ipejenax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHUKOM MH(POPMALIUU

CyOBeKT, MoNb3yoluics HuHpopManuel, MOJydeHHOH OT ee
COOCTBEHHUKA, BJaJeNblla WM TOCPEAHHKA B COOTBETCTBUH C
YCTaHOBJICHHBIMU NpaBaMU U MpaBUJIAMU J1OCTyIa K HHGOpMauu
1100 ¢ X HapyIICHUEM




Bonpoc

Bapuanmbl omeenma

CYOBEKT, B TIIOJIHOM O0BEME pEIN3YIOUINH IOJTHOMOYUS
BIAJICHUs, II0JIb30BaHMs, pPACHOpSDKEHUs HMHpopmauued B
COOTBETCTBHUM C 3aKOHOJATEIbHBIMU aKTaMU

Y4aCTHHK HpaBOOTHOH_IeHI/Iﬁ B PIH(bOpMaI_[I/IOHHHX Iponeccax

Ilepexsar, KOTOPBIN
OCYIIIECTBIISACTCS nyTeM
HCIIOJIB30BaHUS ONTHYCCKOM
TEXHHKH, HA3BIBACTCS

AKTHUBHBIN IepexBar

IIACCUBHBIN IIEpeXBaT

AYJANOIICPCXBAT

BUJICOIICPCXBAT,

MIPOCMOTP Mycopa

O0ecrieyueHre HAMOHAIBLHOM

HaJC)KHAsS 3alUTa JUYHON ¥ MMYIIECTBEHHON 0€30MacHOCTH

obOecrieueHue Hay4YHO 00OCHOBAaHHOTO U TrapaHTUPOBAHHOI'O
rocyaapCcTBOM MHHHUMYMa MATCPUAIIBHBIX W 3KOJOTMYCCKHUX

0€30MacHOCT Ha  ypOBHE 9
yCIOBUH
IPaXkJIaHCKOTO of1ecTBa
.. | oBbILIEHHE 3(PPEKTUBHOCTU 3AIUUTHl KOHCTUTYLMOHHOI'O CTpPOS,
OIpelesieTcsl  CIenyromen .
- IPaBONOPsIIKA, OOPHOBI C OPT. MPECTYIMTHOCTHIO U KOPPYyNIHEH
[peojioJieHne  KOH(QPOHTaLMU B  OOLIECTBE, JIOCTHXKEHUE
HAIlMOHAJIBHOTO COTTIACHUS
A
B MEHKYHAPOJHOM o
CTaHJapTe «OpanxeBast C
KHUTa» MHMBUYalbHAS [~
3aIUTa 3TO TPyIIa E
YCJIOBHBIE U 0€3yCIIOBHbIE
aTaky ¢ 00paTHOM CBsI3bI0 M 0€3 00paTHOH CBSI3U
[To wmeam  BO3MEHCTBHS | BHYTPHUCETMEHTHBIE U MEKCETMEHTHBIE

YAQAJICHHBIC aTaKH ACJIATCA Ha

IIaCCUBHBIC U aKTHUBHBIC

aTakKu B 3aBUCUMOCTH OT HApPYIICHHUA KOH(I)I/II[eHLII/IaJIBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

IlepexBaT, KOTOpBII OCHOBaH
Ha ¢bukcanun
AIIEKTPOMAarHUTHBIX
U3Iy4eHUH, BO3HUKAIOIIHX
pu (GyHKIIMOHUPOBAHUU
CpEeNCTB KOMITBIOTEPHOU
TEXHUKd M KOMMYHHUKaLUN
Ha3bIBACTCS

AKTHBHBIN IepexBar

MaCCUBHBIN nepexsar

ayauonepexBar

BHUOCOIICPEXBAT

MIPOCMOTpP Mycopa

B MEXKTYHapOJHOM
cTaHjapre «OpanxeBas
KHUTa» MaHJaTHas 3allnTa
9TO rpyIIma

moo0| W >

ITo YCIIOBHIO Havazia
OCYILIECTBIIEHUS BO3JEHCTBUSA
YAQJIICHHBIC aTaK! ACJIATCA Ha

YCIJIOBHBIE U O€3yCIIOBHbBIE

aTaky ¢ 00paTHOM CBsI3bI0 U 0€3 00paTHOM CBSI3U

BHYTPUCETMCHTHBIC U MCKCCTMCHTHBIC

IIaCCUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCHUMOCTH OT HApPYIICHHA KOH(l)I/I}IeHHI/IaJ'II)HOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

CobcTBeHHMK  HMH(OpMAIUH
3TO

¢usnveckoe MO, WM MaTepUATbHBIH OOBEKT, B TOM YHCIE
¢usnyeckoe Tmoie, B KOTOPBIX HMH(OpMAIUS HAXOIUT CBOE
0TOOpakeHHE B BUJIE CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHHYECKHUX
pELIEHHUI U TPOLIECCOB
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CyOBEKT, OCYILECTBISIOUINI TIOJIb30BaHHE HH(pOpMaNMend U
peaIu3yIoNUil TTOJTHOMOYHS PaclopsDKEHUsT B Ipenesax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHKOM MH(POPMALIUU
CyOBEKT, TMONB3YIOMUKACS HWHPOPMAIUEH, TOJYyYCHHOM OT ee
COOCTBEHHUKA, BJAJENblla WIH TOCPEAHHKA B COOTBETCTBUHU C
YCTaHOBJICHHBIMU IIpaBaMH U MpaBHJIaMHU JIOCTyMa K HHPOpMAIHH
a100 ¢ X HapyIICHUEM
CyObeKT, B TIOJHOM O0bEME peAIN3YIOIIHUNA MOTHOMOYHS
BJIQJICHUS, IIOJIb30BAaHMSA, pPACIOpsHKeHUs UHpoOpMmanuedl B
COOTBETCTBHUU C 3aKOHOJATEIbHBIMU aKTaMU
Y4aCTHUK MTPABOOTHOLIECHUH B MHQOPMAIIMOHHBIX MpoIeccax

ITepexaar, KOTOPBIN | aKTUBHBIN IE€pPEXBAT

OCYMIECTBIIAETCA € MOMOUIBIO | 113ccypHEIi MepeXBaT

TOIKITFOYCHUS K

TEJIEKOMMYHHUKAI[THOHHOMY
000pYyIOBaHUIO KOMIIBIOTEpA

AyaAuoIepexBaT

IIPOCMOTpP Mycopa

Ha3bIBacTCHa BHUACOIICPCXBAT
B MEXKIYHAPOIHOM ';‘
CTaHaapTe «OpaH>1<eBa;1 C
KHWUra» BepUPUIMpPOBaHHAS D
3aliuTa 3TO I'pyIina E

[Io wamuuuio  oOpaTHOI
CBS3U c aTaKyeMbIM
00BEKTOM y/alNeHHbIE aTaKu
JensTcs Ha

YCIIOBHBIE U 0€3yCIIOBHBIE

aTaku ¢ 0OpaTHOM CBSA3BIO U 0€3 0OPATHOMW CBSI3U

BHYTPUCETMCHTHBIC 1 MCKCCTMCHTHBIC

INaCCUBHBIC U AKTHUBHBIC

aTaKu B 3aBUCHUMOCTH OT HApPYIICHHA KOH(l)I/IJleHHI/IaJ'IBHOCTI/I,
HEJIOCTHOCTHU U JOCTYITHOCTHU

Jluno, CaMOCTOSITEITbHO
co3/aBIiee nH(pOpMaLIHIO
1100 MOJTy4YMBIIEE Ha
OCHOBAaHMM  3aKOHa  WJIH
JIOTOBOpa MpaBO pa3perarhb

HJIM OTpaHUYUBATHL JOCTYII K

HCTOYHUK UH(POpMAIIH

nmoTpeduTenh HHHOPMAITUU

YHAYTOXXUTENIb HHPOPMALIUU

HOCUTENb MH(POpMALUU

MHPOPMALIIH o0ranartens nHGopMAaIH
Obs3atenpHoe M| 3pexTpoHHOE COOOIIEHKE
BBIMIOJTHEHUST JIALIOM,

[OJIYYUBIIIUM JOCTYII K | pacnpocrpaHenuie uHpopmanuu

orpeneneHHol HH(opmMaluy,
TpeOoBaHUE HE TMeperaBaTh
TaKyIo uHpOpMaIINIO
TPETHUM JIuLaM 0e3 coryiacus
ee obaaTens 3To

MpeIocTaBiicHre HHPOPMAIUH

KOH(HICHINATBHOCTH HHPOPMALIUU

JOCTYN K HH(pOpMAIIu

[elicTBus, HalIpaBIECHHbBIE HA

YHUYTOXCHUC I/IH(i)OpMa]_II/II/I

MOJIyYEHHUE uH(popManun

acrpocTpaHeHue HHPOPMALTUH
HEONPEAEICHHBIM  KPYIrOM pactpoctp (popman
JIALY 1581051 repenavy | mpeaocraBieHue HHPOpMALUH
HH@OpMaHHH KOH(UICHIINAILHOCTh HH(pOPMALIUT
HEONPEAEIEHHOMY Kpyry
JIIL 3TO JIOCTYT K HH(OPMAITUU
B03MOXXHOCTb  MOJy4EHHs | COXpaHEHHE UHPOpMALUK
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uHpopManun u ee
UCTIOJIb30BAHUS 3TO

pacnpocTpaHeHue HHPOPMAITUH

IIpeIocTaBieHre HH(OPMAITIH

KOHHJICHINAITBHOCTh HHOpMaLIuU

JOCTYN K nH(GOpMauu

ITpomecc COOOIIIeHNS ABTOpH3AIAS
CyOBEKTOM CBOETO HUMEHHU
Wi HOMEpa, C HCJIbIO | gyreHTH(DUKAIHS
MIOJIy4EHUSI  OIPENEIIEHHBIX
MOJIHOMOYMII (IIpaB JOCTyMa) | 00e3IHIuBaHKE
Ha BBIMIOJIHEHUE HEKOTOPBIX
(pa3pemeHHBIX eMy) ACnCpCoOHaIn3anusa
JNEUCTBUII B CHCTEMax C

uneHTudukanus
OTPaHUYEHHBIM JIOCTYIIOM
IIpouenypa IIPOBEPKHU | aBTOpHU3AIIHS
COOTBETCTBUS CYOBEKTA W | (Gesmunpanme
TOT0, 32 KOI'O OH IBITAaeTcs

JIETIepCOHANIA3a LS
cebst BbIIAaTh, C TIOMOIIBIO
HEKOMN yHUKanbHOiH | 2YTeHTHKAINA
uH(pOopMauu uaeHTuUKaImsI
ITpouecc, a Takxke pe3ysbTaT

aBTOpHU3alA
npoiecca IIPOBEPKU
HEKOTOPBIX  00s3aTeIbHBIX
apamMeTpoB MOJIL30BATEIIS H, MICHTH (KA
npu YCHEIIHOCTH,
Mpe10CTaBIEHUE eMy | ayTeHTH(HKAIUS
ONpeAeNEHHBIX MTOJTHOMOYHI
Ha BBIIIOJIHEHUE HEKOTOPBIX | ofesmnuiBaHme
(pa3pemeHHbIX eMy)

WCTBUH B  CHCTEMax

Jlenc cucte € | nenepconamusamms

OIpaHUYCHHBIM JOCTYIIOM

HecaHKIIMOHMPOBAaHHBIN
JOCTYN K HH(POPMAIUH 3TO

JOCTYN K MH(OpMaluY, He CBSI3aHHBIH C BBITOJHEHUEM (QYHKIIMOHAIb-
HBIX 00s3aHHOCTEH U HE O(OPMIICHHBIH JOKYMEHTAJIBHO

paGOTa Ha 9YKOM KOMIIBKOTCPE 0e3 pa3peuicHus €To BjiIaJC]Ibla

BXOJ HAa KOMIIBIOTEP € MCITOJIb30BAHNUEM JIAHHBIX APYTOr'0 IOJb30BaATCIIA

JOCTYH K JIOKaJbHO-WH(POPMALIMOHHON CETH, CBS3aHHBIM C BBHITIOJIHEHU-
eM (QYHKIIMOHAJBHBIX 00sI3aHHOCTEH

noctyn K CYBJI noj 3anpeiieHHbIM UMEHEM 0JIb30BaTeNs

JokymeHTHpOBaHHas

uHpopMaIus, JIOCTYTI K
KOTOpPOH  OrpaHUYMBAECT B
COOTBETCTBHHU c

3aKOHAaJIeJIbCTBOM PD

nHGOPMALIUS COCTABIISIIONIAs] TOCYAAPCTBEHHYIO TalHY

WHGPOPMAITUS COCTABJISIONIAsE KOMMEPUYECKYIO TalHY

HepCOHAIbHAS

KoH($HIeHIHaNbHas HHpopManus

JOKYMCHTHUPOBAHHAs I/IH(bOpMaLII/IH

UndopmanmonHas
0€e30MMacHOCTh 00ECIIEYNBAET. ..

Os0KMpOBaHKE HHPOPMALMH

HCKaKeHUe WHPOpMAITH

COXpaHHOCTh UH(OpMAIH

yTpary nHGOpMaILuH

noJeKy MHpopMamu

Xwumenne nHGOpMAIHH — 3TO. ..

HECaHKIIMOHUPOBAHHOE KOMMPOBaHHE WH(OPMAITUI

yTpara nHopMarmu

OTokmpoBaHre NHHOPMAITHH

HCKaKeHUE WHPOPMaINH

npoaaxa HHPOpPMaIIH




Bonpoc

Bapuanmbl omeenma

Hoctym k na(DOpMAITUHN — 3TO:

00s13aTeNbHOE ISl BBITIOIHEHUS JIMIIOM, MOJYYHBIIHM JIOCTYI K OIpe-
neneHHo mHpopMmanmu, TpeOoBaHKE He TepeaBaTh TaKyl WHGopMma-
LU0 TPETHUM JIMIaM 0e3 cornacus ee 00aaaTens

JEHCTBYsSI, HANPABICHHBIC HA TMOJIYYCHHUE HH(OPMAIUU HEONpPE/ICIICH-
HBIM KPYTOM JIUI] WM TIepeaady WHGOpMAIH HEOMIPEAEIIEHHOMY KPYyTy
JIUT]

JICHCTBHYSI, HANPABJIICHHBIC HA TMOJyYeHHEe WHGOPMAIMH OINPEACICHHBIM
KpPYyTOM JIUI] WJIH TIepeiady HHPOPMAIHX OTPeIeTICHHOMY KPYTY JIHIL

nH(popMaIus, epeaHHas WiId MoydeHHasl ToJb30BaTesieM nHpopMma-
LUOHHO-TEJICKOMMYHHUKAIIMOHHON CEeTH

BO3MOKHOCTB ITOJIYYCHUS I/IHq)OpMaHI/II/I 1 €€ UCII0JIb30BaHUA

Oo0ecrieuenue
MHPOPMAITMOHHOH
0€3011aCHOCTH
obecreyeHue. . .

€CThb

HE3aBUCHUMOCTH MH(OPMALIUH

W3MEHEHUS HHDOPMAITIH

KOIMPOBaHUs HH(POpMALIUU

COXpaHHOCTH UH(OpMaMu

npeoOpa3oBaHysi HHPOPMAIMH

K kakomy BuAy Mep 3aIlIUTHI
uHQOpMaIH OTHOCHUTCS
YTIBEp)KICHHAs] MporpaMma pa-
60T B 001acTH 6€30MaCHOCTH

IIOJINTUKA O€30MMACHOCTH BEPXHETO YPOBHS

MOJUTHUKA O€30IIaCHOCTH CPEJHETO YPOBHS

MOJINTHKA 0€30IIaCHOCTU HMKHETO YPOBHHI

IIPUHIOWUIT MUHUMHU3AIUHU HpI/IBI/IJIeFI/II\/JI

3aIuTa NoJIep KUBaroIIeld HHGPACTPYKTYPHI

I'apanTus TOrO, 4TO NPU XpaHe-
HUM WIM Tepepade uHpopma-
UM He OBLJIO MPOW3BEACHO He-
CaHKIIMOHUPOBAHHBIX H3MEHE-
HUN

KOH(UICHIINATBHOCTb

LEJIOCTHOCTD

AOCTYITHOCTDH

AYTCHTUYHOCTDH

areJUIMpyeMOCTb

K dynkumsam nHpopMamoHHoH
0€301acHOCTH OTHOCSTCS

BbBISIBJICHMC UICTOYHUKOB BHYTPCHHUX WM BHCHIHUX YI'PO3

CTpaxoBaHuE MH(POPMALMOHHBIX PECYPCOB

3alIMTa roCcy1apCTBEHHBIX HH(OPMALIMOHHBIX PECYPCOB

[MOJIFOTOBKA CIIEI[UAJIUCTOB IO O00eCHeYCHUI0 HH(POPMAIMOHHON 0e3-
OIACHOCTH

BCC OTBCTHI BEPHBI

K HamuoHanbHBIM HHTEpEcaMm
P® B undopmannonHoit chepe
OTHOCSITCS

pcamn3anys KOHCTUTYIIMOHHBIX IPdB HAa HOCTYII K I/IH(l)OpMaI_II/II/I

3anuTa nH(OpMaIuu, 00eCreunBaroIIeH JTUIHYI0 0€301aCHOCTh

3aluTa HEe3aBUCHUMOCTH, CYBEPEHHUTETa, TOCYAAPCTBEHHON U TEpPHUTO-
pHATBHOH LIEJIOCTHOCTH

IOJIUTHYCCKAsE SKOHOMUYCCKAA U CONMaJIbHAsA CTaOUIILHOCTD

COXPaHEHHUE U 03/I0POBJICHUH OKPY>KatoLIeH Cpeibl

l'apanTust TOro, 4TO KOHKpET-
Has wHbOpMAIMs  IOCTyIHA
TOJIBKO TOMY KpYTy JHII, HIJIs
KOTOpBIX OHa MpeIHa3HauYeHa

KOH(I)I/IILCHL[I/IB.HBHOCTB

OEJIOCTHOCTD

JIOCTYITHOCTh

AYTCHTUYHOCTD

aneJJIMpyeMoCTh

COBOKYIMHOCTh HOPM, TIPABUI U
MPAaKTHYECKUX PEKOMEHIAINH,
perIaMeHTUPYIOIUX  paboTy
cpenctB 3amutel AC oT 3amaH-
HOTO MHOXXECTBa yrpo3 0es-
OMAaCHOCTH

KOMILJIEKCHOE o0ecreueHue HH(I)OpMaHHOHHOﬁ 0e30IMacHOCTH

oe3omacHocth AC

yrpo3a HH(GOpPMaIMOHHOM 0€30MaCHOCTH

aTaka Ha aBTOMATU3UPOBAHHYIO CUCTEMY

MOJUTHKA OC30ITaCHOCTH

HambGonee pacmpocTpaHeHHBIE
yIrpo3bl HHGQOPMAITMOHHON 0e3-
OIMaCHOCTH

YT'PO3bI LEINOCTHOCTH

yIpo3bl 3aUUIICHHOCTH

yrpo3bl 6€30MacCHOCTH
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yrpo3bl JOCTYITHOCTH

yrpo3bl KOHOUICHIIMATBHOCTH

[HelictBue, peANpUHUMAEMOE
3JIOYMBIIIUICHHUKOM, ~ KOTOPOE
3aKJIIOYAETCs B TIOMCKE W HC-
MOJIB30BAHUU TOM WM HHOU
YSI3BUMOCTH CUCTEMBI

KOMIIIEKCHOE 00eCIIeueHre I/IH(l)OpMaHHOHHOI;'I 0e30IacHOCTH

oe3omacHocTh AC

yrpo3a HH(QOpMaIIMOHHOM 6€30MaCHOCTH

aTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

MOJINTHKA 0€30I1aCHOCTHU

Cocrosinne 3aIUIIECHHOCTH | pHQpOpMaMOHHAsT 0€30MTaCHOCTh
MHOTOHAUMOHANBHOTO  HAPOA [ gon oo oo
KaK HOCHTENS CYBepeHHTETa U
€IMHCTBEHHOTO pcToYHMKa | SoUTa uH(opmaIH
BIIACTH HallMOHaIbHAast 0€30I1aCHOCTD
CBOMCTBO [JaHHBIX OBITH JO- KOH(PHUACHIIMAIBHOCTh
CTyHHI)IMI/I JJIA CaHKHI/IOHI/IpO- LIEJIOCTHOCTD
BaHHOTO TI0JIb30BAHHS B MPOM3-
. JIOCTYITHOCTh
BOJIBHBII MOMEHT BPEMEHH, KO-
r1a B oOpanieHuy K HuM Bo3Hu- | 4YTCHTHIHOCTh
KaeT He0OXOIUMOCTD arnmneImpyeMocTb
KOH(PHUACHIIMAIBHOCTD
rapaHTI/IH TOT0, 4YTO HUCTOYHU- IEJIOCTHOCTD
KOM I/IH(I)OpMaHI/II/I SABJISICTCA
JOCTYITHOCTh
HMEHHO TO JIMIIO, KOTOpOE 3a-
SIBJICHO KaK €€ aBTop ayTCHTUIHOCTD
anmneIupyeMocCThb
[apantus Toro, 4ro npu HeoO- | KOH(PUIACHIMAILHOCTD
XO0AUMOCTHU MOXKHO 6yﬂeT JOKa- IIEJIOCTHOCTD
3aTh, YTO aBTOPOM COOOIICHHUS JIOCTYITHOCTB
SBJIAETCS UMEHHO TOT YEJIOBEK, AYTCHTHUHOCTH
KOTOPBIi 3asBJI€H KaK €€ aBToOp
W HH KTO JIPyToil anmneIupyeMocThb

CooTHecuTe MHTEpECH B 0O0Ja-
cti  MHQOpMAIMOHHOW  Oe3-
OIaCHOCTH:

1. HauumoHansHEIE HHTCPCCHI

2. InTepechl TMIHOCTH

3. MHTepeckl rocynapcraa

4. UnTepecs! ob1IecTBa

1. cocrosT B peanu3anuy KOHCTUTYLIMOHHBIX TMpaB M CBOOOJ, B
oOecIlieyeHn JUYHOM Oe30IaCHOCTH, B IOBBIIICHHH KauyecTBa U
YPOBHS JKU3HH, B (PU3MUECKOM, TyXOBHOM U HHTEIUICKTYaTbHOM
Pa3BUTHUU YEJIOBEKA U TPaKIaHUHA

2. o0ecrneunBalOTCS HWHCTUTYTAaMH TOCYAApCTBEHHOW BJIACTH,
OCYIIECTBIISIOMUMH CBOM (DYHKIIUU, B TOM YHUCJIE BO B3aMMOJICH-
CTBUHU C JeicTByomMMHA Ha ocHOBe Koncturynuu P® u 3akoHo-
natenbcTBa PO 0011eCTBEHHBIMU OpPTraHU3aIUsIMA

3. COCTOAT B HE3BIOJIEMOCTH KOHCTHTYIIMOHHOTO CTPOsI, CYBEPEHH-
TeTa U TEPPUTOPHAIILHON 11eJ0CTHOCTU Poccuu, B MOTUTUYECKOM,
SKOHOMUYECKOW W COIMAIBHOM CTAOMIBHOCTH, B 0€3yCIOBHOM
o0ecrevYeHnr 3aKOHHOCTH U TIOJIIEpyKaHUH MPABOTOPSAKA, B pa3-
BUTHUU PABHOMPABHO TO U B3aMMOBBITOAHOTO MEXIYHAPOIHOTO
COTPYAHHUYECTBA

4. cOCTOST B YIIPOUEHUHU JEMOKPATUH, B CO3JJaHUM IIPABOBOTO, CO-
[UAJILHOTO TOCYJapCTBa, B JOCTH)KEHUHM U TOJJIEp>KaHUM 001Ie-
CTBEHHOIO COIIacusi, B IyXOBHOM 0OHoBJIeHHH Poccun

CooTHecuTe OCHOBHBIE TOHATHUS
B o0nactu WHPOPMALMOHHON

1. ataka

2. ysizBuMocTh AC
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0€e30MacHOCTH

3. yrpo3sa 6e3onacaoctu AC

4, 3allII€HHAass CUCTEMA

1. HCKOTOPOC HEYyJA4YHOC CBOMCTBO CUCTEMBI, KOTOpPOC na€IacT
BO3MOXHBIM BOBHUKHOBCHUC U PCAJIM3AIIUIO YI'DO3bI

2. cuCTeMa CO CPEIICTBAMH 3allMThI, KOTOPbIC YCIEHIHO U b dek-
TUBHO MPOTHBOCTOSIT yrpo3aM 0e30MacHOCTH

3. BO3MOXkHbIe Bo3zeicTBUs Ha AC, KOTOpbIE MPSIMO HIIH KOCBEH-
HO MOT'YT HaHECTH yiiep0 ee 6e30macHOCTH

4. neicTBUe, MPEANPHUHHUMAEMOE 3J0YMBIIIUICHHUKOM, KOTOPOE
3aKJIFOYAETCS B IOUCKE M UCIIOJIb30BAHUM TOM WU UHOW YSI3BUMO-
CTHU CUCTEMBI

CooTHEeCUTE OCHOBHBIC BHJIBI
yrpo3 st AC

1. yrpo3a HapymieHus] KOHQHUICHIINATHLHOCTH

2. yrpo3a 0TKaza ciyk0

3. yrpo3a HapyuIeHHsl IeJIOCTHOCTH

1. mo6oe yMBIIUICHHOE U3MEHEHUE MH(POPMAIUH, XPAHSIIEHCS B
BC nnu nepenaBaemoii OT 0JTHOM CUCTEMBI B IPYTYIO

2. BO3HHMKAET BCSAKHM pa3, KOTJa B pe3yibTaTe MpeaHaMEPEHHBIX
JICHCTBHH, TPEANPUHAMAEMBIX JIPYTUM IOJIb30BATENEM WIIH 3J10-
YMBIIIJIEHHUKOM, OJIOKUPYETCS AOCTYIl K HEKOTOPOMY pecypcy
AC

3. 3aKiroyaercs B TOM, 4TO MH(OpMalMsi CTAHOBUTCS U3BECTHOU
TOMY, KTO HE pacrnojaraeT NoJHOMOUYHUSIMH JJOCTYIa K HeH

CooTtHecuTe  KiIacCH(PUKALUIO
YTPO3 MO psAAY IPU3HAKOB

. 11O ITPUPOJAC BOSHUKHOBCHUA

. IO HCIIOCPCACTBCHHOMY UCTOYHUKY

. TI0 crenenu Bo3nencTeus Ha AC

. TIo croco0y goctymna K pecypcam AC

. IaCCMBHBIC 1 aKTHUBHBIC

NP ARIWN -

. HalIpaBJICHHBIC HA WUCIIOJIB30BAHUEC IIPAMOTO CTAHAAPTHOT'O ITyTHU
JIOCTyTa K pecypcaM U HampaBlieHHbIE HA UCIOIB30BAHUE CKPBITO-
T'0 HECTAHJIAPTHOTO JocTyma K pecypcam AC

3. €CTECTBEHHBIC HIIH HCKYCCTBCHHBIC

4. npupoaHas cpefa, YelIOBEK, CAaHKIIMOHUPOBAHHBIE NMPOTrpPaMM-
HBIE CPEJICTBA U HECAHKIIMOHUPOBAHHBIE IPOrPAMMHBIE CPEACTBA

Yro Takoe cepTrdUKAIHS

IMOATBCPKACHUEC COOTBETCTBUA IMPOAYKLIUHU WM YCIYTI' YCTAHOB-
JICHHBIM Tp660BaHI/I${M WJIN CTaHJapTaM

MTOATBEPKICHHE COOTBETCTBUS NMPOAYKIIMH, HO HE YCIYI YCTAaHOB-
JICHHBIM TPeOOBAHUSAM HMJIM CTaHAapTaM

TOATBCPIKACHUC COOTBETCTBUSA YCIYI, HO HC IIPOAYKIIMN YCTAHOB-
JICHHBIM Tpe6OBaHI/I$[M HJIW CTaHdapTaM

Yro Takoe cepTudhuKaT?

JIOKYMEHT, MOJTBEPKAAIOUINNA COOTBETCTBHE CPEJCTBA 3allIMThI
nH(popManuu TpedoBaHUAM 10 0€30MaCHOCTH H(DOpMAIUN

JOKYMEHT, MOATBEPKIAIOIINA COOTBETCTBUE CPEACTBA 3allIUTHI
nHpopManuy TpeOOBaHMSIM 110 XpaHEHHIO MHPOpMaIUH

JOKYMEHT, MOATBEPKIAAIOIINA COOTBETCTBUE CPEACTBA 3allIUTHI
nHpopmanny TpeboBaHMsIM 10 00paboTke HHGOPMaAITUU

Kak Ha3zpiBacTcs JIMIo, CcaMo-
CTOATCIIBHO CO3JaBIICC I/IH(i)Op-
Malluro mmbo IMOJIy4YuBIICE Ha
OCHOBAHHMHU 3aKOHA HUJIM JTOI'OBO-

CY6’LCKT MNEpCOHAIBHBIX JAaHHBIX

orepaTop HHPOPMAITTOHHON CUCTEMBI
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pa mpaBo paspeniath WIH orpa-
HUYMABATh JOCTYNl K WH(OpMa-
ouu, OHpeI[CJ'IHeMOfI 110 KaKHuM-
60 npu3HaKam? CyOBeKT HH(pOpMaLKH

oOmanarens HHGOpMAIIH

Bonpocsl k kommiekcHomy 3aganuio TK1

1. Yro Takoe unpopmaimonHasi 0€30macHoOCTh?

2. llepeuncnure BaxkHeHIIME acTIeKThl UH(HOPMAITMOHHON O€30MaCHOCTH.

3. [lepeuncnure ypoBHH 3aIUTHI HH)OPMALIHH.

4. OxapakTepusyiTe yrpo3bl HHPOPMAIMOHHOW OE€30MaCHOCTH: PACKPBITHS
LEJIOCTHOCTH, OTKa3 B 00CITy>KUBaHUU.

5. O0BsCHUTE TPUYHUHBI KOMIIBIOTEPHBIX MPECTYIUICHUN.

6. OnumuTe OCHOBHBIE TEXHOJIOTHH KOMITBIOTEPHBIX MPECTYTIIICHUH.

7. Ilepeunciure Mepsl 3alIUTHl THHOPMALIMOHHON O€3011aCHOCTH.

8. Ilepeuncnure Mepbl MPEIOCTOPOKHOCTH TPU PabOTE C IEIBIO 3aIMUTH WH-
dbopmaruu.

9. OnuiuTe OCHOBHBIE MEPHI 3aLUTHl HOCUTENEH HH(OPMaLIUK.

10. [Touemy mnonkiIO4YEHHE K TIIOOAIBHOW KOMIBIOTEpHOU cetu MHTepHeTr
MPEACTaBIIAECT COO0M yrpo3y st HH(POpMaAIMOHHOM 6€3011acHOCTH?

11. Onumure, KaKk MCMOJIb30BAaHUE AJIEKTPOHHOM MOYTHI CO3JAET yrpo3y HH-
dbopmaronHoit 6e3ornacHoctu. Kakue mepbl o6ecreunBaroT 0€30MacHOE UCIONIb30-
BaHue e-mail?

12. Kakue cymecTBYIOT MEXIyHAPOIHBIE U POCCUNCKHUE CTaHIAPTHI B 00JIACTH
0€30MacHOCTH KOMITbIOTEPHBIX CUCTEM M HH(POPMALIMOHHBIX TEXHOJIOTHIA?

13. Kputepuu 6€30macHOCTH KOMIBIOTEPHBIX CUCTEM MUHUCTEPCTBA OOOPOHBI
CIIA (“OpaneBast kHura”).

14. PykoBonsmme 1okyMeHThl ['octexxomuccuu Poccun.

15. MexayHapoaHbie cTaHAapThl HHPopMalmoHHo 6e3onacHocTH. CTaHIapT
ISO/IEC 15408 "O6mue kputepun". Onucanue TpeboBaHUil 6€30MaCHOCTH U XapaK-
TEPUCTHUK yTPO3.

Jas tekymero kouTpoJs TK2:

IIpoBepsiemast KoMIeTeHU S

Kox n HanMeHOBaHNE KOMIICTCHITUH Kox n HanMeHOBaHWE HHIMKATOPA
OIIK-4. Cniocoben nonnmars npuHuunsl pa- | OIIK-4.2. Bnageer HaBbIkaMu NpUMEHEHHUs IH(pO-
0O0TBI COBpPEMEHHBIX MH(OPMAITMOHHBIX T€X- | BBIX TEXHOJOTHHA Ui PElIeHHs 3amad mpodeccro-
HOJIOTUH ¥ MCIIOJIb30BaTh UX IS peLIeHHs HAJIBHOW JIEATENIbHOCTH C YYE€TOM OCHOBHBIX Tpe0o-
3a/1a4 MPOECCHOHATBHOMN JIEATeNTbHOCTH BaHU HHGOPMAITMOHHOM 0€30MacCHOCTH
Tect
Bonpoc Bapuanmur omeema

Kakoii o0mwuii ymep6 1o | 4

JIAHHBIM HucruryTa | 34
KomnbrorepHoi
besonacHocTH nanecu | 24

KOMIIBIOTEPHBIE BHUPYCHI 3a | 74
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nocienHue S5 naer, (MIpA. 94

noiin. CIITA)?

ITo JaHHBIM JKypHaia | 500000

«Security Magazine», | 1000000

cpenHuii pasMep ymepba oT

KOMITHFOTEPHOTO 1500000

MomrenHnuectBa cocrapiser | 2000000

(romun. CIIIA) 2500000
mporecc  cbopa,  HaKOIUICHHsS,  OOpaOOTKH,  XpaHEHU,
pacrpeieneHus ¥ norcka nHpopManuu
npeoOpa3oBaHue  WHPOpPMALUU, B  pe3yjibTare  KOTOPOTO
coliepkaHue  MHGPOpPMAIUU  CTAHOBUTCS  HEMOHSATHBIM  JUIS
CyObeKTa, He UMCIOIETO JIOCTYIIA

[Mudpoanre wuHPOPMAIUYU | IOTyYEeHHE  CYOBEKTOM  BO3MOXXKHOCTH  O3HAKOMIICHUS  C

9TO

HHq)OpMaHHeﬁ, B TOM YHMCJIC ITpHU IMTOMOINH TCXHUYCCKUX CPCACTB

COBOKYITHOCTBH IIpaBWJI, PCTIIaMCHTHPYIOUX IOPAJOK W YCIIOBHA
HAOCTYIIa CY6’LGKTa K I/IH(I)OpMaI_II/II/I 1 €€ HOCUTCIISAM

NEeSATENILHOCTh 10  TPEJOTBPAIICHUIO YTEYKH HHQPOPMAIUH,
HECAHKIIMOHUPOBAHHBIX M HEINPEAHAMEPCHHBIX BO3JICHCTBHI Ha
HEe

Ilo JTAaHHBIM I'naBHOTO
UHPOPMALIMOHHOTO  IICHTpPA
MBJl Poccun KOIMYECTBO
KOMITHIOTEPHBIX
MPECTYIICHUN €XKEr0THO
yBEITUYHBaAETCS B (pa3a)

2

2,5

3

3,5

4

ITo JTaHHBIM I'maBHOTO
MH(OPMALIMOHHOTO  IIEHTpa
MBJI Poccum exeroaHsii
pa3mep MAaTepUaTbLHOIO
yiepba OT KOMITBIOTEPHBIX
MPECTYIJIEHU  COCTaBIISIET
OKOJIO (MJIH. pyOJeil)

6

60

160

600

1600

ITo JTaHHBIM I'maBHOTO
MH(OPMALIMOHHOTO  IIEHTpa
MB/I Poccun CpeqHUN
yiiepo, MPUIHHSIEMBII
MOTEPIEBIIEMY oT 1
KOMIBIOTEPHOTO
MPECTYIJICHUs, paBeH (MJIH.
pyb6ueit)

7

1,7

2,7

3,7

4,7

OcHoBHOE
obecneynBaroniee
KOH(UICHIINATEHOCTD
uH(poOpMalluy, TOChUIaEMOM
MO0  OTKPHITBIM  KaHajJam
nepeayd  JaHHBIX, B TOM
YHCIie, 0 CETH UHTEPHET

CPEICTBO,

uaeHTUDUKAITAS

ayTeHTU(UKALIUS

aBTOpU3alud

JKCIIEPTHU3a

mmdpoBaHue

Jns Ge3omacHOM mepenavu
JAHHBIX 110 KaHaJlaM
WHTEPHET HCIIOJIB3YETCS

WWW

dicom

vpn
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TEXHOJIOTUS ftp

xml
Kommieke arrmapaTHbIX

AHTHUBUPYC
197070171 IPOrPaMMHBIX
CPE/CTB, OCYILECTBIISIOLIHHA
PEACTE, ym Hl 3aMOK
KOHTPOJIb H  (PHIIBTPALIHIO
CETEBOTO Tpaduka B

OpanaMay’p
COOTBETCTBUU C 3aJaHHBIMHU
NpaBUJIaMU U 3allUIIAIOIIHHA
p = B Kpunrorpadus
KOMIIBIOTEPHBIE ~ CETH  OT
HECAHKIIMOHUPOBAHHOTO

9KCHEPTHAs CUCTEMa
J0CTyma
[Ipouenypa, MpoBepsroNIas, | MACHTHPUKALUS
UMEeT JIM TM0JIb30BaTellb C | AyTEHTH(UKAIMS
PEIbSIBICHHBIM crpaTuduKanus
UIEHTU(UKATOPOM TIPaBO HA | PETUCTPAIIUs
JOCTYII K peCypcy 3TO aBTOpH3AIUS

COACPIKATDb I_[I/I(bpbl u 6YKBBI, 3HAKU IIPCIIMHAHUA U OBITH CIIOKHBIM
JJIL yrablBaHU A

COJIEP>KaTh TOJIBKO HHUQPHI

ITaposnb I10JIB30BATENS | COJEPIKATh TOIBKO OYKBbI

JIOJIKEeH MMETh SBHYIO MPUBS3KY K BJIaJEibIly (€ro UMs, JaTa POKIACHHUS,
HOMep TesehoHa | T.11.)
OBITH MPOCTBHIM M JIETKO 3allOMHHAThCS, Harpumep «123», «111y,
«qwerty» 1 T. 1.

[InacTukoBas KApTOYKa, | TOKeH

coJieprkanias YU U | hassword

KpHnTorpaqlnquKHx -

BBIYHCIICHU W BCTPOEHHYIO login

3AlMIICHHYIO0 TaMATb IS
XpaHeHus: uHpopMauu

cMapT-KapTa

YcerporicTBo JUISL
UIEeHTU(DUKAITIN
MOJIb30BaTeNICH,
IpeJICTaBIIsIIoIIEe co0oit
MOOWJIIBHOE  TEPCOHAIBHOE

YCTPOMCTBO, HAIIOMUHAOIIIHE
MaJICHBKUM  NEWIKep, HE
MO/ICOETNHSAEMBIE K
KOMIBIOTEPY U  HUMEIOIIHNE
COOCTBEHHBIH HWCTOYHHK
MATaHUSA

TOKECH

aBTOHOMHBIN TOKEH

USB-tokeHn

ycTpoiicto iButton

cMapT-KapTa

Hoctyn  moisb3oBarenst K
HH(pOPMAIMOHHBIM pecypcam
KOMIplOTEpa W/ WM
JIOKAJbHOW BBEIYHCIMTETBHON
CeTU TMPEAIPUATUS JIOJKEH
pa3pemarbecsi TOIbKO MOCIe:

BKIIFOYCHHSA KOMITBIOTEpPA

I/I,Z[eHTI/I(I)I/IKaLII/II/I I10 JIOTUHY U IIapoJIto

3arpoca maCnopTHBIX JaHHBIX

3arpoca IOMCHHOI'O HMCHU

3anpoca OO

DJIEKTPOHHBIE
npeaHa3Ha4YCHbI I ...

3aMKU

obecrieveHrs JOBEPEHHON 3arpy3Kd KOMIBIOTEpA U KOHTPOIIS Iie-
JIOCTHOCTH (PailyioB B cUCTEMax

CKaHHUPOBAHUA OTIICYATKOB ITAJILIICB
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MIPOBEPKH CKOPOCTHU U 3arpy3ku (ailioB

00111ero KOHTPOJIS

I/I,Z[eHTI/I(i)I/IKaHI/II/I I1OJIb30BaTCJIsA

ONEeKTpOHHBIE 3aMKH IIpeHa-
3HAYCHBI JIJIS:

XpaHeHus 001b1I0ro 00beMa KOH(pUICHIIMATBHON HH(OpMAIHN

3allUThI IEPUMETPa KOPIOPATUBHOM CETH

HA/IKHON ayTeHTU(UKAIMH U NISHTH()HUKALIMY TTOJIb30BaTeNIeH

OJIOKMPOBaHUS KOMITBIOTEPA BO BPEMSI OTCYTCTBHUS IOJIB30BATEIIS
Ha paboueM MecTe

Jos 3aIUThI
3JI0YMBIIIJICHHUKOB
HEOOXO0INMO HCIIOIb30BATh

oT

CUCTCMHOC IIPOI'paMMHOC obecneyeHne

IPUKJIaJHOE IPOrpaMMHOE o0ecrieueHue

AHTUBHUPYCHBIEC TPOTrPAMMBI

KOMIIBIOTCPHBIC UI'PBL

MY3BIKY, BUJCO(DUITBMEI

AnnapaTHblie
JIOBEPEHHOM
«AKKOPI-AM/I3»
IPEJICTaBIISIIOT COOOM. . .

MOJIyJIH
3arpy3Ku

anmnapaTHbIi KOHTPOJIEp

3JIEKTPOHHBINA 3aMOK

CUCTCMa KOHTPOJIA

ceTeBol aJlaITep

KOIIMPOBAJILHBIN anmnapar

[Ipocreiimmm crmocobom
UIeHTU(DUKAITIN B
KOMIThIOTEPHOM CHCTEME
SIBJIICTCS BBOJI
uaeHTU(HUKaTOpa

[10JIb30BaTENA, KOTOPBIN

HMCECT CJICAYIONICC HA3BAHUC

TOKCH

password

apoJib

login

cMapT-Kapra

Yro0Bl IOONUCATHL COOOIICHUE
3IEKTPOHHOMU 1 poBO
MOJIITUCHIO, UCTIOJIB3YIOTCS

OTKpBITLIﬁ KJIFOY OTITPABUTCIIA

OTKpBITLIfI KJIFOY ITOJIYyYUaTCIIsz

SaKpLITBIﬁ KJIFOY OTIIPABUTCIIA

3aKpBITBIﬁ KJIIOY ITOJTYy4aTCIIsd

KakoBa  mociieqoBaTelIbHOCTE
MOANMUACAHUSA  COOOIIEHHH ¢
oMo DIIT?

BBIYHCIIACTCA XOIII, 3aTCM XOIII SaIHI/I(l)pOBI)IBaCTCH

cooOmieHue  3amm@poBBIBACTCS,  IMOCIAE  YEro
XDIIUPYETCS

pe3ynbTar

MpU TIOJANKUCAHUK COOOIIEHHE 3amI(POBBIBACTCS, MPU MPOBEPKE
BBIYMCIISIETCS X311

BBIUUCIIAETCSL XOUI HCXOJHOrO COOOIIEHUs, IIOCIE Yero OHO
3aIpOBBIBACTCS

B uyem 3akmiovaercs Takoe
CBOICTBO byHKINH
X3IIMpoBaHus H Kak cTOWKOCTh
K KOJUIM3HSM TIEPBOTO poja?

JUIsl JTF000r0 XoMma h JT0KHO OBITh TMPAKTUYECKH HEBO3MOXKHO
BBIYHCIIUTH WK To00path Takoe X, uto H(x) =h

JOJKHO OBITh NPAKTHYECKW HEBO3MOXKHO BBIYUCIHUTH WM
noxo0pare M00yI0 Mapy pasiMYHBIX COOOLIEHMH X M Yy JJs
kotopbix H(x) = H(y)

JUTMHA XJIIa JIOJDKHA OBITh (PUKCHPOBAHHOW HE3aBHCHMO OT
JUIMHBI BXOJHOTO COOOIIEHUS

Bupycel, He cBs3bIBarOIINE
cBou kommu C (aimamu, a co-
3/1a0IKe CBOM KOIMU Ha JIHC-
Kax, HEe M3MEHssl Apyrux ¢ai-
JIOB, HA3BIBAIOTCS

KOMITAHBOH - BUPYCAMH

YepBU

Mapa3suTHYICCKUC

IPU3PAKU

CTeJIC-BUPYCHI

AHTHBHpYCHAS mporpamMma

PEBH30pPOM
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MIPUHITAI pabOTHI, KOTOPOH OC-
HOBaH Ha TpoBepke (haiios,
CEKTOPOB U CHUCTEMHOH MaMSATH
U TMOHWCKE B HUX WM3BECTHBIX U
HOBBIX BHPYCOB Ha3bIBaCTCS

HUMMYHHU3AaTOPOM

CKaHCpOM

JIOKTOpa U (haru

YkazaTh HEAOCTATKH, UMEIOIIU-
€cs y aHTUBHUPYCHON Mporpam-
MBI PEBU30P

HECIIOCOOHOCTL ITOMMATh BUPYC B MOMCHT €ro IIOSABJICHUSA B
CUCTEMC

HeOoJIbIIast CKOPOCTh TOUCKA BUPYCOB

HEBO3MOXKHOCTh OIPEICTINTh BUPYC B HOBBIX (haiinax

BCE BAPUAHTHI BEPHBI

K nocromHcTBaM TEXHHYECKHX
CpCACTB 3allIUThI OTHOCATCA

PEryJISpHBIA KOHTPOJIb

CO3JaHUEC KOMILICKCHBIX CUCTCM 3alllUThI

CTCIICHD CJI0XXHOCTH YCTpOﬁCTBa

BCC BApHUAHTBI BCPHLBI

OIIACHbIE
(haiioBbIe

B xnaccudukanuro BUpycoB mo | PE3HIACHTHBIC

Croco0y 3apaXKeHUs BXOJAT 3arpy304Hble
(aiioBo-3arpy304HbIC
HEPE3UACHTHBIC
4epBHU

K Bupycam usmensromuMm cpeny | CTyACHUYCCKHC

OOHMTaHHS OTHOCSTCSL: OJUMOpP(HBIE
CIIyTHUKHU

Bupycs, He cBssbBaroupe | KOMIAHbOH - BUDYCAMHU

CcBOM Komuu ¢ (aiiamu, a co- | IEPBU

37AI0IIME CBOM KOIMM HA JHC- | CTEJIC - BUPYCHI

Kax, He M3MeHsst Apyrux Qai- | MmakpoBHPYCHI

JIOB, Ha3bIBAIOTCS pU3paKu
4epBHU

K Bupycam He W3MEHSOMUM | CTCIIC-BUPYCHI

cpely oOMTaHUsI OTHOCATCS noJIMMopQHbIE
CIIyTHUKH

Hexkotopoe cexkpetHoe Komuye-
CTBO HH(OPMALUH, H3BECTHOE
TOJIBKO II0JIb30BATENl0 M IIa-
POJIBHOM  cHUCTEME, KOTOpOe
MOET OBITh 3aIIOMHEHO IIOJIb-
30BaTeIEM U MPEABSABICHO IS
MIPOXOXKICHUS MpOLE Y PhI
ayTeHTU(UKALIH — 3TO ....

I/I,ZLCHTI/I(I)I/IKB.TOp IIOJIB30BaTCIA

MapoJib MOJIBb30BATCIIA

YUE€THAA 3a1rChb IMOJIB30BATCIIA

mapoJjibHasA CuCTeMa

UccnenoBanne  BO3MOXXHOCTH
pacudpoBanust uHGOpMALKU
0e3 3HaHus KIoYen

KPHUIITOJIOT U

Kpunrorpadus

KpUIITOAHAJIN3

B3JIOM

HCC&HKLII/IOHI/IPOBaHHLIﬁ AOCTYII

XpaHeHue  mapoJieit
OCYIIECTBISTHCS

MOXKCET

B BU/JIE CBEPTOK

B OTKPBITOM BHUC

B 3aKPBITOM BUJIC

B 3aM(POBAHHOM BHJIC
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BCC BApHWAHTBLI OTBCTA BCPHLBI

CooTHecuTe OCHOBHBIE METObI
MOJTy4eHUs Maposeit

1. meTon ToTaNbHOTO MIEpebdopa

2. CJIOBApHAas aTaKa

3. TosryueHue mapoJiei U3 caMoi CUCTEMbl Ha OCHOBE MPOTPaMM-
HOW U anmnapaTHON peajn3aii KOHKPETHON CUCTEMBI

4. mpoBepka napoJiell, yCTaHaBJIMBAEMbIX B CUCTEMax I10 yMoJ4a-
HHUIO

1. nna mepebopa HMCHONB3yeTCS CIOBaph HamboIee BEPOSTHBIX
KJIIOUYen

2. ABYMsI BO3MOKHOCTSAAMH BBIAICHCHUS ITAPOJIA ABJIAKOTCA: HCCAHK-
[MOHUPOBAHHBIN JOCTYI K HOCUTEIIO, COACPIKAIIEMY ITapOoJIH, JIH-
00 HCIIOJIb30BAaHHE YSA3BUMOCTEH

3. OHpO6BIBaIOTC$I BCC KJIFOYH ITOCJICAO0BATCIIbHO, OJUH 34 APYI'UM

4. maposb, yCTaHOBJICHHBIH (UPMON-Pa3pabOTIMKOM 110 yMOT4a-
HUIO, OCTAETCs] OCHOBHBIM IIAapOJIEM B CUCTEME

CootHecuTe (DYHKIMH, BBINOJN-
HSIEeMBIE TEXHUYECKUMH CpeJ-
CTBaMH 3aIUTHI

1. BHEIIHAA 3aluTa

2. OnO3HABaHUE

3. BHYTPCHHSS 3alllUTa

1. 3ammTa OT BO3JACHCTBHS JeCTAOUIN3UPYIOMUX (HAKTOPOB, TIPO-
SIBJIAIOIIMXCST HETIOCPEJCTBEHHO B CcpeAcTBax o0paboTku MHQOp-
Malluu

2. 3amMTa OT BO3JEHCTBUS JecTabmim3upyomumx (Gpakropos, mpo-
SIBJIAIOIIMXCS 3a NpejiesiaMu ocHOBHBIX cpeactB ACOJ]

3. CHeL[I/I(l)I/I‘leCKaH I'pynima CpeaACTB, NMPCAHA3HAYCHHBIX IJIs OIIO-
3HaBaHUA J'IIOI[CI\/’I Mo pa3jnYHbIM HWHIAWBUAYAJIbHBIM XapaKTCpH-
CTHKaM

OnektpoHHast TuQpoBas MoJ-
MUCh B 3JIEKTPOHHOM JOKYMEH-
T€ paBHO3HauyHAa COOCTBEHHO-
PYYHOH IOANMCH B JOKYMEHTE
Ha OyMa)XHOM HOCHTENE IIpH
OJTHOBPEMEHHOM  COOJIIOIEHUH
CIEYIOIINUX YCIIOBHIA:

cepTudUKaT KJIF0Ya MOIMUCH, OTHOCAIIUNCS K 3TON JIEKTPOHHOM
uudpoBON MOAMKMCH, HE yTpaTHI CUIy (IEHCTBYEeT) HA MOMEHT
MPOBEPKU WJIM HA MOMEHT MOAMUCAHUS SJIEKTPOHHOTO IOKYMEHTA
NpU  HAIAYUM  JI0KA3aTENIbCTB,  ONPEHCISAIOMIMX  MOMEHT
MOJITACAHUS

MOATBEP:K/I€HA MOUIMHHOCTD 3JEKTPOHHOU 1U(POBOM MOJIUCH B
JJIEKTPOHHOM JJOKYMEHTE

OJICKTPOHHAA III/I(i)pOBaSI MMOANHNCHh HMCIOJB3YCETCA B COOTBCTCTBUU
CO CBCACHUAMU, YKA3AHHBIMHU B CepTI/I(l)I/IKaTC KJIrO4Ya nmoAanucu

BCPHBI BCC BAPpMAHTEI

Co3nanue KITFOYeH
DJIEKTPOHHBIX UPPOBBIX
MOJIUCEH OCYIIECTRISICTCS ISt
HCII0JIb30BaHHK B

MH(OPMAIIMOHHON CHCTeME OOIIETO MOJIb30BAHUS €€ YYACTHUKOM
WJIM 110 €r0 0OpalleHHI0 YA0CTOBEPSIOIIUM HEHTPOM

KOpHOpaTHBHOﬁ HH(I)OpMaHHOHHOﬁ CHUCTEMC B
YCTAaHOBJICHHOM B 9TOM CHUCTEME

MOpSJIKE,

BCPHEIL o0a BApHUAHTHI

Yem ompenensercd ypoBEHb
Ha/IeKHOCTU NPUMEHSIEMBIX
KpUnTOrpaduIecKux
npeoOpa3oBaHUi

3HAYCHUECM I[OHYCTHMOﬁ BCPOATHOCTHU HCHCHpaBHOCTCﬁ 5005

cOoeB, TMPHUBOJAIMMX K  TOJXYYEHUIO  3JOYMBIIIJIEHHUKOM
JOTIOJTHUTETBHOU uHbopMaIuu 0 KpunTorpapuueckux
peoOpa3oBaHMSIX

CIIO)KHOCTBIO KOMOHMHAIIMM CHUMBOJIOB, BBIOPAHHBIX CIyYailHBIM
obOpazom

WCIOJIH30BAHMEM OOJIBIIOTO YKCIa KIItoYeH i mudpoBaHus
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OTHOIICHHEM KOJIM4YeCTBa Jemu(ppoBaHHOW HMHPOPMALIUU K
o0IeMy KOJIM4ecTBY HIM(POBaHHON MH(OpMAINH, MOISKAIIEH
et (ppOBaHHIO

Kak HHaue Ha3bIBAETCS
CHMMETPUIHOE TP POBAHNC

¢ poBaHue C 3aKPBHITHIM KIIFOUOM

mudpoBanue MmetoaoM beiitca

1 (poBaHUE C OTKPHITHIM KITHOYOM

g poBaHue C IEPEMEHHBIM KIIIOYOM

Kakoit aJTOPUTM HE
WCTIONB3yeTCA npu
CUMMETPUYHOM IHU(POBAHUU

MOTOYHOE M (pOBaHKE

1moouTOBOE MUppPOBaHUE

610yHOE mu(ppoBaHUEe

anroputM Jnb-I"amans

Uro siBAsSiETCS MPEUMYIIECTBOM
CUMMETPUYHOr0 MH(POBAHUS

CKOPOCThH BBINIOJIHEHUS KpunTorpadguueckux npeoOpa3zoBaHuil

JIETKOCTh BHECEHHUSI U3MEHEHUH B aJITOPUTM MH(PPOBAHUS

CEKPETHBIN KJII0Y M3BECTEH TOJBKO IMOJyYaTear0 MH(pOpMAIUH U
TepBOHAYAIbHBIA 0OMEH HE TpeOyeT nepeaayn CeKPEeTHOro Krva

NpUMEHEHHEe B CHCTeMax ayTeHTU(UKAUUU  (DJIEKTPOHHAS
TIO/TIHCH)

Kak Ha3bpIBacTCsl «MCTOpPHUEC- wndp Mapkosa

ckuity mmdp, B KOTOPOM Kax-

nasi OykBa HMCXOIHOTO TEKCTa

3aMCHsTaCh OYKBOM, CTOSIICH ump Llesapst

Ha HEKOTOpoe (hPUKCHpPOBAaHHOE
YHCJIO MECT Jlajibllie B angaBH-

mdp DHUrMa

T, O TPUMEHEHHH KOTOPOTO
UMEIOTCS JIOKYMEHTaIIbHbIC
CBUJIETEILCTBA? wdp badumka

CHAMMETPUYHBIE KPUIITOCUCTEMBI

KPUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM

. | KpUnTocucTeMbl C TyOJIMPOBAHUEM 3aIUTHI

Paznens COBpPEMEHHOMU v v

CHCTEMBI DJIEKTPOHHOH 1IM(POBOI MoANHCH
Kpunrorpaduu:

yIpaBJIeHUE MapOIsIMU

yTipaBJIeHHUE Nepeadeil JaHHbIX

YIIpaBJICHHUC KIIFOUaMU

ABTOpHU3aLMel Ha3bIBACTCS

MPOIIECC, MOCPEACTBOM KOTOPOTO HACHTHU(UKAIUS Tpearnoarae-
MOH JIMYHOCTH IPOBEPSAETCS HAa OCHOBE JOKYMEHTA, YAOCTOBEPS-
IOIIETO JINIHOCTH

ayTCHTI/I(I)I/IKaI_II/ISI OCHOBAHHAA Ha ABYX Pa3HBIX THUIIAX I/IILCHTI/I(l)I/I-
Kanuu.

YaCTb UACHTHUYHOCTH, KOTOpasd OTPAXKACT OIPCACICHHYIO BPOK-
JACHHYIO 0COOEHHOCTD JJMYHOCTH, TO €CTh TO YTO CBA3aHO C KOH-
erTHOﬁ JIMYHOCTBIO

[Ipomecc, KOTOpHIi HaeT (WIM OTKIIFOYAET) MPaBO JIOCTyMma K (ce-
TEBBIM) pecypcam

AyTreHTHUKALHS - 3TO
IpoLecc IPOBEPKU
npeJnosaraeMol moAJIMHHOCTH
JUYHOCTH  HAa  OCHOBaHHUU
KaKoro-1m00  yJIOCTOBEPEHUS
JUYHOCTH, KOTOPOE  MOXKET
OBITH

YTO-TO, UTO BBI 3HACTC

4YTO-TO, YTO Y BaC €CTb

TO, YEM BHI ABIACTCCH

JIBOMHOM 3alIUTON Ha3bIBACTCS

ayTeHTU(UKALMsI Ha OCHOBE JIBYX UJIEHTHU(HUKATOPOB.




Bonpoc

Bapuanmbl omeenma

ayTeHTU(UKAIIHS THIMaX

HJEeHTU(DUKAITIN

OCHOBAaHa Ha  JBYX  pa3HbIX

ayTeHTU(UKAIKs, OCHOBaHHAs Ha JBYX WM 0oJiee pa3IMYHBIX
TUTIaX UACHTU(DUKAITIT

[lepeuncnuTe BasKHBIE Y4eTHBIE
3aMUcH AN TOJIb30BaTeNs
HNurepHera, rae HYKHO
HCTIONIb30BaTh  JIBYXJTAITHYIO
ayTeHTU(UKAHIIO?

YUYCTHBIC 3allMCHU IJId BXOJia B 0aHK

YUETHBIC 3allMCH, COJEpXKalHe KOH(DUICHIIMAIBHYIO JIMYHYIO
nH(pOpMaIHIO

aZpeca HJIEKTPOHHOW MOYTHI, Ha KOTOPBIE Bbl MOXKETE 3aKa3aTh
HAaNIOMHHAHUS NAPOJIs 7S IPYTUX BeO-cpes

YYCTHBIC 3aIlMMCHU CONHUAJIBHBIX ceTel

y4EeTHBIC 3alUCH CITy’KO C MOMOIIBIO KOTOPBIX BXOAAT B ApPYrue
Be0-CITyKOBI

Anroput™bl TIM(POBaHUS C OT-
KPBITBIM KJIIOUOM IIO-IAPYyTOMY
Ha3bIBAKOTCS

ACUMMCTPHUYHBIMHU AJITOPUTMAMHU HIH(I)pOBaHI/IH

CHMMETPUYHBIMH aJITOPUTMAMU MU (POBAHUS

OJTHOCTOPOHHUMH JITOPUTMaMH MU (POBAHUS

HOMCXOYCTOI}'I‘II/IBLIMI/I AJIrOpuTMaMu H_II/I(i)pOBaHI/IH

ACHMMETpUYHBIE  AITOPUTMBI
mdpoBaHus MO-7IpyToMy
Ha3bIBAIOTCS

QJIrOpUTMaMH MU(POBAHUS C OTKPHITHIM KIIIOUOM

CUMMCTPHUYHBIMHA AJITOPUTMAMH H_II/I(I)pOBaHI/IH

OJTHOCTOPOHHUMH AJITOPUTMaMH U (POBAHUS

HOMCXOYCTOI}'I‘II/IBLIMI/I AJIrOpuTMaMu H_II/I(i)pOBaHI/IH

MaremaTtrnyeckast GyHKIHS, KO-
TOPYIO OTHOCHUTEIBHO  JIETKO
BBIYUCIUTD, HO TPYAHO HAWTH
Mo 3HAYCHUIO (YHKIMH COOT-
BETCTBYIOIIIEE 3HAYCHUE apry-
MEHTa, Ha3bIBaCTCS B KPHIITO-

rpadun

Kpunrorpaguueckon GyHKIuen

OJIHOCTOPOHHEH (PyHKIHMEH

¢ynkuueit uppu-Xemnmana

¢byHkmei Ditepa

OnHOCTOpOHHUE (YHKIUH, TO
ecTb (PyHKIMH, KOTOpBIE OTHO-
CHUTENIFHO JIETKO BBIYUCIIHTH, HO
NPaKTHYECKU HEBO3MOXKHO
HATH TO 3HaYeHHI0 (DYHKIHUU
COOTBETCTBYIOIIEE  3HAUCHHE
apryMeHTa, MOXKHO HCIIOJIB30-
BaTh JUIS

(hopMupOBaHUS XEII-KOJI0B

U(ppPOBaHUs COOOIIEHUI

(dhopmupoBanus LU(POBON OTUCH

KOHTPOJIA U UCITPABJICHUSA OIIMOOK Ipu 1repegadyc I/IH(I)OpMaI_II/II/I

Uro sBiseTcss O0COOEHHOCTBHIO
CUCTEM MIU(PPOBAHUSI C OTKPHI-
THIM KJIFOYOM TI0 CPaBHEHUIO C
CUMMETPUYHBIMH  CHCTEMaMH
mmdpoBaHus?

BO3MOXXHOCTh MIM(POBAHUS KaK TEKCTOBOM, Tak U Irpaduyeckoit
uH(pOopMaIu

BBICOKAsi CKOPOCTh MTPOLeccOB MU (poBaHUsl/pacippoBaHus

HCIIOJIb30BAHNUEC MAJIOTO KOJIMYCCTBA BHIYUCIIMTCIIBHBIX PECYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  MpeIBapUTENIbHON  mepenauu
CEKPETHOI'0 KJII0Ya 110 HaIEKHOMY KaHaJly CBSI3H

Jnst  pemreHuss Kakux 3ajaa4
MOXHO HCIIOJIB30BATh aHI‘OpI/IT-
MBI IIU(QPOBAHUS C OTKPBITHIM
KII0YoM?

JJIA HII/I(l)pOBaHI/ISI nepeaaBacMbIX U XpaHUMBIX JAaHHBIX B LEJIAX
HX 3allIUTBI OT HCCAHKITMOHUPOBAHHOT'O JOCTYIIA

st hopMHUpOBaHUS ITUGPOBOM TOMMUCH TIOJ] DJIEKTPOHHBIMHU
JIOKYMEHTaMU

JUTSL pactpe/iesieHnsT CEKPETHBIX KIFOYEH, MCIOJIb3YEeMBIX TTOTOM
py MU(GPOBAHUN JOKYMEHTOB CHMMETPHYHBIMH METOIaMU

JUTSL MTOMEXOYCTOMYHUBOTO KOJIUPOBaHUS nepeaBaeMbIX
COOOIIIEHNI

Yro sBuseTcs HCOJOCTAaTKOM CH-

HU3Kas CKOPOCTh NPOIECCOB MH(poBaHUs-pacIppoBaHus




Bonpoc

Bapuanmbl omeenma

CTEMBI IIH(PPOBAHUSA C OTKPHI-
TBIM KJIFOYOM?

HEOOXOAMMOCTh OOHOBJIEHUS KJIIO4a TIIOCNie Kaxaoro (akra
nepeaayn

OTCYTCTBHE  HEOOXOIMMOCTH  IpPEIBAPUTEILHON
CEKPETHOI0 KJII0Ya 10 HAAE)KHOMY KaHaly

nepenadn

HE0OXOIMMOCTDb TPEIBAPUTENILHOIN Mepeayu CEeKPETHOTo KiI4a
110 HAaJIEKHOMY KaHaly

YTto Ha3BIBAIOT 3aKPBITBIM KJIIO-

KJIIOY, KOTOpBIfI JOJIKEH XPaHUTBCA B CEKPETE

KITIF04, KOTOPBIH HEO0S3aTEIHbHO XPAaHUTh B CEKPETE

4OM B aCHMMETPHYHBIX METO- | JIOOOM  KIIHOY,  MCHOJb3YyeMbIH 11 mM@poBaHUS  WIH
Aax mwupposaHus? paciudpoBaHus
KJII04, KOTOPBII HCHOJIb3YeTCsl U1l BIPAOOTKH MMUTOBCTABKH
KJIFOY, KOTOPBIN JOJKEH XPAHUTHCS B CEKPETE
Uro  Ha3BIBAlOT  OTKPHITEIM | KJIIOY, KOTOPBIK HE 0053aTE€bHO XPAHUTh B CEKPETE
KJIIOYOM B aCHMMETPUYHBIX Me- | JIFOOOM  KJIIOY,  HCIONb3yeMbIl  uisi  mudpoBaHUA WU
ToAax muppoBaHus? pacimudpoBaHus

KJIIO4, KOTOpBIfI HCIOJIB3YCTCA IJIA Bpra6OTKI/I HUMHUTOBCTAaBKH

Kak Ha3pIBaeTCs KIIOY, UCIONb-
3yeMblii B  aCHMMETPHUYHBIX
KpUNTOrpa)MIecKuX ajiropur-
Max, KOTOPbI MOXHO HE Xpa-
HUTH B cekpere?

3aKPBITHIN KIIIOY

OTKpBITLIﬁ KJIFO4Y

TallHBIA KIIIOY

SIBHBIN KJTIOY

KJIF04 MK (poBaHUS

CKOJBKO KIIFOUEH MCIOJb3yeTcs
B KpUNTOrpauyecKux ajiro-
PHUTMaX C OTKPBITHIM KITIOYOM?

WIN RO

4

Yro 00IIero UMET BCE METO-
Il 1I(POBaHUS C 3aKPBITHIM
KIIFOYOM?

B HUX JUIsl U poBaHus HHGOPMAIIUU UCTIONB3YETCs OJIUH KITIOY,
a Juia pactrpoBaHuUs — IPYrou K04

B HUX Uil MWHUGpoBaHUS U pacuPpoBaHUS HHPOPMAIUH
VCIIOJIB3YETCS] OOUH M TOT XKE KII0Y

B HUX BXOJHOH ITOTOK MCXOJHOIO TEKCTa NEIUTCS Ha OJIOKH, B
KaXOM M3 KOTOPBIX BBIIIOJIHAETCS IEPECTAHOBKA CUMBOJIOB

B HHMX Ui omepanuuil mmdpoBaHus U paciuppoBaHUS
HCIIOJIB3YETCS JIBA Pa3HBIX KIII0Ya — OTKPBITHIN U 3aKPBITHIN

VYxkaxuTte TpeOOBaHHA K airo-
puT™MaM mUGpPOBAHUSI C OTKPHI-
TBIM KIIFOUYOM

BBIUHCIIUTEIHO HEBO3MOXKHO CO37aBaTh Mapy (OTKPBITHIM KIItOY,
3aKpBITHIN KIIIOY)

BBIUMCIIUTEIHLHO CcOo00IIIeHNE

OTKPBITHIM KJIFOYOM

HEBO3MOXKHO  3alIu(poBaTh

BBIYUCIIUTEIIBHO HEBO3MOXHO, 3Hasl OTKPBITHIA KITFOY, OMPEICIIUTh
COOTBETCTBYIOIMI 3aKPBITHIN KIIFOY

BBIUUCIIUTENIbHO HEBO3MOXHO, 3Has TOJBKO OTKPBITHIA KIOY U
3amuppoBaHHOE cooo1ieHue, BOCCTaHOBUTH HCXOJHOE
CcOo00IIIeHNE

Ykaxure TpeOOBaHHS K airo-
pUTMaM MU(PPOBAHUSI C OTKPHI-
THIM KJIFOUOM

BBIUHUCIUTENBHO JIETKO 3amu@poBaTh COOOIIEHUE OTKPBITHIM
KJIFOYOM

BBIYMCIIMTENILHO JIETKO pacimm@poBaTh COOOIIECHUE, HCIIOIB3YS
3aKPBITBINA KITIOY

BBIYHCIIUTEIIEHO HEBO3MOKHO, 3Hasl OTKPBITHIM K04, OIIPEIEIUTh
COOTBETCTBYIOIIMMI 3aKPBITBIM KIIHOY




Bonpoc

Bapuanmbl omeenma

BBIYHUCIINTCIIBHO HCBO3MOX>KHO, 3Has TOJIBKO OTKpBITBIfI KJIIFOY U

Kakue Kiarounm M Kak JOJDKHBI
MPUMEHSTHCS TIPU KCIIOJIB30Ba-
HUH aCUMMETPHYHBIX KPHIITO-
rpaduyYecKux aJroOpUTMOB IS
muQpPoBaHUsI  MEPEIaBACMbIX
JTAHHBIX?

3an(poBaHHOE cooOI1IeHHE, BOCCTAHOBUThH HCXOIHOE
cooO1ienne
OTIPaBHUTENb  MH(PYET  COOOIIEHHE  OTKPHITHIM  KIHOYOM

MoJTy4aTessi, a MOoJdy4aresb paciin(poBbIBAET COOOIIEHHE CBOUM
3aKPBITHIM KIIFOYOM

oTmpaBuTeNb  MUQPyeT  CcOOOLIEHHE  3aKPBITBIM  KIOYOM
MoJTy4aTessi, a MOoJdy4aresb pacin(poBbIBAET COOOIIEHHE CBOUM
OTKPBITHIM KIJIFOUOM

OTIpPaBUTENb MHU(PYET COOOIIEHUE CBOMM OTKPBITHIM KIIFOUOM, a
nojryyaresib pacliM(ppOBBIBAET COOOIIEHUE 3aKPBITBIM KIOYOM
OTIIPABUTEIIS

OTIIpaBUTENb MHU(GPYET COOOIIEHNE CBOMM 3aKPBITHIM KIIFOUOM, a
MOJIyJaTeNib paciu@pPOBBIBACT COOOMIEHUE OTKPBITHIM KIFOYOM
OTIIPABUTEIIS

Kakum TtpeGoBaHMSAM HOIDKHA
YIOBIETBOPATh  DIICKTPOHHAS
1u¢poBas MOJIMUCH?

OoAIINCh BOCIIPOU3BOAUTCA TOJIBKO OJHUM JIMIIOM, a IIOAJIMHHOCTD
€€ MOYKET OBbITh YAOCTOBECPECHA MHOTUMU

moAIrCh BOCHPOU3ZBOJUTCA MHOTMMH JIMDAMHU, a €€ IMOAJIMHHOCTD
MOJKET OBITH YAOCTOBEPCHA TOJILKO OJHUM JIMITOM

moANIMCh HCPA3PBIBHO CBA3BIBACTCA C JaHHBIM COO6IIICHI/ICM n HEC
MOJKET OBITH IICPCHCCCHA Ha ,Z[perﬁ HJOKYMCHT

moANMCh HC CBA3BIBACTCA C KOHKPCTHBIM COO6III€HI/I€M n MOXCT
OBITh ICPCHCCCHA Ha ,I[perﬁ JOKYMCHT

KakuMm TpeOoBaHUSIM [OJKHA
YAOBJETBOPSTH  DIEKTPOHHAS
uQpoBas NOANUCH?

IIOCJIC TOI'0, KaK JOKYMCHT INOAIIMCAH, €TO HEBO3MOKHO U3BMCHHUTD

ITIOCJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €T0 MOXXHO U3MCHATH

MOJIMMCh HEPa3phIBHO CBA3BIBAECTCS C JAHHBIM COOOIIEHUEM U HE
MOJKET OBITh IIEpEHECeHa Ha JPYTrol TOKYMEHT

MOJIUCh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha PYrod JOKYMEHT

Kakum TpeOoOBaHUSAM JIOJDKHA
YIOBIETBOPATh  DIICKTPOHHAS
UQPOBast NOMUCH?

OT IIOCTaBJICHHOM IIOAMNHCH HEBO3MOXKHO OTKa3aTrbCA, TO CCTb
JIMo, moAmnrucaBmIece AOKYMCHT, HE CMOXKET IMOTOM YTBEPIKAAThb,
YTO HC CTaBHJIO ITOAIINCH

moAIINCh BOCHPOU3IBOJUTCA MHOTMMHU JIMIIaMH, a €€ IMMOAJIMHHOCTD
MOKET OBITh YAOCTOBEPCHA TOJIBLKO OJHUM JIMTTOM

MOJNKCh HEPa3pbIBHO CBS3BIBAETCS C JAaHHBIM COOOIIEHHEM U HE
MOJKET OBITh MIEpEeHeceHa Ha APYrol JOKYMEHT

MOJITUCHh HE CBSI3BIBAETCS C KOHKPETHBIM COOOIIEHHEM U MOXKET
OBITh IEpEHECeHa Ha PYTrod JOKYMEHT

s gero mpenHazHaueH LEHTP
CepTU(UKALNH KITIOUen?

IJI peTUCTpalun a0OHEHTOB

JUISL U3TOTOBJIEHUS CEPTU(DUKATOB OTKPBITHIX KIIIOUEH

JJIs BBIACJICHUA CIICHHUAJIbHBIX KaHAJIOB CBA3H aboOHEHTaM

JJI XpaHCHH A N3IrOTOBJICHHBIX CepTI/I(i)I/IKaTOB

Ul TOJJAEpKAaHMsS B aKTyaJlbHOM COCTOSIHUM CIIPaBOYHHKA
JENCTBYIONUX CEPTU(PUKATOB

JJI BBITYCKaA CIIMCKAa JOCPOYHO OTO3BAHHBIX CCpTI/I(I)I/IKaTOB

Kak Ha3zbiBaercst cTpykTypa B
cocTaBe OOJNBIIONW CETU CBSI3H,
3aHUMAIOIIASCS TCHEPUPOBAHU-
€M KJIIoYeH, MX XpaHEHUEeM H
apXUBUPOBaHUEM, 3aMCHOUN WUITH

YCTPOMCTBO pacnpeereHus Kitouen

LEHTP 3aKPBITOrO MHK(POBAHUS

LIEHTP paclpeiesIieHUs KIII0Yei




Bonpoc

Bapuanmbl omeenma

W3BIATHEM W3 OOpaIleHus CTa-
PBIX U HEHYXHBIX KITI0Ueii?

LEHTP OTKPBITOTrO MHU(POBAHUS

Kakum cBoWcTBaMH  JIOJDKEH
obmamaTh cepTU(HUKAT OTKPHI-
TOTO KJIF04a?

Ka)KJIbIN MOJIb30BaTEelb IICHTPA CEPTUPUKAIIMKI, UMEIOIIUNA JOCTYII
K OTKPBITOMY KJIIOYY LIEHTPA, MOXKET HM3BJI€Yb OTKPBITHIN KIIIOY,
BKJIFOUEHHBIN B CEpTU(HUKAT

HU OJIHA CTOPOHA, NMOMHMO IIEHTpa CEepTU(UKAIUUA, HE MOXKET
M3MEHUTH CEPTU(UKAT TaK, YTOOBI ATO HE OBIIO OOHAPYKEHO

JIF00O0H MOJIB30BATEb CUCTEMBI MOKET U3MEHUTE CepTI/I(l)I/IKaT

KaX/IbIil TI0JI30BATENb IIEHTPa cepTU(UKALINN, UMEIOIIUI JOCTYI
K OTKPBITOMY KJIIOYY LIEHTPA, MOXET U3MEHUTH OTKPBITHIA KIIIOY,
BKJIFOYCHHBIN B CepTH(HKAT

Yto 00IIEr0 MMEIOT BCE METO-
el TA(GPOBAHUA C 3aKPBITHIM
KITFOYOM?

B HUX JUIs mrdpoBaHus HHGOPMALIUU HUCIIOJIB3YETCSl OJIUH KJIFOY,
a JiyIsl pacpoBaHus — IPYrod K04

B HHX BXOHHOﬁ IIOTOK HCXOJHOI'0 TCKCTAa ACIHNTCA Ha 6J'IOKI/I, B
KaXXJ10M M3 KOTOPBIX BBINOJHACTCA NICPECTAHOBKA CUMBOJIOB

B HHUX MPOU3BOJUTCS CIIO)KEHHE CHMBOJIOB HCXOJHOTO TEKCTa W
KJIFOYa 110 MOJIYJII0, PABHOMY YHCITY OYKB B andaBuTe

B HuUX s mudpoBaHus U pacmmu@poBaHUS HHPOPMAIUH
WCIIOJIB3YETCS OJIUH U TOT K€ KIII0Y

Kakue oneparun npumMeHsroTC
00BIYHO B COBPEMEHHBIX OJ0Y-
HBIX aITOpUTMax MU POBaHUs?

BO3BCICHUC B CTCIICHD

3aMeHa OUT 110 TadIuIEe 3aMeH

HaX0XJICHHUEC OCTaTKa OT JCJIICHHA Ha 0oJIbIIOE IMPOCTOC YUCIIO

IICPCCTAHOBKA our

CJIOKEHHE 110 MOAYJIO 2

CummeTpuuHble METOABI MIH(-
POBaHHUS — 3TO METOHI ...

IJ_II/I(i)pOBaHI/I}I C OTKPBITBIM KJIFOYOM

c)Katug nHpopManuu

HOMeXOYCTOI\/'I‘H/IBOFO KOIUPOBAHUA

IJ_II/I(i)pOBaHI/I}I C 3aKPBITBIM KJIFOUOM

Kax maspiBaeTcst CcooOIIEHHE,
HOJIydeHHE M0Cie Mpeodpaso-
BaHUSI C HCIIOJBL30BAHHUEM JIIO-
ooro mmdpa?

UMHUTOBCTABKOI

KIIFOYOM

OTKPBITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HaspiBaeTcsi OJHO3HAYHOE
npeoOpa3oBaHue BXOZHOTO
MaccuBa JaHHBIX IPOH3BOJIb-
HOU JJTMHBI B BBIXOJHYIO OUTO-
BYI0 CTPOKY (DUKCHPOBaHHOMN
JUTUHBI?

KOJIIIN3UA

XEHIMPOBAHNE

TraMMHUPOBAaHHC

NIEpCCTaHOBKA

CJIOKEHHUE IO MOJYJIO 2

Kak naspiBaercst ¢yHKUus, KO-
TOpast Uil CTPOKH HPOM3BOJIb-
HOU JIJTMHBI BBIYUCIISIET HEKOTO-
poe 1enoe 3Ha4YeHHe WIIH HEeKO-
TOPYIO JPYTYHO CTPOKY (hUKCH-
POBAaHHOM JITHHBI?

Kpunrorpaguueckast pyHKIUs

OJTHOCTOPOHHSS (PYHKITUS

Xem-QyHKIusI

byHKIUS Diinepa

(GyHKIIUS TaMMUPOBAHUS

Kakune TpeboBaHMsS IpebsiB-
JSIOTCA K KpUNTOrpaduyeckum
xem-(QyHKIusIm?

xem-(QyHKIUs  JI0JDKHA  OBITh COOOIIEHUIO

(bl/IKCI/IpOBaHHOFO pasMepa

INpuMEHNMa K

Ipu U3BeCTHOM 3HaueHuu xem-pyHkuun H(M)=m nomxHO ObITH
TpyAHO (NPAKTHYECKM HEBO3MOXXHO) HAWUTH  MOJIXOIAIIUN
npoobpasz M




Bonpoc Bapuanmer omeema

MpU HM3BECTHOM COOOMmEHNH M MOJDKHO OBITh TPYIHO HANTH
npyroe coodmeHrne M’ ¢ TaKUM ke 3HaYCHUEM XelI-()yHKIIHH, KaK
y UCXOJTHOTO COOOIICHMS
JUIS  COOOIIEHUH OJMHAKOBOIO pa3Mepa XeII-KOJ JOJDKCH
MOJIYYaThCSl OJTMHAKOBBIM

Xem-QyHKIUs JO0DKHA OBITh NPUMEHMMa K  COOOIICHHUIO
(UKCHPOBAHHOTO pa3Mepa

IIpU U3BECTHOM 3HaYeHHH Xem-QpyHkuuu H(M)=m nomkHO OBITH
TpyaHO (TMIPAaKTUYECKM HEBO3MOXKHO) HAWTH  IOIXOMASAIINN
poobpasz M

IPY U3BECTHOM COOOIIEeHNH M TOIDKHO OBITH JIETKO HAWTH Apyroe
coobmienne M’ ¢ TakuM jk€ 3HAYEHHWEM XeHI-(DyHKIHH, KaK Y
MCXOJTHOTO COOOIIECHUSI

JODKHO OBITH TPYIHO HAWTH Kakyro-TMOO mapy CIy4JaiHbIX
pa3INYHBIX COOOIIEHHH C OIMHAKOBBIM 3HAYCHUEM Xell-(QyHKINU

Kakue TpeboBanus mpenbsB-
JSFOTCSL K KpUNTOrpaduaecKum
xem-(QyHKIusIm?

JUIS1 IPOBEPKHU IIETIOCTHOCTH COOOIICHUS

JUIsl IPOBEPKU aBTOPCTBA COOOIICHUS

111 POPMHUPOBAHHUS DIIEKTPOHHON IU(POBOI MOATTUCH
11 A (POBAHUS COOOIICHHH

B Ka4eCTBE KJII0Ya NpHU MUPPOBaHUU

Jns xakux nened mpuMeHseTCs
XelI-KoJ B Kpuntorpapun?

Bonpocs! k kommiekcHomy 3aganuio TK2

1. Yto oOTHOCUTCS K CpEICTBAM HH)KEHEPHO-TEXHUYECKOW  3aIUTHI
uH(pOpMAaIUK U 17151 YeT0 OHU NpeAHa3HAYEHBI?

2. Kakue crocoObl ayTeHTH(UKALMK TOJNH30BAaTENell MOTYT NMPHUMEHSTHCS B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B yem 3akitouaroTcsi OCHOBHBIE HEJOCTAaTKU MapOJbHONW ayTeHTHU(PUKALUU 1
KaK OHa MOXET OBITh ycuJieHa?

4. Kakue OMOMeTpHUYECKHE XapaKTEpUCTHKU IMOJIb30BATENEH MOTYT IpHMe-
HATBCA JUIsl UX ayTeHTUuKauuu? B yem mpenmyiectBa nmogo0HOro crocoda moj-
TBEPXKACHUS MOJJIMHHOCTH?

5. Yrto Ha3bIBalOT ABYX(AKTOPHOU ayTeHTU(UKAIIEH?

6. B yem pasHuiia Mexay CUMMETPHUYHBIMH M aCHMMETPUYHBIMU KPUIITOTPa-
(uyeckuMH cucTeMamu?

7. B ueM pa3Huiia Mexay MOTOKOBBIMH U OJIOYHBIMU MU ppamMu?

8. Uro Takoe »5JeKTpOHHAas LM(PpPOBas MOANKHCH, KaK OHA IMOJIY4YaeTcss H
IIpOBEpsIETCS?

9. Kakoga pois B cuctemax DL pynkmmit xemupoBanus?

10. Kakyioo posp HCHOJNHSAIOT YAOCTOBepsitomMe HeHTpbhl? YUto Takoe
cepTu(UKaT OTKPHITOrO Kitoya?

11. Kakue nporpaMmbl OTHOCSAT K pa3psily BPEAOHOCHBIX ?

12. Yto Takoe KOMITbIOTEPHBIN BUPYC?

13. Kakue cymiecTByoT BUbl KOMITBIOTEPHBIX BUPYCOB?

14. B yem pa3zHuIla MEXTY 3arPy30YHBIMH U (PaillIOBEIMU BUPyCaMU?

15. Kak mnpoucxomuT 3apakeHHEe U (PYHKIMOHUPOBAHUE 3arpy304HbIX
BUPYCOB?



16. Kakue tunsl ¢ailioB MOTYT 3apakaThes (HailIoBbIMU BUpYycaMu?
17. Kak mpoucXouT 3apa’keHUe IPOrpaMMHBIX (haiisioB?
18. [Touemy daitsibl TOKyMEHTOB MOTYT COJIEPKaTh BUPYCHI?

19. Kak
MaKpOBHPYCaMH?

oOecrneunBaeTcs

ABTOMAaTH4YCCKOC IMOJIYUCHHUC YIIPaBJICHUA

20. B uyem 3akmtouaercss mNpopUIAKTUKA 3apaXKEHUsT KOMIIbIOTEPHBIMU

BUpycamu?

21. Kpunirorpadguueckue NpUMUTHBBL. X31I-QyHKIUS U €€ TPUMEHECHUS.

T Tekymero kourpoJs TK3:
IIpoBepsiemast KOMIIETEHIUS:

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIHN

KOI[ W HAMMCHOBAHUC MHIHWKATOpa

OI1K-4. CriocoOeH moHuMaTh MPUHITUIIH pa-
0O0TbI COBpEMEHHBIX HH(POPMAIIMOHHBIX TEX-
HOJIOTUHM U MCTIONB30BaTh WX JJIS1 PEILICHHUS
3a/1a4 MPOECCHOHATBLHOMN JIeATeTbHOCTH

OIIK-4.2. Biageer HaBbIKaMH MPUMCHEHHS U(PO-
BBIX TEXHOJOTHMH I PElICHUs 3a7ad mpodeccro-
HATBHON JIEATEIPHOCTH C YY€TOM OCHOBHBIX TpeOo-
BaHU1 HH(GOPMAIIMOHHOIN 0€301MaCHOCTH

Tect
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pa3paboTka HOPMAaTHUBHO IPABOBBIX AaKTOB, PETIIAMEHTHPYIOLINX
OTHOIICHUS B MH(OpMaLIMOHHOU cdepe

CO3/IJaHUE U COBEPIIICHCTBOBAaHKE CHCTeMbI ooecnieueHus b PD

K HpaBOBbIM METOJAM | pa3paboOTKa, HCHOJIb30BAHWE M COBEPILIEHCTBOBAHHE CPEICTB

3allnThI MH(OPMAIINH | 3aIuThI MPOIIECCOB U MPOTpaMM

OTHOCUTCA: pa3pabotka mnporpamm obecnieuenuss b P® u omnpenenenue
NopsAJIKa UX (PUHAHCHPOBAHHUS
¢dbopMHpOBaHHE  CHCTEMBl ~ MOHHUTOPHMHIA  TOKa3aTeled U
xapakrepuctuk Ub PO

I/IHq)OpMaHI/IH, rIpO(peCCI/IOHaJILHaﬂ TaiiHa

HCIIOJIb30BaHUE KOTOpOU 0e3
cornmacus CyOBeKTa MOXKET
HaHECTU BpE€a C€ro 4YeCTu,

rocyJapcTBEHHas TaliHa

NEPpCOHAILHBIC TaHHBIC

KOMMCPYCCKaAA TaiHa

JIOCTOUHCTBY, JIeJI0BOM

penyranuu ciyxeOHas TaiiHa

B pykoBopsmeM 10OKyMeHTe

OCTOK CHUCTEMEI, B 1A

KOTOpBIX ~ paboTaer  oauH

MIOJIB30BATENb, JOIMYIICHHBIN 1r

KO Bceil oOpabareiBaeMoii

uHpopmaruu ypoBHSA | 2A

rOCYIapCTBEHHOU TalHBbI,

Pa3sMELIEHHON Ha HOCHUTEIAX | 3A

OJIHOTO YpOBHSI

KOH(pHICHIIMAIBHOCTH ~ 135

OTHOCSITCSI K TpyHIe

K MIPaBOBBIM METOJIaM | CO3J]aHKe U COBEPIICHCTBOBaHUE CUCTeMbl oOecnieuenus b PO
3AIUATHI UHpOpMaLuu | pa3paboTKa, WCIOJIB30BAaHHE M COBEPIICHCTBOBAHUE CPEICTB
OTHOCUTCS 3alllUTHl TPOLIECCOB U MPOTrpamMm
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BHECCHHE H3MCHCHUM M JIOIOJHECHHM B 3aKOHOJATEILCTBO PO,
peryaupymoIire oTHOIIeHUs B obsactu obecrieuenus b

pa3zpaboTka mporpamm obOecneueHuss b P® wu ompenenenue
nopsiika uX (pUHAHCHPOBAHUS

¢bopMUpoBaHME  CHCTEMBbl ~ MOHUTOpPUHIAa  IOKaszareiae u
xapakrepuctuk Ub PO

B pykoBopsmeM AOKymMeHTe

®CTOBK CHUCTEMEI, B | 3A

KOTOPBIX pabotaer

HECKOJIBKO  II0Jb30BaTEICH, A

KOTOpBIE UMEIOT OJIMHAKOBHIE

IpaBa JOCTyla KO BCeH

uH(popMaIuu ypoBHS | 1A

rOCy1apCTBEHHOM TaiHBbI,

o0OpabaTbIBacMOi u/unm

XpaHUMOW HA  HOCHUTEJSX 3b

Pa3IMYHOTO YpOBHS

KOH(UICHIIMATEHOCTH -11B

OTHOCATCS K I'PYIIIIC

K OpraHU3aIMOHHO-
TEXHUYSCKUM METOIaM
3aIUATEI uHbopmanuu
OTHOCHUTCS

CO3/IaHHE U COBEPIICHCTBOBAHUE CHCTEMbI oOecnieueHust b PO

paspabotka mporpamm obecneueHuss b P® wu ompenenenue
nopsaka ux (QuHaHCHpOBaHUA;, 3. (QOPMHPOBAHUE CHUCTEMBI
MOHUTOPHUHTA NTOKa3aTesen u xapakrepuctuk b PO

YTOYHEHHE CTaTyca HMHOCTPAHHBIX WH(POPMALMOHHBIX areHTCTB,
CMMU u xypHaImucToB

B pykoBogsamiem nOKyMeHTe
OCTIOK
MHOTOIIOJIb30BATEIbCKHUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabatsiBaeTcs u/unm
XPaHUTCS uH(popmanus
pa3HBIX YpOBHEU
KOH(UIEHIIMATBHOCTU hi ()
rpudpa  «Ocobo  BaxkHOY»
BKITIOYHTEIBHO, npuyeM
pasi4yHble  IOJIB30BATEIH

UMEIOT pa3JinyHble TpaBa Ha
JoCTyn K uHpopMamuu —
OTHOCSITCS K TpyIIe

1b

2b

3A

1A

1B

3amuiaeMele TOCYIapCTBOM
CBEJICHUS, PaCIpPOCTpaHEHHE
KOTOPBIX MOXET HaHeCTH
ymep6 PO

npodeccroHanbHas TaitHa

rocyJapCcTBEHHas TallHa

NEPCOHAJIBHBIC TAHHBLIC

KOMMCPYCCKAsA TaiiHa

ciryxeOHas TaifHa

B pykoBopsmeMm 10KyMeHTe
OCTIK
MHOT'OII0JIb30BaTEIbCKUE
CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

1b

2b
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obOpabatsiBaeTcs u/unm
XpaHUTCS uHpopManus
pa3HbIX YpOBHEU
KOH(QHUIICHIIMATBHOCTH 10
rpuda «CekpeTHo»
BKITIOYHTEIBHO, npuyeM
pa3IM4YHbIE  IOJB30BATEIH

UMEIOT pa3JInyHbIe IpaBa Ha
noctyn K uHpOpManmum —
OTHOCSITCS K TPYIIIe

3A

1A

1B

K »sxoHOMHMYeCKUM MeTOHaM

pa3zpaboTka mporpamm obOecrneueHuss b P® u omnpenencHue
nopsiiKa UX (pUHAHCHPOBAHUS

YTOYHEHHE CTaTyca HMHOCTPAHHBIX WH(POPMALMOHHBIX areHTCTB,
CMMU u )xypHaIucTOB

3aILUTHI uHbopMaIuu = =

OTHOCHTCS BHECEHHE M3MEHEHHI M JIONOJHEHWI B 3aKOHOJATENbCTBO PO,
peryaupymolre oTHOIIeHUs B obnactu obecrieuenus b
dbopMupoBaHME  CHCTEMBl ~ MOHUTOPHHIA  I[OKaszareie u
xapakrepuctuk Ub PO
npodeccroHanbHas TaitHa

WNndpopmanus roCyJapCTBEHHAs TallHa

MPEACTABIISIOLIAS CEKpET | MepCOHANbHBIE JAHHbIE

MPOU3BOJCTBA(HOY-XAY), 3TO

KOMMepUecKas TaiiHa

ciryxeOHas TaiiHa

B pykoBopsieM AOKyMeHTE

OCTIK 1b

MHOTOII0JIb30BaTEIbCKHE

CUCTEMBI, B KOTOPBIX

OZHOBPEMEHHO 1T

obOpabaThiBaeTCs u/unm

XpaHUTCA uHpopmanus

pa3HbIX ypoBHeil | 3A

KOH(HIEHIIUATIBHOCTH B TOM

qucIie IIepconanbHsble

JTaHHbIEe, pUYeM pa3nuuHble | 1A

M10JIb30BATEIN HUMEIOT

pa3iIM4YHbIE paBa HA JIOCTYI

K uHpopmanuu — oTHOcsTCS | 1B

K Ipymnmne

K cBeZieHUsM | MTHGOpMaIus 0 pacnpoCTpaHEeHUH MPOTrPaMM
KOH(HJICHIIMATBHOTO nH(pOpMaIys 0 JUIEH3UPOBAHUH ITPOrPAMMHOT0 00ecreueHus

XapakTepa, COIJIACHO YyKa3y
npesuseHta pd ot 6 mapra
1997 ., oTHOCATCA

nHpopmanysd, pasmeniaeMas B razerax, MiHrepuere

TICPCOHAJILHBIC TaHHBIC

JIAYHAsA TarHa

OTHOIIEHUSs, CBS3aHHBIE C
00paboTKOIl MepCOHaTbHBIX
JTAHHBIX, PeryaupyroTCs
3aKOHOM. ..

«O6 nadpopmanun, THPOPMAITMOHHBIX TEXHOJIOTHIX)

«O 3amure uHGOPMAIII»

d)enepam)HHM 3akoHOM «O MNEPCOHAJIBHBIX JaHHBIX)

denepanbHbIM 3aKOHOM «O KOHPHICHITMATHLHON HH(OPMAIIH»

«O0 yTBEepXKICHUU TIEPEYHS CBEICHUU KOH(PUICHIIUATHLHOTO
XapaxkTepay

JlelicTBUA ¢ MEpCOHAIBHBIMU

HCIIPABJICHUC IICPCOHAIBHBIX JaHHBIX
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JIAHHBIMU (COTJIaCHO 3aKOHY),

BKJTFOYAst coop,
CHCTEMaTH3AalIHIO,
HaKOILJICHHE, XpaHeHue,
UCTIOJIb30BaHUE,

pacrnpoCTpaHCHUEC U T. 11 3TO:

pa60Ta C ICPCOHATIbHBIMU JaHHBIMHA

npeo6pa30BaHHe IEPCOHATIBHBIX JaHHBIX

o6pa60T1<a MCPCOHAJIBHBIX JTaHHBIX

HU3MCHCHUC MCPCOHAIIBHBIX TAHHBIX

[eiictBus, B  pe3yJsbrare
KOTOPBIX HEBO3MOXKHO
OIIpECIUTh
IIPUHAJICKHOCTD
IIEPCOHAIIBHBIX JTAHHBIX
KOHKPETHOMY CyOBeKTy

MEPCOHAJIBHBIX TAHHBIX

BBIJCJICHUC IICPCOHAJIBHBIX TaHHBIX

obOecrneyenne 0€30MacHOCTH IEPCOHATIBHBIX JaHHBIX

neayTeHTH UK

JI€aBTOPH3AITUS

JenePCOHU(PUKALIHAS

IlepcoHanbHbIE TaHHBIE 3TO

nrobass MHpOpPMAaNHUs, OTHOCAMIAACA K ONPENCICHHOMY WU
oIpeiesIIeMOMY Ha OCHOBAaHMM Takoi MH(opManuu GpusnyeckoMmy
JUILLY

(1)8.MI/IJ'II/I$I, UM, OTYECTBO (1)I/ISI/IIICCKOFO JIMIa

T'OJI, MECSIII, 1aTa M MECTO POKICHHUS, aipec GPU3NIECKOTO JTUIA

aJ[pCC IPOKMUBAHUS (1)1/131/1‘{601(01"0 Jquna

CBEICHMSI O  CEMEMHOM, COLMAJIbHOM, HMYLIECTBEHHOM
MOJIOKEHUN YeJI0BEKa, COCTAaBJISAOLIHE MIOHATHE
«1rpodeccruoHanbHas TalHaY

OenepanbHbiii 3akoH «O0 WH-
¢dhopmarun, nHHOPMATH3AIIH H
3ammTe WHPOPMALIUN» HaNpaB-
JIeH Ha:

peryupoBaHue B3aMMOOTHOIICHUH B HMH(OPMAIMOHHOW cdepe
COBMECTHO C I'PayKJJaHCKUM KOoJeKcom PD

peryanupoBaHie B3aMMOOTHOIIEHUH B rpax1aHCKoOM oOmiecte PO

perynupoBaHue TpeOOBaHUM K pabOTHUKAM CIyK0, paboTarommx
¢ uHpopmanuit

¢dbopmMupoBaHHEe HEOOXOAMMBIX HOPM U TpaBuil paboThl C
nHpopmanuen

¢dopmMHupoBaHHEe HEOOXOAWMBIX HOPM M TNpaBWI, CBA3aHHBIX C
3alUTON JeTei oT nHdopmanuu

ITepcoHanbHBIMU
BJIQ/ICIOT:

JaHHbIMH

rOCY/1apCTBO

pa3JINYHbIE YUPEKACHUS

rocynapcrBeHsas Jyma

xurtesn Pocculickoit denepanuu

MCUKO-COMAJIbHBIC OpraHu3allnn

Oenepansueiii 3ak0oH "OO0 WH-
dbopmaruu, nHHOPMATH3AIMH U
3amuTe WHpOpMammu"  JaeT
ompeneneHne HHPOPMAIIUH:

TCKCT KHUI'Y WUJIH ITMCbMa

CBEJIEHUs O JIHIAX, MpeamMeTax, GakTax, COOBITHSIX, SBICHUSIX H
Mpolieccax He3aBUCHMO OT (hOPMBI HX IPEICTABICHUS

CBCACHUA O SBJICHUAX W IPOHECCaxX

(bakThl ¥ HJIeu B (popManrn30BaHHOM BHUJIE

(P POBAHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Vkaxure HOPMAaTHBHO-
IIPaBOBOM aKT, B KOTOPOM
packpbIBaeTcs MOHSITHE
«wH(hOpPMAITMOHHAS
0€301acHOCTb

3akon Poccuiickoit deneparuu ot 27 aexadps 1991r. Nel224-11
«O cpezacTBax MaccoBoi HHGOPMAIIH»

®denepanbHbII 3akoH oT 27.07.2006 Nel49-®3 «OO0
uHpopManuy, WHPOPMALMOHHBIX TEXHOJOTHSX H O 3alluTe
nHbOpMaLUN»

JOKTprHA MTHPOPMAITMOHHOHN 06€301acHOCTH

BCC OTBCTHI BEPHEBI

3akoH poccuiickoil denepaunn

1982
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«O TOCYmapCTBEHHOW TalHE»
ObUI IPUHAT B CIEAYIOIIEM IO-

Ay

1985

1988

1993

2005

BribepuTe, MOXXHO 7M1 B CIy-
KEOHBIX HeNsX HCIOIb30BaTh
ANEKTPOHHBIN azpec (MOYTOBBIN
SIIAK),  3aperHCTPUPOBAHHBIIN
Ha OOIIEAOCTYIIHOM II0YTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPH KaKHUX 00CTOATENLCTBAX

HCT, HO IJId OTIIPABKU CPOYHBIX U 0c000 Ba)KHBIX ITHCEM MOKHO

MO>KHO, €CJIM 10 HEeMY I0JIb30BaTeb OyJeT mepecbuiaTe UH(Op-
MaIfio, HE COAEPIKAIIYI0 CBEACHUN KOH(QHUACHIIMAIBLHOTO Xapak-
Tepa

MO>KHO, €ClIi WH(pOPMALHIO TPEABAPUTEIBHO 33aapXHBHPOBATH C
IIOMOILBIO TPOrpaMMBbl winrar ¢ napoJieM

MO>KHO, €CJIM APYIHX CIIOCOOOB 3JIEKTPOHHOH Nepeaayd JaHHbBIX
Ha MPeIIpUATUU UM Y M0Jb30BaTENs B HACTOSIIUNA MOMEHT HET,
a MH(OPMAIMIO HYKHO [IEPECsIaTh CPOYHO

MoxeT JM COTPYAHHK OBITh
NPUBJICYCH K YTOJOBHOM OTBET-
CTBEHHOCTH 32  HapyIICHHS
npaBuil MHPOPMALMOHHON 0e3-
OTIaCHOCTH TPEATIPHATHUS

HET, TOJBKO K aﬂMHHHCTpaTHBHOﬁ OTBC€TCTBCHHOCTHU

HCT, €CJIN OTO IroCyaapCTBCHHOC IIPCANIPUATUC

Ja

Jla, HO TOJIBKO B Cllydae, €CIIM JEUCTBUA COTPYIHHKA HAHECIU
HEINOIIPaBUMBIN BpeEJ

Jla, HO TOJIBKO B CJIy4ac OCO3HAHHBIX HENPAaBOMOYHBIX ACHCTBHUN
COTPY/IHHMKA

B naHHOM ciyyae COTpYyAHUK
YApEeXISHUSI MOXKET OBITH TpH-
BJIEYEH K OTBETCTBEHHOCTH 3a
HapyIlIeHUsl TMpaBuil WHGpOpPMa-
IIMOHHOU 0€30TaCHOCTH:

BbIXOJ] B MIHTEepHET 0e3 pa3penieHus: aIMUHUCTPATOpa

ITpHU YCTAHOBKC KOMIIBIOTCPHBIX UTPD

B CJIyYasiX YCTaHOBKM HenueH3noHHoro 110

B CJIy4Jac€ HC BbIX0Ja 13 HH(I)OpMaHHOHHOﬁ CHUCTCMBI

B T000M ciydae HEIIPaBOMOYHOT'O MCIIOJIb30BaHUs
KOHHIEHIIMATbHON HH(POPMALlUU MpPHU YCIOBHUM MHCbMEHHOTO
MIpEeNYNPEXACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapylIieHus B chepe
uH(popMaluuy,
WH(OPMaAITMOHHBIX
TEXHOJIOTHH u 3al[UThI
uHpOpManuu JTaHHBIA BH]I
HaKa3aHWsg Ha CEeTOXHSITHUN
JICHb HE IPEIYCMOTPEH:

JUCHUIITIMHAPHBIC B3bICKAHU S

aJMUHUCTPATUBHBIN mTpad

YroJIoOBHasA OTBETCTBCHHOCTb

JINIIIEHUE CBOOOIBI

CMEpTHAs Ka3Hb

Wndopmanueit, cocrapisiomiei
KOMMEPYECKYIO TaiiHy, Biaje-
10T

TOCY/IapCTBO

PA3JIMIHBIC YUPCIKIACHUA

rocynapcrBeHHas Jyma

rpaxaane Poccuiickoii denepannun

MCJIUKO-CONNAJIbHBIC OpraHru3allnn

Wndopmanueit, cocrasisiomiei

rOCY/IapCTBO

TOJIBKO O6pa3OBaTeJ'IBHBIe YUPCKACHUS

TOCYJIapCTBEHHYIO TaliHy, | TOoapKO Tpe3uanyM BepxosHoro Coeta PO
BJIAJICIOT: rpaxjane Poccuiickoit @eneparun
TOJIEKO MUHHCTEPCTBO 3APaBOOXPAHEHUS
rocyJ1apcTBO
BrnagensuieM  wHboOpManuu | KOMMEpUYECKas OpraHu3alus
nepBou KaTeropuy | MyHUIUITAIILHOE YUPEKICHUE
ABJISETC. . . T000H rpakIaHuH

rpyIIa JUI, UMEIOMIKX o011ee Ae10
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IIPOCTHIC JIXOOU

Bnanensuem  umH(pOpMaruu | rocy1apcTBo
BTOpOH KaTeropuu | KoOMMepueckasi opraHu3anus
ABJISETCH. . . MYHHUIMIIAJIBHOE YUPEKIECHUE
HEKOMMEpUEeCKasi OpraHu3arysl
IO
Brnanensuem  mHpopmanuu | rocyaapcTBo
TpeTbel KAaTE€ropuM | MyHUIMIIAIbHOE YUPEKACHHUE
SBIISICTCA. . . yUpexaeHue
HEKOMMEpUEeCKasi OpraHu3arysl
OcHoBHBIM HOPMAaTUBHO- | Ctparerusi HalMOHAIbHOM Oe3onacHocTU PO
HPABOBBIM HORYMEHTON, @3 "O rocyaapcTBeHHOM TaiiHe"
3alMIIAI0IIUM npaBa,
cBOOOJIBl U  0€30HaCHOCTb | KOHCTUTYLUS
yeJioBeKa B CHCTEME | o O RHBIIT KOTEKC
UH(POPMALIMOHHBIX

oTHoIIeHUN, B P® sBisiercs

JTOKTpUHA MHPOPMAITMOHHON Oe3onacHocTH PO

CoBOKYMHOCTh  O(HUIHATBHBIX
B3JISIIOB  HAa II€NH, 3a/ayH,
TPUHIIMITBI u OCHOBHBIE

HanpasJIeHHs] 00ecrieyeHus! uH-
(opMaroHHOW 0€30TacHOCTH
P® npencrasiieHbl

B /[oxTpuHe nH(DOpMAIMOHHOM Oe30macHoCTH PD

B KoHuennuu HanmosaineHoi 0e3oracHoct PO

B Koncturyuuu PO

B bumie o HaA30pC 3a JaHHBIMHA

B @3 P® "OO6 undopmanuu, nHGOPMALMOHHBIX TEXHOJIOTHUSIX U O
3amure nHpopmarun"

Ha wexnynapogHoM ypoBHE
npefensl  BMeEIaTelIbcTBA B
YaCTHYIO JKHM3Hb CO CTOPOHBI
rocyaapcTBa M APYIHX CyObek-
TOB OIIpPEIEIICHBI

3aKOHOM O TaliHe YacTHOW MH(popMaluu

cragaaproM ISO 15408

OpaH>KEBOM KHUTOU

OeKnapauHeﬁ IIpaB YCJIOBCKaA

OmIeM 0 Ha/130pe 3a TAHHBIMU

[pectymiennsim B cdepe
KOMITBIOTEPHON HH(MOpMAIK B
YronoBHOM KOJEKCe
IIOCBAIIASICTCA

2JiaBa

pazzen

CTaThA

ITYHKT

qacCTb

CTaHOBIJIEHHE OTEYECTBEHHOI'O
3aKOHOJATEILCTBA 110
WHGOPMATH3AIUH [TPOU3OIILIO

B KoHIIE 60-X T

B KoHIlEe 70-X T

B koHIIE 80-X IT

B Hayajie 90-x T

B Hayaie 70-x T

3amuTa KOMIBIOTEPHOM  WH-
(dbopMmaiuu BBeJICHa. ..

CEMENHEBIM KoJiekcoM PD

Koncrurynuein PO

I'paxxnanckum konekcom PO

YromaoBHEIM KoJiekKcOM PD

Uro  mpencraBisieT  coOoH
MOKTpUHA  WH(MOPMAITHOHHOM
6e3omacHoctu PO?

HOPMATHBHO-TIPABOBOM aKT, YCTAHABIMBAIOIINN OTBETCTBEHHOCTH
3a mpaBOHApyUIeHUs B cepe nHGOpMaITMOHHON 6€301aCHOCTH

(dbenepallbHBIA 3aKOH, PETYIUPYIOIINN MPaBOOTHOIICHHS B 00Ja-
CTH HH(POPMALIMOHHOM 6€30MacHOCTH
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1eneBasl mporpaMMa pasBUTHS CHUCTEMbl MH()OPMAIIMOHHOW 0e3-
omacHoctn P®, mpencraBismomas coOO IMOCIENOBATEILHOCTh
CTaJIUU U ITAIIOB

COBOKYIHOCTh O(HMIIMATIBHBIX B3IVISAIOB HA IICNIH, 3a/Ja4d, MPUH-
IUIIBI 1 OCHOBHBIC HAIPaBJICHUs obOecriedeHusi HHPOPMAIIMOHHOMI
6e3onacHocTH Poccuiickoit denepanun

OxpaHa TNepCcOHAJbHBIX JaH-
HBIX, T'OCYIJApCTBEHHOH, CIy-
KeOHOW M APYIMX BHUIOB HH-
¢dopmManuu OrpaHUYEHHOTO JO-
CTyIa 3TO

3amuTa HHQOpMaIuu

KOMIIbIOTE€pHAasi 0€3011aCHOCTh

3allUIICHHOCTD I/IH(l)OpMaI_II/II/I

3alIMIIEHHOCTh MOoTpeduTeneil nudopmayu

0€3011aCHOCTD JaHHBIX

HokymentupoBatHas — HHOGOP- | rocyqapcTBeHHas TaliHa
Maumi, JOCTYN K KOTOpOi KOMMepYecKasi TaliHa
OrpaHUYMBAECTCSI B  COOTBET- »
CTBUHM C 3aKOHOAATCJIIbLCTBOM 6aHKOBCKaH TanHa
PD KoH(UIeHITMATbHAS HHPOPMAITUS
1. IPUHIINII CUCTEMHOCTHU
2. IPUHLIMI KOMIUIEKCHOCTH
3. IPUHIUI HETIPEPHIBHOCTHU 3aIIUTHI
4. ruOKOCTb CUCTEMBI 3alTUTHI
5. pazymHasi JOCTaTOYHOCTh
1. mpaBUIIbHO BBIOPATh TOT JOCTATOYHBIM YpOBEHBb 3alUTHI, MPU
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO T0 ymepda Obutr ObI
MIPUEMIIEMBIMU
CooTHeCHTe TIPUHIMIB HH- | 2. HEIIPEPHIBHBIN LIeJIEHANIPABICHHBIN IpoLece, PEeANOoIararoni
(GopmaIoHHOH 6e30macHOCTH, | MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX 3Talax >KM3HEHHOIO
ompenenennele  ['ocrexkomuc- | rukna AC
CHCH

3. mpenmosyaraeT COTJIACOBAaHWE PAa3sHOPOIHBIX CPEJICTB IPH TO-
CTPOCHHUH LIEIOCTHOM CHUCTEMBI 3aIUTHI, MEPEKPHIBAIOIICH BCe
CYLIECTBEHHbIE KaHAJIbl pealn3ally Yrpo3 U He cojeprkalieil cia-
OBIX MECT Ha CTHIKaX OTAEIbHBIX €€ KOMIIOHEHTOB

4. ocoboxmaer Biangenbiia AC oT HEOOXOAMMOCTH HPUHSTHUS
KapJWHAJIBHBIX MEp I10 MOJIHOW 3aMeHe CPEJICTB 3allUThl HA HOBBIE

5. TIpeArnoaraeT HeOOXOAMMOCTh Y4€Ta BCEX B3aMMOCBSI3aHHBIX,
B3aMMOJICHCTBYIOIIUX M MU3MEHSIOUINXCS BO BPEMEHH DJIEMEHTOB,
yCJIOBUH U (aKTOPOB

CopmepxaHue W CTPyKTypa 3a-
KOHOJATEJIbCTBA B 00J1aCTH HH-
(dbopMaIMoHHOW 0e30IaCHOCTH
BKJIIOYAET

Konctutynus Poccuiickoit @enepanun - HopmatuBHO-ipaBoBbIE
akThl (Yka3sl) [Ipesunenta Poccuiickoit deaepanun - [Togzakon-
Hble akThl [IpaButenscTtBa Poccuiickoit denepauuu - denepans-
HEIE 3aKOHEI - Koekcnl

Koncturtynus Poccuiickoit @enepanun - HopmatuBHO-IpaBoBbIE
akThl (Ykassl) [Ipesunenta Poccuiickoit denepammm

[Tom3akonnsie aktel [IpaBurensctBa Poccuiickoint @enepauuu -
®denepanbHble 3aKOHBI - KOEeKChbI

HCT BCPHOI'O OTBETA

3akoHOAATeNLCTBO Poccuiickoi
Oenepann 06 uHpOpMaIHy,
WH(POPMAIMOHHBIX TEXHOJIOTH-
IX W 0 3ammre HH()OpMAIUU

tbenepanpHOro 3akoHa «O0 uHPOpMAIIH, HHPOPMAIIMOHHBIX TEX-
HOJIOTHSIX M O 3amuTe uHbopMaImn» U Apyrux (enepanbHbIX 3a-
KOHOB, PETYTUPYIOIINX OTHOIIEHHS B OOJACTH HCIOJH30BAHUS
nHpopmauu




Bonpoc

Bapuanmbl omeenma

COCTOMT U3

¢benepanpHOro 3aK0Ha «O MEPCOHATBHBIX JAHHBIX» U JPYrux ¢e-
JIepajbHBIX 3aKOHOB, PErYJIUPYIOIIMX OTHOIICHUS B 00JACTH HC-
M0JIb30BaHKs HHPOPMALIUU

benepanbHOro 3akoHa «O KoMMepUYecKoil TaitHe» u npyrux deze-
PANBHBIX 3aKOHOB, PETYIUPYIOMIMX OTHOIIEHUS B OO0JIACTH WC-
10JIb30BaHUs UH(OpMALIUU

¢denepanpHoro 3akoHa «O TOCYIapCTBEHHOW TaiHE» W APYTUX
(benepanbHBIX 3aKOHOB, PETYIMPYIOLUIMX OTHOIIEHHS B 00JacTu
WCIOJIb30BaHUS HH(POPMAIIH

IIpeameTOoM 1PaBOBOrO pery-
mupoBaHus B oOnactu wHGDOpP-
Maluy, UHPOPMALIMOHHBIX TEX-
HOJIOTHH ¥ 3aluThl WHpOpMa-
LIUH SIBJISIFOTCS

OTHOIICHHS, BO3HUKAIOIINE TOJIBKO MPH OCYIIECTBICHUH paBa Ha
MIOUCK, MOJyYeHHe, Nepeaady, IPOU3BOACTBO U PacIpOCTpaHEHUE
uH(pOopMaIu

OTHOIICHUS, BOZHHKAIOIIUEC TOJIBKO IIPpU IIPUMCHCHUU I/IH(I)OpMa—
ITYMOHHBIX TEXHOJIOTHI

OTHOIICHUSI, BO3HHMKAIOUIME TOJBKO IMPHU OOECIIEYEHUH 3aIlUThI
nHpOpMaIN

OTHOIIICHHSI, BO3HUKAIOLIHME MIPU OCYIECTBICHUH MPaBa Ha MOUCK,
HOJy4eHHe, INepeaady, MPOHM3BOACTBO M PACHPOCTPAHEHUE HH-
dopmanuu; Mpu NPUMEHEHUH HH(GOPMAMOHHBIX TEXHOJIOTHIA;
npu 00eCTIeYeHUH 3aIUTHI HH(OPMAIHN

B cTpykTypy rocyaapcTBEHHOU
CUCTEMBI 3alUThl WH(OPMAIUH
PO Bxomar

OCh PO

MB/JI P®

OCTOK

OCHH

HopmaTtuBHO-1IpaBoBOil  akT -
3TO

HpaBOBOﬁ aKT, HpI/IHSITI)II\/'I IIOJJHOMOYHBIM Ha TO OpraHOM H CO-
nepmamﬂﬁ MpaBOBLIC HOPMBI, T. €. IIPEATINCAHUA O6H_ICFO Xapak-
TE€pa U IMOCTOSAHHOTI'O }leﬁCTBHH, PAaCCUUTAHHBIC HA MHOT'OKPATHOC
IIPUMCHCHUC

HpaBOBOﬁ aKT, HpHHfITI)IfI IMOJJHOMOYHBIM Ha TO OpraHOM H CO-
nepmamﬂﬁ MpaBOBLIC HOPMBI, T. €. MMPCAIINCAHUA O6H_I€l"0 Xapak-
T€pa U MOCTOAHHOIO I[CflCTBI/ISI, PAaCCUYUTAHHBIC Ha OJHOKPATHOC
IIPUMCHCHUC

HCT BEPHOI'0 OTBCTA

Kax mnasbiBaeTcsi 3aKOH, pery-
JUPYIOIIUNA JEATENBHOCTh TOC-
YAApPCTBEHHOM TalHbl Ha Tep-
putopuu PO

O KOMMepUecKol TaliHe

O rocyaapcTBEeHHOM TaifHe

O ciyxeOHOI1 TaitHe

O BpaueOHOH TaitHe

CyOBeKT TepCOHAIbHBIX JaH-
HBIX 00JIaJ]aeT MpaBaMu

Ha JOCTYyIl K CBOUM IIEPCOHAJILHBIM JaHHBIM

BO3PaKEHUE MPOTUB IPUHATHUSA PELICHUN HUCKIIIOYUTEIIBHO HA OC-
HOBaHUHM aBTOMATU3UPOBAHHOW OOPAaOOTKH MEPCOHAIOM JaHHbBIX,
MOPOKAAIOUNX OPUIUUECKUE MOCIEACTBUS B OTHOIIEHUH CYOb-
€KTa WJIX UHBIM 00pa3oM 3aTparuBalOLINX €ro MpaBa U 3aKOHHBIE
HMHTEPECHI

oOKaoBaHHe AEHCTBUH MIIA O€31€HCTBUI

BCPHBI BCC BAPpMAHTLI

IIpaBoBOe perynupoBaHHe OT-
HOILIEHUH B 00JaCTHU HCIIOJIB30-
BaHUS SJIEKTPOHHOH IUGPOBOI
MOJIITUCH OCYIIECTBISETCS B CO-

I'paxxnanckum konekcom Poccuiickoit denepannun

®enepanbHbM 3ak0oHOM "OO6 mHbopManuu, WHPOPMATU3ALUU U
3ammTe nHpopMaun"




Bonpoc

Bapuanmbl omeenma

OTBCTCTBHH C

®enepanbHbM 3ak0HOM "O cBs3U"

BCPHBI BCC BApHUAHTHI

Uro U3 TEepeyuCICHHOTO He
BXOJIUT B MEPBBIA YPOBEHbH Ipa-
BOBOTO obecrieueHus nHpopma-
ITMOHHOU 0€30TTaCHOCTH

Koncrurynus PO (ct. 23, npaBo Ha TaliHy MEPETTHCKHN)

I'paxnanckwmii kogekc PO (cr. 139, Bo3MenieHne yObITKOB OT yTe-
YeK)

®epnepanpHblil 3akoH "O rocynapcTBeHHON TalHe"

ITocranoBnenus [IpaBurenscra PO

M3 CcKONBKUX ypOBHEH COCTOUT
MpaBoOBOE  oOecrieueHue  WH-
(hopMaIMoHHOM O€301MacHOCTH

JIBYX YPOBHEHN

TpEX ypOBHEI

YEThIPEX YPOBHEU

IIITH YPOBHEMN

IlepeueHs BUAOB HESTEIBHOCTH
B o0xacT 3ammTel WHGpOpPMa-
Oy, Ha KOTOPBIC BbIAAIOTCA
nuueH3ud, omnpeneneH Ilocra-
HoBienueM IlpaBurtensctBa PO
"O JMIEH3UPOBAHUU OTICIb-
HBIX BHIOB AeATEIbHOCTH" OT
24.12.94 Ne1418 x HUM, B JacT-
HOCTH, OTHOCHTCSA pa3paboTka,
NPOM3BOJICTBO, peaiu3anus |
CEPBHCHOE 00CTy)KUBaHHE

I (PPOBATIbHBIX CPEACTB

Al CHHBIX CUCTCEM TGHCKOMMYHI/IKaL[I/Iﬁ

IIPOTPaMMHBIX CPEICTB

CIICHUAJIBHBIX TCXHUYCCKUX CPCACTB 3allIUThI I/IH(I)OpMaI_[I/II/I

IMOATOTOBKA N NEPLIIOATIOTOBKA KaAPOB

BCC BCPHbI BApHUAHTBI

3aKOHOATEIbHOU U HOPMATHB-
HOW 0a30il JTUIEH3UPOBAHUS H
ceprudukanum B 00JIaCTH 3a-
MAUTHl WH(POPMALIUN  SBISIFOTCS
3aKkoHBI PD

0 rOCYapCTBEHHOMW TailHe

0 TCXHUYCCKOM PCTYJIUMPOBAHUN

0 JIMOCH3UPOBAHUHN OTACIBbHBIX BUAOB ACATCIIbHOCTHU

0 3alIUTC IIpaB HOTpG6HTCJ’ICI>i

BCC BCPHBI BApMAHTEI

IlepeueHb BUIOB ACATEIHHOCTH
B 00JacTH 3amuThl HWHpOpMAa-
UM, HA KOTOPBIC BBIAAIOTCS
nuuen3uy, omnpeneneH Ilocra-
HoBieHueM IlpaBurenscta PO
"O NHIEeH3UPOBAaHWUU OTHEb-
HBIX BHJIOB JEATEIBHOCTH K
HUM, B YaCTHOCTH, OTHOCHTCS
pa3paboTka, IPOU3BOJICTBO, pe-
anu3anus U CEepBHCHOE 00Cy-
KUBaHHUE

I (PPOBATIbHBIX CPEACTB

3allUIICHHBIX CUCTCEM TCJ'ICKOMMYHI/IKaL[I/Iﬁ

IporpaMMHBIX CPEIACTB

CIICMUAJIBHBIX TEXHUYCCKUX CPCACTB 3allIUThI I/IH(l)OpMaHI/II/I

BCPHBI BCC BApUAHTHI

Kakne xareropum mnepcoHaib-
HBIX JaHHBIX BeIgeisieTr O3 “O
MEPCOHABHBIX TaHHBIX 7

JIMYHBIC

0011eT0CTYITHBIE

(1)H31/IOJ'IOTI/I‘-ICCKI/IC

CIellalbHEIE

OroMeTpHUYecKHe

B kakux ciydasx omeparop He
00s13aH YBEJIOMJISITh PEryJsiTopa
00 00paboTke TMepCOHATBHBIX
JTAHHBIX ?

ecliu laHHble BKIo4atoT B cedst PUO, tenedon u pasmep okiaaa

€CJIM OTlepaTopa CBS3bIBACT C CYOBEKTOM TPYIOBBIE OTHOIICHUS

€CJIM JJaHHBIE BKIIIOYAIOT B ce0sa Toinsko DO

€CJIM JTaHHBIE KaCcalOTCs 3/I0POBbs CYyOhEKTa

€CITM JIaHHBIE KacaloTCsl CEeMEHHON )KM3HU CyObeKTa




Bonpoc

Bapuanmbl omeenma

€CIIi JTaHHBbIC HEOOXOTUMBI JUIsi OJJHOKPATHOTO MPOITYCKa Ha Tep-
PUTOPHIO OMepaTopa

Bribepute ciydan 00paboTKu
MEPCOHANBHBIX JaHHBIX, KOTJa
omepaTop He 00s3aH TOIy4aTh
MUCPMEHHOE COTJIacCHe CyOBeK-
Ta Ha 00paboTKY:

OpOHHPOBAaHUE TOCTUHHIIBI TYPUCTUYECKON (prpMOi

nepcaada IaHHbIX TPETHbUM JIMLAM

€CITU MEXKy OIIepaTopoM M CYOBEKTOM €CTh JIOTOBOP, MPEaycMaT-
puBatomuii oo6padorky I1]]

JIOCTaBKa [IOYTOBBIX COOOIIEHUI

OpraHm3aIys COCTaBJIsIeT 0a3y JaHHBIX CBOMX KIMEHTOB, C YKa3a-
Huem ®UO, TenedoHOB, aIpeCOB U 3aHUMACMBIX JOIKHOCTEH

Kakoil nOKyMEHT CcOmEpXHUT B
cebe CTpaTerHiyecKue HaIhuo-
HAJBHBIC TPUOPUTETHI, IEIU U
Mepbl B 00J1aCTH BHYTPEHHEH U
BHEIIHEW 1moauTuKn Poccwm,
OTIPEIETISIOTNE COCTOSIHHE
HAI[MOHAIBHON 0€30MacHOCTH U
YpOBEHb YCTOWYMBOTO Pa3BUTHS
rocyJapcTBa Ha JIOJTOCPOYHYIO
MEPCIEKTUBRY?

®enepanbHblii 3akoH “O0 uHPOpMaUK, HHPOPMAITUOHHBIX TEX-
HOJIOTHUSIX M O 3amuTe nHdopmauu”

®depnepanbHblil 3aKk0H “O rocy1apCcTBEHHOM TaiiHe”

JlokTpuHa wHpOpMaMOoHHONW Oe3onmacHOCTH Poccuiickoit dene-
pauuu

Crparerust HalmoHaIBHOU Oe3omacHoCcTH Poccuiickoit denepanun

Kakoit mokymeHT oToOpaxkaer
oduIMaTbHbIE B3MIIAAB HA Iie-
7M, 3aJa4d, TPHHIMIB H OC-
HOBHBIC HarpaBjieHUs obecme-
4yeHus: MH(POPMAIMOHHOW 0e3-
omacHocTH PO?

®enepanbHblii 3akoH “O0 mHPOpMauK, HHPOPMAITUOHHBIX TEX-
HOJIOTHSIX M O 3amuTe nHdopmauu”

®denepanpHblil 3ak0H “O rocyapcTBEHHOM TailHe”

JloktpuHa uHpOpManoHHON Oe3zonacHocTu Poccuiickoit ®ene-
pauuu

Crparerus HaloHaibHOM 6e3onacHocT Poccuiickoit denepanuun

Bonpocel k kommiiekcHomy 3aganuio TK3

1. Yto Takoe «mpaBoBoe oOecrieueHre HHPOPMAIIMOHHON 0€30MacHOCTH» U B
4eM 3aKJIF0YAETCsl ero npeaMer?

2. Packpoiite coaepkaHue MpaBOBOTO oOecteueHus: 6e30MacHOCTHA CBECHHH.

3. PackpoiiTe comepikanne u CTPYKTYpy 3aKOHOAATEIhCTBA B 00acTu obecrie-
YyeHUs1 MH()OPMAIMOHHON O€30MTaCHOCTH.

4. OCcHOBHBIC HOPMATUBHBIE PYKOBOIAIINE JOKYMEHTHI, KaCarOIIHECs Tocyaap-
CTBEHHOU TailHBI, HOPMATUBHO-CITPABOYHBIC JJOKYMCHTHI.

5. YpoBHH NpaBoBOro odoecrneyeHusi THPOPMaLMOHHON 0€30MaCHOCTH.

6. Mecto nHpOpMaIMOHHON 06€30MaCHOCTH YKOHOMUYECKUX CHCTEM B HaIIUO-
HaJIbHOI O€30ITaCHOCTH CTPAHBL.

7. OCHOBHBIC IPUHITUIIBI 0OECTICUCHUST OC30ITaCHOCTH.

8. Konmnermust madopManmoHHONW 0€30MacHOCTH.

9. okxtpuHa nHpOpMaIMoHHOM O0e3omacHocTu Poccum.

10. YeTthipe OCHOBHBIE COCTABJISIONINE HAIMOHAIBHBIX HHTEpEcOB Poccuiickoi
denepanuu B nHGOpMAIMOHHOM chepe.

11. OcHoBHBIE 3a/1aun obOecnieueHus: nHGopMaImoHHON Oe3omacHocTH. [IpaBo-
BbI€ METO/IbI 00ecreueHs] H(OOPMAIIMOHHON 0€301MacHOCTH

Jst IpoMeKYTOYHOM ATTeCTALMM

1. Uudopmarmonnas 6€30MacHOCTh YeIOBEKAa W OOIIECTBA. YPOBHHU 3aIUTHI



UH()OPMAITMOHHBIX PECYPCOB.

2. Komnsrorepusie npectyruienusi. OCHOBHbIE TEXHOJOTHUHU, UCIIOJIb3YIOIIHECs
IIPU COBEPLICHUU KOMITBIOTEPHBIX MPECTYTUICHUM.

3. OOBeKTHI 3amuThl HHPOpMaLMK. 3amuTa HHHOPMAIIMU OrPaHUYEHHOTO J10-
CTyIa: TOCyJJapCTBEHHAs TallHa, KOMMepYecKas TaiHa.

4. OCHOBHBIE KaHAJIbI YTEYKU UHPOPMAIIUH.

5. Meroabl u cpenactBa 3amutbl uHGopmanuu. ConaepkaHUE CHOCOOOB H
cpencTB obecrnieueHus 6€30MacHOCTH HH(OPMAITIH.

6. Kpunrorpadus. CuMMeTpUYHbIE KPUITTOCUCTEMBI.

7. Kpunirorpadus. ACHMMETPUYHBIE KPUIITOCUCTEMBI.

8. O030p u KiIaccudukanus MeTo0B MmMu(poBaHus HHPOPMAITUH.

9. DnexkTpoHHO-1IU(DPOBAS TOMHKCH.

10. Yto oTHOCHTCS K CpEICTBAM WHKCHEPHO-TEXHUYECKONW 3aIlUTHI
uH(OpPMAIUU U 1711 YeTO OHU MpeAHa3HAYECHBI?

11. B yem 3akitoyaroTcs JOCTOMHCTBA M HEJAOCTATKH MPOTPAMMHBIX CPEJICTB
3aIUTh HHpOpMAIUK?

12. TlaponbHas 3amura.

13. IlonsiTre yrpo3sl. AHamU3 yrpo3 uHGOPMAIMOHHON Oe3omacHocTH. Buab
CHAPYIIUTEIICH.

14. TlonuTtuka 6e3onacHocTH. OCHOBHBIE TUIIBI MOJIUTHUKUA O€30MaCHOCTH.

15. CrangapTsl uH(pOPMAITMOHHOMN 0€30MTACHOCTH.

16. IlpaBoBoe oOecrnieueHre 3auThl nHpopManru. HopMaTuBHbIE TOKYMEHTHI.

17. Pazpymaromue nporpaMMHbIE BO3JICUCTBUS: BUPYCHI U 3aKIaJKU. AHTUBH-
pPYCHBIE CpPE/ICTBA.

18. Ilcuxonoruyeckue acnekThl HHGOPMAITMOHHOM O€30MTaCHOCTH OpraHU3alIUH.
19. Hactpoiika noauTUKN O€30MaCHOCTH OTIEPAIMOHHON CHCTEMBI.

20. AHanu3 3alMUIIEHHOCTH U30JIMPOBAaHHON TPOTPAMMHOM CPEJIbI.

21. UccnenoBanue cucteM UICHTU(DUKAIUU.

22. CTpyKTypa 3aKoHOIaTeNbHOM 0a3bl mHGOpMaImoHHOU 6e3omacHocT PO.

23. Ctparerus HaMOHAIBHOM Oe3omacHocTH. HazHaueHne, OCHOBHBIC TEPMUHEI.

24. Jloxtpuna Ub. Ee Ha3Hauenwue.

25. CTpyKkTypa ¥ BHUABl HOPMATHUBHBIX aKTOB, PETYIUPYIOIMHUX OOCCICUCHHE
nHopmarmonHoit 6e3onacHoctu B Poccuiickoit denepannu

26. Tlonstue o 3amure unpopmanuu B PO (149-03). 'ocyaapcTBEeHHOE pery-
aupoBanue. O6s3aHHOCTH oOJanareneld nHpOpMaIMK B OIepaTopoB HH(POPMAITUOH-
HBIX CUCTEM. PerynsiTopsl.

27. CucreMa HOPMATUBHBIX MPABOBBIX aKTOB, PETIAMEHTHPYIOIIUX oOecrede-
HHUE COXPAHHOCTHU CBEJCHHM, COCTABIISIONINX TOCYIAPCTBEHHYIO TallHy B Poccuiickoit
denepanuu
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