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1. He.]'lb, 3a/1a9Y1 ! IVNITAHUPYEMbIE PE3YJIbTAaThI Oﬁy‘leHI/Iﬂ o IMCIMIIJINHE
(Lenv u 3a0auu oceoenus oucyuniaunsi, coomgeemcmsyowue yeau OI1)

HCHBIO OCBOCHHUA AUCIHUIIIIMHBI «I/IH(i)OpMaHI/IOHHaSI 0Ee30IMaCHOCTD» SIBJISICTCS
IMOJIYUYCHHC 0a30BBIX TCOPCTUICCKUX HpC,Z[CTaBJ'ICHI/Iﬁ O COBPCMCHHLBIX MCTOJAaX H
cpeacTtBax 3alluTbI I/IH(bOpMaLII/II/I N MPAKTHYCCKUX HABBIKOB MCIIOJIB30BaHUS OTHX
CpCACTB IIpU pCaIM3alMU IIPOTPpaMMHLBIX KW allllapaTHBIX CPCACTB I/IH(I)OpMaIII/IOHHI)IX
CUCTEM MaciTadba npeanpusIThs

3agavaMu JUCHUIUIAHEL IBJISIIOTCS:

1. popmupoBanue 3HaHUI

- TEPMUHOJIOTUU B 00J1IaCTU MH(POPMAITMOHHOW 0€30MacHOCTH U 3aIlUThI

uHpopmanu

- OCHOBHBIX HOPMATHBHBIX U MPABOBBIX aKTOB, PETIIAMEHTUPYIOIIUX cdepy

MH($OPMALIMOHHON OE€30MaCHOCTH U 3alUThl HHPOPMATUU
- IPUHIIMIIOB OPTaHU3AIMH 3aIIUTHI HH(POPMAIIUHN Ha TIPEANIPUATHIX;
- Mep M CPe/ICTB 3alIUThl HH()OPMAITUH

2. hopMupoBaHUE YMEHUN

- BBISIBIIATH OCHOBHBIC  BUJIbI
nHpOpMaITHH;
- pa3zpabaThIBaTh

0€30MacHOCTH U 3aIUThl HHPOPMALIUH
- KpunTorpapuyeckue
KOH(HIEHIINATBHOCTH UH(POPMALIUH
3. hopmupoBaHUE BIIAICHUS:
- HABBIKAMH ~ TPUMEHEHUS

HOPMATHUBHO-TEXHUYECKYIO JOKYMEHTALUI0 C
TpeOOBaHWII HOPMATUBHBIX M MPABOBBIX AaKTOB B 00JacTd HMH(POPMALMOHHOM

METOJIbI

IIPOrpaMMHO-aIapaTHbIX

yIpo3 H  YA3BUMOCTEU

oOecrieueHus LIEJIOCTHOCTH

CpEICTB

obecrnieueHUsT HHPOPMAITMOHHON OE301TaCHOCTH
- HaBBIKAMHU IIPOTPaAMMHON peaJIn3alluy KpUNTorpadhuuecKux aaropuTMoB

Kommnerennun u unaukaTopsl, popmMupyeMbie y 00yUJaromuxcs:

KO,Z[ 1 HAUMCHOBAHUEC KOMIICTCHIIMHN

KO,Z[ U HAMMCHOBAHUC HWHAUKATOpA

OIIK-2 Crioco6eH MoHMMAaTh PUHITUITBI
paboThl COBPEMEHHBIX HH(DOPMAITMOHHBIX
TEXHOJIOTHI U MIPOTPAMMHEBIX CPEJICTB, B
TOM YHCJIE OTEYECTBEHHOTO TPOU3BOJICTRA,
U UCTIOJIh30BaTh UX MPU PEIICHUH 33134
poeCCHOHATLHOMN 1A TEILHOCTH;

OIIK-2.2 Bnaneer HaBbIKaMH IPUMEHEHUS
U (POBBIX TEXHOJIOTHH AJIs peLIeHHs 3a/1a4
npo(ecCHOHATIBHOM AEATENIFHOCTH C yYETOM
OCHOBHBIX TpeOOBaHMI HH(POPMAITMOHHON
0e30macHOCTH

OIIK-3 CrniocobeH periath CTaHAAPTHbIC
3a/1a9¥ 1IPpo(ecCHOHATBHON AESTENFHOCTH
Ha OCHOBE MH(OPMAITMOHHOW U
OuOIMOTrpaPUIECKON KYJIBTYPHI C
pUMEHEHHEM UH(POPMALIMOHHO-
KOMMYHUKAI[HOHHBIX TEXHOJIOTHH H C
YYETOM OCHOBHBIX TPEOOBaHUIA
nH(pOpMaIMOHHOW 0€30MMacCHOCTH;

OIIK-3.1 Pemraer cranapTHble 3aa4u
poQeCCHOHATLHOM ACATEIIEHOCTH HAa OCHOBE
UHPOPMALMOHHOM 1 6ubnnorpaduyeckon
KYJITYPBI C TPUMEHEHHEM HH(OPMAITHOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTHIA

OIIK-3.2 YuuThIBaeT Npu pelICHUH 33724
poeCCHOHATTLHON IeATEIIbHOCTH OCHOBHEIE
TpeboBaHus K UHPOPMAITMOHHOMN
0€30MacHOCTH

0€30IMacHOCTH

Y4ETOM




2. MecTo nucuunnHabl B cTpykrype OIl

[IpeamecTByomye IUCUUILIMHBL (Moayin), npaktuku, HUP, ap.: Beicimas
matemaTnka, Pusuka, WHopMannoHHBIE TEXHOIOTUH, AJTOPUTMH3ALUS U
IIPOrpaMMHUPOBAHUE

[Tocnenyromue tucUMIUIAHEBL (MOAYJN), ipakTuku, HUP, np.: Beinonxnenue u
3aIUTa BBITYCKHOM KBAIU(PUKAIIMOHHOMN pabOThI

3. CTpyKTypa M coiep:KaHue JUCIUNIMHBI
3.1. CTpyKTypa JTUCUMILIHHBI
Jnis ounoit hopmbl 00ydeHus

Bun yuebno# paboTsl Beero | Beero |Cemectp(sr)
3E 4acoB 3
OBIIAA TPY JOEMKOCTDH JUCHUITUINHBI 3 108 108
KOHTAKTHAA PABOTA* - 72 72
AYIUTOPHASA PABOTA 2,0 68 68
Jleximun 1,0 34 34
[IpakTuueckue (CeMHUHAPCKUE) 3aHATUS 0 0 0
JIaGopartopHbie pabOThI 1,0 34 34
CAMOCTOATEJIbBHAA PABOTA OBYHAIOIIEI'OCA 1,0 40 40
IIpopaboTka yueObHOT0O MaTepuaia 1,0 40 40
KypcoBoii npoekt 0 0 0
KypcoBas pabora 0 0 0
IToaroroBka K MpOMEKyTOYHOM aTTECTALUN 0 0 0
[TpomexxyTo4Has aTTecTalus: 3

s 3a049HOM hopMBI OOYUEHUS

By yaeGHO# paboThI Bcero Beero | Cemectp(sl)
3E 4acoB 5
OBIIAA TPYJOEMKOCTD JUCHUIUINHBI 3 108 108
KOHTAKTHAA PABOTA* - 28 28
AYJIUTOPHASI PABOTA 0,5 18 18
Jlexnun 0,3 10 10
[IpakTueckue (CEMUHAPCKUE) 3aHATHUS 0 0 0
JlaGopaTopHbie paboThI 0,2 8 8
CAMOCTOATEJIbBHAA PABOTA OBYHAIOIIEI'OCA 2,5 90 90
[TpopabGoTka yue6HOTO MaTepuasa 24 86 86
KypcoBoii npoekt 0 0 0




Kypcoas pabora 0 0

IToaroroBka K MpOMEKyTOYHOM aTTECTALUN 0,1 4

W) K~ O

HpOMG}KYTO‘{Ha}I arTeCcTalmyi:

3.2. Conepxkanue IUCUMILUVIMHBI, CTPYKTYPHPOBAHHOE 10 pa3iejaM H
BHUaM 3aHATHH

Pasznennl Pacnipenenenue ®opmbei u | MHIEKCHI HHIUKATOPOB
JIACITUTLITAHBI 2 TPYJOEMKOCTH BUT bopmHpyeMbIX
§ 110 BUJaM y4eOHOM paboThI |  konTpOIIs KOMIIETEHIIUI
o = ; t=
S N
Paznmen 1 14 4 4 0 6 TK1 OIIK-2.3, OIIK-3.3
Paznen 2 8 2 4 0 4 TK1 OIIK-2.VY, OIIK-3.3,
OIIK-3.yY
Paznen 3 18 4 8 0 6 TK2 OIIK-2.B, OIIK-3.V,
OIIK-3.B
Paznen 4 14 4 4 0 6 TK3 OIIK-2.VY, OIIK-3.3,
OIIK-3.yY
Paznen 5 14 4 4 0 6 TK3 OIIK-2.VY, OIIK-3.3,
OIIK-3.Y
Paznen 6 12 4 2 0 6 TK3 OIlK-2.3, OIIK-3.3
Paznen 7 18 4 8 0 6 TK4 OIIK-2.B, OIIK-3.3,
OIIK-3.yY
3ayer 0 0 0 0 0 oM OIIK-2.B, OIIK-3.3,
OIIK-3.Y
Hroro 3a 3 cemecTp 108 34 34 0 40
UTOIro 108 34 34 0 40

3.3. Conepxxanue IMCHUNIHHBI
Paznen 1. OcHoBHbBIE MOHATHS U HOPMATHUBHO-IIPaBoBasi 0a3a MH(POPMALIMOHHOM
0€30MacHOCTH
Tema 1.1. OcHOBHBIE TOHATHS UHOOPMAITMOHHOW 0€301MacCHOCTH
Tema 1.2. 'ocynapcTBeHHas MOJUTHKA B 0071acTH HHPOPMALIMOHHON 0€30MacHOCTH
Tema 1.3. Krnaccudukanus wuHpOpManmu, AOCTY K KOTOPOM OrpaHuyueH
dbenepaabHbIMU 3aKOHaMH PO
Tema 1.4. Mopaenb yrpo3 6e30nacHOCTH HHPOPMALIUU MIPEIIPUSTHS

Paznen 2. Yopasnenue nadopmaninoHHOM 6€30MaCHOCTHIO

Tema 2.1. MexayHapoIHble U POCCHIICKHE CTaHAAPTHI B cpepe MHPOpMALIMOHHON
0€30macHOCTH

Tewma 2.2. IlonuTrka nHOpMaMOHHON 0€30MaCHOCTH

Tema 2.3. MeHeHKMEHT pUCKOB HH(OPMAIIMOHHON 0€301MacHOCTH PEeANPUITHS

Pa3nen 3. Mepsl u cpenctBa 3anutsl nHGopManuu. Kpunrorpaguueckue cpeactna




3amuThl nHpopmanmu (KC3M)

Tema 3.1. CummeTpuuHbIe KpUNTOCHCTEMBI M poBanusa. CTaHAApTHI IHU(PPOBAHUS
DES, 3DES, AES, I'OCT 28147-89.

Tema 3.2. Cteranorpadudeckue METOIbI 3alIUTHI HH()OpMALIUN

Tema 3.3 AcumMmeTprUYHbIE KPUITOCUCTEMBI IIMPPOBAHUS

Tema 3.4 3anura nHpopMaluu B 3JIEKTPOHHBIX JOKyMEHTaX MyTeM MHU(poBaHUS U

(bopMHpPOBaHUS IITEKTPOHHON MOAIUCH

Tewma 3.5 Ynpasnenue kpunrokitodamu. MappacTpykTypa oTKphIThIX Kitoueit (PKI)

Pasnen 4. Unentudukanms, ayreHTU(UKALNA U yIPaBICHUE JOCTYIIOM

Tema 4.1 Texnonoruu ayTeHTUDUKAITIH

Tema 4.2 Kpuntorpadudeckre npoTOKONbI ayTeHTUHUKAmu. bromerpuueckas
ayTeHTU(UKAINS

Tema 4.3 Mojienu pa3rpaHi4eHHust JOCTyna

Pazpnen 5. Obecnieuenue 6e30nacHOCTU UH(POPMAIIMU B ONIEPALIMOHHBIX CHCTEMAaX
Tema 5.1 OOecneuenne 0e30MacHOCTH MHPOPMALIUUA B ONEPALMOHHBIX CHUCTEMAaX
cemeiictBa Windows/Linux

Tema 5.2 ABTOMaTu3upoBaHHOE OOHApYXEHHE YSA3BUMOCTEH MPOrPaMMHOTO
o0OecrieueHrs Ha pabOYMX CTAHUUAX TOJ YNPABICHHUEM OIEPAllMOHHBIX CHUCTEM
cemeiictBa Microsoft Windows

Tema 5.3 JlokanbHbie U rpynnoBbie noauTuku 6e3onacHoctu OC Microsoft Windows

Paznen 6. Cpencta antuBupycHoit 3anmutsl (CAB3)

Tema 6.1 Knaccudukaius BpeJoHOCHBIX ITPOTPaMM

Tema 6.2 CpeacTBa aHTUBHPYCHOM 3alIUTHI HHGOPMAITUU

Tema 6.3 CpaBHUTENIbHBIN aHATU3 CPEJCTB AaHTUBUPYCHOW 3alIUThI MH(DOPMAIUU C
HCIIOJIb30BAaHUEM PE3YJIBTATOB HE3aBUCHMBIX TECTOB

Paznen 7. OGecneuenue 0e30nacHOCTH UH(OPMALIMK B KOMITBIOTEPHBIX CETSIX

Tema 7.1 Kiaccudukanus yrpo3 OesomnacHoctd wuHGOpMAIMM W aTaKk B
KOMIIBIOTEPHBIX CETAX COTJIACHO ypoBHsAM Mojienu OSI

Tema 7.2 TexHonorust BUPTyaldbHbIX JIOKaIbHBIX ceTell (VLAN)

Tema 7.3 TexHONOrMU MEXCETEBOr0 SKPAaHUPOBAHHUS

Tema 7.4 TexHnonoruu BUpTyaabHbIX YacTHBIX ceTert (VPN)

Tema 7.5 M3ydeHue CpeacTB MHCTPYMEHTAIIBHOIO aHain3a 3amuineHHocty UT-

UHPPACTPYKTYPHI

3.4. TemaTH4YeCKHUI IVIAH NPAKTHYECKUX 3aAHATHH
JlaHHbIN BUJT paOOThI HE MIPETyCMOTPEH yU€OHBIM IJIAHOM

3.5. TemaTu4yeckuii JIaH 1a00paTOPHLIX padoT

1. Pa3zpaboTka Mojienu yrpo3 6€301macHOCTH HH(DOpMAITUU PEANPUITHS

2. Ananu3s puckoB HHGOPMAITMOHHON 0€30MaCHOCTH MPEATPUITHS

3. MonoandasuTHbie 1 noJuanpaBuTHbie UGPbL. YaCTOTHBIN KpUIITOAHATIN3
4. TlporpaMMHasi peanu3anusi KJIaCCUYECKUX aIrOPUTMOB IIM(PPOBAHUSI U UX



KpUIITOAHATIN3a
5. 3ammra uHbOpMAaIMKU B AJIEKTPOHHBIX JOKYMEHTaX MyTeM IHU(pPOBaHUS U

(dhopMUpOBaHUS SEKTPOHHOM MOJITUCH

6. [laponbHas ayTeHTHPUKALINA.
7. AAMUHUCTPUPOBAHKE TOJIB30BATEINICH U MTPABUII pa3rpaHUYEHUs JOCTyIa B
OC Astra Linux.pdf
8. I3yueHne TEXHOJIOTUA BUPTyalbHbIX JIOKadbHbIX ceTeil (VLAN) c
OMOIIIBIO MporpamMmbl MojaenupoBanus ceteir Cisco Packet Tracer

9. U3yuenue

TEXHOJIOTUU

MCKCCTEBOI'O

DKPAHUPO

nporpamMmmbl MoenupoBanus cereit Cisco Packet Tracer
3.6. KypcoBoii npoekT /KypcoBasi paboTa
JlanHbIN BUJT paOOThI HE TPELYCMOTPEH yUeOHBIM IJIAHOM

4. OueHnBaHue pe3yJabTATOB 00YUEHUSI

BaHUA C

IIOMOIIBIO

OueHuBaHue pe3yJbTaTOB OOY4Y€HHUs 10 JUCHUIUIMHE OCYIIECTBISIETCS B
paMKaxX TEKYLIEro KOHTPOJs W MPOMEXKYTOUHOM aTTecTall, MPOBOAMMBIX TIO

6abHO-perTuHroBoi cucreme (bPC).

[kana OlleHKH Pe3yJIbTaTOB 00YUEHHUS 1O TUCIUILTUHE:

YpoBeHb CPOPMUPOBAHHOCTH
WHKATOpa KOMITETCHIIUU
N N Huxe N
Bricokuit Cpennnii Huzkuit
3arutaHu- CpEIHEro
Koz Koz POBaHHBIE o7 85 10 100| o1 70 110 84 | 0T 55 110 69 | 0T 0 110 54
KOMIIe- | WHAMKATOpa pe3yIbTaThI
TEHIUM | KOMIIETCHIMH | OOydYEeHHs [0 Ilkana onennBanus
HEY/I0B-
JTUCLUTUTMHE yIOBICT- ya
OTJINYHO Xopouio JICTBOpH-
BOPUTECJILHO
TEJIIBHO
3a4TCHO HEC 3a4TCHO
3HATh:
YpoBeHb Munuman | YpoBeHb
YpoBeHb . N
. 3HaHUU B | BHO 3HaHUH
3HaHUU B
o0beMeE, JOITyCTUM | HHXKE
obreme, COOTBETCT | bIi MHUHHUMAJ
MPUHIUTIBI
56011“151 COOTBETCT | o eM OBCHB BHBIX
OTIK-2.1 p Bylo mmeMm | )0 YpOBeH
COBPEMEHHBIX oorpavy | PPOTPAMM | 3HAHMI, TpeOoBaH
UH(POPMAITHOHH ep P €, HMEeT | UMeeT ui,
BIX TCXHOJIOTUH HOAFOTOBK MECTO MECTO UMEIOT
OIlK-2 HECKOJIBKO | MHOTO MECTO
H, 0e3
HerpyObIX | HerpyOBIX | IpyOble
OIuOoK
OLIMO0K onboK onOKH
BJIAJCTh:
HaBBIKAMU [Tponemon | IIponemon | Mmeerca | Ilpu
IPUMEHEHHS cTpH cTpH MUHHMAJTb | PEIICHUH
OIlK-2.2 U (HPOBBIX pOBaHBI pOBaHBI HBII CTaHJapT
TEXHOJIOTHHU UL | HAaBBIKH 0a30BbIC Habop HBIX
peuICHus 3a1a1 npu HaBBIKU HaBBLIKOB 3aga4 HE
NpOQECCUOHANL | pelleHHd | TIPH st POJIEMOH




HOU HECTAaHAAp | PELICHUH | PELICHUS | CTPUP
JESTEIbHOCTH C | THBIX CTaHJAPTH | CTAHJAPTH | OBAHbI
y4eTomM 3a7a4y 6e3 | pIX 3amauc | pIx 3amadc | 0a3oBbIE
OCHOBHBIX OLIMOOK U | HEKOTOPHI | HEKOTOPHI | HABBIKU,
TpeOOoBaHH HEJI0YETOB | MU MU UMEIOT
Hlj(l)OPMaHHOHH HeJoueTa | Hemodera | MECTO
gﬂ MU MU rpyObie
€30MaCHOCTHU OIIHGKI
3HATh:
MPUHLUIIB,
METO/IbI "
cpeacTBa
pereHus
CTaHJIAPTHBIX
3a1a4
npodeccrnoHab
HOM
YpoBeHb Munuman | YpoBeHb
JEATEITbHOCTH YpoBeHb N .
. 3HaHUU B | BHO 3HaHUN
Ha OCHOBC | 3HaHUH B
o0beMeE, JOITyCTUM | HHXKE
uHpOpMaIIMOHH | o0beMe, .

. COOTBETCT | BIi MHHUMAT
on {1 | COOTBETCT | eM OBEHb BHBIX
oubnmuorpadguue | Byro I1IeM YIo YpOBeH

. IporpaMM | 3HAHUU, TpeOoBaH

CKOM KyJIbTYpBI | IpOrpamMm 9

€, HMeEeT | uMeeT ui,
C IPUMEHEHUEM | €

MECTO MECTO UMEIOT
UH(QOPMAIIMOHH | TIOATOTOBK

HECKOJIbKO | MHOTO MECTO
o- U, 0e3

HerpyObIX | HerpyObIX | IpyOble
KOMMYHHUKAIIO | OLIMOOK

ook OIIOO0K oIOKH
HHBIX
TEXHOJIOTHH U C

YeTOM
OIK-3 | OIK-3.1 Y

OCHOBHBIX
TpeOoBaHUIt
UH()OPMAIMOHH
o
0€30IMacHOCTH
YMETh!
peuars IIponemon | IIponemon | Ilponemon
CTaH/IapTHbBIE CTpHU CTpHU CTpHU IIpu
3aa9n POBaHBI POBaHBI POBaHBI pelIeHnu
npodeccuoHanb | Bce BCE OCHOBHBIC | CTaHIAPT
HOU OCHOBHBIC | OCHOBHBIC | YMEHHUS, HBIX
JesITeTbHOCTH YMEHUS, YMEHHUS, pEIICHBI 3aJad  He
Ha OCHOBE | peIIeHBI peIeHbI TUIOBBIC | MIPOJEMOH
UHPOPMALIMOHH | BCE BCE 3aa4d ¢ | CTpUp
ou U | OCHOBHBIE | OCHOBHBIC | HETPYOBIM | OBAHBI
oubnmuorpaduue | 3amaunm  C | 3ama4M C | U OCHOBHbIE
CKOM KYyJBTYpBI | OTHENbHBI | HETPYyObIM | OIIMOKaMH | YMEHHMS,
C MPUMEHEHUEM | MU u , UMEIOT
WHPOPMAIIMOHH | HECYIIECT | OMIMOKAMH | BBITIOJHEH | MECTO
o- BEHH BbIMHU | , bl BCe | rpyObIe
KOMMYHUKAIIO | HEJOYeTa | BBITIOJHEH | 3a/IaHUs, onOKH
HHBIX MH, bl BCE | HO HE B




TEXHOJIOTHI U C | BBIIOJHEH | 3aJaHusl B | TIOJHOM
y4eToOM BI BCE€ | MOJIHOM obbeme
OCHOBHBIX 3ajaHus B | o0beme,
TpeboBaHui MIOJTHOM HO
nH(pOpMalMOHH | 0o0BeMe HEKOTOPBI
ol e c
0€e30IacHOCTH Hemo4dera
MH
BJIAJIETh:
HaBBIKAMU
MOJITOTOBKH
0030poB [Ipu
POB, . [Iponemon | Mmeercs P
AHHOTAIIHIA, peleHnH
[Iponemon | ctpu MHUHUMAaJb
COCTaBJICHUS . CTaHIapT
cTpu POBaHBI HBIN
pedepatos, HBIX
pOBaHbBI 6a3oBbIC Habop
HAY4YHbIX 3aJady  He
HaBBIKU HABBIKH HABBIKOB
JOKJIAJIOB, MPOJIEMOH
. npu npu TSI
nyonuKanui - u CTpUp
pEIIeHUH | pEIICHUH | pEeIICHUs
6ubnuorpaduun OBaHbI
HECTaHAap | CTAHJAPTH | CTaHIAPTH
1o Hay4YHO- 0a30BbIe
THBIX BIX 337124 C | BIX 337124 C
UCCIIEI0BATEIbC HABBIKH,
o 3aga4 0e3 | HEKOTOpPhI | HEKOTOPHI
Kol pabore cC AMEIOT
OImMOOK U | MU MU
y4eToM MECTO
. HEJIOYEeTOB | HejJoueTa | HejodeTa
TpeOoBaHUI rpyOsbie
MH MU
UH()OPMAIIMOHH OLIMOKHU
ol
0e3omacHOCTH
3HATH!
OCHOBHBIC BH/IbI
yrpo3
0e30MmacHOCTH
nH(dOpMaInH,
SI3BUMOCTEN
M YpoBeHb Munuman | YpoBeHb
nH(OpMaMOHH | YPOBEHb . .
. 3HaHUU B | BHO 3HaHUN
BIX CHCTEM, a | 3HaHUH B
o0beMeE, JOITyCTUM | HHXKE
TaKk)Ke Mephl U | oObeme, .
COOTBETCT | BIA MHHUMAT
cpencTBa COOTBETCT
. BYIO IIEM | ypPOBEHb BHBIX
NPOTUBOJCHCTB | BYIO ILEM o
porpaMM | 3HaHUil, TpeboBaH
Wsl arakaM Ha | Iporpamm -
€, HMeEeT | uMeeT ui,
OIIK-3.2 nH(OPMAIIMOHH | €
MECTO MECTO UMEIOT
bIC PECYPChI IPU | TIOATOTOBK
HECKOJIbKO | MHOTO MECTO
MPOEKTUPOBAHU | U, 6e3
HerpyObIX | HerpyObIX | IpyOble
U, pa3paboTke U | OIHMOOK
OLIMOO0K ondoK oLIMOKH
BHE/IPEHUU
IPOTPAMMHOTO
o0ecrieyeHus
UH()OPMAIMOHH
BIX CHCTEM
YMETh!
paszpabareBath | [Ipomemon | Ilpoxemon | Ilpomgemon | [pu
MPOEKTHO- cTpH cTpH cTpu peleHnn
TEXHUYECKYIO pOBaHbI pOBaHbI POBaHbI CTaHAapT




JOKYMEHTAITUIO | BCE BCE OCHOBHBIE | HBIX
Ut OCHOBHBIC | OCHOBHBIC | YMEHMH, 3a7a4  He
UHQOPMAIIMOHH | YMEHHH, YMEHWSI, pEIICHBI MPOJIEMOH
BIX CHCTEM C | peIleHbI peIeHbI TUTIOBBIE | CTPHP
y4ETOM BCE BCE 3a1a4d  C | OBaHBI
TpeOoBaHU OCHOBHBIE | OCHOBHBIE | HETPYOBIM | OCHOBHBIC
TEKYIIETO 3aMa4d  C | 334a4d  C | U YMEHWUS,
3aKOHOJIATENILCT | OT/ACIBHBI | HETPYObIM | OIIHMOKaMHU | UMEIOT
Ba, MH u , MECTO
HOpPMAaTHUBHO- HeCyIlecT | OMMOKaMH | BBIIIOJHEH | IpyOble
TPaBOBBIX BEHH BIMH | , BI BCE | OIIMOKHU
aKTOB, HeIoYeTa | BBINOJHEH | 3a/IaHMs,

CTaH/JIapTOB W | MH, BI BCC | HO HE B
BE/TYIIUX BBINIOJIHCH | 33J]aHUS B | TIOJTHOM
MPaKTHK B | BI BCE | TTOJIHOM ob0beme
obactu 3aaHus B | o0ObeMe,
WH(OPMAIIMOHH | TIOJTHOM HO
ol o0beme HEKOTOPBI
0e30macHOCTH e C
HeJ04eTa
MH
BIIAJICTh:
HaBBIKAMHU
[Tpu
IPUMECHEHHSI [Iponemon | Mmeercs
IPOrPaMMHO- ITponemon | ctpu MHHUMAaJb IC):::;;I;I;
arnmapaTHhIX cTpu POBaHbI HBIN
CpEICTB JUIS | POBaHbI 0a3oBble Habop ;{;;);q e
aHaJM3a HaBBIKU HaBBIKU HaBBIKOB
IPOJIEMOH
3alIMIICHHOCTH | IIPU npu TSI
UH(OPMAIMOHH | PEIICHUU | PEIICHUU | PELICHUS gﬁiﬁl
BIX CHCTEM JUls | HECTAHNAp | CTAHAAPTH | CTAHAAPTH | o
BBIPAOOTKH Mep | THBIX BIX 33J1a4 C | BIX 33144 C
NPOTHBOJICHCTB | 3aJa4 0€3 | HEKOTOPBI | HEKOTOPBI HABBIRH,
U WM3BECTHHIM | OIIMOOK M | MU MH ﬁfce:()f
yrpo3am HEJIOYETOB | Hemovyera | Hexovera rpy6ELe
6e301acHOCTH MH MH
uHpOpMaIUU OuHOKH
OueHouHble  MaTepuanbl JUIsl  MPOBEICHUS  TEKYUIEro  KOHTPOJIS

)51

MPOMEXYTOUYHOM aTTecTauuu mnpuBeaeHbl B [lpunokennn k pabouel mporpamme

JTUCLIUILINHEI.

[TonHBIN KOMIUIEKT 3aJlaHUN W MaTepHaIOB, HEOOXOJAUMBIX JIJIsi OLICHUBAHUS
pe3yIbTaTOB O0YUYCHHUS 10 AUCIIUIUIMHE, XPAHUTCS Ha Kadeape pa3padoTdnka.



5. YueOHO-MeTOANYeCcKOEe U HHPOPMALIMOHHOE o0ecnevyeHHne QU CIUIIMHbI
5.1. YueOHO-MeTOANUYECKOE O0ecIieueHue

OcHoBHast JUTEpaTypa

1. JIutBunenko, B. U., OcHoBbI HHGOpMAIIMOHHOI 0€30MacHOCTH : yueOHOe
nocobue / B. U. JIutBunenko, E. C. KoznoB. — Mocksa : KnoPyc, 2022. — 199 c.
—[5BM 978-5-406-09438-9. — I1BI": Bap3://600K.ra/booKx/943 111.— TekcrT :
AJIEKTPOHHBIN.

2. Hectepos, C. A. OcHOBbI HH(OPMALIMOHHON O€30MacHOCTH : yueOHoe mocodue /
C. A. HectrepoB. — 5-e u3n., crep. — Cankr-IlerepOypr : Jlanb, 2022. — 324 c.
— 15BM 978-5-8114-4067-2. — TekcT : 21eKTpoHHBIH // JIaHb : 3IeKTPOHHO-
oubnmuoreunas cucrema. — OBI.: B p3://e/an6ooK.cot/600K/206279.

3. Menwsuuxos, B. I1., Undopmarmonnas 6e3onacHocTs : yueonuk / B. I1.
MenbsHukos, A. 1. Kynpusunos, T. FO. BacunseBa. — Mocksa : KnoPyc, 2023. —
371 c. — [3BM 978-5-406-11960-0. — OBI": Bup3://600K.ru/600k/950148. —
TeKCT : BJIEKTPOHHBIN.

4. ITpoxoposa, O. B. Undopmanrionnas 6e3onacHocTs U 3ammTa uHpopmarmu / O.
B. [IpoxopoBa. — 5-¢ u3j., crep. — Cankr-IlerepOypr : Jlans, 2023. — 124 c. —
15BM 978-5-507-46010-6. — TexkcT : 351eKTpOoHHBIH // JIaHb : 37EeKTPOHHO-
oubmmoreunas cuctema. — OBI'.:: Ne p3://eJlan6ooK.co1/booK/293009.

I[OHOJIHI/ITCHBHaH JIUTEpATypa

1. Hukonaes, H. C., YnpaBnenue nHpopMannoHHON 6€301aCHOCTHIO ;| YICOHHK /
H. C. HukonaeB. — Mocksa : KnoPyc, 2021. — 188 ¢. — 13BM 978-5-406-
07325-4. — OBI: 5 p3://600K.rn/600K/939841. — TeKcCT : 31€KTPOHHBIN.

2. Bantommna, A. B. OcHOBBI HH(MOPMAITMOHHON O€301TaCHOCTH : Y4eOHO-
MeToauueckoe rmocooue / A. B. Bantommna, C. FO. PribakoB. — MockBa :
MTVYCH, 2022. — 22 ¢. — Texkcrt : 2neKTpoHHbIH // JIaHb : 37IeKTPOHHO-
oubnmoteunas cucrema. — OBI'.: Hup3://eJlanbooK.cot/book/333701. — Pexum
J0CTyTa: JIJIsl aBTOPH3. MOJIb30BaTEIICH.

3. bapanoga, E. K., Kpunrorpaguueckue MeTo bl 3a1IUTh HHGHOPMAIIUU.
JlaGopartopuslii npakTukyM + elIpunoxxenue : yauebHoe nocodue / E. K. bapanosna,
A. B. babam. — Mocksa : KnoPyc, 2022. — 205 c. — 13BM 978-5-406-08831-9.
— OBI': Bp3://600K.r1/600k/94 1742. — TeKCT : 3I€KTPOHHBIH.

4. Kpakosckuit, HO. M. MeTo/b1 3amuThl nHGOpMaLny : yuebHoe nocodue aJis
By30B / lO. M. KpakoBckuii. — 3-e usn., nepepad. — Cankt-Ilerepoypr : Jlans,
2021. — 236 c. — [3BM 978-5-8114-5632-1. — TekcT : 25eKTpOoHHbIN // JIaHb:
ANEKTPOHHO-O0uOmMoTeyHas cuctema. — OBI': 6p3://e.1anbooK.co1/600K/1 56401.



5.2.

NudopmanuonHoe odecnieyeHue

5.2.1 DNeKTpOHHBIE U HTHTEPHET-PECYPCHI

HaumeHoBaHM€ 37IEKTPOHHBIX U HHTEPHET-PECYPCOB

Ccrlika

nH(pOpMaIMOHHOM 6€30MacCHOCTHIO

1 [CnpaBouno-npaBoBas cucreMa "Koncynbrant | http://www.consultant.ru/

2 |CnpaBouHo-nipaBoBas cucreMa "'apant” http://www.garant.ru/

3 |bank maHHBIX yrpo3 6e3omacHoCTH HHPOPMALIUN https://bdu.fstec.ru/

4 Mertoauka OLICHKHU yIpo3 6e3zomacHocTtH | https:/fstec.ru/files/495/---5--2021-
uHpOpMAIIU /891/ --5--2021-.pdf

5 |15027000 N Hckycerso YUPABICHIA -/ www.is027000.ru/standarty

VYuebublii kypc Ha noprane HOY "UHTYUT" -
CrannapTel ”HPOPMAITMOHHOMN 6€30TaCHOCTH

https://www.intuit.ru/studies/cours
es/30/30/info

VYuebnslii kypc Ha noprane HOY "UHTYUT" -
Nudopmammonnass ~ O6e30macHOCTh.  TexHOIOTHH

https://www.intuit.ru/studies/profe
ssional retraining/952/courses/419

VYuebnsii kypc Ha moprame HOY "MHTYUT" -
Wudopmarmonnass  6e30macHOCTb. T eXHOJIOTUH

https://www.intuit.ru/studies/profe
ssional_retraining/952/courses/387 /info

9 [Anti-Malware Testing Standards Organization https://www.amtso.org/
10|AV-TEST - The Independent IT-Security Institute https://www.av-test.org/en/
1 AV-Comparatives - Independent Tests of Anti-Virus hitps:/ av-comparatives.org/
Software
12 Wireshark — NMPOTPaMMa-aHATH3aTOP Tpaduka s https:// wireshark.org/
KoMIbIoTepHBIX ceTeil Ethernet
13 |CripaBouHOE pyKOBOICTBO Nmap Ha pycckoM si3bike  |https:/nmap.org/man/ru/index.htm 1
14 OpenVAS Rysma. PyccxoxsquHove COO0O0IIIECTBO hitps://openvas.ru/
110JIb30BaTeNel ckaHepa ysa3BuMocteil OpenVAS
15 [Cisco Networking Academy https://www.netacad.com/
16 Cisco Networking Academy - mapmpytu3anust 1 |http://ccna.mpei.ac.ru/RoutingAnd
KOMMYTalHs Switching/
5.2.2. TIpodeccroHaibHbIC Oa3bl JAHHBIX
Ne HaumenoBanue Albec PesKiM TOCTVILA
/| mpodeccuoHanbHBIX 0a3 TaHHBIX P octy
1 |Poccwuiickas HarmoHanpHast | http:/nlr.ru/ http:/nlr.ru/
Hayunas snexktponnas 6ubnuorexa . .
2 eLI}],3RARY.RUp http://elibrary.ru http://elibrary.ru
5.2.3. HHd)ODMaIII/IOHHO-CHDaBOIIHBIC CHUCTCEMBI
Ne | Hammenoanue nHpopmannoHHo- Anpec Pexim mocTyma
/i CIIPaBOYHBIX CUCTEM
1 |UCC «Konekey / «TexakcnepT» http://app.kgeu.local/Home/Ap ps http://app kgeu.lo

cal/Home/Apps
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2 |« apanT» http://www.garant.ru/ ?E:// -saran
) http://www.consu

3 [«KoHCynbTaHT TUIIOCH http://www.consultant.ru/ ltant.ru/
5.24. JIMIICH3WOHHOE U CBO6OI[HO PacIpoCcTpadsiIcMoC  IIPOrpaMMHOC

oOecreueHue JAUCTTMITIINHBI

Ne
w/n

HaumenoBanue
MIPOrPaMMHOTO 0OeCTICUeHUS

Crmioco0 pacmipocTpaHeHus
(JTMTIEH3MOHHOE/CBOOOTHO)

PexBHU3UTHI TOATBEPKIAFOIINX
JIOKYMEHTOB

1 |Bpaysep Chrome

Cucrema IIONCKA
uHpOpMaIU B CETH
UHTEPHET (BKITIOUAsT

https://www.google.com
/intl/ru/chrome/

2 |bpaysep Firefox

CBo0OoaHBII BEO-Opay3ep

https://www.mozilla.org/

ru/firefox/new/
ITaker o(hucHBIX
npuiioxkeHnii. OMHUM U3 TIEPBBIX|
3 |OpenOffice (C;igmm?i?ﬂﬂepmmau (1)1:)(1))]13\;11? https://www.opeqofﬁce.
org/ru/download/index.h tml
OpenDocument.  O¢unuansHo
TIOJIICPKUBACTCS Ha
wiaropmax Linux
4 |Adobe Acrobat [Taket mporpamm https://get.adobe.com/ru/
reader/
5 |LMS Moodle 910 coBpemenHoe nporpammuoe | https://download.moodle
obecrnieueHne .org/releases/latest/
6 gmdows /| Hoxks0sarenscxas Ne2011.25486 o 28.11.2011
podeccuonanbuas (Pro) orepaloHHas CucTeMa
6. MarepuaibHO-TEXHUYECKOE O0ecreyeHne JUCHUNINHBI
HanmenoBanwue HanmenoBanue yueOHOM [Tepeduernr HEOOXOAMMOTO 0OOPYTOBAHUS 1
BUJA Y4eOHOI ayJUTOPUH, TEXHUYECKHUX CPEICTB O0YUCHHUS
paboThI CIEUATM3UPOBAHHOMN
n1aboparopuu
Jlexuun VYyeOHnast ayauTopust st Crnenuanu3upoBanHass ~ ydyeOHass ~ MeOenb,
MIPOBEICHUS 3aHATUI TEXHUYECKHE CpPEACTBAa OOYYCHHS, CITy)Kallue
JEKUMOHHOTO TUIIA JUIL TIPEICTaBICHHUS Y4eOHOM HHpOpManuy
OonpIION  ayauTOpUH  (MYJIBTHMEIHHHBIN
MPOEKTOp, KoMmmbioTep (HOYTOYK), OSKpaH),
JEMOHCTPAIIMOHHOE 000pyI0BaHUE, Yy4eOHO-
HATrJIsITHBIC TOCOOMS
JlaGoparopuble | YueOHas 1abopaTopust Crennanu3upoBaHHOE J1abopaTopHoe
paboThI MIPOrPaMMHOM WHKEHEPUH, obopymoBanue 1o mpoduao Jadoparopuu
ayn. B-608 MIPOrpaMMHOM WHXCHEPHH,
crienuaau3upoBaHHas ydeOHas mebenb Ha S50
MOCaJOYHbIX MecT, 24 KommbloTepa C
BO3MOXXHOCTBIO BbIXOZa B VIHTepHET W
oOecrieueHreM JIOCTYyTIa B OHUOC,
TEXHUYECKHE cpencTBa o0y4eHus
(MyIbTUME TUHHBII MPOEKTOP,



http://www.garant.ru/
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http://www.google.com/
http://www.mozilla.org/
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MYyJIbTUMENUNHAS JIOCKa, MOHOOJIOK),
HEOOXOJMMOE JIMIICH3UOHHOE TMPOrPaMMHOC
o0OecrieueHne

KommnsrotepHslii kiace,
ayn. B-610

Cnenunanu3upoBaHHas ydeOHass mMeOenb Ha 42
MOCaJ0YHBIX MecTa, 17 KOMIIBIOTEPOB C
BO3MOXHOCTBHIO BbIXOJa B I/IHTepHeT 341

obecrnieueHreM JIocTyna B BUOC,
TEXHUYECKHE cpencTa o0y4eHus
(MyJTbTUMEIUMHBIA  TPOEKTOP, OJKpaH A
IPOEKTOPA, MOHOO0JIOK), HE00X0auMoe
JUIIEH3MOHHOE MPOrpaMMHOE oOecrieueHne
VYyeOnas maboparopus Criennann3upoBaHHOE naboparopHoe
MH(POPMAIIMOHHOM obopynoBanue 1o mpodmiIo JadbopaTopuu
0€301MacHOCTH, MH()OPMAITMOHHOM 0€301MacHOCTH,
ayn. B-615 CrelMaNIu3upoBaHHas yueOHass meOenb Ha 35

MOCaJOYHBIX MECT, 15 KOMIIBIOTEPOB C
BO3MOXKHOCTBIO BbBIXOJa B I/IHTepHeT H]

oOecrieueHreM JOCTYyTIa B OUOC,
TEXHUYECKHE cpeacraa o0y4eHus
(MyIbTIME TUAHBII MPOEKTOP,
MYJIbTUMEIUNHAS IOCKa, MOHOOJIOK),

HEO0OXOIUMOE JIMIICH3UOHHOE IPOTPaAaMMHOE
oOecrieueHue

KomnbsroTepHslii Ki1ace,
ayna. B-617

Crnenuanu3upoBaHHas ydyeOHas meOenp Ha 24
MOCaJoYHbIX MecTa, 21 KOMObBIOTED C
BO3MOXXHOCTBIO BbIXOZa B VIHTepHET W
oOecrieueHreM JOCTyTIa B OUOC,
HEO0OXOMMOE JIMIIEH3MOHHOE MPOrPaMMHOE
obecrneueHue

Kommnsrotephslii kiace,
ayn. B-619

Crnenuanu3upoBaHHas ydyeOHas meOenb Ha 26
MOCaJoyHbIX  MecT, 21  koMmblOTEp C
BO3MOXXHOCTBIO BbIXOZa B VIHTepHET W
o0ecrieueHreM JIOCTYyTIa B OHUOC,
HEO0OXOMMOE JIMIIEH3MOHHOE MPOrPaMMHOE
obecrneueHue

Kommnsrotephslii kiace,
ayn. B-621

Crnenuanu3upoBaHHas yyeOHas meOenp Ha 35
MOCaJ0YHBIX MECT, 13 KOMIBIOTEPOB C
BO3MOXKHOCTBIO BBIXOAa B VIHTEepHET W

o0ecrieueHrueM JIOCTYyTIa B OUOC,
TEXHUYECKHE cpeacraa o0y4eHus
(MyJTbTUMEIUMHBIA  TPOEKTOP, OJKpaH Jid
MIPOEKTOPA, MOHOOJIOK), HE00X0IUMOe
JUIEH3MOHHOE IPOrpaMMHOE 00ecrieyeHre
VYueOHas maboparopust Criennann3upoBaHHOE naboparopHoe

PEUHXHHUPUHTA U
yIpaBieHUs] OM3HeC-
nporeccamu,

ayna. B-623

obopymoBanne mo Tmpodmiro JadopaTopun
PEMH)KUHUPUHTA W YIpaBIeHHs  OH3HeC-
mporeccaMy, Crelnualu3upoBaHHas y4yeOHas
MeOens Ha 34 mocagoyHbIX Mecta, 13
KOMITBIOTEPOB C BO3MOKHOCTBIO BBIXOJa B
WutepHer u obecnieuenuem nocrymna B DUOC,
TEXHUYECKHE cpeAcTBa o0y4eHus
(MyJIBTUME TN HBIN IIPOEKTOP,




MyJIbTUMEIUITHAS JI0CKa, MOHOOJIOK),
HEOOXOAMMOE JIMIIEH3UOHHOE TMPOrPaMMHOE

o0ecrieueHue
KommnsrotepHslii kiace, Cnenunanmu3upoBadHas yueOHass meOens Ha 30
B-600 MOCaJI0YHBIX  MECT, 30  KOMIBIOTEPOB,

KOMIIBIOTEPOB C BO3MOYKHOCTBIO BBIXO/a B
WutepHer u obecnieuenuem nocrymna B DMOC,

TEXHUYECKHE cpeacTBa o0yueHHUs
(MyJTbTUMEIUMHBIA ~ TIPOEKTOP, HOYTOYK,
9KpaH), BUJICOKaAMEPHI, HE00X0IUMOe

TUIEH3MOHHOE TIPOrpaMMHOE 00eCIIedeHHE
Camocrostensbnas | KoMIbIOTEpHBIN KJ1acc ¢ Cnenunanmu3upoBadHas ydeOHass meOenp Ha 30
pabora BO3MOKHOCTBIO BRIXOJA B IMOCaJIOUYHBIX  MECT, 30  KOMIBIOTEPOB,
HuTepHeT u obecrieueHueM TEXHUYECKHUE CPEACTBA OOydeHUs (MyJIbTHME-
nocrymna B DUOC OUHHBIA TPOEKTOP, KOMIIBIOTEp (HOYTOYK),
B-600 9KpaH), BUJICOKAMEPHI, MPOrpaMMHOE

o0ecrieueHue

YuranbHslii 3a51 6M6mMoTekn | Crenuann3upoBaHHas MeOelb, KOMIbIOTEPHAs]
TEXHUKa C BO3MOXHOCTBIO BbIX0OJa B MIHTEpHeT
u obecrieuenuem noctyna B DUOC, skpaw,
MYJbTUMEAUNHBIA MIPOEKTOP, HPOTrPaMMHOE
obecrieueHne

7. Oco0eHHOCTH OPpraHu3anu 00pa30BaTeJIbHOM AeSITeJIbHOCTH ISl JIMI C
OrPpAHNYEHHBIMHU BO3MOKHOCTSMHU 3/I0POBbSI 1 MHBAJIU/I0B

JIuua ¢ orpaHMYEeHHBIMU BO3MOXHOCTSIMU 3710p0Bbst (OB3) n mHBaIMABI UMEIOT
BO3MOYXHOCTh OECIPEMATCTBEHHO MEPEMEIIAThCs U3 OAHOTO Y4eOHO-Ta00paTOPHOTO
KOpIyca B JPYTroi, TOJHATHCS HAa BCE ATaXH Y4YCOHO-TA00PATOPHBIX KOPITYCOB,
3aHUMAThCS B Y4YEOHBIX M HWHBIX TIOMEIICHHSIX C YYETOM OCOOCHHOCTEH
MCUXO(PU3UYECKOTO PA3BUTHS M COCTOSHUS 3/I0POBbSI.

Hnst oOyuennst i, ¢ OB3 u wHBaIMIOB, UMEIONIMX HAPYIICHHUS OMOPHO-
JIBUTATEJIBHOTO arapaTta, 0O0ECIeUYeHbl YCIOBHUS OECTPENSITCTBEHHOTO OCTYIa BO
Bce yueOHbIe nomernienus. Mapopmanus o creruanbHbIX YCIOBUSAX, CO3IaHHBIX IS
oOyvatoruxcst ¢ OB3 u wuwHBanuaoB, pa3MmelieHa Ha cailTe yHUBEpPCUTETa
www//kgeu.ru. UMeeTcs BO3MOKHOCTh OKa3aHUsI TEXHUYECKOM TOMOIIY aCCUCTEHTOM,
a TaKXe YCIyT CypJIoNePEeBOIUYMKOB U TU(DIOCYPAOTIEPEBOTUHKOB.

Jlnst aganTarnuu K Boctipusityto juramu ¢ OB3 u mHBamuaamMu ¢ HapyIIeHHBIM
CIIyXOM CIIPaBOYHOTO, Y4Y€OHOr0 Marepuansa Mo JUCIUIUIMHE O00eCTIeUnBAIOTCS
CJIEIYIOLLUE YCIIOBHUS:

- I7ISL Ty4Ied OPUEHTAIMH B ayJAUTOPUH, IPUMEHSIIOTCS] CUTHAIBI OTIOBEIIICHHS
0 HauaJje M KOHIIC 3aHATHA (CIIOBO «3BOHOK)» MUIIIETCS HA IOCKE);

- BHUMaHUE CIa0OCTBIMAIIEro 00yJYaromerocss MPUBJICKACTCS Ie1aroromMm
KECTOM (Ha TIJIeH0 KIIAJETCs pyKa, OCYIIECTBIISICTCS HEPE3KOE MOXJIONBIBAHNE);

- pasroBapuBas C OOy4YarOIIMMCS, TEAarOTMYECKHi pabOTHUK CMOTPHT Ha
HEro, TOBOPUT SICHO, KOPOTKHMMH TIPEIJIOKCHHSIMHU, OOecreuynBas BO3MOXKHOCTH
YTEHUS 10 rydam.



http://www.kgeu.ru/

Kommnencanusi 3aTpyAHEHU pEYEeBOr0 W MHTEIUIEKTYalbHOTO Pa3BUTHS
ciabocabIIaMX 00yYarouXcsl IPOBOAUTCS IyTEM:

- UCTIOJIb30BAHMS CXEM, IMarpaMM, PUCYHKOB, KOMITbIOTEPHBIX MPE3EHTAIUH C
TUIEPCChUIKaMU, KOMMEHTUPYIOUTUMU OT/IETIbHbIE KOMIIOHEHTBI U300paKEeHNUS;

- pEryJIIpHOTO TPHUMEHEHHUS YNpaXHEHUH Ha Tpaduueckoe BbIJICICHHUE
CYILIECTBEHHBIX PU3HAKOB MPEAMETOB U SIBJICHUIA;

- o0ecnieyeHs BO3MOKHOCTH [UJIsl OOy4Yarollerocss MOJYYUTh aJpECHYIO
KOHCYJIBTAIUIO TI0 AJIEKTPOHHON MOYTE 10 Mepe HEOOXOJUMMOCTH.

Jlig aganTanuu K Bocupusatuio guiamu ¢ OB3 1 uHBanugamMu ¢ HapylIeHUsIMU
3peHus CIIPaBOYHOTO, y4eOHOoro, IIPOCBETUTEIIHCKOTO Marepuana,
MPEeyCMOTPEHHOTO 00pa30BaTEeNIbHOM MpOrpaMMoi Mo BBIOPAHHOMY HaIlpPaBJICHUIO
MOJIFOTOBKU, 00ECIIEUUBAIOTCS CIEAYIOIINE YCIOBHUS:

- BeJIeTCs ajanTtauus opuuuanbHOro caiita B ceti MHTepHeT ¢ yueTom 0coObIx
NOTpeOHOCTEN MHBAINUIOB MO 3PEHUI0, 00ECIIeUnBAETCSl HATMUUE KPYIHOIIPU(TOBOM
CIIpaBOYHOM MH(GOPMAIIMH O PACTTUCAHUU YUESOHBIX 3aHSITHI;

- MeJarOruYecKrii  pabOTHUK, €ro coOeceqHUK (MpU HEOOXOAUMOCTH),
OPUCYTCTBYIOIIME HA 3aHATUH, MPEJCTABISAIOTCS O0YYAOIMIMMCS, IPU 3TOM KaxAbli
pa3 Ha3bIBAE€TCs TOT, K KOMY NE€Jaroruueckuii paboTHUK 0OpalaeTcs;

- IEUCTBHUS, JKECThI, MEPEMEIICHUs] MEeAArornyeckoro pabOTHUKA KOPOTKO H
SCHO KOMMEHTHUPYIOTCS;

- meyaTHass HMHQpOpMalMs MPEAOCTaABISIETCS KpymHbIM wmpupTom (oT 18
IYHKTOB), TOTAJIbHO O3BYyUHBAETCH;

- o0ecnieunBaeTCst HEOOXOAUMBIN YPOBEHb OCBEILIEHHOCTH MOMEILIEHU;

- IPEJOCTABIISIETCS  BO3MOYKHOCTh MCIOJIb30BaTh KOMIIBIOTEPHl BO BpEMs
3aHATHH ¥ MPABO 3aMMMCH 00BSICHEHUH HA TUKTO(OH (TT0 JKEJTAHUI0 00yJarOIIUXCS).

Popma TMNpOBENECHMS TEKyUIEM M MPOMEXKYTOYHOW  aTTECTAlUM IS
oOyuaromuxcst ¢ OB3 1 MHBaIMA0OB ONpenesieTcsl NeAarorndeckuM pabOTHUKOM B
COOTBETCTBUHM C YueOHbIM TutaHoM. [Ipu HeoOxomumoctu obyuaromemycs ¢ OB3,
WHBAJIUY C YY€TOM HUX WHIUBHUIYAIbHBIX MCUXOPU3NUYECKHX OCOOCHHOCTEW J1aeTcs
BO3MOXKHOCTh IIPOUTH MPOMEKYTOUHYIO aTTECTAIMI0 YCTHO, MMCbMEHHO Ha Oymare,
MUCbMEHHO Ha KOMIIbIOTEPE, B (hOpME TECTHUPOBAHUS U T.II., TUOO MPEAOCTABIACTCS
JOTIOJTHUTEIBHOE BpeMsI JIJIsl TOJITOTOBKU OTBETA.

8. MeToanyeckue peKOMEHIAUMHU I MpenojaBaresed 10 OpraHu3anuu
BOCIIUTATEJbHOM PadOThI ¢ 00YYAKOIMMUCH.

MeTtoaunueckoe odecreueHre mpolecca BOCIMTAHUS 00yJarOIIMXCsl BBICTYACT
OTHUM W3  ONPEACISIOMUX  (PaKTOPOB  BBICOKOTO  KayecTBa  0Opa30OBaHMI.
[IperonaBatenb By3a, JIEMOHCTPUPYS BBICOKHE MPO(ECCHOHANIN3M, 3PYIHUIIHIO,
YETKYIO TPaXKTaHCKYIO TIO3HIIMIO, CAMOTUCITUIUINHY, TBOPUYCCKHUI TOIX0/] B PEIICHHH
npoecCHOHaNBHBIX 3a7a4, B XOA€¢ OO0pa30BaTEIhLHOTO IPOIecca CIIOCOOCTBYET
(OPMUPOBAHUIO TAPMOHUIHOHN JIMIHOCTH.

[Ipn peanu3anuu JUCHUIUIMHBI TPEMOJAaBaTeNlb MOXET HCIOJb30BaTh
CJICITYFOIIIE METOJIbI BOCITUTATEIIBHON paOOTHI:



- MeTolibl (hopMUPOBAHMS CO3HAHUS JMYHOCTH (Oecena, NUCIYT, BHYIICHHE,
UHCTPYKTaX, KOHTPOJIb, OOBSICHEHHE, MPUMEpP, CAMOKOHTPOJb, paccKa3, COBET,
yOeXIeHre 1 ap.);

- METO/Ibl OpraHu3allMMU JEATEILHOCTH U (DOPMUPOBAHMS OIBITA MOBEICHUS
(3amaHue, OOIIECTBEHHOE MHEHHE, I[eJarornyeckoe TpeboBaHUE, MOpYyUYEHUE,
MpUy4YeHue, CO3JaHue BOCIUTHIBAIOIINX CUTYallul, TPEHUHT, YIIPAXKHEHUE, U 1IP.);

- METOJIbI MOTHBAIIMM JCSITEIBHOCTA M TOBEACHUS (0A00pEHHE, TOOIIPECHHE
COLIMAJIBHOM AaKTUBHOCTH, IIOPUIIAHHME, CO3JAaHHME CUTyallMil ycrexa, CO3/laHue
CUTYyali JJIs1 SMOIMOHATIbLHO-HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE U . )

IIpy peamuzanuu JUCHMIUIMHBI  NPENOAABaTENb JOJDKEH  yYHUTHIBATh
CJIeAYIOIIME HAMPABIICHUS BOCIIUTATEIILHON JIEITEIHbHOCTH:

I'pasxcoanckoe u nampuomuueckoe ocnumanue:

- hopMupoBaHrE y OOYYAIOIUXCS IIEJIOCTHOTO MHPOBO33PEHHUSI, POCCHICKOM
UICHTUYHOCTH, YBAKCHUS K CBOCH CeMbe, OOITIECTBY, TOCYIAPCTBY, IPUHSATHIM B CEMbE U
OOIIIECTBE yXOBHO-HPABCTBEHHBIM U COITMOKYJIHTYPHBIM IIEHHOCTSIM, K HAITMOHAJILHOMY,
KYJbTYpHOMY U HUCTOPUYECKOMY Hacjieauto, (GOpMUPOBAHUE CTPEMJICHUS K €ro
COXPAHEHUIO U PA3BUTHUIO;

- hhopMUpOBaHUE Y OOYUAIOIIUXCSI AKTUBHOM IPAXKIAHCKOM MO3UIIMUA, OCHOBAHHOM
Ha TPAJAUIMOHHBIX KYJIBTYPHBIX, TyXOBHBIX U HPABCTBEHHBIX IIEHHOCTSAX POCCUMCKOTO
oO1iecTBa, Ui TOBBIIICHUS CIHOCOOHOCTH OTBETCTBEHHO pPEaln30BbIBaTh CBOU
KOHCTUTYIIMOHHBIC MpaBa U 00SI3aHHOCTH;

- pa3BUTHE MPABOBOM U MOJUTUUYECKON KYJIBTYpPhl 00yUarOIIUXCsl, pACIIUPEHUE
KOHCTPYKTUBHOI'O yYacTHs B MPUHSITUU PEIICHUM, 3aTparuBarOlIMX HMX MpaBa U
HMHTEPECHI, B TOM YKCJI€ B Pa3IMYHBIX (hOpMax caMOOpraHu3alliu, CaMOYyIpaBJICHHUS,
00IIIECTBEHHO-3HAYNMOH JICITCIILHOCTH,

- opMupoBaHME MOTHBOB, HPABCTBEHHBIX M CMBICIOBBIX YCTaHOBOK
JIUYHOCTH, MO3BOJIIIOIIUX  MPOTUBOCTOSITH  3KCTPEMHU3MY, KceHogoOuu,
JUCKPUMHUHALIUK [0 COLMAJbHBIM, PEIUTHO3HBIM, PACOBBIM, HAIMOHAIbHBIM
MpU3HAaKaM, MEXITHUYECKOW U MEXKOH()ECCHOHAIBLHON HETePIUMOCTH, APYyTUM
HETAaTUBHBIM COLIMAJIbHBIM SIBJICHUSIM.

Llyxoeno-npascmeennoe socnumanue:

- BOCIIUTAHUE YYBCTBA JIOCTOMHCTBA, YE€CTHU U YECTHOCTH, COBECTJIMBOCTH,
YBOKECHUS K POAUTENSAM, YUUTENSIM, JIFOJSM CTAPIIETO MOKOJICHUS;

- hbopMUpPOBAaHUE TMPHUHIMIIOB KOJUICKTUBU3MA M  COJUIAPHOCTH, JyXa
MUJIOCEPIUS W COCTPAJaHUs, TPUBBIYKUA 3a00THUTHCS O JIOIIX, HAXOMISIINXCS B
TPYAHOW JKU3HEHHOU CUTYAIVH;

- opMHUpOBAHNE COJMIAPHOCTA M UYyBCTBA COITMAIBHOW OTBETCTBEHHOCTH IIO
OTHOIIIEHUIO K JIIOJSIM C OFPaHUYEHHBIMU BO3MOKHOCTSIMHU 37I0POBbsI, MPEOOJICHHUE
MICUXOJIOTHYECKNX 0aphepoB 10 OTHOMICHUIO K JIIOISAM C OTPaHWYCHHBIMH
BO3MOYKHOCTSIMU;

- popMUpOBaHHE HMOIIMOHAIBLHO HACBIIIEHHOTO W JYyXOBHO BO3BBIIIEHHOTO
OTHOUIEHUS K MUPY, CIIOCOOHOCTH U YMEHUS MepeaaBaTh IPYTruM CBOM ICTETUUYECKUN
OTIBIT.

Kynemyprno-npoceemumenvckoe 6ocnumanue:

- opMHUpOBaHUE ICTETUUECKON KAPTUHBI MUPA;



- bopMupoBaHUE YBaXXECHUS K KYJIBTYPHBIM IIECHHOCTSIM POJIHOTO TOpoJa, Kpasi,
CTpaHBI;

- TOBBIIICHNE TTO3HABATEIHHON aKTUBHOCTH OOYYAIOIINXCS.

Hayuno-obpasosamenvhoe socnumanue:

- hopmupoBaHue y 00ydaroMmXxcsi HAYYHOTO MHUPOBO33PCHUS;

- hopMupOBaHUE YMEHHSI TIOTY4aTh 3HAHHS;

- popMHpOBaHNE HABBIKOB aHAIM3a M CHHTE3a WH(POpPMAIMH, B TOM YUCIIC B
npodeccuoHanbHOM 00J1aCTH.
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OmneHouyHble MaTepuainbl Mo guciumuinHe «HpopManmonHas 6€301MacHOCThY,
NMpeIHA3HAYCHHBI 1T OICHWBAHUS PE3yJbTaTOB OOYy4YeHUS Ha COOTBETCTBUE
WHUKATOPaM JIOCTHKCHUST KOMITETESHITUH.

OrneHnBaHUEe pe3ybTaTOB OOYYCHHS MO AUCIMIUIMHE OCYIIECTBISETCS B
pamkax Tekymero koutpois (TK) u mpomexxyTouHOW aTTecTamuu, MPOBOJUMBIX TIO
oabHO-perTuHroBoit cucreme (bPC).

1. TexHosornyeckasi Kapra
Cemectp 3

PefiTuaTrOBEBIC TTIOKA3aTEIIN

HaumenoBanue
pasnena

KOHTPOJIS

DopMBbI U BUL
oamner k TK2
oamner k TK3
oauel k TK4

Utoro
arTecTamnus

I Texymumii KOHTPOITH
JlomomHUTEIBHBIC
oammel k TK1
IT Texy1mmii KOHTPOIIb
JlomosiHUTEIbHEIE
III Tekymmii KOHTPOIIb
JlomomHUTEIBHBIC
IV Tekymuii KOHTPOIb
JlonosiHUTEIbHEIE
[IpomexxyTounas

Paznen 1. TK1
«OCHOBHEIE 13

[y
.
at
N
p—
T

NOHATHA U
HOPMATHUBHO-
npasoBas 6aza
HHPOPMALUOHHOMT
0e30macHOCTH

Tect mm 2
MMHCBMEHHBIN OIPOC

3ammra 4
sabopaTopHOi
paboThI

Paspen 2.
«YnpasieHue
HH(POPMALHOHHOU
0€30MaCHOCTBIO»

TecT umm 1
MMHCBMEHHBIN OIPOC

3amura 4
T1abopaTopHO
paboThI

Pa3nen 3. « Mepsl TK2 10 0-3 10-
U CpeJcTBa 13
3aLUTHI
uHdopmanum.
Kpunrorpadpuueck
He cpeacTBa
3aLUTHI




HammvenoBanme
pasnena

DopMBbI U BU
KOHTPOJIS

PeliTnHrOBEBIE TOKA3aTEIN

I Texymuii KOHTpOITH

ﬂOHOJ’IHI/ITeJ'H:HBIe

oamel k TK1

II Texynuit KOHTPOIBL

oamner k TK2

JlonosiHUTEIbHEIE
III Texymuit KOHTPOIBL
JlomomHUTEIBHBIC

oamner k TK3

IV Tekymuii KOHTPOIb

JlonosiHUTEIbHEIE
6amnel k TK4

HUrtoro

[TpomexxyTounas

aTTeCTalusa

uHdopmanuu
(KC3N)»

Tect nm
MHUCHMEHHBIN OIMPOC

3amuTa
T1abopaTopHO
paboThI

Paznen 4.
HNnenrudpuranms,
ayTeHTHPUKATMSA
U ynpasBJjieHHue
JA0CTYIIOM

TK3

13 0-2

13-
15

Tect mm
MMHCBMEHHBIN OIPOC

3amura
T1ab0paTopHO
paboThI

Paznea 5.
OobecneueHue
0e30macHOCTH
uHdopmanu B
OnepanMOHHBIX
cucTreMax

Tect nm
MHUCHMEHHBIN OIMPOC

3ammra
nabopaTopHOi
paboThI

Pazpneu 6.
CpencrBa
AHTUBHUPYCHOM
3amuThl (CAB3)

Tect mm
MMHCBMEHHBIN OIPOC

3amura
T1ab0paTopHO
paboThI

Pazgea 7.

TK4

11

0-3

11-




PeliTuHrOBBIC TOKA3aTEIU
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OobecneueHue 14
0e30macHOCTH
uHpopmannu B
KOMITBIOTEPHBIX
ceTsx
Tect nm 3
MHUCHMEHHBIN OIPOC
3amuTa 8
T1abopaTopHOI
paboThI
I[MpomexyTouHas oM 3avyer
aTrecramnus
(3auer)
HToroBsrii TecT 0-45
2. OueHo4YHbIe MATEPHAIIBI TEKYILIET0 KOHTPOJISI M POMEKYTOYHOM ATTECTALUH
[kana OlIeHKH pe3yIbTaTOB 00YUYEHHUS MO TUCIUILTHHE:
YpoBeHb CPOPMUPOBAHHOCTH
WHJIUKATOpa KOMIETEHITUN
. . Hmxe .
Bricoknit Cpenunuii Huszkuit
3arutaHu- CpEIHEero
Koz Kox POBaHHBIC o7 85 510 100| 0T 70 10 84 | OT 55 10 69 [ OT 0 110 54
KOMIIe- | HWHAMKATopa PE3YJIbTATHI
TEHIUM | KOMIIETCHIMH | OOydYEHHS [0 Ilkana oneHnBaHus
HCLHTUIAHE HEYI0B-
fucn YIOBIIET- YA
OTJIIMYHO Xopouio JICTBOpH-
BOPUTEIIEHO
TCJIBHO
3a4TCHO HE 3a4TCHO
3HaTh:
YpoBeHb Munuman | YpoBeHb
YpoBeHb . N
N 3HAHUW B | BHO 3HAHUU
3HaHUN B
o0beMeE, JOITyCTUM | HUXKE
obreme, COOTBETC i al
TBETCT | BI MUHUM
HngHHHH COOTBETCT . oBe
a00ThI B M BCHb BHBIX
OI1K-2.1 p Byto mem | 0 MEM | ypOBCH
OIIK-2 COBPEMEHHBIX —— IIPOrpaMM | 3HAHHUU, TpeOoBaH
UH(POPMAITHOHH o €, HMEeT | UMeeT ui,
bIX TCXHOJIOTUH MECTO MECTO UMEIOT
MTOATOTOBK
HECKOJIKO | MHOTO MECTO
Hu, 0e3
HETrpyOBIX | HErpyOBIX | IpyOBIe
OIMOOK
01115 (0 N OImmOOoK OIIINOKH
OIIK-2.2 BJIAJICTh:




[Tpn

HaBbIKaMH [Iponemon | Mmeercs S
[ICHUN
IIPUMCHCHHA [Tponemon | ctpu MUHHMAaJb Ic) AL
1 POBBIX cTpu POBaHbI HBIHA TaHAapT
i HBIX
TEXHOJOTN T | 1 5papp 6azoBelc | HAabop o e
PCLICHNA 3889 | yapp ey HaBBIKH HABBIKOB A
npodeccnoHab MPOJIEMOH
o npu npu TSt
HOU CTpUp
pEIICHUH | PEIICHUN | pEIICHUs
ACHTCILHOCTH € HEeCTAHAap | CTAHAPTH | CTAHZAPTH | o oot
YeTOM THBIX b BIX 33 :ch BIX 3, ch basosie
OCHOBHBIX 5 o A HaBBIKH,
TpeGoBaHmii sa/:[até €3 | HEKOTOPBI | HEKOTOPBI | .
OIMOOK U | MU MH
HI}Q)OpMaHHOHH HE/IOUETOB | HEJoueTa | Hejouera | oo ro
on i it rpy0ObIe
0e301acHOCTH OIHOKH
3HATh:
MPUHIUIIBI,
METO/IbI "
cpeacTBa
pereHus
CTaHJIAPTHBIX
3a1a4
npodeccroHab
HOM
YpoBeHb Munuman | YpoBeHb
JIEATEITLHOCTH YpoBeHb N .
. 3HaHUU B | BHO 3HAHUH
Ha OCHOBE | 3HaHUH B
o0beMeE, JOITyCTUM | HUKE
uH(OpMaMOHH | 00beMeE, .

. COOTBETCT | BIA MHHUMAT
ou 1| COOTBETCT | eM OBEHb BHBIX
oubnmuorpadguue | Byro IIEM YIo YpOBeH

- nporpamMMm | 3HaHMH, TpeOoBaH
CKOM KyJIbTYpBI | IPOrpamMM 9
€, HMeEeT | uMeeT uii,
C IpUMEHEHUEeM | €
MECTO MECTO UMEIOT
UHPOPMAIIMOHH | ITOATOTOBK
HECKOJIbKO | MHOTO MECTO
o- H, 0e3
KOMMYHMKaLo | ommGox HErpyObIX | HErpyObIX | IpyObIe
OIIK-3 | OIK-3.1 Hiat omuGoKx | ommbox | OMIHGKH
HHBIX
TEXHOJIOTHH U C
y4eToM
OCHOBHBIX
TpeOoBaHUI
UH()OPMAIMOHH
o
0e30macHOCTH
YMETh:
peuars IIponemon | IlIponemon | Ilpomemon | Ilpu
CTaHJapTHBIE cTpH cTpH cTpu pelieHun
3aa9n POBaHBI POBaHBI POBaHBI CTaHJApPT
npodeccuoHaab | Bce BCE OCHOBHBIE | HBIX
HOU OCHOBHBIC | OCHOBHBIC | YMEHUS, 3a1ad  He
JeSITeIbHOCTH YMEHHUS, yYMEHHUS, peleHbl MIPOIEMOH
Ha OCHOBE | peIIeHBI peIIeHbI TUTIOBBIE | CTPHUP
uHGOPMALIMOHH | BCE BCE 3aJaud  C | OBaHbI
ou U | OCHOBHBIE | OCHOBHBIE | HETPYObIM | OCHOBHBIE
oubnmuorpaduue | 3amaum  C | 3ama4M C | U YMEHHSI,




CKOW KYJNBTYpBI | OTACNBHBI | HETPYOBbIM | OIIMOKAMHU | HMEIOT
C IPUMEHEHUEM | MU u , MECTO
WH(OPMAIIMOHH | HECYIIECT | OMMOKAMH | BBIIOJHEH | rpyObIe
o- BEHH BIMH | , BI BCE | OIIMOKH
KOMMYHHUKAIIO | HeJo4YeTa | BBINOJHEH | 3a/1aHMs,
HHBIX MU, BI BCC | HO HE B
TEXHOJIOTUH U C | BBIIIOJHEH | 33JaHHUs B | IIOJHOM
y4eToM BI BCE | MOJHOM o0beMe
OCHOBHBIX 3ajaHus B | o0beme,
TpeOoBaHU MOJIHOM HO
nH(pOpMaMOHH | o0BeMe HEKOTOPBI
o e c
0e301acHOCTH Hezouera
MU
BJIAJICTh:
HaBBIKAMU
MOJITOTOBKH
0030poB [Tpu
POB, . [Iponemon | Mmeercs P
AHHOTAIIHIA, pelieHun
[Iponemon | ctpu MHUHHUMAJIb
COCTaBJICHUS . CTaHJApPT
cTpu POBaHBI HBIN
pedepatos, HBIX
pOBaHBI 6a3oBbIe Habop
HAY4YHbIX 3a71a4y  He
HaBBIKU HaBBIKH HABBIKOB
JIOKJIaJI0B, MIPOIEMOH
. npu npu TSI
nyOnukauui  u CTpUp
PCLICHUU | PELLICHUH | PELICHUs
6ubnuorpaduun OBaHbI
HECTaHAap | CTAaHJApTH | CTaHIAPTH
1o HAY4YHO- 0a3oBbIC
THBIX BIX 337124 C | BIX 337124 C
UCCIIEI0BATENbC HaBBIKH,
o 3aa4 0e3 | HEKOTOpPHI | HEKOTOPHI
Kol pabore C UMEIOT
OImMOOK U | MU MU
y4eToM MECTO
. HEJIOYETOB | HEJoueTa | HejodeTa
TpeGoBaHU rpyObie
MH MU
UH()OPMAIMOHH OLIMOKHU
ol
0e301MacHOCTH
3HATh:
OCHOBHBIC BH/IbI
yrpo3
0e30macHOCTH
uHpopMaLu
(opman o YpoBeHb Munuman | YpoBeHb
YSA3BUMOCTEHN YpoBeHb . N
. 3HaHUN B | BHO 3HAHHUN
nH(OpPMAlMOHH | 3HAHUU B
o0beme, JOIYCTUM | HIDKE
BIX CHCTEM, a | oObeme, 9
COOTBETCT | BIi MHUHHAMAJ
TAlOKe MEPBI M | COOTBETCT | o o OBCHE X
OIIK-3.2 CpeAcTBa BYIO IIEM Y YpoBer
. porpaMM | 3HaHUH, TpeOoBaH
NPOTUBOJCHCTB | IIPOrpamMM 9
€, HMeEET | UMeeT uii,
usl arakaM Ha | €
MECTO MECTO UMEIOT
WH(OPMAIIMOHH | ITOJTOTOBK
HECKOJIbKO | MHOTO MECTO
BIE€ PECYPCHI IIPH | H, 6e3
HerpyObIX | HEerpyObIX | rpyObie
IPOEKTHPOBAHU | OLIMOOK
OIuOoK OIIMOOK OIITNOKH
U, pa3paboTke u
BHE/IPEHUU
MPOTPAMMHOTO

oOecrieueHusg




uH(pOpMAaIOHH
BIX CUCTEM
YMETh:
[Iponemon
a3padaTbIBaTh CcTpH
pasp [Iponemon P
MIPOEKTHO- P pOBaHBI
TEXHUYECKYIO P BCE [Iponemon
pOBaHBI
JIOKYMEHTAIMIO | OCHOBHEBIE | CTpHU
AT YMEHU, pOBaHbI [Tpu
OCHOBHEBIE
WHPOPMAIIMOHH MCHIS peIeHBI OCHOBHBIE | PEIICHUU
BIX cucteM c | ’ BCE YMEHHUS, CTaHJApT
penieHbI
y4eTOM Bee OCHOBHEIE | PEILIECHBI HBIX
TpeboBaHUM 3aJjayd = C | TUIOBBIE 3a7a4  He
OCHOBHEBIE
TEKYIIEro samaun  c HErpyObIM | 33/laudl  C | IIPOAEMOH
3aKOHOJATEILCT u HErpyObIM | CTpHp
OTIEJIbHEI
Ba, - olInOKamMu | 1 OBaHBI
HOPMAaTHUBHO- , OIINOKAMHU | OCHOBHEIE
HECYIIECT
TIPaBOBBIX BBIMIOJIHEH | , YMEHHUS,
BEHH BIMH
aKTOB, bl BCE | BEIITOJIHEH | UMEIOT
Hemo4veTa
CTaHIApTOB W | 3aJaHusl B | bl BCE | MECTO
BE 1704 ’ IIOJIHOM 3aJIaHus rpyobIe
Ay BBITIOJTHEH & ’ Py
MIPaKTUK B Bce o0neme, HO HE B | OIIMOKHU
obOmactu HO IMOJIHOM
3aaHus B
nH(OPMAITMOHH HEKOTOPHI | 00beMe
N [IOJIHOM
o e v
o0BeMe
0€30I1aCHOCTH Hemodera
MHA
BJIAZIETD:
HaBBIKAMU
[Tpn
MIPUMECHECHHUS [Tponemon | Umeercs -
IPOrPaMMHO- IIponemon | ctpu MUHHUMAJIb E TagapT
armapaTHbIX cTpHu pOBaHBbI HBIN HEX
CpeACTB JUISL | pOBaHBI 0a30BBIE Habop sanaq  He
aHaiam3a HaBBLIKH HaBBIKH HaBBIKOB
MIPOIEMOH
3aIIMIIEHHOCTH | TIPH npu TUIS cTpup
UH(QOPMAIIMOHH | PEIIEHUH | PEIeHUH | pelleHHs OBAHLL
BIX CHCTEM JUIi | HECTAHJAp | CTAHIApTH | CTAHMAPTH | o . 0
BBIPA0OTKH Mep | THBIX BIX33/24 C | BIX337AUC | oo
NPOTHBOJCHCTB | 33Ja4 0€3 | HEKOTOpPBl | HEKOTOPHI I/IMCIOT’
W W3BECTHBIM | OIIMOOK U | MH MH \ECTO
03aM HEIIOYETOB | HEAOUEeTa | HemodeTa
yrp A A A rpyobie
0e30I1acHOCTH MH MHA
OIIINOKH
nHdOpMauu

OneHka «3a4TEeHO» BbICTABIIAECTCA 3a HaOOp 55 0ajuioB, BBICTABISEMBIX 3a
BBITMIOJIHEHHE JIa0OpAaTOPHBIX pabOT B CeMeCTpe; pEIIeHUs TECTOBBIX 3aJaHUN Ha
JIEKLIHSX, PEIICHHUS UTOIOBBIX TECTOB 10 TEOPETUYECKON U MPAKTUYECKOM YaCTH.

OrneHKa «He 3a4TEeHO0» BBICTABJISIETCS, €CIM KOJUYECTBO HaOpaHHBIX OaioB
HE JOCTUTaeT MOPOrOBOTO 3HAYEHUS 3.



3. IlepeuyeHb OLICHOYHBIX CPEICTB
Kparkas xapakTepuCTHKa OLEHOYHBIX CPEICTB, UCHOJIb3YEMbBIX IPHU TEKYLIEM
KOHTpPOJIE YCHEBAEMOCTH U MPOMEXKYTOYHOM aTTecTallud OOydYarolierocs 1o

JUCIIUIIINHE:

HaunmenoBanue Onucanue
OLIEHOYHOT'O Kpatkas xapakTepucTrka OlleHOYHOTO Cpe/ICTBa OLIEHOYHOTO
cpencTsa cpeacTsa

Tect no 3HaHWE OCHOBHBIX IIOHATUN IIepeuens
pazzaenam TeMbI/pa3iena/ IMCIUTUTHHBI onpeeeHnui
(Temam) OCHOBHBIX IOHATHI
TEMbI/ TUCIUTUTHHBI
Otyet mo Brimonaenue nabopatopHoii paboThl, 00paboTka [lepeuens 3amanuit
71ab0paTOpHOI Pe3yJIbTaTOB UCIIBITAHUN, U3MEPEHUH, SKCIICPUMEHTA. Y BOIIPOCOB 111
pab6ore (OJIP) Odopmienue otueta, 3aIuTa pe3yJbTaToOB 3aIUTHI
1a00paToOpHOl pabOTHI 10 OTUETY J1a00paTOpHO
paboThI, IEPEUCHb
TpeOOBaHMI K
OTUeTy
HToroswiii TecT CucreMa cTaHIApTU3UPOBAHHBIX 33JIaHUH, Kommiekt
(TecT) MO3BOJIAIOIIAs aBTOMATU3UPOBATh MPOLEYPY TECTOBBIX 3aJaHUN
W3MEPEHHS YPOBHS 3HAHUM M yMEHUH 00y4aromerocs

4. IlepeyeHb KOHTPOJIBHBIX 3aJaHMH MM
Heo0XoAuMBbIe ISl OLECHKH 3HAHUM, YMEHMH M HABBIKOB, XapaKTepHu3yHIIHX
3Tanbl GOpMUPOBAHMSA KOMIIETEHIUH B IpoLecce 0CBOCHHUS IMCUMIINHBI

Ilpumep 3a0anus

s tekymero kourpoast TK1:

IIpoBepsiemass kommereHuus: OIIK-3.1 Pemaer crangapTHbie

HHBbIEC

MaTepuabl,

3aJga4uu

npoecCHOHAILHON ~ JEATEIbHOCTM  HA  OCHOBE  HMH(DOpPMAIMOHHOW |
oubnuorpaduueckon KYJIbTYPBI c MPUMEHEHUEM uH()OPMAIMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHMA

Bonpoc BapuanTtbl oTBeTa OTtBer

MH(POPMAIIMOHHOM
BBICTYIATh B POJIH CYOBEKTOB?

Kakue wu3 MEPCUUCIICHHBIX KOMIIOHCHTOB | IOJb30BaTEC/IN

CHCTCMBL  MOIYT | gpTHBHBIC IPOTPAMMBI

npouecchl

KOMMYTaIIHOHHOE 000PYI0BaHHUE

JUHUY Tlepeayu HHpopMaun

CriocoOHOCTP yIOCTOBEPSATH UMEBIIICES HEOTKAa3yeMoCTh

MECTO NEUCTBUE N EO6BITI/IC TaK, YTOOBI TOJUTHHHOCT

9THU COGBITI/IH NI JCUCTBUA HEC MOTJIN

OBITH T1035KE OTBEPIHYTHI ayTCHTMHHOCTD
aJIeKBAaTHOCTH

LIEJIOCTHOCTD




Bonpoc

BapuanTtbl oTBeTa

OTtBeT

CaoticTBO HH(DOPMAIIMOHHON CUCTEMBI,
00yCIIOBJIMBAIOIIEEe BOZMOKHOCTh
peau3anuu yrpo3bl 0€30MacHOCTH
oOpabaTsiBacMoOi B HEHl HHGOpMAITUN

Y3BUMOCTH 0€30NMacHOCTH HHpOpMAIINT

yrpo3sa 6e3onacHocTy HH(opMauu

pUCK HHPOPMAITMOHHOM OE30MTaCHOCTH

aTaka Ha KOMIIBIOTEPHYIO CUCTEMY

MHIMIEHT MHPOPMAIIMOHHOW 06€301acHOCTH

JlesTenbHOCTh 10 NPEAOTBPAIICHHUIO | 3aIHTA HHGOPMAIMH

YTCUKM  3allMIIaeMOi  HHpOpMALKH, UH(pOPMALUOHHAS OE30MACHOCTD

HECaHKI[MOHHPOBAHHBIX u 5

HETIPETHAMEDEHHBIX  BO3MeiCTBHHT  ma | YTIPABICHUE OE30MACHOCTEIO uHpOpMaIN

3aIUIIAeMyI0 HHPOPMAIIHIO — 3TO MEHEeKMEHT HH()OPMaITMOHHOM
6e30macHOCTH

DNeKTpOHHAas IO/TITHCh, KOTOpasi | MPOCTAasi 3JIEKTPOHHAS MOANMUCH

MOCPE/ICTBOM  CTIONL30BAHNMS  KOJOB, | yeyennas o1eKTPOHHAS MOIICH

napoJiei 17001 UHBIX CpeAcTB

noaTBepxkmacT  (akr  (opmupopanus | Y CHICHHAT KBaNNULIPOBAHHAs

SNEKTPOHHONH  TIOJMNCH  OMpe/esIeHHbIM | 1ok 1 POHHAT HOAMHUCH

JIULIOM yCHJIeHHas HeKBaTH(DUITMPOBaHHAS
AIIEKTPOHHAS MOJITHCh
YCHIICHHAS TIPOCTast JICKTPOHHAS TIOAIHUCH
npocTasi HeKBaTM(PUIMPOBAHHAS
AJIEKTPOHHAS MTOIITUCH

Kakoe ©3 mepedyHciIeHHBIX  CETEBBIX | KOHLIEHTPATOP

YCTPOWCTB MOXKET BBIOJIHATH (DYHKITUH MapIIpyTH3aTOP

MEXKCETEBOIo SKpaHa?

KOMMYTATOp 3 ypOBHS

peETpaHCIsATOp

KOMMYTaTop

MeIMaKOHBEPTEP

Cpenun MIEPEUYHCIICHHBIX IIyHKTOB
BBIOGpUTE JCWCTBHS, IS COBEPIICHUS
KOTOpBIX JOJDKHA OBbITh IpeAHa3HauYeHa
MporpaMma, YTOOBI CUMTAThCS
BPEIOHOCHON  (COIJIaCHO  OMpEeeTICHHUI0
BPEIOHOCHOW IPOTrpaMMbl U3 YTOJIOBHOIO
Kojzekca PD)

HECaHKIIMOHMPOBAHHOE PACIIPOCTPaHEHUE
uHpOpMaIIU

BBIBOJI U3 CTpOsi KomnoHeHToB YIC

HECAHKIIHOHMPOBAHHOE YHUYTOKEHHE
uHdopmanumn

nouck ysizsumocteit B UC

HEHTpaJIM3alus CPEACTB 3aLHUThI
KOMIILIOTEPHOH HH(pOPMALMHU

K xakoil rpymnme yrpo3 MHGOPMALMOHHON | MPOTrpaMMHBIE
0e30MmacHOCTH OTHOCHTCS | arnapatHeIe
ne3uHdopmanus, COKPBITHE WIH
MICKa)KeHNEe MH(OPMAIHH HH(OpMAHOHHBIE
CHCTEMHBIC
BHCIIIHUC
OcoOpiii  Bux ~ oTHomeEHHMH  Mexay | Mudopmanmonnas Boiina
rocy/lapcTBaMH, TIPH  KOTOPOM  JUIA




Bonpoc

BapuanTtbl oTBeTa

OTtBeT

paspernieHus CYIIECTBYIOIINX
MEXIOCYIapCTBEHHBIX IIPOTUBOPEYUI
UCTIOJNB3YIOT-CSI  METOJIbI, CPEJICTBA H
TEXHOJIOTUU CHIIOBOI'O BOB,Z[GI\/'ICTBI/IH Ha
MH()OPMAITMOHHYTO chepy ITHUX
rOCyJIapCcTB

Texnonorus mudposanus Beei
uH(pOpMaINH, Pa3MELICHHON Ha )KECTKOM
JUCKE JJIS 3alIUTHl OT YyTEUKU JAHHBIX,
paszpabotanHas kKomranue Microsoft

BitLocker




Jast tekymiero kourpoJsast TK2:

[IpoBepsiemass kommnereHuus: OIIK-3.1 Pemaer cranmapTHele 3a1ayu
Ha  OCHOBE  HMH(POPMAIMOHHOM U

npoeCCHOHATEHON ~ JeATeIbHOCTH
oubnuorpaduyeckoit KYJIbTYpbI
KOMMYHUKAIIMOHHBIX TEXHOJIOTUI

C IIPUMCHCHUCM

UH(POPMaLMOHHO-

Bomnpoc

BapuanTbl oTBeTa

AKTyallbHOCTP W HENPOTHUBOPEUYMBOCTH
uHbopMalMK, €€  3allMIIeHHOCTh  OT
pa3pylieHUuss ¥ HECAaHKIMOHMPOBAHHOI'O
WU3MEHEHMS

HEJJOCTHOCTD

JOCTYITHOCTB

KOH(UIEHITHATBHOCTh

HCOTKAa3yEMOCTb

aJICKBAaTHOCTb

CoOBOKYNHOCTh  YCJIOBUH WJIH JACUCTBUH,
CO3JAMIIMX IOTEHUUAIBHYI0 WM pPEalbHO
CYLIECTBYIOIYI0  ONACHOCTb  HapyIlIEHUs
0e30macHOCTH HHGOPMAITIH

yrposa 6e3onacHoctu nHpopmManuu

puck Oe3omacHOCTH HHGOpMaIUn

ySI3BEMOCTH 0€30MacHOCTH HH(pOpMaIun

aTaka Ha ”HGOPMaIIMOHHBIE PECYPChI

VYcranosure COOTBETCTBHE MEXIY
MOHSATUSAMHU U ONIPEICTICHUSIMH:

1) npoueaypa pacnosHaBaHuA cybbekTa no
ero ngeHTndurKaTopy

2) NnpoBepKka MNOA/MHHOCTM CybbeKkTa C
AaHHbIM MAeHTUUKATOPOM

3) npoueaypa nNpenocTaBAeHUA 3aKOHHOMY
cybbeKTy, ycnewHo npoweaLliemy
naeHTMdUKaLmio n ayTeHTMdMKaumio,
COOTBETCTBYHOLLUX NONHOMOYMIA n
[OCTYMNHbIX PECYPCOB CUCTEMBI

aKTUBAIUA

BepUpUKaLIUS

AsTopusauus (3)

Hnentudpuxanus (1)

AytenTuduxanusa (2)

BpenoHocHasi mporpaMma, HCIOJIB3YHOILIAs
IVl CO3/laHUsl CBOMX KONHUM Ha Jpyrux
KOMIIBIOTEpPAX CETEBBIE PECYPCHI U CEPBUCHI,

cydep

TPOSTHCKAs IIporpaMmma

pasMepa ImyTeM BBITIOJTHCHHS
KpUNTOTrpaguuecKux nmpeodpa3oBaHuit
BBIYHMCIISIETCS TalKECT (PUKCUPOBAHHOM
JUTMHBI, OJTHO3HAYHO COOTBETCTBYIOIIIEE
HCXOJHBIM JaHHBIM

Ha3BIBAETCS 1¢pBEbL

02K 10D

SKCIIJIOUT
MeTo1 KpUNTO3aIUThI, TPEICTABIISFOIIHIA XelnpoBaHue
co00l KOHTPOJIbHOE TTPeoOpa3OBaHUE KPUITOAHATH3
uH(OpMAIIMU: U3 JTAaHHBIX HEOTPAaHUUYEHHOTO

creranorpadus

SJICKTPOHHAA NOATIUCH

ayTeHTH()HUKAIHS

Kakoit Bun MO nomnosHsgeT sKpaHUPYOLIUM
MapuIpyTu3atop  (QyHKIUSAMH  KOHTPOJIS
BUPTYaJIbHBIX COEJUHEHUN U TPaHCISALUU

SKPaHUPYIOLIUH LIUTI03

MaKeTHBIN QUIbTP

IIJTI03 CEAHCOBOT'0 YPOBHS




Bomnpoc

BapuanTbl oTBeTa

BHyTpeHHUX [P-anpecos?

IIPUKJIAIHOM LIUTIO3

SKpaHUPYIOIIUI MapIIPyTHU3aTOP

BpenonocHass mporpamMma, peaau3yroras
HECAHKIIMOHHPOBAHHBIC JCHCTBHSI,
HaIpaBJICHHbIC HA HapYIICHHE OE30MaCHOCTH
HUC, 6e3 co3maHus COOCTBEHHBLIX KOIIHH,
Ha3bIBACTCS

BPEIOHOCHOM YTHIIUTON

CCTCBBIM UCPBECM

02KI0pOM

TPOSIHCKO MPorpamMmmoii

baynepom
K kakoii rpymme yrpo3 uH(GOpPMAIMOHHOH | anmapaTHble
0e30nacHOCTH OTHOCHTCS HE3aKOHHOC | p1oranm o
KOIIMPOBAHUE JaHHBIX B MH(POPMALU-OHHBIX
cucTeMax BHCIIIHNC
IIpOrpaMMHBbIE
HH(OpMaLHOHHEIE

Meps! 3amuTsl H”HPOPMALIUU, OTHOCSIINECS
K OPTaHMU3alMOHHBIM MEPOIIPUATUAM

(GWIBTpPBI, SKpaHbI HA armaparypy

YCTaHOBKA CPEJICTB aHTUBUPYCHOM 3aILUTHI

OJICKTPOHHBIC KIIFOYHM HA MUKPOCXEMax

OrpaHu4ceHHue A0CTYIIA JIMIl B KOMIIBIOTEPHbLIC
NnoMemecHu s

XpaHeHHe HOCHTeJIel U YCTPOICTB B celide

[Tonp30Batesb, 0061a1A0IHI TPABOM YTEHUS
KypHasia  0€30MacHOCTH  OINEepalMOHHON
CHCTEMBI

ayIuTop




st tekymero kourpoJsst TK3:

[Iposepsiemass komnereHuus: OIIK-3.2 VYyuTeiBaeT npu pelieHud 3aaady
npo(hecCHOHANBHON JEsTeIbHOCTH OCHOBHBIE TpeOoBaHUS K HWH()OpPMAIMOHHON

0e30macHOCTH

Kacaromuecsi TpeOOBaHHHA K ayIuTy
cobbITHii B OC

Bonpoc BapuanTbl oTBeTa
Kakas ¢pyHKIMs MexXceTeBoro skpaHa | KOIIMPOBAHUE
MO3BOJISIET CKPBIBATH TOTIOJIOTHUIO TPAHCJISALMS CEeTEeBbIX a/IPeCOB
BHYTpPEHHEH CEeTH OT BHEILIHUX UICHTUDUKAIIS
OJIb30BaTENeH? aJIMUHUCTPUPOBAHUE
ayTeHTU(UKAIIHS
Breibepute  BepHble  yTBepiKIAcHHs, | JJ0OaBIATH  3amMcM B KypHaI  ayquTa  MOXET

oTepalMoOHHas CUCTEMA U aIMUHUCTPATOP

PGI[aKTI/IpOBaTB HWJIN yHOaJIdaTh OTHACJIBHBIC 3allMCH B
JKypHaJle ay/IiTa He MOXKET HU OJIUH CYOBEKT JI0CTYIIa,
kpome camoit OC

IIpocmaTpuBaTh :KypHajJd ayauTa MOIYT TOJbBKO
MoJIb30BaTe/id, 00J1aJaiue COOTBETCTBYIOLIEH
NpUBUHJIETHEH

OmnepanyionHasi cucremMa He JIOJDKHA TOAJCP)KUBATh
BO3MOXKHOCTh COXPAaHEHUS IKypHaja ayauTa Tepen
OYHCTKOM B ApyroM (aiine

Ouumare  KypHaa  ayguTa  MOIYT  TOJIBKO
10J1b30BaTEJIH-AY U TOPbI

[Ipouenypa npoBepkH MOIMHHOCTH ayTeHTH(UKAI U

BXO/JISIIETO B CHCTEMY 00BbEKTa

(Tmosp30BaTeNsI, MpoIecca WIn

YCTPOWCTBA), MPEAbSIBUBILIETO CBOU

UICHTU(PUKATOP Ha3bIBaeTCA

Bri6epute BepHbIE YTBEPKICHUS CummerpuuyHoe  mM@poBaHHE  UMEET  BBICOKYIO
CKOPOCTH IK(POBaHMS, HO CJIOKHO B pean3aliu
CumMeTpuyHOoe mHM(pPoBaHMEe NPUMEHMMO IS
mu(poBaHus JAHHBIX NPOU3BOJIbLHOMN JTJIUHbI
[Tpu CUMMETPUYHOM nmdpoBaHUU nepegava

CCKPETHOI'0 KJIKO4Ya MOXKET OBITE OCYIICCTBJICHA I10
06I_HGI[OCTy1'IHI)IM KaHaJlaM CBs3U

[IpoGnema pacnpeneneHus  KIO4Yed UG POBAHUS
MCKAY IMOJB30BATCIIIMU HNPUCYTCTBYCT TOJIBKO JJIA
ACUMMETPUYHOTO MU (POBAHUS

Paznoxenue MaTpulbl JOCTYyIIa 110
CTpOKaM MO3BOJIACT IMOJIYYHUTH

MAaHAAThI BO3MOKHOCTEH

TOMEHBI 0€30I1aCHOCTH

MAaHJIaThI IIOJTHOMOYHUN

JAOMCHBI IIpaB JOCTYyIIa

CITMCKHU ITpaB JOCTYyIIa

IIporoxon SSL wucnone3yercs Ais
3amUThl  “THPOPMAIIMOHHOTO OOMEHa
Ha

TPaHCIIOPTHOM YPOBHE

CeaHCOBOM YPOBHe

CETEBOM YPOBHE




Bonpoc

BapuanTbl oTBeTa

IPUKIIQTHOM YPOBHE

Ykaxure BCe CBOWMCTBA CUTHATYpPHOT'O
aHaiu3a, KOTOpPblE MOXXHO OTHECTH K
€ro He10CTaTKaM:

IMpU yCIICHIHOM OIIPCACIICHUU, JICUCHUC «3apPaAKCHHOT'0»
00BEKTa YaCTO HEBO3MOKHO

He M03B0JIsAeT 00HAPYKUBATh HOBbIC BPEJOHOCHBIE
NPOrpamMMblI

TpedyeT 3HAYHMTEIbHBIX YCHJIMI 10 00HOBJICHHIO 0a3
CHUTHATYP

CKIIOHEH K  OoJbIIoMy
BPEIOHOCHBIX IPOrpaMM

KOJIMYECTBY  MPOITYCKOB

CKJIOHEH K  OoJsbIiomy
cpabaTbIBaHHUN

KOJIMYCCTBY JIOXKHBIX

K Kakou rpymnme yrpo3
MH(POPMAIIMOHHOMN 0€3011aCHOCTH
OTHOCUTCSI IlepexBaT HH(opManuu B
JIMHHUAX CBA3HU

TEXHHUYECCKHE

anrmaparHble

IIPOrPaMMHBIE

dusnueckue

UH()OPMAIMOHHBIE

Breibepure  Mepsl 1o 3ammre
UHOpPMAIHH, OTHOCSIIIIHECS K
TEXHUYECKHM

KJII0Y IS 0JIOKMPOBKH KJIABHATYPHI

JICEKTPOHHBIC K/IIIOYH HA MUKPOCXEMax

MapOJIbHBIN JOCTY — 3a/IaHUE IOJTHOMOYU I
OJb30BaTENs

(puAbTPBI, IKPAHBI HA anNapaTypy

YCTpOHCTBA ayTeHTH(PUKALMHT

[Tpu n36MpaTeTILHOM pa3rpaHUUYCHUN
JOCTYIIa TaHHOE TIOHATHE OTPE/ICIIACT
Ha0Op 0OBEKTOB U TUIIOB ONEpaIni,
KOTOPBIC MOTYT MTPOU3BOJIUTHCS HAT
KaXIbIM 00bEKTOM OTEPAI[HOHHOM
CHUCTEMBI

Marpulia J0CTyIa

JIOMeH 0e30IacCHOCTH

JIOMEH MOJHOMOYHNI

MaTpulla MaHJaTOB

JIOMEH JI0CTYyTIa




Jost Tekymiero kourpoJst TK4:

[Iposepsiemass komnereHuus: OIIK-3.2 VYyuTeiBaeT npu pelieHud 3aaady
npo(hecCHOHANBHON JEsTeIbHOCTH OCHOBHBIE TpeOoBaHUS K HWH()OpPMAIMOHHON
0€30I1aCHOCTH

Bonpoc BapuanTtbl oTBeTa

Ha xakux ypoBusx moaenu OSI CEaHCOBBIM
(hOpMUPYIOTCS BUPTYaAIIbHBIC 3AIIUIICHHBIC KaHAJIbHbIA
KaHaJIbl Nlepelayu JaHHBIX ? MpeICTaBICHUS

ceTeBoil

MPUKJIIATHOMN
MeTton oOHapyKeHHs BpEJOHOCHBIX KOMILJIEKCHBIM aHAJIU30M
Mporpamm, CyTh KOTOPOTO 3aKJIF0UAETCS B METOI0M TOYHOI'O ITOMCKA
MOKMCKE YYacTKOB KOJIa UCTIOTHIEMOT0 3BPUCTHYECKUM aHATU30M
00BEKTa, OTBEYAIOIINX 32 KOHKPETHBIE CUTHATYPHBIM aHAJIN30M
BPEIOHOCHBIE JIEHCTBUS, HA3bIBACTCA METOIOM SMYJISIIMH KOJa
Ha3Banue aTaku Ha MPOTOKOJIBI | MacKapaj

ayTeHTU(UKaLKU, B KOTOPOH MOJIB30BATENb
IBITACTCA BBIIATH ce0sl 32 JPYroro ¢ Iebio
IIOJIyYE€HUs IOJHOMOYMH M BO3MOKHOCTH
JEUCTBUN OT JIMLIA IPYTOro MOJIb30BATENS

Nudopmanus B 351eKTpOHHOM Popme, cepTuduKaT KIro4a MPOBEPKH JIEKTPOHHOM
KOTOpasi IPUCOEINHEHA K APYTOi MOJITICH

nH(popMaIuu B 3JIEKTPOHHOU (hopme mim 3JIeKTPOHHAS MOANNUCH

MHBIM 00pa3oM CBs3aHa C TaKOH KJTI0Y 3JIEKTPOHHON NMOANHCH

uH(popManKen U KOTopasi UCIOIb3YETCs A | KBaTU(HUIIMPOBAHHBIN CepTH(HHUKAT

ONPENCICHUA JINIA, MTOANNCHIBAIOIICTO KJIX0Y IIPOBEPKH JIEKTPOHHOU MOAIKUCH
HH(pOpPMALHIO CumMeTpu4HOe M (poBaHNe NPUMEHUMO 1JIs1

mu(poBaHus JAHHBIX NPOU3BOJILHON JJIUHbI
[lpu cummerpuuyHoMm mMdpoBaHUM THepenavya
CEKPETHOIr0 KJII04a MOXKET OBbITh OCYIIECTBIICHA
10 OOIIEJOCTYITHBIM KaHaJIaM CBSI3U

[Ipobnema pacripenenenus kitouyei mmdpoanus
MEX]ly MOJIb30BATEISIMU MPUCYTCTBYET TOJIBKO
JUTSl aCHMMETPUYHOTO TH(PPOBAHUS

Buj 37€KTpOHHOM MOANKCH, TTO3BOJISIONIHMI | KBATH(PUIUPOBaHHAS YJIEKTPOHHAS NOANNCH
OpPraHu30BaTh  IOPUJIMYECKHM  3HAYMMBIN | IPOCTas SJIEKTPOHHAS MOIINCH

JJIEKTPOHHBIN JIOKYMEHTO000POT C | HeKBaTM(PHULIMPOBAHHAS SJICKTPOHHAS TOTHUChH
NapTHCPCKMMM  KOMITAaHHsAMH, OpraHaMM | pacHIMpEeHHas 2JICKTPOHHAas MOAMNNUCH
roCyJapCTBEHHOMN BJIACTU u

BHEOIODKETHBIMU (DOHaMU
B3anmMuas ayrenTrduKkanys 00eux CTOpOH B | 0OMEHa OTKPBITBIMU KJIIHOYaMU CUMMETPHYHOTO
SSL BeInonHseTCA yTEM A QPOBAHKST

o0MeHa nuGpoBLIMH cepTupUKaATAMU
OTKPBITBHIX KJIOYell Mmojb3oBaresell (KJIMeHTa
H cepBepa),  3aBepeHHBLIMH nudposoit
NOANUCHI0 CHENHAIBHBIX CepTH(GUKANNOHHBIX
LIEHTPOB




Bonpoc

BapuanTtbl oTBeTa

00MEHa OTKPBHITHIMU KITFOYaMH aCCUMMETPHYHOTO
m¢poBaHus

oOMeHa CITy4yaifHO CreHepHPOBAHHBIMU TAPOJISIMU

K kaxoii rpymnmne yrpo3 OTHOCUTCS
BHEJPEHUE «BUPYCOBY, allllapaTHBIX U
MPOrPaMMHBIX 3aKJIaJI0K

anrmaparHble

buznueckue

UH(POPMAIMOHHBIE

TEXHUYCCKHEC

NporpaMMHbIe

JIt000¥i 271eMEHT OTNIepallMOHHON CHCTEMBI,
JOCTYI K KOTOPOMY TOJIb30BaTeNIeH U
ApyTruX CyOBEKTOB AOCTYIa MOKET OBITh
MIPOM3BOJILHO OIPaHUYEH (€CITU OTBET
COCTOMT U3 OOJIbIIIE YEM OJITHOTO CJIOBA,
HaITUIIIMTE CJI0BA Yepe3 mpooe)

00BEKT J0CTynA

CyOBeKT, KOTOpOMY NPHHAICKHUT OOBEKT
ONEepalMOHHON CUCTEMBI U KOTOPBII HECET
OTBETCTBEHHOCTH 32 KOH(PUIECHIINATHHOCTb
cozepxarieics B 00bekTe HHGOpMAIIIH, a
TaKXe 3a [EJIOCTHOCTh U IOCTYITHOCTb
00beKTa

BJajaes e

CpenctBo 3amuThl, ucnoiaszyemoe B OC
Windows 15t CHIDKEHHS pUCKa yCTaHOBKH
BpenoHocHbIM [10 HexenaTenbHOU
MpOrpaMMbl HJIM BHECEHUS OMACHBIX
W3MEHEHUN B CUCTEMY.

Windows Filrewall

Action Center

Windows Filtering Platform

PowerShell

User Account Control

JJI IPOMEKYTOYHOM aTTeCTAlMuU:

[Tpumepsl 3anaHMi:
1. JTano:

- IOITyCTUMAsi BEPOSITHOCTh OI00pa Maposis 3oyMbiiuieHHIKoM 0,0277972
- CKOPOCTH 1T0I00pa apoJIs 30YMBIIIIIEHHUKOM 493 maposieii(-s1) B MUHYTY
- CpoK AeicTBUs mapost 17 nHei(-s1)

- MOIIHOCTH ajihaBuTa nmapoJs 49 CMMBOJIOB

Haiitu nimuHy naposisi, COOTBETCTBYIOIIYIO 3aIaHHBIM YCJIOBHSIM.

2. JlaHo:

- IOMyCTUMasi BEpOSITHOCTD MoA00pa naposist 3noyMbiiiuieHHIKOM 0,0000148
- CKOpOCTh moAdopa mapoiis 370yMbIIUIEHHUKOM 493 maposeii(-is,-11b) B

MUHYTY




- CpoK aercTBus napodist 1 Henens(-s, -u)

- MOIIHOCTH asiaBuTa naposisi 49 CHuMBOJIOB

Hairru:

- JUITMHY TIapOJIsi, COOTBETCTBYIOILYIO 3a/JaHHBIM YCIOBHSIM.

OTBeT NOJIKEH OBITh IETBIM YUCIIOM.

3. lan 3amu@poBaHHBIN TEKCT "OIIbYITHBUBTTI "

Kakoe kioueBoe Cl0OBO OBUIO HCIONB30BAHO, €CIM HCXOJHBIA TEKCT
"ayTeHTUdUKaAIUA".

4. Amuca nepenana boOy otkpseiteid kitou (7,143). Bob6 orBetmn Amnmuce
3amu@poBaHHBIM cooOmeHrem "135".

EBa nepexBartuina cooOliiieHre 1 Tpou3Besa Ha HETO YCIIEUIHYIO aTaky.

Hamummte B KkadecTBe oTBeTa HcxoaHoe cooOmienne boba (umcio 06e3
KaBbIYEK).

5. bo6 nosryunn ot Anucel Tpu yucna: p = 19, g=15, A = 6. bo0 BbIOpan cBoii
3aKpBITHINA KIt0Y b = 7 u oTnpaBui Anuce OTKPBITHIM KiIod B, a Takxke paccuutan
oOmruit cexpetHswiit krod K. PaccuuTaiite B u K.

OtBeT 3anuiuTe 6€3 NpoOeIoB YnciiaMu uepes 3amnsaTyio B hopmate: B,K
6. PacnipocTpaneHue BIUSHUSA OJHOTO 3HaKa OTKPBITOTO TEKCTa HA MHOTO 3HAKOB
MUPPTEKCTA, YTO MO3BOJISIET CKPBITh CTATUCTUYECKHE CBOMCTBA OTKPBITOIO TEKCTA
Ha3bIBACTCS
7. - TpeArnojaraeT HUCIOJIb30BaHUE TaKUX MMHUOPYIOIUX
npeoOpa3oBaHui,  KOTOpPHIE  YCIOXHSIOT  BOCCTAHOBJIEHHE  B3aMMOCBS3U
CTATUCTUYECKUX CBOMCTB OTKPBITOTO U MIM(PPOBAHHOTO TEKCTOB
8. IlposiBIeHHME 3aBUCUMOCTH BCEX BBIXOJHBIX OMTOB HMIM(PPOTEKCTa OT KaxKIOTO
BXOJIHOTO OMTa OTKPBITOTO TEKCTa Ha3bIBACTCSA s dhexTom
9. VYcraHoBUTE COOTBETCTBHUE MEXIy THUIIAMU KPUINTOCHUCTEM U BUIAMU
KpunTorpadguueckux npeoOpa3zoBaHuil

1) GeckimroueBbie a) XCIIMPOBaHUE
2) OAHOKIIIOYEBBIC b) cummerpruuHoe mudpoBaHue
3) ABYXKITHOYEBBIC C) acuMMeTpuuHOe MU poBaHUE

10. VYcraHoBuTE COOTBETCTBME CTAaHAAPTOB IIM(POBaHUS U  KOJUYECTBA
UCIIOJIb3YEMBIX B HUX PayHAOB HIM(PPOBAHUS

1) AES128 a) 10 paynaos
2) AESI192 b) 12 paynnos
3) AES256 c) 14 paynnos
4) DES d) 16 paynaos
5) 3DES e) 24 paynnaa

f) 48 paynnos
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