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1. Heab, 3a1auM U IVIAHUPYEMbIe Pe3yJIbTAaThl 00y4YeHUs M0 U CHUIJINHE

Llenpto ocBoenus ucuuiumHbl B1.0.11.03. "OcHoBEI MH()OPMALMOHHOM
6esomacHocTH" ABIETCA (POPMHPOBAHUS y CTYJEHTOB 3HAHMHM M HABBIKOB II0
BOIIPOCaM MH(POPMALMOHHOM O€30IIaCHOCTH, a TAKKE HABBLIKOB IIPAKTUYECKOIO
o0ecrieyenus 3amuThl UHGOPMALUK U 0E30IIaCHOTO UCIIOIB30BAHUS [IPOrPAMMHBIX
CPEICTB B BHIUUCIMTENLHBIX CUCTEMAX OPraHU3aLUi U yUPEKIEHUIA.

3ajauaMy JUCHUILIMHBL SBISIOTCS: TOJydeHHe 0a30BbIX TEOPETHYECKUX MPE-
CTaBJIEHHH O COBPEMEHHBIX OPraHU3AIMOHHBIX M TEXHUYECKHUX METOAaX 3alldThI
UH(OPMAIMH, a TAK)KE TEXHMYECKUX CPEACTBAX 3ALIMTHI KOMIILIOTEPHOU HH(OpMa-
MK MHGOPMAIIMOHHBIX CHCTEM OPraHU3alKi U YUPEK ICHUIA.

KoMriereHnu 1 HHIMKAaTOphl, POpMHUpPYEMBIE Y 00YUAFOIIUXCS:

KOI{ 1 HAMMCHOBAHUEC KOMIICTCHIINHN KOI{ N HAMMCHOBAHUC MHAWKATOPA

OIIK-4. Criocoben nmonnmarh npuHImIiel pa- | OIIK-4.2. Brnageer HaBbikaMu MpUMEHEHHS 1TUDpO-
00TBI COBPEMEHHBIX MH(POPMAIMOHHBIX T€X- | BBIX TEXHOJOTHWH JJIS peIIeHus 3a/1a4 MpodeccrHo-
HOJIOTUH U UCTIOJIb30BATh UX JJIS pEeIlICHUs HaJIbHOMN AESITETbHOCTH C YY€TOM OCHOBHBIX Tpebo-
3aa4 MpoheCCUOHATBHON eI TEIEHOCTH BaHMI MH(POPMAIIMOHHON 0€30MacHOCTH

2. Mecto nucuuninubl B cTpykrype OII

[IpenmecTBytomuye AUCHUILUIMHBI (MOyn), pakTuku, HUP, np.:

b1.0.11.01. MudopmanimoHHbIe TEXHOJIOTUH

b51.0.11.02. AaroputmMu3anus U NporpaMMUApPOBaHUE

[Tocneayronme AUCIUIIIUHEI (MO1yn), npaktuku, HUP, ap.:

b1.0.11.04. ITporpammHOe oOecIieueHIe U IPOrpaMMHPOBAHHUE B ITPOGECCHO-
HAJIbHOU JIESITEIIbHOCTH

3. CTpyKTypa H coJep:KaHue AUCHUTITHHBI
3.1. CTpyKTypa JTUCUMILIHHBI
Jlnst ouHoM (hopMBI 00yUEHUS

Bun yuebnoit paboTsl Bgﬁgo E:ggg 4C6M60”g’p(1>1) 6
OBLIAA TPYAOEMKOCTD ANCHUITINHBI 2 72 2
KOHTAKTHAA PABOTA - 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexuu 0,44 16 16
[IpakTnueckue (CeMUHAPCKUE) 3aHATUS 0 0 0
JlaboparopHbie pabOThI 0,44 16 16
CAMOCTOATEJIBHASA PABOTA OBYUAROILIEI' OCA 1,12 40 40
[TpopaboTka yueOHOTO MaTepHraia 1,12 40 40
KypcoBoii npoekr 0 0 0
Kypcosast pabota 0 0 0
[ToaroroBka Kk MPOMEKYTOUHOM aTTecTalluu 0 0 0
[IpoMeKyTOUHAsT aTTECTAIIHSE: 3




3.2. Copepkanue IUCHUIVIMHbI, CTPYKTYPMPOBAaHHOE II0 pas3jejaM M
BHaM 3aHATHH

Pacnpenenenue tpy- | ®opmblu | MHIEKCH HHANKATO-
JIOEMKOCTHU BU/JT POB popMuUpPyEMBIX
§ 1O BUJaM y4€OHOH | koHTpOIs KOMITETECHITHIA
Paznensl g paboTI
o
JTUCLUTUIAHBI § s ® . S
m | F| 5 9 =
e | S| & 2
= o
Pasnen 1. OcHOBHBIE ITOHATHS U
aHaJIu3 yrpo3 nHOOpMaIMOHHOM 10| 6 8 0 | 12 TK1 OIIK-4.2. 3YB
0€30MacHOCTH
Paznen 2. IlonsaTre HaMOHAILHOM
0e30macHOCTH, BHJIBI O€30macHO- 6 > 0 0 4 TK? OIK-4.2. 3
ctu. Madopmarnmonnas 6e3omnac-
HOCTH PO
Pasnen 3. MexnayHaponHas, Ha-
LMOHANIbHAS W BEJOMCTBEHHAas
HOpMaTHBHas paBoBas 0a3a B 00- | 6 2 0 0 4 TK3 OIIK-4.2.3
nactu nHGOpPMAIIMOHHON Oe3ormac-
HOCTH
Paznen 4. WNuxenepHo-
TEXHUYECKAS 3ammra | 24 | 4 8 0 12 TK4 OIIK-4.2. 3VB
uHpopmMauu
Pazmen 5. OpranuzanuoHHO-
MIPaBOBOE 00ECTICUCHUE 3aITUTHI 10| 2 0 0 8 TKS OIlK-4.2. 3
uHpOpMaIH
3auer 0 0 0 0 0 oM 1 OIIK-4.2. 3YB
HTroro 3a 4 cemecTp 72 1 16 | 16 | 0 | 40

3.3. Coaep:kaHue QM CHUNIMHBI

Pasnen 1. OcHOBHBIC IOHATHS U aHATTU3 YTPO3 HH(DOPMAITMOHHOM 6€30TTaCHOCTH.

Tewma 1.1. OcHOBHBIC TOHATHS MHGOPMAIIMOHHON O€30MaCHOCTH Y 3aIIUTHI HH-
dbopmarmu.

OcHoBHbIE TepMUHBI U oripeaeneHus. Odecneuenne nHGopMalMoHHON Oe3omac-
HOCTH KOMITBIOTEPHBIX cucTeM. Buabl yrpos. Tpu Hanbonee BoIpaskeHHBIE YIPO3BI: 1)
MOJIBEP)KEHHOCTH (PU3NUECKOMY MCKAKEHUIO UM YHUUTOKEHUIO; 2) BO3MOXKHOCTH He-
CaHKIIMOHUPOBAHHOM (CITy4alHOM MM 3JI0YMBITINIEHHOW ) MOIM(UKAIHH; 3) OMAaCHOCTh
HECAaHKIIMOHUPOBAHHOTO (CITy4alHOTO U MPEeTHAMEPEHHOT0) MOTy4YeHUs! HHGOpMAIIHH
JMLIAMH, JUI KOTOPBIX OHA HE MpeIHa3HaueHa. XapaKTep IPOUCXOKICHNUS YIPO3: YMbIII-
JieHHbIe (haKTOpPbI, ecTecTBeHHbIE (hakTopbl. McTounnku yrpo3. [Ipeanochuiky nosiBieHust
yIpo3: 00bEKTUBHBIE, CYObEKTUBHbIE

Tema 1.2. [lonutrka nHPOPMALMOHHON OE30M1aCHOCTH

OcHOBHbIE OHATHUS TOTUTUKHU Oe30macHocTh. CTPYKTypa MOJUTUKHA O€30TacHO-
ctu. Pa3zpaboTka NOJUTUKK OpraHu3alui 6€30MacHOCTH OpraHU3all|H.

Tema 1.3. Crannaptsl HHPOPMAIIMOHHON O€30MTACHOCTH

Ponw crangaproB nHpopmarmonHoit 6e3omacHocTH. Kputepuu 6e3omacHOCTH
KOMIIBIOTEpHBIX cucTeM MunuctepctBa 000ponbsl CIHIA — «OpanxeBas kuura». EBpo-




HelicKre KpUTepruu 06e30macHOCTH HH(OPMAITMOHHBIX TexHomornid. denepanbHbie KpuUTe-
pun 6e3onacHocTu. Kanaackue kpurepun 6e30macHoCTH KoMibioTepHbIX cucteM. [[OCT
P UCO/MDK 15408-2002, kak ayTeHTUYHBIN BapUAHT OOIIUX KPUTEPHEB OE30MaCHOCTH
UT. OynkimonansHbie TpeOoBaHuUs Oe3onacHocTU. TpeboBanus 10BepHs K 0€30macHo-
ctu. Cranaaptel ISO/IEC 17799: 2002 (BS 7799:2000). CranmapThl 10 MEHEIKMEHTY
uHpopmarmonno 6e3omnacuoctu ISO/IEC 27001-27040. Hemeukue crannaptsl BSI.
Crannaptet SysTrust, SCORE, GIAC. Crannapts 1151 6ecnipoBOAHBIX ceTeil. OTeuecT-
BEHHBIC CTaHJAPThI MH(OPMAITMOHHOM Oe3omacHocTH. CTaHaapThl obecnieueHue nHPOp-
MaIlMOHHOM 0€30MMacHOCTH OpraHMu3aIliii 0aHKOBCKOM cucTeMbl. Poccuiickoit dexaepa-
un. 'OCT P 57580.1-2017 u I'OCT P 57580.2 — 2018. Crangaptsl H”HGOpPMAITMOHHON
6e3omnacnoctu B Uutepuere (IETF, RFC)

Paznen 2. [lonsrue HaloHaIbpHOM 6€30MacHOCTH, BUIbI Oe30macHoCcTH. MHPOp-
MalroHHas 6e30nacHOCTh PO

Opranbl, o0ecrieunBarolue HAlMOHAIbHYI0 Oe3onacHocTh P®, nienu, 3agauun. Ha-
oHanbHbIe nHTEpeckl PO B nHopmanmonnoii chepe. [IpuopureTHpie HanpaBieHNs B
oOmactu 3amuthl nHGopMaiuu B PO. Tenaenunu pa3Butus THGOPMAITMOHHOH MTOJIUTH-
KM TOCY/JIapCTB U BEAOMCTB. | '0cy1apcTBEHHAas TalHa.

Pa3znen 3. MexnyHapo/iHas, HAallMOHAJIbHAS 1 BEAOMCTBEHHAs: HOpPMATUBHAS Mpa-
BOBas 6a3a B 001acTu HH(POPMAIIMOHHOM 0€30MaCHOCTH

Oo61mue nonoxenus. KonuenryaiabHble TOKyMEHTBI B 00J1aCTH MH()OPMALIMOHHON
Oe3omacHocTH. Baxkneimume denepanbHble HOPMaTUBHBIE IPABOBBIE AKThI. 3aKOHBI, Ka-
CaroIIMecs] OXPaHbl MHTEIUICKTYaIbHON cOOCTBeHHOCTH. [lonoxkenus ['paxkmanckoro Ko-
nekca PO mo 3amure nadopmanuu. MexayHapoaHoe coTpynandectBo. Koaeke o0 af-
MUHUCTPATUBHBIX MPABOHAPYIICHUAX. Y TOJIOBHBIN KOJEKC U 3amuTa nHpopmaruu. Oc-
HOBHBIE T0JI3aKOHHBIE aKTHI B 00J1aCTH MHPOPMALIMOHHOM Oe30omacHocTU. YKa3bl [Ipesu-
nenta P®, nocranosnenus [IpaButenscrBa PO, BegoMcTBeHHAs HOpMaTHBHAs 0a3a.

Paznen 4. UmxeHepHO-TeXHIYECKas! 3a1iTa HHQOPMAITUH

[onsitue xpunrorpaduun. Kpurepuit Hanexxnoctu mudpoBanus. OCHOBHbBIE KPHII-
Torpaduyeckue nprueMsl: 0J1049HOe muppoBaHUE, CXeMa MOTOYHOTo mudpoBanus. Cum-
METPUYHbIE KPUIITOCUCTEMBI MIKU(pOBaHUs. ACCUMETPUYHBIE KPUIITOCUCTEMBI UG PO-
BaHusl. OyHKIIMU XA1MpoBaHus. OCHOBHBIE MPOIEAYPHI TU(POBOM MOAMKUCH. Y TIpaBiie-
HUE KpunTokitouamu. Mnentudukaiys, ayTeHTuQUKAIUS ¥ yIpaBlIeHHuEe T0CTYIIOM: Me-
TOJbI ayTeHTU(DUKAIIH, UCTIONB3YIOIINE MapoJid, CTporasi ayTeHTU(UKaIus, OnoOMeTpu-
yeckas ayteHTudukanus. Bpenonocusie 3aknaaku (B3): onpenenenue, pa3HOBUIHOCTH.
Pazpymarornue netictBus 3akiagok OCOOEHHOCTH B3aUMOJACHCTBUS C MPOTPAMMHO-
anmnapaTHBIMU CPEICTBAMU 3alIUTHL. MeToiKa MpUMEHEHUs CpeaCcTB OOpbObI ¢ Bpeao-
HOCHBIMU 3aKJIaJIKaMH Ha 3Tarie dKcIuryaTaiuu cucteM. CUcTeMbl pa3rpaHUuyeHHs] JOCTY-
na u 3amuthl oT B3. [IpenynpexaeHue u MUHUMU3AIMS TTOCJIEACTBUN Bo3AecTBYs B3.
Kparkas xapakTepucTrka Mep 3alUThl: FOPUINYECKUE, aIMUHUCTPATUBHBIC U OpPraHU3a-
IMOHHBIE, anmnapaTHo-nporpammusie. Komnbrorepusie Bupycol. Knaccudukanus. Kus-
HEHHbIN UK. OCHOBHbBIE KaHAJIbl PACITPOCTPAHEHUSI BUPYCOB U IPYTUX BPEJOHOCHBIX
nporpamm. CpenctBa 00pbOBI C BUpYCaMU: KpaTKasi XapaKTePUCTHUKA TOIMYJISIPHBIX aHTH-
BUPYCHBIX NporpamMm. CpeacTBa 3aluThl OT KonupoBaHus. [IpuMepsl cpeACTB U TEXHO-
Jorvii. Bompocel mmpaBoBOM 3aIUThHI

Paznen 5. OpranuzanMoHHO-IPAaBOBOE OOecleueHue 3alluThl UHOOpMAIUU

CyIHOCTb U pOJIb OPraHU3aIMOHHO-TIPABOBBIX ACMIEKTOB MH(POPMAIIMOHHOM 6€30-



nacHOCTH. YenoBeK Kak INIaBHOE 3BEHO B CHCTEME 3aIMThl HHPOPMAIMH U KaK 3J10-
yMbIlUIeHHUK. HopMmaTtuBHas mpaBoBasi 6a3a mHGOPMAIIMOHHON 0€301acCHOCTH. 3aKOH
P® “0O6 undopmaruu, nHGOPMAIIMOHHBIX TEXHOJIOTHSIX U O 3amuTe nHpopMmaruu’”. Bu-
JIbl ¥ KaTeropuu MH(POpMaIIMU OrpaHUYEHHOTO JOCTYIIA: TOCYAapCTBEHHAs U IPYTHE BU-
1bl TaiH. 3akoH P® “O rocynapcrBeHHol TaiiHe”, “O KoMMepueckoi TaitHe”, “O nepco-
HAJIBHBIX JaHHBIX, “O HAlIMOHAIBHOM MIaTeXHOM cucteMe”, “O 6e30MacHOCTH KpUTH-
yeckoi nH(popManmonHo nH(pacTpykTypbl Poccuiickoit @enepaunn’™. I'ocyaapcTBeH-
Hasl CHCTeMa JIMIIEH3UPOBAHUS U CEPTUDUKAIIUNH IEITETLHOCTH B 00JIaCTH 3alTUThI NH-
dopmarun. Ykas Ipesuaenara PO “O mepax 1mo coOa0IeHHIO 3aKOHHOCTH B 00JIaCTH
pa3pabOTKH, MPOU3BOJICTBA, PEATM3AIIMU U IKCILTyaTalluu MG POBAIBHBIX CPEJICTB, a
TaK)Ke MPEeI0CTaBICHUS YCIyT B o0nacTu mudpoBanus uapopmaiuu”. 3akon PO “O06
ANEKTPOHHOU 1IU(POBON MOANKCH . YTOJIOBHO- ITPABOBOE PETYJIMPOBAHUE 3AIUTHI UH-
dbopmaruu.

3.4. TemaTu4ecKuii IJIaH NPAKTHYECKUX 3aHATUH

Jlanubiil BU1 pabOThI HE MPEYCMOTPEH YUECOHBIM TJIAHOM.

3.5. TemaTuyecknii JiaH JJaOOPATOPHBIX PadoT

No Homep | Ilpomomxu-
/ HaumenoBanwue 1ab0paTOPHBIX paboOT pasne- TEJIbHOCTB,
1| ma Jac.

HaCTpOﬁKa MOJINTUKH O€30IMaCHOCTH OHepaHHOHHOﬁ CHCTCMBbI

OpraHu3arms 3alIThl TOKyMEHTOB cpecTBaMu rakera Microsoft Office

N N
NN E NN

1
2
3 | Hactpoiika mapameTpoB 6€301aCHOCTH HHTEPHET-Opay3epa
4

HIudpoBanue HHPOPMALUU METOJOM MOIHATI(PABUTHON 3aMEHBI.
[TocTpoeHue u ucnonb30BaHue MaTpUIlbl Brokunepa

3.6. Kypcogoii npoekTt /KypcoBasi padora
JlaunHbIi BUIT paOOTHI HE MPEAYCMOTPEH YICOHBIM TIIAHOM.
4. OueHuBaHMe Pe3yJIbTATOB 00y4eHUsI

OnennBanme pe3yJbTaTOB OOYYEHHUS 110 JUCIUIUIMHE OCYIIECTBISIETCS B
paMKax TEKYIIEro KOHTPOJS W TPOMEKYTOUYHOH aTTecTally, MPOBOJAMMBIX TIO
OoampHO-periTnHroBoii cucreme (bPC).

[IIkaJa OlIeHKHU pe3yabTATOB 00YUEHUS MO JUCIUTIINHE:




Kon
KOMIIE-
TEHLUH

Kon
MHIUKATOP
a
KOMIIETEHII
nn

3annaHu-

pOBaHHbIC
pe3yIbTaThI
00y4eHus 1mo
THMCIUTIIHE

YpoBeHb chopMUPOBAHHOCTH

HHIWKAaTOpa KOMIICTCHIIMU

Bricoknii

Cpenuuii

Hwuxe
CpeIHero

Huskuit

ot 85 o
100

ot 70 mo 84

oT 55 mo 69

ot 0 no 54

[IIkana oreHUBaHUA

OTJIMYHO

XOpOIIIO
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0
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3HaThb.
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0C30ITaCHOCTH B
npodeccrnoHaIbHOM
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YMETb:




YpoBeHb chopMUPOBAHHOCTH
WHAMKATOPa KOMITCTCHITUU
o " Huke o
Bricoknii Cpenuuii Huskuit
Kon 3aranu- CpeIHero
Ko, MHINKATO OBaHHbBIC oT 85 1o
A FHKATOP P o1 70 710 84 |oT 55 10 69 | 0T 0 10 54
KOMITe- a pe3yJIbTaThl 100
TEHIIMHA |[KOMIIETEHI] 00y4eHus 1mo IIIxana oneHUBaHUS
15074 JIACIATUTNHE YJIOBJICT- HEYJIOB-
OTJINYHO XOpOIIO | BOPUTENBH | JICTBOPH-
o TEJILHO
3a4TEHO HE 3a4TEHO
HCIIOIL30BAaTh
METOJBI M CPEICTBA
obecrieueHust
nH(GOpPMaIIMOHHON
(opmarr HE MOXKET
0€e30MacHOCTH c 603
LIENBIO yMeeT ¢ | JOIMyCKaeT
yMeeT B MTOCTOPOH
MIPEeIOTBPALIICHUS HEKPUTUY | OTJCNIbHBI o
COBEpIIICH HEH
HECAHKIIMOHUPOBAH HBIMU e TrpyOble
CTBE IIOMOIIA
HOTO JoCTyTa, OlMOKaMU | OIIUOKH
U HCIIONB30
3TI0YMBIIICHHON
BaTh
uHpOpMallUd WU
yTpaThl
3aIIUIIacMoi
uHpopManuu
OLIEHUBATh
OIIACHOCTb,
CBSI3aHHYIO c
HE MOXET
yrpo3aMu 603
HECAHKIIMOHUPOBAH yMEEeT  C | IITyCKaeT
yMeeT B MTOCTOPOH
HOTO  JOCTyma K HEKPUTUY | OT/ACIHHBI N
COBEpIIEH Hel
uHbopMaInH, HBIMU e TrpyOble
N CTBE IIOMOIIA
HaMepEHHOM OIINOKAMH | OIINOKH
MO KA HCIIONB30
BaTh
JAHHBIX U yTPATHI
cirykeOHOM
uHpOpMaIU
BJIAJETD:
BIIAZIEET e
COBPEMEHHBIMH OTIEIbHEI
BIIAZIEET BJIAJCET
00IMMH cioco0aMu | BIIAZEET B MU
OTIEJILHEI 0e3
ob0ecrieueHns COBEpILICH HaBBIKAMU
. MU MTOCTOPOH
nHPOPMAIIMOHHOMN CTBE c N
HaBBIKAMU HEl
0e30I1acHOCTH Hejpo4deTa
TIOMOIIA
MHA
OueHouHBIE  MaTepuaiabl JJI1 MPOBEACHUS  TEKYIIETO  KOHTPOJS |

MIPOMEKYTOUHOM aTTecTauuu npuBeneHbl B llpunoxennn k paboueil mporpamme
JVCLHUTUIAHBI.

[ToaHBIM KOMIUICKT 3aJlaHUN W MaTepHaIOB, HEOOXOJAUMBIX JIJIsI OICHHBAHUS
pe3ynbTaTOB 00YUEHHUS 0 AUCIUILUIMHE, XPAaHUTCS HA Kadeape pa3paboTurka.



5. YueOHo-MeTOAMYECKOEe U MHPOPMALMOHHOE o0ecleYeHne TUCHUIITHHBI
5.1. YueOHO-MeTOAMYECKOE O0ecriedyeHHne
5.1.1. OcHoBHas nuTeparypa

1. MenseneB, B. A., UadopmanmonHas O6e3omacHOCTh. BBeneHre B crenualib-
HocTh + ellpunoxenue:Tectol : yueOHnk / B. A. Mensenes. - Mocksa : KnoPyc, 2023. -
143 c. - ISBN 978-5-406-11334-9. - URL.: https://book.ru/book/948870. - TekcT : 311ek-
TPOHHBIM.

2. MenbnauxkoB, B. U., Mudhopmanmonnas 6e3omacHocTh : yueOHuk / B. 1. Menb-
HukoB, A. U. Kynpusinos, T. FO. Bacunbesa. - Mocksa : KnoPyc, 2023. - 371 c. - ISBN
978-5-406-11960-0. - URL: https://book.ru/book/950148. - TekcT : 31€KTPOHHBII.

3. 3amwura uHpopmanuu : yueoOHoe mocodue / A. Il. Kyk, E. II. Kyk, O. M.
Jlenemxkun, A. M. Tumomkud. - MockBa : PUOP : UHOPA-M, 2021. - 400 c. - URL:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 31€KTPOHHBIH.

5.1.2. JlonosiHUTENIBHAS JIUTEPATYPA

1. Kpeuios, I'. O., ba3oBble moHsATHS MHGOPMALMOHHOW 0€30MaCHOCTH : y4eOHOe
nocobue / I'. O. Kpsuios, C. JI. Jlapuonona, B. JI. Hukutuna. - Mocksa : Pycaitnc, 2023.
- 257 c. - ISBN 978-5-466-01996-4. - URL: https://book.ru/boolc/946979. - Tekcr :
AJICKTPOHHBIM.

2. babam, A. B., Kpunrtorpadpuueckue MeTOAbI 3alIMTH UHPOPMALINY | yYEOHUK /
A. B. ba6am, E. K. bapanoBa. - Mocksa : KuoPyc, 2022. - 189 c¢. - ISBN 978-5-406-
08880-7. - URL: https://book.ru/book/941751.-TeKCT : aneKTpOHHBIH.

3. OpraHuzanMoHHO-TIPaBOBOE obecriedyeHrne WHHOPMAIIMOHHON 0e30macHOCTH
yueOHoe rmocodue st By3oB / A. A. Ctpenbuos, B. C. I'opbaros, T. A. Tlonsakosa [u 1p.];
noxa pen. A. A.CtpensioBa. - M.: Akagemusi, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TekcT: HemOCPEICTBEHHBIN.

4. UndopmannonHass 0e30MaCHOCTb: KOHIIENTyaJdbHble M METOJOJOTUYECKUE
OCHOBBHI 3alIUTHl HH(DOpMaIK : yuebHoe mocodue / A.A. Mamwok. - M.: ['opsiuas nunHus -
Tenexom, 2004. - 280 c. - TekcT : HEMOCPEICTBEHHBIN.

5.2. UudopmannonHoe odecrnevyeHue

5.2.1. DIEKTpOHHBIE U UHTEPHET-PECYPCHI

Ne
/1
I ObC IBOOKS.RU https://ibooks.ru

!} BbC LANBOOK.COM https://e.lanbook.com

HanmeHoBaHue 37IEKTPOHHBIX U HHTEPHET-PECYPCOB Ccbuika


https://book.ru/book/948870
https://book.ru/book/950148
http://new.ibooks.ru/bookshelf/361250
https://book.ru/boolc/946979
https://book.ru/book/941751.-TeKCT
https://ibooks.ru/
https://e.lanbook.com/

5.2.2. Ilpodeccuonansupie 0azbl gaHHbiX / HHDOpManmoHHO-CIpaBOYHbBIE

CHUCTCMBI

HaunmenoBanue npodeccuoHabHBIX 0a3

Ne

g | AGHHBIX, MH()OPMAITIOHHO-CITPAaBOYHBIX Anpec Pexxum nocryna
f CHCTEM

1 |Poccuiickas HanroHanbHast 6nbmuoteka | http:/nlr.ru/ http://nlr.ru/

) Oobmepoccuiickuit MaTeMaTHIeCKHH || p://www.mathnet.ru/ http://www.math

opTat net.ru/
3 |KubepJlennnaka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/
4 Eﬁ;g;maﬂwaﬂ SMeKTpOHHAs GHOONOTEKA https://rusneb.ru/ https://rusneb.ru/
5 |Texuuueckas OubIMOTEKA http://techlibrary.ru ?ﬁtp://techhbrary.

6 |UCC «Koneke» / «Texakcnepr»

http://app.kgeu.local/Home/Ap |http://app.kgeu.lo

ps cal/Home/Apps
http://www.consu
7 |«KoHcynbTaHT IuIocy http://www.consultant.ru/
Itant.ru/
8 |«l'apanm) http://www.garant.ru/ ?IE’/:/ /www.garan

5.2.3. Jluuensnonnoe u  cBOOOJHO  pacmpoCTpaHseMOe  IMPOTrPaMMHOE

oOecrieyeHne QUCIUATUINHBI

PexBu3uTHI
Ne | HaummeHoBaHue mporpaMMHOTO Crioco6 pacnpocTpaHeHHst
TIOJITBEPIKAAFOIHX
/1 obecrieueHUs (JTUIIEH3MOHHOE/CBOOOTHO)
JTOKYMEHTOB
3A0
Windows 7 IlpodeccuonansHas |[lonb3oBarenbckas onepannoHHas "CodrJlaiinTpeiin"

1 (Pro) cHCTeMA Ne2011.25486 oT
28.11.2011 Hewncka.
npaBo. beccpouno
3A0

. "CodrJlaitaTpeiin"
) Windows 7 Ilpodeccuonanshas |[lonb3oBarenbckas onepannoHHas Ne2011.25486 o
Start 0 . T
(Starter) crereMa 28112011  Henckr.
npaBo. beccpouno

6. MaTepuaibHO-TeXHUYECKOE o0ecneyeHre TUCIUTIINHbI

HaumenoBanwue Bua | Hanmenosanue yueOHol ayu-
yueOGHOM paboThl | TOPHUH, CIELUATN3UPOBAHHOM

[epevens HEOOXOIUMOTO 00OPYIOBAHHS U TEXHU-
YECKHX CPEIICTB 00yUeHUS

nabopaTopuu
Jlexumn VYuebnas ayauropus 1uis mpo- | Crenuanu3upoBaHHas y4ueOHas MeOenb, TeXHHYe-
BEJICHUA 3aHATHI JIEKIIMOHHOTO | CKME  CpeACTBA  OOY4YCHHs, Ciyxamque s
THIIA

IIPEACTABICHUS yueOHOM uHpopManuy
OonpiIoil  ayauTopuu  (MyJIbTHMEIUHHBIN
IIPOEKTOp, KOMIBIOTEP (HOYTOYK), OHKpaH),
JIEMOHCTpalMOHHOE 000pyl0BaHKE, Y4eOHO-
HarJsiiHble mocoous



http://nlr.ru/
http://nlr.ru/
http://www.mathnet.ru/
http://techlibrary.ru/
http://techlibrary/
http://app.kgeu.local/Home/Ap
http://app.kgeu.lo/
http://www.consultant.ru/
http://www.garant.ru/

Haumenoanue Bua | HanmeHnoBanue yueOHO ayau-

N . | IlepedyeHb HEOOXOIUMOTO OOOPYIOBAHUS U TEXHHU-
y4e0HOH pabOTHI TOPUH, CTIEHUATU3UPOBAHHOMN

YECKUX CPEJCTB OOYICHHUS

nabopaTopun

JlaGopatopHsble pa- |KommbioTepHslii kiace ¢ Beixo- | Crnenuanu3upoBaHHass — ydyeOHass — meOels,
OOTBI nom B Mureprer JI-418, /1-420, | texanueckue cpencTsa 00y4eHus
A-424, 1-427 (MyJIBTUMEIUHHBIA TPOEKTOpP, MOHOOIOKHU 25
me. ), JIMIICH3UOHHOE MIPOrpaMMHOE

obecrieycHue
KommbroTepHbiii kiace ¢ Bbixo- | Crenuanu3upoBaHHas yueOHas mebens Ha 30
nom B Unteprer B-600a nocagounblx  Mect, 30  KOMIILIOTEPOB,
TEXHUYECKHE CpeICcTBa OOydeHHs (MYyJIbTUMeE-
JTUWHBIA  TPOEKTOpP, KOMIBIOTEp (HOYTOYK),

9KpaH), BUICOKAMEPHI, IPOTPAMMHOE

obecrieucHHe
CamocrositenbHast |KomibroTepHbIi Kiace ¢ BbIxo- | Crenuanu3upoBaHHas yueOHas mebenb Ha 30
pabora nom B MHTepHer B-600a HOCaJoO4YHBIX  MecT, 30  KOMIIBIOTEDOB,

TEXHUYECKHUE CpeICTBa OOy4deHHs (MyJIbTHMeE-
JUWHBIA  TPOEKTOpP, KOMIBIOTEP (HOYTOYK),
9KpaH), BUJICOKAMEPHI, IPOTPaMMHOE
obecrieycHHe
Criennanu3upoBaHHasi Me0elb, KOMIIBIOTEPHAS
TEXHHKA C BO3MOKHOCTbIO BbIxoja B IHTepHeT
u obecrieuenuem nocryna B dUOC, skpan,
MYJbTUMEAUNHBIN TPOEKTOP, TPOrPaMMHOE
obecrieueHue

YuranbHBIN 3aJ1
OnOIMOTEKHN

7. Oco0eHHOCTH OPraHU3AIUU 00Pa30BATEILHOM AeATEJIbHOCTH AJIS JIMI C
OrpaHUYE€HHBIMHU BO3MOKHOCTSIMH 310POBbSI 1 HHBAJIMI0B

Jluuia ¢ orpaHMYEeHHBIMU BO3MOKHOCTAMU 3/10poBhs (OB3) 1 uHBanuAbl UMEIOT
BO3MOXKHOCTh OCCIPENATCTBEHHO MEePEMEIIAThCs U3 OJHOT0 y4eOHO-I1a00paTOPHOTO
KopIyca B JpPYro#, MOJHATHCS Ha BCE ATaXH Yy4eOHO-Ta00paTOPHBIX KOPITYCOB,
3aHUMATbCS B YYEOHBIX M HMHBIX TOMEHIEHUSIX C YYeTOM OCOOEHHOCTEeMH
NCUXO(PU3NYECKOTO PA3BUTHS U COCTOSTHUS 310POBbSI.

st oOyuennst ymn ¢ OB3 v wHBanMWmOB, UMEIOMIMX HAPYIICHHS OMOPHO-
JIBUTATEIBHOTO arapaTra, 00eCIedeHbl YCIOBHUS OECHpEensTCTBEHHOTO JOCTyIa BO
Bce yueOHble momemeHus. Mudopmarus o cienuanabHbIX YCIOBUSIX, CO3aHHBIX IS
oOyvatonuxcst ¢ OB3 wu wuHBaIMAOB, pa3MelleHa Ha cailiTe yHUBEpPCUTETa
www//kgeu.ru. MeeTcst BO3MOKHOCTh OKa3aHUS TEXHUYECKOM ITOMOIIA aCCUCTEHTOM,
a TaK>Ke yCIYyT CypAONEepPEeBOIUYMKOB U TUDIOCYPI0NIEPEBOTUUKOB.

Jns agantanuu K Bocnpusatuio Jnnamu ¢ OB3 1 nHBannaamMu ¢ HapyleHHbIM
CIIyXOM CIIPaBOYHOTO, Y4eOHOro MaTepuajia MO JAUCIHUIUIMHE O0eCIeuynBarOTCs
CJIEYIOIIUE YCIOBHUS:

- IJIs1 Ty4IlIe OpUEHTAIMU B ay IUTOPUHU, IPUMEHSIOTCS] CUTHAJIbI OMOBEIICHUS
0 HayaJie U KOHIIE 3aHATHUs (CI0BO «3BOHOK) IMHUILETCS HA T0CKE);

- BHUMaHUE CJIa0OoCIbIIAIero o0yYaromerocsi MPUBJICKAETCS TeJaroroMm
KECTOM (Ha TJICYO KJIAIETCs PyKa, OCYILIECTBIISIETCS HEPE3KOE MOXJIONBIBAHUE);

- pa3roBapuBas C 00ydYarIIUMCS, MeAarornyeckuii pabOTHUK CMOTPUT Ha
HEro, TOBOPUT SICHO, KOPOTKUMU TPEIIOKEHUIMU, 00eCIieynBas BOZMOXHOCTb



http://www.kgeu.ru/

YTEHUS 110 TyOam.

KoMmrieHcanusi 3aTpyiHEHM pPEUYEBOr0 M HWHTEIUIEKTYaJbHOTO Pa3BUTHS
ciadocnblammux 00y4aroumxcsi IPOBOAUTCS MMyTEM:

- HCIIOJIb30BAHUS CXEM, IMarpaMM, pUCYHKOB, KOMIIBIOTEPHBIX IIPE3EHTALUN C
TUIIEPCChIIIKAMU, KOMMEHTUPYIOIIKUMU OT/IEIbHbIE KOMIIOHEHThI H300paXeHMs;

- PETYJISIPHOTO TNPUMEHEHMsI YOpPaXHEHUM Ha rpapuueckoe BbIJIEICHUE
CYLIECTBEHHBIX MPU3HAKOB MIPEIMETOB U SBJICHUMH;

- obecnieyeHus BO3MOYKHOCTH Uil OOyYaromIerocss IOJIY4YUTh aJPECHYIO
KOHCYJIBTAIIUIO 10 AJIEKTPOHHOM MOYTE 10 Mepe HEOOXOIUMOCTH.

Jlnst anantauuu K BocnpusaTuio Juuamu ¢ OB3 u nHBaJiuiaMu ¢ HapyIIEHUSIMU
3peHus CIPaBOYHOTO, y4eOHOTO, IPOCBETUTEIHLCKOTO MaTepuaa,
MPETYCMOTPEHHOIO0 00pa30BaTENIbHONW MPOrpaMMOIl MO BHIOPAHHOMY HaIPaBJIEHUIO
MOATOTOBKH, 00ECIIEYUBAIOTCS CIICTYIOIIUE YCIOBUS:

- BeJIeTcs ajanTtanus opuiuaibHoro caiita B cetu HTepHET ¢ y4eToM 0coObIX
noTpeOHOCTEW MHBAIUIOB 10 3pEHHIO0, 00ECIIeYnBaETCA HAIMYKE KPYIHOMPU(TOBOMN
CIpaBOYHOM MH(GOPMAIIMK O PACITUCAHUU YUEOHBIX 3aHSTHIA;

- MelarorTuYeckuii  paboTHUK, ero cobecemHUK (Mpu HEOOXOIUMOCTH),
OPUCYTCTBYIOLIME HA 3aHATUH, IPEICTABISIIOTCS O0yUYarOIUMCS, TIPU 3TOM KaKJIblil
pa3 Ha3bIBaeTCs TOT, K KOMY Ie/1aroru4ecKuii paboTHUK oOpalaercs;

- IEWCTBHUS, KECTbI, MEPEMEIIECHUs] MeIarornieckoro pabOTHHKA KOPOTKO H
SICHO KOMMEHTHPYIOTCS;

- meyatHas wuHGoOpMaIUs MNpeaocTaBisieTcss KpynHbIM mpuprom (ot 18
MIYHKTOB), TOTAJIBHO O3BYUYHBAETCS;

- obecrnieunBaeTCsi HEOOXOAUMBINA YPOBEHB OCBEIIEHHOCTH TOMEILIEHU;

- IPEOCTABIISIETCS BO3MOXKHOCTh HMCIOJIb30BaTh KOMIIBIOTEPHl BO BpEMs
3aHSITUN U MPABO 3aNUCU 00BSICHEHHUH Ha AUKTO(DOH (110 KEITAHUIO0 00yJarOITUXCs).

dopMa TPOBEACHUSA TEKYLIEM © NPOMEKYTOUYHOM  aTTeCTalud IS
oOyuvaroruxcst ¢ OB3 1 MHBaIUAOB ONpeneNsieTcs NeAaroruueckuM pabOTHUKOM B
COOTBETCTBHM C y4eOHBbIM TuTaHoM. [Ipu HeoOxomumoctu obyuaromemycs ¢ OB3,
MHBAJIMJY C YY€TOM HUX UHJMBHUIYAIbHBIX MCUXO(PU3MUECKHX OCOOCHHOCTEW NaeTcs
BO3MOXKHOCTh MPONTH MPOMEKYTOUHYIO aTTECTAl[MI0 YCTHO, MMCbMEHHO Ha Oymare,
NUCBMEHHO Ha KOMIIBIOTEpE, B JOpME TECTUPOBAHMS M T.II., IUOO MPEIOCTABIACTCS
JOTIOJIHUTENBHOE BpeMsI JIIs OJTOTOBKU OTBETA.

8. Merognueckne peKOMEHJAAUMH Uil MpenoaaBareseil M0 OpraHu3auuu
BOCIIUTATEJbHON PadOTHI ¢ 00Yy4AOIMMHUCS.

MeTtoanueckoe obecrieueHre mporecca BOCIUTaHNUA 00yUJalonIXcs BBICTyaeT
OJIHUM W3 ONpeAeAomuX (hakTOpoB BBICOKOro kadecTBa oOpa3zoBanus. [Ipenonasa-
Teb BY3a, IEMOHCTPUPYS BBICOKHM MPOQECCHOHANNU3M, 3PYIUIHUIO, YETKYIO T'paXK-
JAHCKYIO TMO3UIINI0, CAMOJIUCIUILUINHY, TBOPUECKUN MOIX0/ B pelieHnH mnpodeccuo-
HaJIbHBIX 3aJ1a4, B X0JIe 00pa30BaTebHOIO Mpoliecca Crnoco0CTBYeT (POPMUPOBAHUIO
FapMOHUYHOU JINYHOCTHU.

[Ipyn peanuzanuu AMCUMIUIMHBI TPENOJABATENb MOXET HCIOJb30BaTh Clie-
IYIOIME METO/bl BOCIIUTATEIbHONU PaOOTHI:



- MeTolibl (DOPMUPOBAHMS CO3HAHUS JIMYHOCTU (Oecena, AUCIYT, BHYIIEHUE,
WHCTPYKTaX, KOHTPOJIb, OOBSICHEHUE, PUMEP, CAMOKOHTPOJIb, pacckas, COBET, yoe-
KJCHHUE U 1p.);

- METOJbl OpPTaHU3AIMH JEATETLHOCTH U (POPMUPOBAHUS OIBITA TOBEICHHUS
(3amanue, 0oOIIECTBEHHOE MHEHHE, IMeJarorudeckoe TpeOboBaHME, MOpPyYECHUE, MPHU-
y4E€HUE, CO3/IaHNe BOCIUTHIBAIOIINX CUTYAIINI, TPEHUHT, YIIpaXKHEHUE, U Jp.);

- METOJbl MOTHUBAIlMU JAESATEIBHOCTU U MOBEACHUS (0J00pEeHHE, MOOIIPEHUE
COI[MAIbHOM aKTUBHOCTH, MOPHUIIAHUE, CO3JaHUE CUTyalluid ycrexa, Co3JaHue CUTya-
IUN JIJ151 SMOIMOHATILHO-HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE U JP.)

[Ipu peanuzanuu AUCHUILUIMHBI MPENOJABATENb JOJDKEH YUYUTHIBATH CIIETYIO-
[[Me HAIMPaBJICHUS BOCIIUTATEIBHOU JIESITEIHbHOCTH:

I'pasxcoanckoe u nampuomuueckoe ocnumanue:

- hbopMupoBaHrEe y OOyHarOUIUXCS IEIOCTHOTO MHUPOBO33PEHUS, POCCUUCKON
UJCHTUYHOCTHU, YBaXKEHUS K CBOEH CEMbe, OOILIECTBY, TOCYJAPCTBY, IPUHSATHIM B CEMbE U
00IIIeCTBE TyXOBHO-HPABCTBEHHBIM U COLMOKYJILTYPHBIM IIEHHOCTSIM, K HAIIUOHAJTLHOMY,
KyJIbTYPHOMY U UCTOPUYECKOMY HaCIlIeJINI0, JOPMUPOBAHUE CTPEMIICHUS K €T0 COXpaHe-
HUIO U Pa3BUTHIO;

- hopMHUpOBaHKE y 00YUAIONTUXCSI AKTUBHOW TPayKIAHCKOU MO3UITUH, OCHOBAaHHOM
Ha TPAJUIIMOHHBIX KYJIBTYPHBIX, TyXOBHBIX U HPAaBCTBEHHBIX IIEHHOCTSIX POCCUUCKOTO
oO11ecTBa, JIsl MOBBIIIEHUS CIIOCOOHOCTH OTBETCTBEHHO PEATM30BBIBATH CBOU KOHCTH-
TYIIMOHHBIE TIPaBa U 00S3aHHOCTH;

- pa3BUTHE MPABOBOW M MOJUTHIECCKON KYJIbTYpPhl O0yYaIOIINXCS, PACIIUPEHUE
KOHCTPYKTHUBHOI'O Y4YacTHsl B IPUHSATUU PEIICHHM, 3aTparuBarolliX UX MpaBa U UH-
TEpPEeChl, B TOM YHCJIC B Pa3IWYHBIX (opMax CaMOOpPTaHU3AIMH, CAMOYIIPaBICHUS,
00IIIECTBEHHO-3HAYNMOMU JCATEIIFHOCTH,

- hopMUpOBaHNE MOTHUBOB, HPABCTBEHHBIX U CMBICIIOBBIX YCTAHOBOK JIMYHOCTH,
MO3BOJISIOIIUX TPOTUBOCTOSITH AKCTPEMU3MY, KCEHO(HOOUH, TUCKPUMUHALIMY 10 COIU-
QIBbHBIM, PEITUTHO3HBIM, PACOBBIM, HAIIMOHAJIBHBIM MIPU3HAKAM, MEXKITHUYECKON U MEX-
KOH(ECCUOHATLHOW HETEPIUMOCTH, JPYTUM HETATUBHBIM COLIUATBHBIM SIBJICHUSIM.

JlyxoeHno-upascmeennoe gocnumanue:

- BOCIIUTAHHUE YyBCTBA JIOCTOMHCTBA, YECTHU U YECTHOCTH, COBECTIMBOCTH, YBa-
YKEHUSI K POJIUTEIISIM, YUUTEIISIM, JIFO/ISIM CTapIIero MOKOJIEHUS;

- opMUpOBaHUE TMPUHIMUIIOB KOJUICKTUBU3MA M COJUIAPHOCTH, JAyXa MUJIIO-
cepAusl U COCTpaJaHusi, MPUBBIYKU 3a00TUTHCA O JIIOMSIX, HAXOASIIMXCS B TPYIHOM
KU3HEHHOU CUTYalluu;

- bopMUpOBaHUE COJIMIAPHOCTA U YYBCTBA COIMATIBLHOM OTBETCTBEHHOCTH IO
OTHOIIICHUIO K JIFOJSIM C OFPaHUYEHHBIMU BO3MOKHOCTSMH 37I0pOBbs, MPEOIOJICHHUE
MICUXOJIOTUYECKUX OaphepoB MO OTHOIICHUIO K JIOJSAM C OTPAaHUYECHHBIMH BO3MOXK-
HOCTSIMU;

- popMUpOBaHUE SMOIMOHAIBHO HACBIIIEHHOTO U JYXOBHO BO3BBIIIEHHOTO OT-
HOIIICHUSI K MHUPY, CIIOCOOHOCTH U YMEHHUsI TIepelaBaTh APYTUM CBOW 3CTETUUYECKHMA
OTIBIT.

Kynvmypno-npoceemumenvckoe éocnumanue:

- hopMUpOBAHUE ICTETUYECKON KaPTUHBI MUPA;



- popmupoBaHUE YBaXKEHUS K KyJIbTYPHBIM [IEHHOCTSIM POJHOTO TOPOJa, Kpas,
CTpaHblI;

- IOBBILLIEHUE TTO3HABATEIbHON aKTUBHOCTH O0YYarOIIHUXCSL.

Hayuno-obpazosamenvroe socnumanue:

- hopmupoBanue y 00yUaronxcs HAyYHOI0 MUPOBO33pEHHS;

- hopmMupoBaHNEe yMEHHS TIOTy4YaTh 3HAHUS;

- popMupoBaHUE HABHIKOB aHajM3a U CHHTE3a WHGOpPMAIMU, B TOM YHUCIE B
npodeccuoHaIbHON 001acTH.



BHocuMble u3MeHeHNs M YyTBEPKAeHNsI HA HOBbIH yUeOHbIi roj
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Ipunosicenue k paboueti
npozpamme OUCYUNIUHbL

MUHHUCTEPCTBO HAYKH U BBICILEI'O OBPA3OBAHUS POCCUNCKON OEJEPALINA
mizgj] denepaibHOE rOCyIapCTBEHHOE 010/I7KeTHOE 00pa3oBaTeIbHOE
yupeskaeHHe BbICIIEro 00pa3oBaHusA
«KA3AHCKHNU I'OCYJAPCTBEHHBIA DPHEPTETUYECKU YHUBEPCUTET»
(PTBOY BO «KI'2Y»)

K2y

OLHEHOYHBIE MATEPHUAJIBI
1O JUCHHUIINHE

b1.0.11.03. OcHOBBI HHPOPMAITUOHHOM OE30MTACHOCTH

(Haumenosarue oucyuniunvl 6 COOMeemcmauu ¢ y4ueOHbiM niaHom)

r. Kazansp, 2025



OueHouHble Marepuanbl MO AUCHMUIUIMHE, NMPEIHA3HAYEHHBI Ui OLICHUBAHUS
pe3ynbTaTOB 00yUEHHUS Ha COOTBETCTBUE MHAMKATOPAM JTOCTHXKCHHS KOMIIETEHIUH.

OueHnBaHuE pe3yJbTATOB OOYYEHHUS IO JUCIHUIUIMHE OCYIIECTBISETCS B
pamkax Tekyiiero kKoHtpois (TK) u mpomexyTouHOU aTTecTanuu, MPOBOJUMBIX IO
6abHO-perTuHroBoit cucreme (bPC).

1.TexnoJsioruyeckasi kKapra
Cemectp 4

Haumenosanue pazznena
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KOHTPOJISt
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KOHTPOJIh
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III Texymumii
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Pa3nen 1. OCHOBHEBIE TOHATHS U aHATIU3
yIpo3 HHPOPMAIIMOHHOI 6€3011aCHOCTH

TK1
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YpoBeHb c(hoOpMUPOBAHHOCTH
WHANKATOPA KOMITIETEHIIUU
N . Hwxe .
Kog 3aranu- Bricokuit Cpennnii CpemHero Huzkwmit
Ko MHTUKATO OBaHHBIC
A MEAHRATOP P 018510 100 [ 01701084 [ 01551069 | 01010 54
KOMITe- a pe3yIbTaThI
[IIxasa orieHUBaHUS
TCHIUH  [KOMITCTCHI] 00yUeHUsI 110 VIO
H B-
uu JCHUTIINHE yJIOBJICT- yA
OTJIUYHO XOPOIIO JIETBOPHTEb
BOPHUTEIILHO
HO
3a4TEHO HE 3aUTCHO
OILICHUBATh OMACHOCTb,
CBSI3aHHYIO C yTpO3aMH He  MOKeT
HECaHKIIMOHUPOBAHHOT yMmeer ¢ | mmyckaer 63
0 JOCTYyTIa K| ymeer B
HEKPUTUYH | OTHCNBHBIE | MOCTOPOHH
uH(pOpMaIHH, COBEPILEHC .
. BIMH rpyOsbie el moMoTIIHu
HaMepEeHHOI TBE
OIMOKaMH | OIIUOKH UCIOJIb30Ba
MOTU(UKAITIH JTAHHBIX
U YTpaThl CIIy>KeOHOM e
uHpOopMaIn
BJIAJICTh:
BJIQJICET
BPEMEHHBIMU OTZIENTbHBIM
coBpEME BJIQJICET . HE BJaJieeT
obmumu  criocobamu | BIaJeeT B u
OTACTbHBIM 0e3
obecrieueHHs COBEPIIICHC HaBBIKAMU
. u MIOCTOPOHHE
UH()OPMAIIMOHHOM TBE c .
6e30IACHOCTI HaBBIKAMH — 1 TOMOTIH
u

OreHKa «OTJIMYHO» BBICTABIISIETCS 3a BIIAJICHUE B MOJIHON Mepe MOHATUIHHBIM
anmaparoM AUCHUIUTHHBI «OCHOBBI HH(OPMAITMOHHONW 0€30MacCHOCTHY, CIIOCOOHOCTD
WUTFOCTPUPOBATh OTBET NpuMepamu, (pakTtaMu, JaHHBIMH HAYYHBIX HCCIEIOBAHUM,
MPUMEHSATh TEOPETUUYECKHUE 3HAHUS IS PENICHUS TUIOBBIX 3a7ad M MPAKTHICCKUX
3aaHuil 0osiee BEICOKOTO YPOBHS CIIO)KHOCTH.

Or1eHKa «XOPOII0» BBICTABIISCTCS 32 BJIAJICHUE TTOHATUIHHBIM aIlmapaToM JIHC-
uruInHbL «OCcHOBBI MH(OpMaImoHHasi 0€30MacHOCTHY, CIIOCOOEH WUILUTIOCTPUPOBATH
OTBET MpuUMepamu, (hakTamMu, MPUMEHSATh TCOPETUUECKUE 3HAHUS TPU PEIICHUU TH-
MOBBIX 3aJ1a4, JOMYCKAeT HE3HAYNTEIHHBIC OMMOKH TIPHU PEIICHUH MPAKTUYECKUX 3a-
naHui 60Jee BRICOKOTO YPOBHS CIIOKHOCTH.

OreHKa «y/10BJIETBOPUTEIBLHO» BBICTABIISCTCSA 32 YACTUYHOE BIAJCHHUE TEO-
PETHYECKUMH OCHOBaMH AUCHHUILTUHBI «OCHOBBI MH(POPMAIIMOHHAs 0€30MacHOCTIY,
(dbparMeHTapHy10 CIIOCOOHOCTH WILTFOCTPUPOBATH OTBET MPUMEPAMH, (PaKTaMH, B PsIlie
CIIy4aeB 3aTPyAHSICTCS NMPUMEHSITh TCOPETUUYECKUE 3HAHUS MPHU PEIICHUU TUITOBBIX
3a/1a4, He BCET/Ia CIOCOOEH PENINTh MPAKTHUECKHUE 3a1aHus 00Jiee BBICOKOTO YPOBHS
CIIO’KHOCTH.

OreHKa «HEY/I0BJIETBOPUTEIbHO)» BBICTABIISETCS 32 HE COOTBETCTBHUE JIFOOBIM
TPEM U3 MEPEUYMCICHHBIX MoKa3zareneid. OOyJaronuiicss 1eMOHCTPUPYET OTPHIBOY-




HbIe, (pparMeHTapHbIe 3HAHUS, AOMYCKACT IPyOble OMMOKN MPU PEIICHUH THUIIOBBIX
pacueTHBIX 3aja4 JIM00 HE UMEET NMPEACTABICHUS O CIIOCO0E UX PELICHMUS.

3. IlepevyeHb OLIEHOYHBIX CPEACTB

Kparkas xapakTepucTrka OHEHOYHBIX CPEACTB, MCIOJIB3YEMBIX IIPU TEKYIIEM
KOHTPOJIE YCIEBA€MOCTH U IPOMEKYTOYHOM AaTTECTallUd OOydYarollerocs Io
TUCUUIUINHE:

HaumenoBanue Onucanue
OIIGHOYHOTO Kpatkast xapakrepucTika OleHOYHOTO CPEICTBA OLICHOYHOTO
cpezncTBa cpencTaa
KoncnektupoBanue| KpaTtkoe TekcToBO€ Npe/icTaBIeHHE NiepepadoTaHHON [lepeuens paznenon
y4eOHOTo uHpopMaIUu
MaTepuaia
[Tepeuens 3ananuii u
0 Breimonnenne nabopatopHoit  pabotel, 00paboTka BOIIPOCOB IS
TACT IO . pe3yJIbTaTOB HMCHBITAHWUWA, U3MEPEHUM, SKCIEPUMEHTA. 3aIUTHI
71abopaToOpHOI . .
Sote (OJIP) OdopmiieHre oTyeTa, 3aIuTa pe3yIbTaToB J1ab0paTopHOI nabopaTopHOi
ba paboTHI IO OTYETY paboThL, IepeYeHb
TpeOOBaHMH K OTUETY
CpencTBo KOHTPOIISI, OPTaHH30BAaHHOE KaK CIIEIHATbHAs
CoBeceoBate Oecena NperojaBaTess ¢ o6yqaronvaC${ Ha TEMBbI, CBsI- Bomnpocsi o
Co0) 3AHHBIC C M3Y4aeMOH JWMCUUTUIHHOM, 1 PACCUNTAHHOE Ha paznenam
( BBISICHEHHE 00beMa 3HaHUI 00ydaromerocs mo onpee- JACTIUTITAHBI
JICHHOMY pa3Jieny, TeMe, IPooIeMe  T.11.
CucteMa cTaHIapTU3UPOBAHHBIX 33/IaHUIA, TIO3BOJISIOIIAs K
OMIUIEKT TECTOBBIX
Tecr (Tecr) aBTOMATU3UPOBATh TMPOIEAYPY U3MEPEHHUS  YpPOBHS S

3HAHW ¥ YMEHUI 00yJaroierocs

4. IlepevyeHb KOHTPOJBHBIX 32JaHMH WJIH HHbIC MATepHAJbl, HEOOXOAHU-
Mbl€ ISl OLEHKH 3HAHUH, YMEHUH M HABBIKOB, XapaKTEePU3YIOIIMX 3Tanbl Gop-
MHUPOBAaHUA KOMIIETEHUMH B Mpolecce 0CBOCHUS TUCUUIITIHMHBI

Ipumepnwiii nepeuensb onpocos 0Jisi cobecedo8anus

1. Chopmymupyiite noHsitue nHGopMarrionHon 6e3onacuoctu UC.

2. OOBsICHUTE MOHATHUSA LIEJIOCTHOCTH, KOH(PUIEHIIUATLHOCTH U JOCTYITHOCTHU UH-
dbopmanuu.

3. VKkaxuTe OTau4us CAaHKIMOHUPOBAHHOTO JOCTYyNa K MHGOPMaIIMK OT HECAHK-
LIMOHUPOBAHHOTO.

4. TlepeuncnuTe OCHOBHBIC MPU3HAKHU KJIACCHU(PUKAIIMHA BO3MOKHBIX yTPo3 0€30-
nacHoctu C

5. JlaiiTe KpaTKyr0 XapaKTEPUCTUKY YIPO3bl 0€30ITaCHOCTH, 0003HAYAEMOM TEPMH-
HOM «TPOSTHCKHU KOHBY.

6. JlaiiTe KpaTKyr0 XapaKTepUCTUKY YIpo3 0€301acCHOCTH, 0003HAYaEMbIX TEPMU-
HaMU «BUPYC» U «UEPBbY.

7. HazoBuTe 1 0xapakTepu3yiTe Hanboee paclpoCTPaHEHHBIE BUIIbI CETEBbIX.

8. Onuumre aTaky «4ejoBeK-B-cepeauHe». Kakue cpenctpa no3BoisitoT 3P dhek-
TUBHO OOPOTHCS C aTaKaMU TaKOTO TUIa?




9. OnuimTe aTaKy TUIA «OTKa3 B 00CITYKUBAHUM» U PACPEAEICHHYIO aTaKy «OT-
Ka3 B 00CITyKUBaHUNY.

10. Onummre ocobeHHOCTH PUIIMHTA U (PapMHUHTa. Y KaKUTE MEPHI TPOTUBOACH-
CTBUS 3TUM aTaKaM.

11. KakoBbI HCTOUHUKH HapyIIEHUN 0€30MaCHOCTH MPOBOIHBIX KOPIIOPATUBHBIX
ceren?

12. Ha3oBuTE OCHOBHBIE YSI3BUMOCTH U YTPO3bI OECIIPOBOAHBIX CETEH.

13. OOBsicCHUTE OHATHE «TIOJIUTHKA OE30MaCHOCTH OPraHU3aIN.

14. Kakue paznenbl JoJHKHA COAepkKaTh JOKYMEHTAIbHO 0(hOpMIIEHHAs IOJIUTHKA
6e3onmacHocTu?

15. Kakue npoGiemMbl peliaeT BepXHHUA ypOBEHb IMOJTUTUKU O€30MaCHOCTH?

16. Kakue 3a1auu pemaer cpelHii ypoBeHb MOJMTHKH 0€30MacCHOCTH?

17. KakoBbl 0COOEHHOCTH HU>KHETO YPOBHSI OJIMTUKY O€30MaCHOCTH?

18. ChopmynupyiiTe 0053aHHOCTH PYKOBOIMTENEH MOIpa3ieieHui, a IMUHUCTpA-
TOPOB U MOJIb30BATENIEH PH peasin3allii NOJIUTUKH 0€30MaCHOCTH.

19. Onummre CTpyKTYpy MOJUTUKY O€30ITaCHOCTH OpPraHU3aLHH.

20. YUrto mpeacTapisitoT COOOM CrieuaTM3UpOBAHHbIEC TIOTUTUKU 0€30MacCHOCTH?

21. TlpuBeauTe HECKOIBKO MPUMEPOB CHEUATN3UPOBAHHBIX MOJUTHK 0€3011acHO-
CTH C OTIMCAHUEM UX OCOOEHHOCTEH.

22. Yo mpeacTaBiIstoT COO0H MPOIIeypPhl 0€30IaCHOCTH?

23. IlpuBeauTe HECKOIBLKO IPUMEPOB MPOIIETYp O€30TaCHOCTH C ONTMCAHUEM UX
0coOeHHOCTEH.

24. Tlepeunciante OCHOBHBIE 3Talbl pa3paOOTKU MOJIUTUKHA OE30MACHOCTH OpraHu-
3alIHH.

25. ChopmynupyiiTe rI1aBHYIO 33/1a4y CTaHIApTOB MH(DOPMAIIMOHHOM Oe301macHo-
CTH C MO3UIIMIA TPOU3BOAUTENECH U IOTPEOUTENEH MPOTyKTOB HHGOPMAIIMOHHBIX TEXHO-
JIOTH, a TaK)Ke CIIEUATIMCTOB M0 CePTUDUKAIINY ITUX IPOAYKTOB.

26. HazoBuTe OCHOBHBIE MEXAYHAPOAHBIEC CTAHAAPTH HHPOPMALIUOHHOH 0e30-
IIaCHOCTH.

27. ]JlaliTe KpaTKyr XapakTEepUCTHKYy MexayHapoaHoro crtanmapra ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl 0OCHOBHBIE OCOOCHHOCTH repMaHckoro cranaapra BSI «PykoBoacTro
HO 3a1UTe HHOOPMAIIMOHHBIX TEXHOJIOTUH [t 0a30BOT0 YPOBHS 3aIIUIIIEHHOCTI ?

29. OnuimTe CoAepKaHre U YKaKUTE 3HAaUCHHUE MEXAyHapoaHoro cranaapra [SO
15408 «O06mume kpurepun 6€30MacHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHID.

30. Ilepeuncnute cTaHaAPTHI 151 OECIIPOBOHBIX CETEH U IANTE NX KPATKYIO Xa-
PaKTEPUCTHUKY.

31. HazoBute ctanaapThl HHPOPMAIIMOHHON Oe30macHoCTH Jisi IHTepHeTa.

32. Yro Takoe kpunrorpadpus?

33. JlaiiTe onpenenieHus CIEAYIOIUX MOHSATHIA: KpUIITOTpaMMa, KPUIITOAJITOPUTM,
KpUNITOCHUCTEMA

34. B 4eM COCTOUT KOPEHHOE pa3IMuUe CUMMETPUYHBIX 1 ACHMMETPUYHBIX KPHII-
TOCHCTEM?

35. OnummuTe 1B€ OCHOBHBIE MTPOLIETYPbI, OCYLIECTBISIEMBIE CHCTEMOW 3JIEKTPOH-
HOM IM(POBOM MOAMUCH JUTSl HOATBEPKACHUS MOUIMHHOCTH LIU(PPOBOTO JOKYMEHTA.



36. Kakum 06pazomM KOMOMHUPOBAHHBIN METOJ IU(PPOBAHUS TTO3BOJISICT COUETATh
JOCTOMHCTBA aCCUMETPUYHBIX U CAMMETPHUUYHBIX KpUnitocucteMm? ONUIIUTE TPOTOKOII
peanu3anuyu KOMOMHUPOBAHHOTO METO/Ia IMU(PPOBAHMUS.

37. Yto Takoe BpenoHOCHas rporpamma? OxapakTepu3yiTe OCHOBHBIE TUIIBI BpE-
JOHOCHBIX MTPOTPAMM.

38. YKaxure CylneCTBEHHbIE OTIIMYUS KOMITBIOTEPHBIX BUPYCOB OT CETEBBIX Uep-
Beil. OnuIeTe OCHOBHBIE 0COOCHHOCTH TPOSHCKHUX MTPOTPAMM.

39. OnummmTe Ba OCHOBHBIX T0IX0/1a K OOHAPYKEHHUIO BPEIOHOCHBIX IIPOTPaMM.

40. Kax BBITIOJHSAETCS CUTHATYPHBIN aHanu3? KakoBbI €ro 1OCTOMHCTBA U HEIOC-
TaTKu?

41. Yto npencTaBisitoT cO00M MpOaKTUBHBIE METO/IbI OOHapYykeHus? Jlaiite xa-
PaKTEPUCTUKH IBYX HanboJjee MOMyJISIPHBIX TTOIXOI0B.

42. OnumuTe NPUHLIKUN JEHCTBUS, TOCTOMHCTBA U HEJIOCTATKU SBPUCTHYECKUX
aHaJIM3aTOPOB.

43. OnuiuuTte TPUHIKUI IEUCTBUSA, TOCTOMHCTBA U HEIOCTATKU MOBEICHUYECKUX
OJIOKUPATOPOB.

44. HazoBuTE 1 OMUIIINTE JOTIOJTHUTELHBIE MOTYJI aHTUBUPYCHBIX CPE/ICTB.

45. KakoBbI JONOJHUTENIBHBIE MEPHI U CPEICTBA 3AIIUTHI OT BPEAOHOCHBIX IIPO-
rpaMM, paCIIMPSIFOLIME BO3MOKHOCTH aHTUBUPYCHBIX ITporpamm?

46. Onuimmre Mepbl U CPEACTBA 3AILUTHI OT Cllama.

47. KakoBbl 0COOEHHOCTH peali3allii MOJACUCTEMbBI 3aIUThl KOPIIOPATUBHOM WH-
dbopmaiu OT BPEJOHOCHBIX MPOTPAMM U BUPYCOB?

48. KakoBbl BO3MOXKHOCTH cepu npoykToB Kaspersky Open Space Security asis
3aIlIUTHI KOPIIOPATUBHBIX CETEN OT COBPEMEHHBIX HHTEPHET-YIP03?

Js Texkymero kourpous TK1:
IIpoBepsiemast KOMIIETEHIUS:

Ko 1 HanMeHoBaHHE KOMIIETEHIIUN Kon n HaumeHoBaHWe MHAUKATOPA

OIIK-4. Criocoben nmoamMars npuHIMne pa- | OIMK-4.2. Brnageer HaBbIKaMU NMPUMEHCHHS ITUPPO-
00Tl COBPEMEHHBIX MHPOPMAIIMOHHBIX T€X- | BBIX TEXHOJIOTWH ISl pelieHus 3anad mpodeccuo-

HOJIOTHIA U UCTIONH30BATh UX JJIS PEILICHUS HAJBHOHN JESITeTLHOCTH C YUY€TOM OCHOBHBIX TPeOO-
3a1a4 MpogecCUOHATTBHOM e TeTbHOCTH BaHUI HHPOPMAIIMOHHOI 0€301MacHOCTH
Tecr
Bonpoc Bapuanmuvr omeema
Ckomnpko BBIJICJIEHO

HAIIMOHAJIBHBIX ~ MHTEPECOB
Poccuiickoit @enepaunu B
nH(popMalnoHHOHU cdepe?.

3
OCHOBHBIX  COCTaBJIAIOIIUX | 4
5
6

3aKIJII0YAaeTCs B YCTAHOBKE IIOJICIYIIMBAIOIIEIO YCTPOWCTBA B
amnmaparypy cpeicTB 00paboTKu HHpOpMauu

AXTHBHBIH nepexBaT =

OCHOBaH Ha  (UKCalUU  DBJIEKTPOMArHUTHBIX  H3ITY4YECHMI,
nH(popMaluyl 3TO TEpexBar, o
KOTOpEI: BO3HHKAIOIIUX NMPU (YHKIHOHUPOBAHUM CPEICTB KOMIBIOTEPHOI

TEXHHUKU U KOMMYHI/IKaIII/Iﬁ
OCYHICCTBIIACTCA MYTEM UCIIOJIb30BaAHUA ONTHYECKON TEXHUKH




Bonpoc

Bapuaﬂmbl omeema

HETPaBOMEPHO UCTIOJIB3YET TEXHOJIOTUYECKHUE OTXO/IbI
UH(POPMALIMOHHOTO ITpolecca
OCYILECTBIISETCS c MIOMOUIBIO HOKJIIOYECHUS K

TEJIEKOMMYHHUKAIIHOHHOMY 000pyI0BaHHIO KOMIIbIOTEPA

Oo0ecrieueHne HAMOHAIBHOMN

HaJeKHAs 3alUTa TUIHOW U UMYIIECTBEHHOW 0€30MacHOCTH

oOecrieueHre Hay4yHO OOOCHOBAaHHOTO W TapaHTUPOBAHHOTO
roCylapCTBOM MHMHHMYyMa MaTE€pPHAIBHBIX M OKOJOTHYECKHX
YCIOBHIA

0e30macHOCTH Ha
npeojoieHne  KOH(QPOHTalMM B OOIIECTBE,  JOCTHKCHHE
roCy1apCTBEHHOM YPOBHE
onpesensercs  ceyomei HAIIMOHAJILHOTO COTJIACHS
LeNbIO obecreyeHne MPU3HAHHBIX MEXIyHAPOJIHBIM MPAaBOM HHTEPECOB
rpaxkaad Poccuu, mpoXKMBarONIMX B 3apyO€KHBIX CTpaHax
o0ecreyeHne CyBEPEHHTETa W TEPPUTOPHAIBLHON [EIOCTHOCTH
Poccun
YVOPAaBISIONUE JOCTYIIOM METKH JOJDKHBI OBITH  CBSI3aHBI  C
00BEKTAMU
HEOOXOJUMO UMETh SIBHYIO U XOPOIIO OINpPEACTICHHYIO CHUCTEMY
obecneueHus 0€30aCHOCTH
B cranmapre «OpamkeBasi | MHIUBHYaJIbHbIE CyOBEKTHI JOKHBI MACHTU(DHINPOBATHCS
KHUTa»  (DyHIaMEHTAIbHOE | BRIYUCIUTENbHAS CUCTEMA B CBOEM COCTAaBE JOKHA HMETh
TpeOOBaHUE, KOTOPO€ | ammapaTHbIe/TIPOrpaMMHBIE MCXaHU3MBI, JOITY CKaroIue
OTHOCHUTCS K IPYMNIIC | HE3aBUCUMYIO OLICHKY Ha MPEIMET TOr0, UTO CUCTEMA
ITogoT4eTHOCTH obecrieunBaeT BBHIMOJTHEHUE U3JI0KCHHBIX TPeOOBaHUIA
TapaHTUPOBAHHO  3AlMUIEHHBIE  MEXAHU3MBI, PEATHU3YIOLIUE
MEPEYUCIICHHBIE  TpeOOBaHMS, JIOJDKHBI ~ OBITh  TTOCTOSTHHO
3aIIUIICHBI OT «B3JIAMBIBAHUSD W/HIIM HECAHKITMOHUPOBAHHOTO
BHECCHHS M3MEHCHUM
MONMYYeHHUs  3allMIaeMoll  MHQOpPMALMK  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HapylIEHHEM  YCTAHOBJCHHBIX  IPABOBBIMU
JOKYMEHTaMU WA COOCTBEHHUKOM, BIIaJeNblieM WH(OpMaLIUu
MpaB WM MPaBIJI JOCTYIIA K 3alUIIIAeMOi HHPOpMaIIUH
BO3/ICHCTBUS C HAPYIIICHUEM YCTAaHOBJICHHBIX MPAaB W/WIIH MPaBUI
Ha W3MEHCHHE WH(POPMANNHK, TPUBOIAMICTO K HCKKEHHIO,
3amuTa  HMH(pOpPMAMU  OT | YHHUYTOKEHHUIO, KOMUPOBAHUIO, OIOKUPOBAHUIO OCTYMA K
HECAaHKIIMOHUPOBAHHOTO uHpOpMaIlMK, a TaKKe K yTpaTe, YHHYTOKEHUIO I COOI0
BO3JICHCTBUS 9TO | (YHKIIMOHUPOBAHHUS HOCHUTENSI HHPOPMAIIUU
eI TeIIbHOCTD IO | BO3ACHCTBHMSI  HAa  3alUIIAeMyl0  WHPOPMALHIO  OMIMOOK
MPEAOTBPALLEHUIO MOJIb30BaTENS HHPOPMAIIHEH, CO0sT TEXHUYECKHUX U MPOrPaMMHBIX

cpencTB HH(POPMAIIMOHHBIX CHCTEM, a TAKXKe MPUPOIHBIX SIBICHUN

HEKOHTPOJIHPYEMOTO pacrpocTpaHeHHs 3aIIUIIaeMOI
uHpOpMallUd OT €€ pasMValleHus, HECAHKIIMOHHUPOBAHHOTO
JIOCTYyTIa

HECaHKITMOHMPOBAHHOTO JOBEJACHUS 3aluIiaeMoil nH(popManuu
JI0 HEKOHTPOJIMPYEMOT0 KOJIMYECTBA MOoTy4yaTeneil HHpopMaIun

3amura MHGOpPMAIH 3TO

nporecc coopa, HaKOILJICHUS, 00paboTku, XpaHeHwus,
pacrmpeiesIeHus ¥ orcKa nHGOpMaIHu

npeoOpazoBanue  uWHMOpMaMHM, B  pe3yJbTaTeé  KOTOPOTO
COACPIKAHHUC I/IH(i)OpMaLII/II/I CTaHOBUTCA HCTIOHATHBIM I
CcyObeKTa, He UMEIOIIETO J0CTyIa

MONMy4YeHHEe  CYOBEKTOM  BO3MOXHOCTH  O3HAKOMJIGHHS  C

uHOpManrei, B TOM YHCJIe MTPHU OMOIIN TEXHHYECKUX CPEACTB




Bonpoc

Bapuaﬁmbl omeema

COBOKYIHOCTb IIPaBWJI, PETJIAMEHTUPYIOLINX MOPSIOK U yCIIOBUS
JIOCTyTa cyObeKTa K MH()OpMaIUK U €€ HOCUTEJISIM

JESTEIIbHOCTh 110 TPEJOTBPAIICHUIO YTCUKH WH(OPMAIINH,
HECAHKLIMOHUPOBAHHBIX U HENIPEIHAMEPEHHBIX BO3/ICMCTBUI HA
Heé

ITaccuBHBII repexsar
nHpOpMaUu STO TEpexBar,
KOTOPBII

3aKJIF0YAeTCsl B YCTAHOBKE ITOJICITYIIMBAIOLIETO YCTPOHCTBA B
annaparypy cpeicTB 00paboTku HHpOpMauu

OCHOBaH Ha  (UKCallMM  3JEKTPOMAarHUTHBIX  W3JIy4€HUH,
BO3HUKAIOIIUX NMPpU GYHKIIMOHUPOBAHUU CPEJICTB KOMITBIOTEPHOU
TEXHUKU U KOMMYHUKaLUN

HETIPaBOMEPHO UCTIOJB3YET
UH(POPMAIIMOHHOTO MPOIECcca

TCXHOJIOTHYCCKUC OTXOJbI

OCYHIECTBIACTCA IMYTEM UCIIO0JIb30BaHUA OINTHYECKON TEXHUKH

OCYILIECTBIIAETCS c MTOMOIIBIO MOJIKJIFOUEHUS K
TEJIEKOMMYHUKALIMOHHOMY 000pY/I0BaHUIO KOMIIbIOTEPA

O0ecrieueHne HAMOHAIBHON

0€30MacHOCTH Ha
rOCyJJapCTBEHHOM  YPOBHE
ONpEeleNsaeTcs  CICAYIOLIEH
LEJTbIO

HAJICKHAs 3aIIUTa JIMYHOW U UMYIIIECTBEHHOH 0€301MacHOCTH

obOecrieyeHre Hay4YHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rOCyJapCTBOM MHHHMYMa MATEPUANTBHBIX M JKOJIOTHMYECKHX
YCIIOBUM

npeonosiecHne  KOH(QPOHTAlMM B OOIIECTBE,  JIOCTHKCHHE
HAIIMOHAIBLHOTO COTJIACHS
oOecrieueHHe  CONMAIBHO-TIOIMTHYECKOH W 9KOHOMHYECKOM

CTaOUIIBHOCTHU CTPaHBI

oOecreyeHne MPU3HAHHBIX MEXIYHAPOJIHBIM IPaBOM HHTEPECOB
rpaxad Poccun, npoxuBaromux B 3apyO0eXHbIX CTpaHax

K ucrounukam 3ammuiiaemMoi
nH(pOpMaIUA OTHOCHUTCS

SJICKTPHUYCCKUC TTOJIA

CBIpbE

MAar"HuTHBIC I10JIA

OJICKTPOMArHMUTHBIC I1OJIA

OJIEMCHTAPHBIC YaCTUILIbL

aKyCTUYECKHE KoJeOaHus

JACATCIIBHOCTBIO YCIIOBCKA

ommnbkamu npu npoektupoBanuu ACOMU, ee 31eMEeHTOB WK

EctecTBennsie yrpo3bl | pa3paboTKe MPOrpaMMHOI0 00eCIeYeHUs!
0e30macHOCTH  HMH(OpMaLUK | BO3ACHCTBUAMH  OOBEKTUBHBIX  (DU3UYECKUX TPOIECCOB MM
BBI3BaHbI CTUXUHHBIX IPUPOIHBIX ABICHU, HE3aBUCSILNX OT YEJIOBEKa
KOPBICTHBIMHU YCTPEMJIEHUSMU 3JI0YMBILUIEHHUKOB
oLIMOKaMH MpH JeMCTBUAX MepcoHaa
NOJTyYeHHMs  3alluINaeMoil  MHGOpPMalMM  3aUHTEPECOBAHHBIM
CyOBEKTOM C  HapylIEHHWEM  YCTAHOBJEHHBIX  IPABOBBIMU

3amuTta MHGOPMALMM  OT
HEeNpeaHAMEPEHHOTO
BO3JIeicTBUS 3TO
JESITEbHOCTD 1o
NPEAOTBPAILEHHIO

JOKYMEHTaMU WA COOCTBEHHUKOM, BIIaJeNblieM WH(OpMaLuu
MpaB WM MPaBIJI JOCTYIIA K 3al[UIIIAeMO HHPOpMaIUH

BO3/ICHICTBUS C HAPYIICHHEM yCTAaHOBIICHHBIX TIPAB W/MIIN TIPaBUII
Ha W3MEHEeHHWe WHGPOPMAIUK, NPUBOIMIETO K HCKAKEHHIO,
YHHUYTOXCHHUIO, KOTIMPOBAHUIO, OJIOKUPOBAHHIO TOCTYTIA K
UHpOpPMaLIMK, a TaKXKe K yTpaTe, YHHYTOXEHHIO WIH cOOI0
(GYHKIIMOHUPOBAHUS HOCUTENSI HHGOPMAITIHT

BO3JICHCTBUS  HA  3alUIIAEMYI0  HH(OPMAIHIO 1115610
N0JIh30BaTesl MHPOpMaIUEH, CO0sl TEXHUYECKUX M TPOTPAMMHBIX
CpenCcTB HH(POPMAIIMOHHBIX CHCTEM, a TaKXKe MPUPOIHBIX SIBJICHUN




Bonpoc

Bapuaﬁmbl omeema

HEKOHTPOJIMPYEMOTO PacIpoCTpaHCHUsI 3aIUIIAeMON
UHQOpPMAIMM OT e¢ pas3MIallleHUus, HECAaHKIMOHHMPOBAHHOTO
J0CTyTIa

HECAHKIMOHUPOBAHHOTO JIOBEJICHUS 3allUIaeMoi MHPOpMAITUN
JI0 HEKOHTPOJIMPYEMOT0 KOJIMYECTBA ModyyaTeseil nHpopMaun

WNudopmarmonnsie
MPOLIECCHI 3TO

nporecc coopa, HaKOILJICHUS, 00paboTKH, XpaHEeHus,
pacnpe/ieieHus U Ioncka HH()OpMaIuu

npeoOpasoBaHue  HWHPOpPMAIMK, B  pe3yjbTare  KOTOPOTO
cojepkaHne MHGOpPMAIMM  CTAHOBUTCS  HEMOHSTHBIM  JUIS
cyOBeKTa, He MIMEIOIIETO I0CTyIa

HOJTy4YeHHEe  CYOBEKTOM  BO3MOXHOCTH  O3HAaKOMJIGHHS  C
uHpOpManrei, B TOM YHCIIE TPU MOMOIIY TEXHHYECKUX CPEACTB

COBOKYITHOCTb ITPaBUJI, PETJIAMEHTUPYIOIIUX MOPSIIOK U YCIOBUS
JI0CTyTa cyObeKTa K MH()OpMaIUK U €€ HOCUTEIISIM

NEeSTeTBbHOCTh 10 TPEAOTBPAICHUIO YTeUuKd HH(popMaIuy,
HECaHKITMOHHPOBAHHBIX U HEMPETHAMEPEHHBIX BO3CHCTBUN Ha
Hee

AynuoniepexBaT  IepexBar
uHpOpMalUK 3TO TepexBar,
KOTOPBIN

3aKIJII0YAaeTCs B yCTAHOBKE IIOJCIYIIMBAIOIIETO YCTPOWCTBA B
afnmapaTypy cpelcTB 00padoTku nHpopManuu

OCHOBaH Ha  (uKcalMu  DJIEKTPOMArHUTHBIX  W3JTyYCHHH,
BO3HUKAIOIIUX NMPpU GYHKIIMOHUPOBAHUU CPEICTB KOMITBIOTEPHOU
TEXHUKU U KOMMYHUKaLUN

HETIPaBOMEPHO UCIIONB3YET TEXHOJIOTHYECKHE OTXOJIbI
UH(POPMAIIMOHHOTO MPOIECcca

OCYHICCTBIIACTCA MYTEM UCIIOJIb30BaAHUA OINTHYECKOMN TEXHUKH

OCYILIECTBIIETCS c MTOMOIIBIO MOJIKJIFOUEHUS K
TEJIEKOMMYHUKALMOHHOMY 000pYI0BaHUIO KOMIIbIOTEPA

B cranmapre «OpanxeBas
KHUTa»  (pyHAaMeHTaIbHOe

TpeOoBaHueE, KOTOpOE
OTHOCHUTCS K rpymrme
I'apanTun

YIPaBIAIONIAE JAOCTYIIOM METKH JIOJDKHBI OBITh  CBSI3aHBI C
o0bEKTaMU

HEOOXOJIMMO MMETh SIBHYIO M XOPOIIO ONPEACICHHYI CHUCTEMY
obecrieueHnst 0€30MacHOCTH

WHIAWBUYAJIbHBIC CY6’[>CKTBI JOJI?KHBI I/I,ZLCHTI/I(I)I/II_[I/IpOBaTLCH

BBIYHMCIIMTEIIbHA CHUCTEMa B CBOEM COCTAaBE [OJDKHA HMETh
anmnapaTHbIe/TIPOrpaMMHbBIE MEXAHU3MBI, JIOITyCKAIOIIHE
HE3aBUCUMYIO OLICHKY Ha IIPEAMET TOI0, YTO CUCTEMA
oOecrnevyrBaeT BBIIIOJHEHUE U3JI0KEHHBIX TPeOOBaHUI

KOHTpOJIbHAasE HMH(OpMaIus IODKHA XPAHUTBCA OTHACNBHO U
3alTUIIATBCSA TaK, 4TOOBI CO CTOPOHBI OTBETCTBEHHOM 3a 3TO
I‘pyHHLI nMeJiacb BO3MOXKHOCTb OTCJICKUBATH IICI>'ICTBI/I}I,
BIIMSIONIME Ha 0€30I1aCHOCTh

K HOcuTensam 3amumaemon
nH(pOpPMAIUU OTHOCUTCS

JIFOIN

CBIpbE

YCPHOBUKH U OTXOJbI IPONU3BOACTBA

JOKYMCHTEI

aKyCTUYECKHE KoJIeOaHus

HckyccTBeHHBIE YIpO3BI
0e30macHOCTH  MH(POPMAINH
BbI3BaHBI

JACATCIIBHOCTBIO YCIIOBCKA

ommnbkamu npu npoektupoBanuu ACOMU, ee 31eMeHTOB WK
pa3paboTKe MPOrpaMMHOTO 00eCTIeUeHUS

BO3JICHCTBUSIMU  OOBEKTUBHBIX (U3MUYECKUX TPOIECCOB WM
CTUXUUHBIX TPUPOIHBIX SBICHUM, HE3aBHUCSIIUX OT YEJIOBEKa
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Bapuaﬁmbl omeema

KOPBICTHBIMHU YCTPEMIICHUSAMH 3JI0YMBIINIJICHHUKOB

OIINOKaMU npu JIEUCTBUAX INepCoHaJIa

3amuTta MHPOPMALMH  OT
pasriameHus 3TO
IesATEeTbHOCTD 1o
MIPEAOTBPAIICHHIO

NOJTyYeHHs  3allWINaeMod  HMHGOPMALUMM  3aUHTEPECOBAHHBIM
CyOBEKTOM €  HapylIeHHEM  YCTAHOBJIEHHBIX  IPaBOBBIMHU
JOKYMEHTaMH MU COOCTBEHHUKOM, BIIaIeIbIIeM HHPOPMALIUU
NpaB WIK MPaBUII JOCTYIA K 3aIIUIIaeMOi HHPOPMALUU

BO3JICHCTBUS ¢ HApyIIEHHEM YCTAHOBJICHHBIX MPAB /WM HPABHII
Ha WM3MEHEHHEe MWHGOpPMAIMM, NPUBOMALIETO K HCKAXKCHHUIO,
YHUYTOXKCHUIO, KONMPOBAaHHMIO, OJOKMPOBAaHMIO JOCTyma K
UHpOpPMALIMK, a TaKXKe K yTpare, YHUUYTOXKEHUIO WIN cOOI0
(YHKIIMOHUPOBAHUS HOCUTEISI HH(OpMAIUU

BO3JICHCTBUS ~ HA  3alUIIAEMYyI0  HH(OPMAIUIO 1115610
noJb30BarTeNst nHpopmanuei, c00st TEXHUYECKUX U ITPOTPAMMHBIX
CpenCcTB HH(POPMAIIMOHHBIX CHCTEM, a TAKXKE MPUPOIHBIX SIBICHUN

HEKOHTPOJIHPYEMOTO pacrpocTpaHeHHs 3aIInIIaeMOi
uHpopMaIMM OT €€ pas3rJalleHusl, HECAaHKIMOHUPOBAHHOTO
JOCTYTIa;

HECaHKIMOHUPOBAHHOTO JIOBEJCHUS 3alluiiaeMoi MHPOpMAIUN
JI0 HEKOHTPOJIUPYEMOTO KOJIMYECTBA NoTydaresieid nudopmauu

[Ipocmotp
repexsar
KOTOPBIN

Mycopa  3TO
nH(popmManu,

3aKJII0YAeTCsl B YCTAHOBKE ITOJICIYIIMBAIOIIETO YCTPOMCTBA B
anmnaparypy cpeAcTB 00paboTku nHpopMau

OCHOBaH Ha  (UKCallMM  D3JEKTPOMAarHUTHBIX  W3JIy4€HUH,
BO3HUKAIOIIUX MPpU GYHKIIMOHUPOBAHUU CPEICTB KOMITBIOTEPHOU
TEXHUKH U KOMMYHUKaLAN

HCIIPAaBOMCPHO HCIIOJIB3YCT TEXHOJIOTHYCCKHUEC

nH(OPMAIMOHHOTO TIpoIecca

OTXOAbI

OCYHIECTBIACTCA IIYTEM UCIIO0JIb30BaHUA OINTHYECKON TEXHUKH

OCYLIECTBIIAETCS c MIOMOIIBIO MOAKIIIOUEHUS K
TEJIEKOMMYHHUKAIIHOHHOMY 000pyI0BaHHIO KOMIIbIOTEPA

K OCHOBHBIM
HETpeTHaAMEPEHHBIM
HCKYCCTBEHHBIM
ACOMU orHOCHTCS

yrpo3am

duznyecKoe pa3pylieHHe CUCTEMBI ITyTEM B3pBIBA, TIOJKOTA U T.I1.

nepexBaT MOOOYHBIX ANEKTPOMATHUTHBIX, aKYCTHUYECKHUX U APYTUX
W3JIyYECHH YCTPOWCTB U JIMHUM CBSI3U

U3MECHEHHE pEKUMOB DPAa0OTBHl  yCTPOWCTB WM  IPOTPaMM,
3a0acToBKa, CAb0TaXX MEPCOHAa, IOCTAHOBKA MOIIHBIX AKTHBHBIX
IIOMEX U T.IL

YTeHHE OCTATOYHON MH(OpPMAIMK U3 ONEPATUBHOM MaMSATH U C
BHEIIIHUX 3alIOMUHAIOIINX YCTPONUCTB

HEYMBIILJICHHBIE JEUCTBHS, MPUBOLAIIME K YaCTUYHOMY WU
IIOJIHOMY OTKa3y CHCTEMBl WM Pa3pylLICHHUIO aNlapaTHBIX,
IPOTPAMMHBIX, HH(OPMAIIMOHHBIX PECYpPCOB CHCTEMBI

3anmra uHGOpPMAIUM  OT
HECAaHKIIMOHUPOBAHHOTO
JOCTyTa 3TO JESTeNbHOCTD
10 TIPEIOTBPAIICHUIO

NOJy4YeHHUs  3aluiiaeMod  MHGOpMAlMd  3aWHTEPECOBAHHBIM
CyOBEKTOM ¢  HapyIIeHWEM  YCTAHOBIIEHHBIX  MPABOBBIMHU
JTOKYMEHTaMU WA COOCTBEHHUKOM, BIIaJieNblieM HH(OpMaLuu
MpaB WM MPaBWII JOCTYIIA K 3alUIIIaeMOi HHPOpMALIUH

BO3/ICUCTBUS C HApYIIEHHEM yCTAHOBJICHHBIX IpPaB W/WIIU MpaBUII
Ha WU3MEHeHue uHQPOpMalMU, NPUBOIAIIETO K HCKAXKECHHIO,
YHUYTOXKECHUIO, KOMHMPOBAHUIO, OJIOKMPOBAHMIO JIOCTyNa K
uH(opMaIuK, a TaKke K yTpaTe, YHHUYTOXKCHHUIO WU COOI0
(YHKIIMOHUPOBAHUS HOCUTENS MHPOPMALIUU
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Bapuaﬁmbl omeema

BO3JCHCTBUS  Ha  3alMIIaeMyr0  HH(QOpMANWI0  OHMIMOOK
noJib30BatTeNs nHopmanuen, cO0si TEXHUUYECKHUX U MPOTrPAMMHBIX
CpeACTB MH(POPMAIIMOHHBIX CUCTEM, a TAK)KE IIPUPOIHBIX SBICHUHN

HEKOHTPOJIMPYEMOTO pacrpoCcTpaHeHUsI 3alMIAcMON
uHpopMaIMM OT €€ pas3rJalleHus, HEeCAaHKIMOHUPOBAHHOTO
JOCTyIa

HECaHKITMOHMPOBAHHOTO JOBEJACHUS 3alUIacMoil nH(popManuu
JI0 HEKOHTPOJIMPYEMOT0 KOJIMYECTBA MOoTy4yaTeneil HHpopMaIun

JlocTyn K nHGOpMAIHU 3TO

nporiecc  cOopa, HAKOIUICHUS, 00paboTKH, XpaHeHus,
pacrpeieieHus ¥ oucka HHPOopMaiuu

npeoOpazoBanne  uWHMOpMamMH, B  pe3yJbTaTe  KOTOPOTO
colepkaHue  MH(POPMAIMM  CTAHOBUTCS  HEMOHSATHBIM  JUIS
CyObeKTa, He UMEIOIIETO JI0CTyIa

MOJYyYCHHE  CYOBEKTOM  BO3MOXHOCTH  O3HAKOMJIGHHS  C

HH(I)OpMaHHeﬁ, B TOM YHCJIC IIPpHU MOMOIIN TCXHUYCCKUX CPCACTB

COBOKYITHOCTb MIPaBWJI, PETJIAMEHTHPYIOLINX TIOPSIOK U YCIIOBHUS
JocTyna cyobeKkTa K MH)OPMAIIMH U €€ HOCUTEIISIM

NESTEIIbHOCTh  TI0  TPEJOTBPAIICHUIO YTCUKH WH(OpMAIINH,
HECaHKITMOHHPOBAHHBIX U HEMIPETHAMEPEHHBIX BO3CHCTBUN Ha
Hee

AKTHBHBIN ITEpeXBaT

MacCCUBHBIN NIEpeXBaT

ayanorcpexBar

BHUACOIICPCXBAT

IPOCMOTpP Mycopa

ITepexsar, KOTOPBIN
3aKJIIOYAeTCss B yCTAaHOBKE
TOJICITYIIINBAIOLIETO
YCTpOMCTBA B ammaparypy
CPEICTB 00paboTku
nH(pOpMaUy Ha3bIBACTCS

B MEXKTyHApOTHOM
CTaHJapTe «OpanxeBas
KHUT2)» MUHUMAaJTbHAS

3alluTa 3TO I'pyIilia

esllwli@]velihs

[To xapakrepy BO3AEHCTBUS
yIaJneHHbIC aTaKu JEeNATCs Ha

YCIJIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 00paTHOM CBA3bIO U O3 00paTHOI! CBSA3U

BHYTPUCETMCHTHBIC U MEKCETMCHTHBIC

ITaCCUBHBIC 1 aKTHUBHBIC

aTaKu, KOTOPBIE MOTYT PEan30BbIBATHCS HA BCEX CEMU YPOBHSIX —
bu3MYIEeCKOM, KaHAIBHOM, CETEBOM, TPAHCIIOPTHOM, CEAaHCOBOM,
MPEICTAaBUTEIILHOM U MPUKIATHOM

CyObeKT JocTyna K
nHpOpMAIIUU 3TO

¢du3nyecKkoe N0, WIN MaTepHAIbHBI OOBEKT, B TOM YHCIIE
¢usuueckoe mose, B KOTOPBIX HMH(OpMAIUs HAXOJUT CBOE
0TOOpakeHHE B BUIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHHYECKUX
peLIEeHUI U IPOLIECCOB

CYOBEKT, OCYLIECTBISIOUIMNA IOJb30BaHHE HWHPOpMAIMend |
peanu3yromui OJIHOMOYHS PACIIOPSKEHUS B MIpeienax Mpas,
YCTaHOBJICHHBIX 3aKOHOM H/HJIM COOCTBEHHHUKOM UH(OPMALIUN

CyOBeKT, MONb3ylomuics uHdOpMaIuen, MOJyuYeHHOH OT ee
COGCTBCHHI/IKa, BJIaacCiiblla WJIM TOCPCIHUKA B COOTBCTCTBHU C
YCTaHOBJICHHBIMH IIPaBaMU M MPaBUIAMH AOCTyNa K HH(pOpMAIUU
1100 ¢ UX HApYIICHHEM
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CyObEeKT, B IIOJHOM OObEME pEIM3YIOIIMHA  [OJHOMOYHS
BIIQJICHHS, TOJNB30BAaHHSA, pacnopshkeHus HWH(opmanmed B
COOTBETCTBUH C 3aKOHOJATEIIHLHBIMH aKTaMHU

Y4aCTHHK HpaBOOTHOH_IeHI/Iﬁ B I/IH(I)OpMaI_II/IOHHLIX rnponeccax

Ilepexsar, KOTOPBIN
OCYILECTBIISCTCA MyTeM
HCIIOJIb30BAHUS OINTHYECKOMH
TEXHHUKH, Ha3BIBACTCS

AKTHBHBIN ITEpeXBaT

MaCCUBHBIN NIEpeXBaT

aAyAnoIcpexBar

BUACOIICPCXBAT,

IIPOCMOTpP Mycopa

ObecneueHre HAIMOHAILHON

HaJeKHAs 3alUTa TUIHOW U UMYIIIECTBEHHOW 0€30MacHOCTH

obecrieueHHe HayyHO OOOCHOBAaHHOTO U TapaHTUPOBAHHOTO
roCcyJJapCTBOM MHMHHMYMa MaTEpUAbHBIX M 3KOJIOIMYECKHX

0€30MacHOCT Ha  yYpOBHE 9
yCIIOBUH
TPa)XTaHCKOTO o0rmiecTBa
.. | ToBBIIICHHE YPPEKTHBHOCTH 3aIUTHI KOHCTUTYIIHOHHOTO CTPOS,
OTIpeNeNsIeTcsl  CIeqyIoIeH o
LebIo MPaBOIOPAIKA, OOPHOBI C OPT. MPECTYMHOCTHIO M KOPPYIIUEH
npeojofieHne  KOH(GPOHTaMM B OOIIECTBE,  JOCTHKCHHE
HAIIMOHAJIBHOTO COTJIACHSI
A
B MEXKIYHAPOTHOM B
CTaHJapTe «OpankeBas C
KHUTa» MHIMBALYaTbHAS [Ty
3aIuTa 3TO rpymnmna E
YCIIOBHBIE U O€3yCIIOBHbIC
aTaku ¢ 0OpaTHOM CBS3bIO M 0€3 0OpaTHOM CBSI3U
I[lo memm  BO3ICHCTBUSI | BHYTPUCETMEHTHBIE M MEKCETMEHTHBIE

YAQAJICHHBIC aTaKW JCJIATCA HA

ITaCCUBHBIC 1 aKTHUBHBIC

daTaKu B 3aBUCHUMOCTHU OT HapYHICHUSA KOH(I)I/II[CHI_II/IB.J'ILHOCTI/I,
HECJIOCTHOCTHU U JOCTYITHOCTU

[IepexBat, KOTOPBIM OCHOBaH
Ha bukcanyu
ANIEKTPOMArHUTHBIX
U3IY4YEHUH,  BO3HUKAIOUIMX
npu (YHKIIMOHMPOBAHUU
CpelACTB KOMIIBIOTEPHOM
TEXHUKH 1 KOMMYHUKaIUH
Ha3bIBAETCS

aKTHUBHBIN [epexBar

[IACCHUBHBIN IIEPEXBAT

ayauoriepexnBar

BHUACOIICPCXBAT

POCMOTP Mycopa

B MEKIYHAPOIHOM
CTaHJapTe «OpanxeBas
KHUTa» MaHJaTHas 3aluTa
3TO rpynna

Mg QW >

ITo YCJIOBHUIO Havasa
OCYILIECTBIICHUS BO3JAEHCTBUSA
YAQJIICHHBIE aTAKU JEJIATCS Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHO CBA3BIO U O6e3 00paTHOM CBSI3H

BHYTPUCCETMCHTHBIC U MCKCECTMCHTHBIC

IIaCCUBHBIC 1 aKTHUBHBIC

ATaKU B 3aBUCHUMOCTU OT HaApYLICHUSA KOH(I)I/IIIGHLII/IB.HBHOCTI/I,
HECJOCTHOCTHU U JOCTYITHOCTU

CoOcTBeHHHK  HMH(pOPMAIIH
3TO

(duznyeckoe JUI0, WIK MaTEpUATIbHBIA O0BEKT, B TOM YHCIIE
¢u3nueckoe moje, B KOTOPHIX HH(POpPMALUs HAXOIUT CBOE
0TOOpa)k€HHE B BU/I€ CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX
peLIeHUH U MPOLIECCOB
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CYyOBEKT, OCYIIECTBISIIONINK TOJh30BaHHE WHPOpMAIMend |
peaNH3yIOIIUi OJTHOMOYHS PacTIOPsDKEHHS B TIpeJiesiaX 1pas,
YCTAHOBJICHHBIX 3aKOHOM /I COOCTBEHHHUKOM UH(OPMALIUU

CyOBeKT, MONb3YIOLNicS nHpOpMaLeH, OTyYeHHOH OT ee
COOCTBEHHUKA, BJIaJIENIbIIa WIIN TIOCPETHIKA B COOTBETCTBUH C
YCTAHOBJICHHBIMH IIPaBaMU M MPaBUIAMH JOCTyIa K HH(pOpMAIUU
100 ¢ UX HapyIICHUEM

CyOBEKT, B TIOJTHOM OOBEME PpEaTU3YIONIMH  ITOJTHOMOYHS
BIIQJICHUS, TIOJIb30BaHMS, pPACHoOpshKeHUst UWHpopmarmedn B
COOTBETCTBHUU C 3aKOHOJATCIILHBIMH aKTaMH

YYaCTHHK IIPaBOOTHOMICHUH B MH()OPMALMOHHBIX MPOIIECCax

ITepexsar, KOTOPBIN
OCYLIECTBIISIETCS C TIOMOIIBIO
MOJIKITIOUEHUS K

TCICKOMMYHHUKAITUOHHOMY
000pYyIOBaHUIO KOMIThIOTEpA
Ha3bIBACTCA

aKTHUBHBIN epexBar

MMaCCUBHBIN nepexBar

ayanorcpexBar

IPOCMOTpP Mycopa

BUACOIICPEXBAT

B MEXKTyHApOTHOM
cTaHjapre «OpanxeBast
KHUTa» BepU(UIMPOBAHHAS
3aluTa 3To rpymnmna

m| g Q| w| >

[To wammumio  oOpaTHOM
CBsA3HU C ATaKyCMbIM
00BEKTOM YIaJICHHBIC aTaKH
OCIIATCA Ha

yCIIOBHBIE U 0€3yCIIOBHbBIE

aTaku ¢ 0OpaTHOH CBSA3BIO U 0€3 00paTHOU CBS3U

BHYTPUCCTMCHTHBIC U MCKCCTMCHTHBIC

IHaCCHUBHBIC U aKTHUBHBIC

aTaKu B 3aBUCHMMOCTH OT HapYHICHUSA KOH(l)I/II[eHHI/IaJ'II)HOCTI/I,
HCJIOCTHOCTHU U JOCTYITHOCTU

CaMOCTOSITEIIHO
CO3/aBIIIce uH(OPMAIIHIO
6o MOJTyYHBIIICE Ha
OCHOBAaHMM  3aKOHA  WJIH
JIOTOBOpa TIpaBO pa3periaTh
WA OTPaHHYUBATH JOCTYI K

JIuto,

MCTOYHHUK HHPOpMALUH

notpeduTenb HHGopMaUu

YHUYTOXUTENb HHpOpMaLuu

HOCHTEIh HHPOPMAITHH

uH(OpMALHH obnagaTens HHPOPMAITHH
OOs3arenbHOe ABL | 3nexTponHOE cOOOIIEHNE
BBITIOJIHCHUS JIALOM,

HONYYMBIIMM  JOCTYIl K | PacnpocTpaHeHne nHpopmanuu

oTpeielIeHHONW MH(pOopMaluy,
TpeOOBaHHE HE TIepenaBaTh
TaKyto UHGOPMAIIHIO
TPETHUM JIUIaM 0e3 coriacus
ee obyagaTens 3To

MpeaoCcTaBIeHne HH(pOpMaLUU

KOH(UICHIINATBHOCTS HH(POPMAIUU

JOCTYH K nHpopMauu

JelicTBus, HanpaBJIECHHbIE HA

YHUYTOXEHUE HHHOPMAITTH

MOJTyYeHne uHbopmaIuu

pacnpocTpaHeHue HHPOPMAIHU
HEOTpEJCIEHHBIM  KPYyroM
JINIT Wiu nepeaady | OpeAoCTaBICHHE nHpOpMAaITHN
uHopmaryn KOH(UICHIINATBHOCTS HH(POPMAIUU
HEOMpEIeIIEHHOMY KpyTy
JIAI] 9TO JIOCTYTI K MHPOPMAITUH
BosmoxxHOCTB MOJTYYEHUS | CoXpaHeHHne HH(HOPMAIIUH
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uHpopmMauu u ee
UCIOJIb30BAHUS 3TO

pacipocTpaHeHre HHpopMauum

TIpefoCcTaBIeHre HHPOpMaIu

KOH(UAESHINATBHOCTE HHPOPMAIUU

JOCTYN K HHpOpMaLUK

[Tponece COOOIICHHS ABTOpH3AIHS
CyOBEKTOM CBOETO HMEHH
WIM  HOMEpa, C  LEIbIO | ayreHTHUKALUS
IOJYy4YEeHUs  ONpPEACIEHHBIX
MOJTHOMOYHH (IIpaB J0CTyMa) | 00e3InunBanue
Ha BBITIOJTHCHUE HEKOTOPBIX
(pa3pereHHbIX emy) | ACHEpcOHaTU3aAN
JICUCTBUHA B CHUCTEMax C

uaeHTHGHUKAUS
OTrpaHUYEHHBIM JIOCTYTIOM
[Iponienypa MPOBEPKHU | aBTOPU3AIHSI
COOTBETCTBUSL CYOBEKTA U | oGesnuumpanme
TOT0, 32 KOI'O OH IMbITaeTcs

JeTIepCOHATM3ALNS
ce0s BBIIATH, C IIOMOIIBIO
HeKoi VHHKaTbHO} | 2YTeHTH UKL
uHbOpMALUH uaeHTH(GUKAIUS
IIpouiecc, a Takxe pe3yabTar

aBTOpU3aIUA
mporecca MIPOBEPKHU
HEKOTOPBIX  00s3aTENbHBIX
IapaMeTpoB TONb30BaTes 1, | MACHTHHKaII
npu YCIIEHIHOCTH,
IPEeOCTaBICHHE eMy | ayTeHTH(UKALs
OTnpeAeNEHHBIX TMOTHOMOYUN
Ha BBIIIOJIHCHHUEC HCKOTOPBIX | 0Oe3IMUYUBAHUE
(pa3pernieHHbIX emMy)
NEHCTBUI B cHCTEMax ¢ A —

OIrpaHUYCHHBIM JOCTYIIOM

HecankunoHupoBaHHbII
JOCTYTI K HH(OpPMAITUU 3TO

JIOCTYT K UH(POPMAIIMH, HE CBA3aHHBIN C BBHIIOJHECHHEM (DyHKIIMOHAIb-
HBIX 00s13aHHOCTEH M HEe OPOPMIICHHBIN TOKYMEHTAITBHO

pa60Ta Ha 9Y>KOM KOMITBIOTCPC 0e3 pa3pceuiCHus €ro BiIaacibIa

BXOJ Ha KOMIIBIOTEP C UCIIOJIB30BAHUEM JJAHHBIX APYTOI'0 ITOJIB30BaTEIIA

JOCTYI K JIOKaJIbHO-UH(OPMALMOHHOHN CETH, CBSI3aHHBIA C BHIIIOJTHEHH-
eM (pyHKIIMOHAJIBHBIX 00s3aHHOCTEH

nmoctyn Kk CYB/] o 3ampenieHHpIM IMEHEM T10JIh30BaTENIS

JoxymeHTHUpOBaHHAs

nHbopMarus, JIOCTYII K
KOTOpOM  OrpaHHYMBAET B
COOTBETCTBHHU c

3aK0oHaIeILCTBOM PD

uH(pOpMaLHsl COCTaBISIONIAs TOCYJAPCTBEHHYIO TaliHy

MH(OPMALHSI COCTABIISIONIAst KOMMEPUECKYIO TalHHy

niepcoHaNbHAs

KOH(HICHIIMAIbHAS WHPOPMAITUSL

JOKyMEHTHUPOBaHHAsT HHPOPMAIIHS

WndopmanmonHas
0e30IMaCHOCTh 00ECIIEYNBAET. . .

OnokupoBaHKe HHPOPMALHN

UCKa)KeHHE MH(OPMAIUU

COXPaHHOCTh HHPOPMAITHH

yTpary uHdopManuu

MOJIICIIKY UH(GOPMALIUU

Xwumienne nHQOpMaInu — 3T0. ..

HCCAHKIIMOHNPOBAHHOC KOIMMPOBAHUC I/IH(I)OpMaI_II/II/I

yTpara uHpOpMaIUU

OnoxupoBaHue HHPpOpMAIIH

UCKa)KeHHE MH(OPMAIUU

mpojaxa HHHOPMAaITIH
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Hoctyn k nHGOpMauu — 3T0:

00s13aTeNbHOE ISl BBIOTHEHUS JIUIOM, TIOJYYUBIIAM JOCTYI K OIpe-
neneHHor nHpopMmaruu, TpeboBaHNE HE TepeaaBaTh TaKylo WH(opma-
U0 TPETHUM JIUIaM 0e3 Coriacus ee 00IanaTes

JIEWCTBYSI, HAIIPaBJICHHBIC Ha MOJTyYeHnEe HHPOPMAILIUH HEOTIpe IeTICH-
HBIM KpYTOM JIUI] WM Nlepeaady HH(OpMalry HEONpeIeICHHOMY KPyTy
ML

JeWCTBUS, HalpaBJICHHbIE HA MOIy4eHHEe WHPOPMALUH ONpeleIeHHBIM
KPYTOM JIMII WK TTepefady HHQOpMaLrH ONpeIeIeHHOMY KPYTY JIHILL

I/IH(I)OpMaLII/ISI, nepeaanHas Ui Mmojiyd€HHas IMOJb30BaTCIIEM I/IH(I)OpMa-
I_II/IOHHO-TCHCKOMMYHHKaHHOHHOfI CCTH

BO3MOXXHOCTB ITOJTYYCHUA I/IH(l)OpMaHI/II/I " €€ UCIIO0JIb30BaHHA

OGecrnieueHne
WHPOPMALTMOHHON
0e30IMacHOCTH
obOecrieucHue. ..

€CTh

HE3aBHCUMOCTH MH(POPMAITUH

M3MeHeHUs uHpopMauu

KONMPOBaHHS HHPOPMAIIH

COXpPaHHOCTH HH(opMaIu

npeoOpa3zoBaHsi HH(QOpMAIHX

K kakomy BuAy Mep 3alllUThl
uHGOPMAIUK  OTHOCUTCS  yT-
BepXKIIeHHasI mporpaMMa padoT
B 00J1acTH 0€30I1aCHOCTH

MOJUTUKA 0€30MTaCHOCTH BEPXHETO YPOBHS

MOJIUTHKA 0€30MaCHOCTH CPEAHETO YPOBHS

MOJINTHKA 0€30I1aCHOCTH HIKHETO YPOBHA

MMPUHLOUIT MUHUMH3allun HpI/IBI/IJ'Iel"I/Iﬁ

3alUTa MOAJCPKHUBAIONIEH HHPPACTPYKTYPbI

I'apanTus Toro, 4To npu XpaHe-
HAM WIM Tepenade WHPoOpMa-
MU He OBUIO MPOW3BEICHO He-
CaHKIIMOHUPOBAaHHBIX HM3MEHe-
HUI

KOH(HICHIINATHHOCTh

OECIOCTHOCTD

JIOCTYITHOCTh

AyTCHTUYHOCTb

arneJmmpyeMoCThb

K dyHKrsM naGOpMaITnOHHON
0e30macHOCTH OTHOCATCS

BBISIBJICHUC HCTOYHHUKOB BHYTPCHHHX W BHCIIHUX YI'PO3

CTpaxoBaHue HHOOPMAIIMOHHBIX PECYPCOB

3aluTa rocy 1apCTBCHHbBIX I/IH(I)OpMaLII/IOHHI:IX pPECypCcoOB

MOATOTOBKA CIEIHUAIMCTOB 10 obecreueHuo nHpopMarmoHHoi 6e30-
MaCHOCTHU

BCC OTBCTHI BEPHLI

K HamuoHansHBIM HHTEpecam
P® B undopmanmonHoii chepe
OTHOCSTCS

peanu3aiius KOHCTUTYIIMOHHBIX IIPaB Ha TOCTYT K HHPOPMAIIH

3ammTa HHQopMaimu, ooecreurnBaroIe TMIHYI0 0e30IIacCHOCTh

3alliTa HE3aBUCUMOCTH, CYBEPEHUTETA, TOCYIAPCTBEHHON M TEPPUTO-
pUAIBHON 1IEJIOCTHOCTH

IMOJIUTUYCCKAasA DKOHOMHUYCCKAsA U ColraJIbHasa CTaOMIIBHOCTh

COXpaHCHUE U 03/IOPOBICHUU OKPYKAIOIICH CPeITbl

lapanTHst TOro, 4TO KOHKpET-
Has uH(OpMaUMs  JOCTYIHA
TOJBKO TOMY Kpyry JIHMI, IJIS
KOTOpBIX OHA MpeJHa3HaYeHa

KOH(HICHIIHATHLHOCTh

OEIO0CTHOCTDH

AOCTYITHOCTDb

AYTCHTUYHOCTDb

aneyuIMpyeMocTh

COBOKYITHOCTb HOPM, MPaBWI U
MIPaKTHYECKUX PEeKOMEHIaIni,
perlaMeHTUPYIOIX  paboTy
cpenctB 3amuTel AC 0OT 3a1aH-
HOTO MHOKECTBa yrpo3 0e30-
MTACHOCTH

KOMIUIEKCHOE oOecrieueHne nH(HOpMalnoHHON 0€30MacHOCTH

0e3omacHocts AC

yrpo3a nHGpOpMannOHHOW 6E301aCHOCTH

aTaKa Ha aBTOMaTU3UPOBAHHYIO CUCTEMY

[IOJIUTHUKA 0E30IIaCHOCTH

HaubGonee pacmnpocTpaHeHHbIC
YTPO3bI UHPOPMAITHOHHOM
0€30IacHOCTH

YTPO3bI HETOCTHOCTU

YIPO3bI 3allIUIIICHHOCTHU

yIpo3bI 0€30MacHOCTH
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YTPO3bI JOCTYIHOCTH

yIpo3bl KOHPUIEHIUATIBHOCTH

HelicTBue, mpeanpuHUMaeMoe
3JIOyMBIIIUICHHUKOM,  KOTOPOE
3aKJIIOYACTCA B IIOMCKE H HC-
MONB30BAHUM TOW HJIW WHOH
YSA3BUMOCTH CHCTEMBI

KOMIUIEKCHOE oOecrieueHre nH(HOPMAMOHHON 0€30IacCHOCTH

oe3omacHocts AC

yrpo3a nH(popmManroHHON 6€30I1aCHOCTU

aTaka Ha aBTOMAaTU3HPOBAHHYIO CUCTEMY

MOJINTHKA 0€30I1aCHOCTH

CocrostHue 3aIHUIICHHOCTH | HH()OPMALMOHHAs 0€30MacCHOCTb
MHOT'OHAIITMOHAJIBHOT' O Hapoaa 6630H3CHOCTL
KaK HOCUTEJIA CYBEPCHUTETA U
CANHCTBCHHOTO UCTOYHUKA samuTa HH(bOpMaHI/IH
BIIACTH HaIllMOHAJIbHAA 0€30I1aCHOCTH
CBOICTBO MAHHBIX OBITH OC- KOH(bI/II[eHLII/IaJIbHOCTB
TYOHBIMU Ui CAHKIIMOHUPO- IIEJIOCTHOCTD
BAHHOTO ITOJIb30BAHUSA B IIPOU3-
. JOCTYITHOCTh
BOJIBHBIM MOMEHT BPEMCHH, KO-
rja B 0OpalieHn K HUM BO3HU- 4yTCHTHIHOCTB
KacT H€06XO,E[I/IMOCTL aHHeHI’IpyeMOCTB
KOH(HICHIINATLHOCTD
FapaHTm{ TOT'0, 4YTO HCTOYHH- [IEJIOCTHOCTD
KOM I/IH(I)OpMaL[I/II/I ABIISICTCA
JIOCTYITHOCTh
HUMCHHO TO JHLIO, KOTOPOC 3a-
SIBJIEHO KaK €€ aBTop AyTCHTUIHOCTD
anmeIupyeMoCTh
TapanTHs TOTO, YTO NPH HEOO- | KOH(PUACHIIMATHLHOCTD
XOJMMOCTH MOYHO OyJIET JI0Ka- | [1eJIOCTHOCTh
3aTb, 4YTO aBTOPOM COOGH.IGHI/IH I[OCTYHHOCTI:
ﬁBHHeTCiI HUMCHHO TOT YCJIOBCK, aYTeHTI/ILIHOCTB
KOTOPBIN 3asBJICH KaK €€ aBTOp
¥ HH KTO JIPyTOil anmnelIupyeMocTh

CooTHecHuTe UHTEPECH B 00Jac-
TH MHQOPMAIMOHHON Oe3omac-
HOCTH:

1. HamoHanbHbIe HHTEPECHI

2. IaTepechl IMYHOCTU

3. NuTepecsl rocyaapcTaa

4. NnTepeck! od1iecTBa

1. cocTosT B peanu3aiii KOHCTUTYIIMOHHBIX NMPaB W CBOOO, B
o0OecreYeHHH JTUYHOM Oe30MacHOCTH, B IOBBIINICHUH KayecTBa U
YPOBHSI JKU3HU, B (PU3NUECKOM, JYXOBHOM M WHTEJUICKTyaJIbHOM
pPa3BUTHUU YEJIOBEKA U IpakIaHNHA

2. o0ecne4MBarOTCS WHCTUTYTAaMU TOCYIapCTBEHHOM BJIACTH,
OCYIIECTBISIOMMMHI CBOM (YHKIIMH, B TOM YHUCJIE BO B3aMMOJICH-
CTBUHU C JIEUCTBYIOIIMMH Ha ocHOBe KoHcTuTyunu PP u 3akoHO-
natenbeTBa PO 001IecTBeHHBIMY OpraHu3aIlusIMu

3. COCTOSIT B HE3BIOJIEMOCTH KOHCTUTYIIMOHHOTO CTPOsI, CYBEPECHH-
TE€Ta U TEPPUTOPUAIIBHON LIEJIOCTHOCTH Poccuu, B MOJUTHYECKOM,
SKOHOMHUYECKOW M COIUAIBbHON CTaOUILHOCTH, B 0€3yCIOBHOM
o0ecreYeHn: 3aKOHHOCTH U TOJJIEPKaHUU MPABOTIOPSAKA, B pas-
BUTHUH PABHOMPABHO 'O U B3aUMOBBITOJIHOTO MEXIYHAPOIHOTO
COTPYIHUYECTBA

4. COCTOAT B yIPOUYEHUU JAEMOKPATHH, B CO3JJaHUU MPABOBOTO, CO-
[IMaJILHOTO TOCYAapCTBa, B TIOCTHYKCHUH U TOJIJICP>)KaHUH OOIIIEeCT-
BEHHOT'O COTJIacHsl, B TyXOBHOM 0OHOBIIeHNH Poccun

CooTHecuTe OCHOBHBIE TOHATHS
B 001acTé HHPOPMALIMOHHOMH

1. aTraka

2. ysi3BuMoctb AC
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0€e30IacHOCTH

3. yrpo3a 6e3omacaHoctu AC

4. 3amuiieHHas CucTeMa

1. HEeKOTOpOE HEYAAaYHOE CBOWCTBO CHCTEMBI, KOTOPOE JieNaeT
BO3MO)KHBIM BO3HUKHOBEHHE M PEATN3AIHIO YTPO3BI

2. cUCTeMa O CpeJCTBaMHU 3allUThI, KOTOPBIC yCTEHO U Y dek-
THUBHO IPOTHBOCTOSIT YTpO3aM OE30MaCHOCTH

3. Bo3MokHbIe Bo3zelcTBUs Ha AC, KOTOpbIE IPSIMO MJIM KOCBEH-
HO MOTYT HaHeCTH yiiep0 ee 6e30macHoOCTH

4. neiicTBue, MpEeANPUHUMAEMOE 3JI0YMBIIIJIEHHUKOM, KOTOPOE
3aKJIFOYAETCA B MOMCKE U UCTIOJIb30BAHUU TOW WM MHOM YSI3BUMO-
CTU CUCTEMBI

CooTHecuTe OCHOBHBIE BUIBI
yrpo3 misg AC

1. yrpo3a HapyIieHus: KOHPUICHITUATEHOCTH

2. yrpo3a oTKa3a CiIy0

3. yrpo3a HapyuieHus HEeJIOCTHOCTH

1. mr060e yMBIIITIEHHOE U3MEHEeHNE HHPOPMAIUH, XpaHAIIeics B
BC unu nepenaBaemoii OT OJTHON CUCTEMBI B IPYTYIO

2. BO3HMKAET BCSAKHUM pa3, KOrJa B pe3yibTaTe MpeIHaMEepPEeHHbIX
ACUCTBUH, MPEANPUHUMACMBIX JPYTHM IO0JIb30BATEICM HIH 3I10-
YMBILUIEHHUKOM, OJIOKUPYETCS IOCTYIl K HEKOTOPOMY pecypcy

AC

3. 3aKJI0YaeTcs B TOM, YTO UH(OpMAIMsI CTAaHOBUTCS] U3BECTHOU
TOMY, KTO HE PacroJiaraeT NoJHOMOYMSIMH JO0CTyNa K Hel

CootHecuTe  KinaccH(UKaIHIO
yIpO3 10 PsiLy MPH3HAKOB

. 110 IpHUpOaAC BOSHUKHOBCHHA

. IO HEMOCPEACTBEHHOMY UCTOYHUKY

. IO cTeneHu Bo3aeiicTeug Ha AC

. TI0 c1oco0y aoctyma k pecypcam AC

. ITIAaCCUBHBIC U AKTHBHBIC

N[ —| BN —

. HalIpaBJICHHLIC HA UCITIOJIB30BAHUC MMPAMOIr0 CTAHAAPTHOI'O ITYyTHU
JOCTyTa K pecypcam 1 HarpaBlIeHHbIE HA UCTIOIB30BAHUE CKPBITO-
o HECTAHJIAPTHOIO 0cTyMa K pecypcam AC

3. eCTECTBCHHEIC WU HNCKYCCTBCHHBIC

4, npupoAgHas cpeaa, YCIIOBCK, CAHKINUOHUPOBAHHBIC IIPOIpaMM-
HBIC CPCACTBA U HCCAHKIIMOHHUPOBAHHBIC ITPOTPAMMHBIC CPCACTBA

Uro Takoe ceprudukarms

MNOATBCPIKACHUC COOTBCTCTBHUA MPOAYKIHUHN W YCIYI YCTAHOB-
JICHHBIM Tpe60BaHI/IHM W CTaHJapTaM

MMOATBCPIKACHUC COOTBCTCTBUS NPOAYKIUN, HO HC YCJIYT YCTAHOB-
JICHHBIM Tpe60BaHI/I$[M WJIN CTaHJapTaM

MIOATBEPIKCHNE COOTBETCTBUS yCIIYT, HO HE IPOIYKIIUHA YCTAaHOB-
JICHHBIM TPeOOBAaHUSAM WJIU CTAaHAAPTaM

UYro Takoe ceprudukar?

JOKYMEHT, TIOATBEP>KIAIOIINUN COOTBETCTBHE CPEACTBA 3aIIUTHI
uHbopManuu TpeOoBaHUIM 10 O6e30MmacHOCTH HHPOPMAaLIUN

JAOKYMCHT, HOI[TBep)K,Z[aIOH_[I/Iﬁ COOTBCTCTBUC CPCACTBA 3alIUTHI
nHpopmaluu TpeOOBaHMIM IO XpaHEHUIO HH(popMauu

JOKYMEHT, TIOATBEPKIAIOIINIT COOTBETCTBUE CPEACTBA 3ALIHUTHI
uHpopManuu TpedboBaHUAM 10 00paboTKe HHPOPMALIUU

Kakx wna3piBaeTcs NnHMIIO, caMo-
CTOSITENTLHO co37aBIinee HHGPOP-
Maluo 00 MOJyYUBIIEEe Ha
OCHOBaHWH 3aKOHA WU JIOTOBO-

CY6I>CKT NEPCOHAJIbHBIX JaHHBIX

orepaTop UH(HOPMAIIMIOHHON CUCTEMBI
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pa mpaBo paspeniaTb WIH Orpa-
HUYMBATh JTOCTYNl K HH(oOpMa-
MU, ONPEIEIIEMON 10 KaKMM-
OO TpHU3HAKaM? cyOBekT nHpOpMaLyy

oOnagarens HHPpOpMAIU

Bonpocs! k komiiekcHomy 3aganuio TK1

1. Yro Takoe nndopmaimonHas 6€30macHOCTh?

2. llepeuncnure BaxkHEHIIME aCIEKTHl UHPOPMAIIMOHHOM OE30MMaCHOCTH.

3. Ilepeuncnure ypoBHM 3alIUThHI MH(YOPMAIUH.

4. OxapaxTepusyiTe yrpo3sl HHGOPMAITMOHHON 0€30MMaCHOCTH: PACKPBITHS
LEJI0CTHOCTH, OTKa3 B 00CIIyKUBaHUU.

5. OOBsicHUTE TPUUUHBI KOMITBIOTEPHBIX MPECTYTICHUH.

6. OnUIKUTE OCHOBHBIE TEXHOJOTUH KOMITBIOTEPHBIX MPECTYIUICHUN.

7. llepeuncnute Mepbl 3alIUTHl HHPOPMALIMOHHOM OE30MaCHOCTH.

8. [lepeuncnure Mephl MPEAOCTOPOKHOCTH MPHU PabOTE C MENbIO 3aITUTHI UH-
dbopmaruu.

9. OnuimTe OCHOBHBIE MEPHI 3aLIUTHI HOCUTENIeH HHGOpMaIIUH.

10. IToyemy moakIrOUYEHHE K TJI00ATBHON KOMITbIOTepHOM ceTu MHTEpHET
IpeiCTaBsAeT cOO0M yrpo3y ajst HHGOPMAIMOHHONW 6€301acHOCTH?

11. OnummTe, Kak MCHOJIB30BAHHUE DJICKTPOHHOM MOUTHI CO37aeT yrpo3y HH-
dbopmanronHoit 6e3omacHoctu. Kakue mepsl o0ecrednBaOT 0€30MacHOE MCIONIb30-
BaHue e-mail?

12. Kakue cyiecTByIOT MEXIYHAPOIHBIE U POCCUNUCKHUE CTaHAAPTHI B 00JIaCTH
0€30MacHOCTH KOMITHIOTEPHBIX CUCTEM U MH(GOPMAIIMOHHBIX TEXHOJIOTHI1?

13. Kputepuu 6€301MacHOCTH KOMIBIOTEPHBIX CUCTEM MUHUCTEPCTBA 0OOPOHBI
CHIA (“OpanxeBast kHUTa”).

14. PykoBogsmiue nokyMeHTbl ['ocTexkomuccuu Poccun.

15. MexnyHapoiHble CTaHAApThl HHPOpMAIMOHHON Oe3omacHocTU. CTaHmapT
ISO/IEC 15408 "OG6mue kputepun'. Onucanue TpedoBaHUN 0€30MaCHOCTH U Xapak-
TEPUCTHUK YTPO3.

Jas Tekymero kourpoJs TK2:

[IpoBepsieMasi KOMITETEHIIUS:

Kon 1 HaumeHoBaHME KOMIIETEHIIMH Kon n HaumeHnoBanue uHAMKATOpa
OIIK-4. Cnocoben nmonumath npuHmnel pa- | OIIK-4.2. Bnageer HaBblkamMu MpUMEHEHUsT TUPPO-
00TbI COBpEMEHHBIX MH(OPMALIMOHHBIX TEX- | BbIX TEXHOJIOTHM JUIsl pelieHus 3a1au npodeccuo-
HOJIOTUH U UCTIOJIB30BATh UX ISl PEILICHUS HAJIBHON JESITeTbHOCTU C YUYETOM OCHOBHBIX Tpebo-
3a/1a4 Ipo(heCCHOHATILHOM JIeATEIIBHOCTH BaHMI MH(POPMAITMOHHOMN 6€30MacHOCTH
Tecr
Bonpoc Bapuanmur omeema

Kakoii obmmii  ymepd 1o | 4

JAHHBIM Hucruryta | 34
KomnsrotepHoit
bezomacHocTn HaHECIH >4

KOMIIBIOTEPHBIE BUPYCHI 32 74
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nmocieaHue S5 jer, (MIpI. 94

non. CIITA)?

IIo JTaHHBIM )KypHauia | 500000

«Security Magazine», | 1000000

CpemHHil pasmep yimiepda oOT 1500000

KOMIBIOTEPHOTO

MoleHHMuecTBa coctapuser | 2000000

(,Z[OJIJI. CH_[A) 2500000
nporiecc  cbopa,  HaKOIUICHUS, 00paboTKH,  XpaHEHWUs,
pacnpe/eneHus U Noucka nHdopmanuu
npeoOpazoBanue  uWHMOpMaMHM, B pe3yJbTaTeé  KOTOPOTO
comepxaHue HMH(DOpPMAIMM  CTAHOBUTCS  HEMOHATHBIM ISt
cyOBbeKTa, He UMEIOIIEro JA0CTYIIa

udpoBanne wuHPOpPMALUYU | IOTYICHHE  CYOBEKTOM  BO3MOXHOCTH  O3HAKOMJIGHHS  C

9TO

HH(I)OpMElHHGI’I, B TOM YHCJIC IIPpHU MOMOIIN TCXHUYCCKUX CPCACTB

COBOKYITHOCTb ITPaBUJI, PETIAMEHTUPYIOIINX MOPSIIOK U YCIOBHS
JI0CTyTa cyObeKTa K MH()OpMaIUK U €€ HOCUTEIISIM

NEeSITebHOCTh 10 TPEAOTBPAICHHUI0 YTeUKd HH(popMaiu,
HECAHKLIMOHUPOBAHHBIX U HENIPEHAMEPEHHBIX BO3/ICMCTBUI HA
Heé

Ilo JTAaHHBIM I'maBnHOrO | 2
MH(QOPMALIMOHHOTO  LICHTPA | ) 5
MBJI Poccun KoIHM4eCTBO 3
KOMITBIOTEPHBIX
MPECTYIICHUH €XKETrOHO 3,5
yBEINYUBAETCA B (pasa) 4
Ilo NaHHBIM I'maBHoro | 6
uHpopMaIMoHHOro  meHTpa | 60
MBJI Poccum exerogubiii | 160
pasmep MarepuaiabHoro | 600
yimepba OT KOMITBIOTEPHBIX
MPECTYIUICHUI COCTaBJISET 1600
OKO0JIO (MJIH. pyOieit)
Ilo TaHHBIM I'naBHOTO | 7
nHGOPMAIIMOHHOTO  LIEHTpa
MBIl  Poccum  cpemmmii | 1,7
yiepo, MIPUYMHSAEMBII 27
norepneBueMy ot 1 ’
KOMITBIOTEPHOT'O 3,7
MIPECTYTUICHUS, paBeH (MJIH.
pyOreit) 47
OcHoBHOE CpeACTBO, I/IIICHTI/I(bI/IKaLII/ISI
oOecreunBaroIiee

ayTeHTH(UKaIUs
KOH(HUIECHIIHATEHOCTh
uH(pOpMAIMK, TIOCHUIAEMON | ABTOPHU3ALIUS
MO OTKPBITBIM  KAHAIAM | 5yerenisa
nepefayd  JaHHbIX, B TOM
YHUCJIIe, TT0 CETH UHTEPHET mpposaHue
Jlia OGe3omacHOM mepenaun | WWw
JAHHBIX o kaHayiaMm | dicom
WHTEPHET HMCIOJIb3yeTCs vpn
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TEXHOJIOT Ut ftp
xml
Kommneke anmnapaTHbIX
AHTUBUPYC
u/unm IIPOrpaMMHBIX
CPEACTB, OCYLIECTBIAIOIINN
PEAICTB, yim i 3aMOK
KOHTpPOJIb M (DPUIIBTpAIHIO
CETEeBOT0 apuka B
Tpag OpanaMaysp
COOTBETCTBHUH C 33JaHHBIMU
MIPaBWJIAMH U 3aIIUIIAOIINAN
p HHTHATOTH Kpunrorpadus

KOMITIBIOTCPHBIC CCTH oT
HECAaHKIMOHHWPOBAHHOI'O
JAOCTYyIIa

OKCIICPTHAA CUCTEMA

[Ipouenypa, mnposepsromias,
HMEET JIM NI0JIb30BaTENb C
MIPEIbSIBICHHBIM
UACHTU(PHUKATOPOM IPaBO HA
JOCTYT K pecypcy 3To

UICHTUPUKAIHS

ayTeHTH()HUKAIHS

cTpatuduKams

perucTpanms

aBTOpU3aluAa

cojiepkaTh IUGPHI U OYKBBI, 3HAKU TPETTMHAHUS B OBITH CJI0KHBIM
JUTSL yraibIBaHUS

COJEPKATh TOIBKO AP PHI

[Taponb [TOJIL30BATENS | COJIEPIKATh TOIBKO OYKBBI

JTOJDKEH UMETH SIBHYIO MPUBS3KY K BIAJENbILy (€T0 UM, JaTa POKICHHUS,
HOMEDp TenedoHa U T.11.)
OBITH MPOCTHIM U JIETKO 3alIOMUHATHCS, HarpuMmep «123», «111»,
«qwerty» 1 T.A.

IImactukoBas KAapTOUKa, | TOKEH

coJieprkaras YT U | password

KpUNTOTpaPrueCKuX

. IapoJib

BBIYUCIICHUI U BCTPOCHHYIO -

login

3alMIICHHYI0 TaMATh Ul
XpaHeHHs HHpOpMalun

cMapT-KapTa

YerpoiictBo I
UACHTU(UKAITIT
MOoJL30BaTEeINEH,
MIPECTABIISIONIEE coboit

MOOMJIBHOE  TIEPCOHATbHOE
YCTPOMCTBO, HATOMUHAIOIIUE
MAJICHBKUH  TEUIDKEp, HE

IOICOEANHIECMBIE K
KOMITBIOTEPY H  HMMEIOIINE
COOCTBEHHBIH HCTOYHUK
IMUTAHUS

TOKCH

aBTOHOMHBIM TOKEH

USB-1oken

ycTpoiicTBo iButton

cMapT-KapTa

Hoctyn  monb3oBaTtens K
MH(OPMAIIMOHHBIM pecypcaM
KOMIblOTEpa ®W /  WIH
JIOKATbHOW BBIYUCIUTEIBHON
CeTH MPEANpUATUS JTOJIKEH
paspemaTbcs TOJIBKO MOCIe:

BKJIFOUCHUS KOMIIBIOTCPA

UACHTU(UKAIIH 10 JIOTHHY U MApOJIIO

3aI1poca NMacluopTHLIX TaHHBIX

3arpoca I0MCHHOTI'O UMCHHU

3anpoca GO

DNEKTPOHHBIC 3aMKH
npeaHa3HAuYCHBI JIIA ...

obecrevyeHns JOBEPEHHOM 3arpy3Ku KOMIBIOTEPA U KOHTPOJIA 11e-
JIOCTHOCTH (DaiJIOB B CHCTEMax

CKaHHUPOBAaHHUA OTIICHATKOB ITAJILICB
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NIPOBEPKH CKOPOCTH U 3arpy3Ku (aiiioB

0011ero KOHTPOJIs

I/II[eHTI/I(i)I/IKaIII/II/I IIOJIB30BaTCIIsA

3J'IeKTpOHHI:IG 3aMKU IIpeaHa-
3HA4YCHBI JJIsd:

XpaHeHHs 00JIBIIOro 0ObeMa KOHPHUASHIINATBEHON HH(POPMAITIH

3alUThI IEPUMETPA KOPIIOPATUBHOM CETU

HAJISKHOW ayTCHTU(UKAIIMHN U UACHTH(PUKAIINH TTOJIb30BaTeei

6JIOKI/IpOBaHI/I$I KOMITILIOTCPA BO BPEMs OTCYTCTBHA IMOJIB30BATCIIA
Ha pa6oqu MCCTC

Jost 3aIATEI oT
3JI0YMBIILJIEHHUKOB

HEe00XO0INMO UCII0JIB30BaTh

CUCTCMHOC ITPOTrpaMMHOC obecrieueHue

NPUKJIAIHOE TIPOTPaMMHOE 00ecTieUeHNE

AHTUBHUPYCHBIE IPOIPAMMBI

KOMIIBIOTEPHBIE UT'PbI

MY3BIKY, BUACOPUIEMBI

anmnapaTHbIM KOHTpoJIep

3JIEKTPOHHBINA 3aMOK

CHUCTCMa KOHTPOJIA

ceTeBoit aZlarTep

KONMUPOBAJIBHBIN anmapar

AnmnapartHbie MOYJIN
JIOBEPEHHOU 3arpy3Ku
«AKKOPJI-AMI3»
MPECTABISAIOT COOOMA. ..
[Ipocreiimmm croco6om
UACHTU(UKAITIT B
KOMITIBIOTEPHOU CUCTEME
SIBIISIETCS BBO/JI
uaeHTu(duKaTopa
MOJIb30BATEIIA, KOTOPBIN

HMCECT CIICAYIOIICC HA3BAHUC

TOKCH

password

napoJib

login

cMapT-Kaprta

Yro0Osl moamucarb COOOIIEHHE
3IEKTPOHHOMN ugpoBoi
MTO/IMTUCHIO, HCTIONIB3YIOTCS

OTKpI)ITI)Iﬁ KJITOY OTHPAaBUTECIIA

OTKpI)ITI)IfI KJIIOY ITOJIy4aTCisd

SaKpBITLIﬁ KJIFOY OTIIPaBUTCIIA

3aKPBITHIN KJII0Y MOTy4aTes

KakoBa  mocnemnoBaTenbHOCTD
MONNHUCAHUS  COOOIIEHUH ¢
roMonisro D1I1?

BBIYHCIIACTCS X3III, 3aTEM XOIII BaHH/I(i)pOBBIBaCTCH

cooOmeHre  3amm@poOBBIBACTCS,  MOCIE  YEro
X3LIUPYETCs

pe3yabTar

IpY MOJAMUCAHUN COOOILICHHE 3aIU(ppPOBBIBACTCS, NPH MPOBEPKE
BBIYUCIISICTCS XOII

BBIYUCIIACTCS] X3UI HCXOIHOTO COOOIICHHUS, MOCIE Yero OHO
3an(poBbIBACTCS

B uem 3aknrodaercss Takoe
CBOWCTBO dhyHKITIN
X3IIHUpOBaHUA [ Kak CTOHKOCTh
K KOJUTM3USAM IepBOro poja’?

JUTsE TI000To X3ma h TOKHO OBITh MPAKTHYECKH HEBO3MOXKHO
BBIYHUCIIMTh WX MTOA00paTh Takoe X, uro H(x) =h

JOJDKHO OBITh TPAKTUUECKH HEBO3MOXKHO  BBIYMCIIHTH
noao0path M00yI0 Mapy pa3InYHbIX COOOIICHHUHA X U Y JJIs
koTopsix H(x) = H(y)

20)1051

JUIMHA X3IIa JO0JDKHA OBITh (DMKCHPOBAHHON HE3aBUCHUMO OT
JUIMHBI BXOAHOTO COOOIEHUS

Bupycsl, He cBs3bIBaroIIue
CBOM KomnuH ¢ daiinaMu, a co3-
JaloIlyie CBOM KOIMWH Ha JHC-
Kax, He W3MEHss ApYrux Qai-
JIOB, Ha3bIBAIOTCS

KOMIIAaHBOH - BUPpYCaMU

YEpBH

MapasSuTHICCKUC

NpU3paKU

CTEJIC-BUPYCHI

AHTUBHUpYCHAs nporpamma

PEBU30pOM
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MPUHIUIT PadOTH, KOTOPOH OC-
HOBaH Ha TIpoBepke (hailyos,
CEKTOPOB M CHUCTEMHOU MaMSTH
1 IIOMCKE B HHUX HU3BCCTHBIX N
HOBBIX BUPYCOB Ha3bIBACTCSI

HUMMYHH3aTOPOM

CKaHEpOM

JIOKTOpa H (aru

VYKa3aTb HEIOCTaTKH, WMEI0-
mMecsl y aHTHUBHPYCHOM IIpo-
IpaMMBbI PEBU30P

HECITOCOOHOCTh MOMMATh BUPYC B MOMCHT €TI0 IIOSABJICHHSA B
CUCTEMC

HeOOJIbIIIast CKOPOCTH MOMCKa BUPYCOB

HCBO3MOXHOCTH OIIPEACIINTE BUPYC B HOBBIX Q)aﬁnax

BCE BapUaHThI BEPHBI

K mocTonHCTBaM TEXHHUYECKUX
CPEACTB 3allUThl OTHOCATCS

PEryJIsIpHBII KOHTPOJIb

CO3JaHHUEC KOMIIJICKCHBIX CUCTEM 3alllThI

CTCIICHB CJIOKHOCTHU YCTpOﬁCTBa

BCE BapUAHThI BEPHBI

OIIacHbIE
daiinosbie

B knaccudukanuio BUpycoB o | PE3UICHTHBIC

C0Cco0y 3apakeHHsI BXOIST 3arpy304HbIE
(aiioBo-3arpy30uHbIe
HEpEe3UICHTHBIC
YepBU

K Bupycam uzmensronmmm cpeny | CTYICHUYCCKHC

OOHMTaHHUS OTHOCATCS: HOJIUMOpPQHBIE
CITyTHUKU

Bupycel, He  cBssbiBaromue | KOMIIAHBOH - BUDYCAMH

CBOM Komwm ¢ (paitmamm, a co3- | YCPBH

JAMOIME CBOM KOMHMH HA JHC- | CTEJIC - BUPYCHI

Kax, He M3MeHsis Apyrux ¢ail- | makpoBHpyCHI

JIOB, HA3bIBAIOTCSI IpU3paKy
YepBH

K Bupycam He m3MeHstommm | CTCIIC-BHPYCHI

cpey OOUTaHHsI OTHOCSTCS nouMop(HbIe
CITyTHUKU

Hekotopoe cekpeTHOe Komuue-
CTBO WH(OpPMAIIUH, H3BECTHOE
TOJIBKO TIOJIb30BATEI0 U TIa-
pOJBHON  cUCTEME, KOTOpPOE
MOJKET OBITh 3aIIOMHEHO IIOJIb-
30BaTEJIEM M MPEIbSBICHO A
MPOXOXKJICHUS TMPOLEIYpPHl ay-
TEHTH(HUKAIAHA — 3TO ....

I/I,Z[GHTI/I(bI/IKaTOp IIOJIB30BAaTCIIA

MapoJib OJIb30BATECIIA

YUCTHAA 3alUCh I10JIb30BATCIIA

napoJjibHas CUCTEMaA

UccnenoBanue  BO3MOXXHOCTHU
pacmupoBaHus UHGpOPMAIUH
0e3 3HaHUS KITIoUeH

KPHUIITOJIOTUA

Kpunrorpadus

KpUIITOAHAIN3

B3JIOM

HECaHKITMOHUPOBAHHBIN TOCTYTI

Xpa"eHue  mapoiueu
OCYILECTBIATHCSA

MOXET

B BUJIE CBEPTOK

B OTKPBITOM BUAC

B 3aKPBITOM BHU/IC

B 3 (PpOBaHHOM BHUJIC
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BCC BapUaHTbI OTBETA BEPHLI

CooTHecUTEe OCHOBHBIE METOBI
MOJyYeHUs TTapoJien

1. MeTox TOTasmEHOTO NIepedopa

2. clnoBapHasi ataka

3. nonmyuyeHue naposieil u3 caMoi CUCTEMBI Ha OCHOBE MPOTrpamMMm-
HOM U alnapaTHON pean3alui KOHKPETHON CUCTEMBI

4. mpoBepKa mapoJieid, yCTaHaBJIMBAEMbIX B CUCTEMAaX 10 yMoJI4a-
HUIO

1. nst mepeGopa MCIONB3YETCsl CIOBaph HanOoJiee BEPOSTHBIX
KJIFOUEn

2. IByMsl BOBMOXKHOCTSIMU BBISICHEHUS TAPOJISl SBIISIFOTCS: HECAHK-
[IUOHUPOBAHHBIN TOCTYI K HOCUTEIO, COACpKAIIEMY MapoiH, JH-
00 UCIIONIE30BaHUE YA3BUMOCTEN

3. OHpO6BIBaIOTC$[ BCC KJIFOYHU IMOCJICAOBATCIIBHO, OAWH 3a APYT'UM

4. mapoiib, yCTAaHOBJICHHBIH (PUPMOI-Pa3pabOTINKOM 110 YMOJTIa-
HUIO, OCTAETCs] OCHOBHBIM IApOJIEM B CUCTEME

CootHecute (GYHKITAH, BBITION-
HACMBIC TEXHUYCCKUMU CPCIACT-
BaMU 3al[UTHI

1. BHemIHSS 3aIiTa

2. OTIO3HABAHUE

3. BHyTpEHHsIs 3a1uTa

1. 3ammTa OT BO3ACUCTBUS JAECTAOMIN3UPYIOMIHNX (PAKTOPOB, MPO-
SIBJISTFOIITUXCSI HEMTOCPEICTBEHHO B CPEeACTBaX 00pabOTKH MH(OP-
Maruu

2. 3ammTa OT BO3ACHUCTBHSA ASCTa0MIN3UPYIONHX (HaKTOPOB, IPO-
ABJISIOLMXCSI 3a MpeesaMu oCHOBHBIX cpeacTB ACO/]

3. CHGHI/IQ)I/I‘IGCKB.H I'pyniia CpeacTB, NMPECAHAZHAYCHHBIX JIA OIIO-
3HaBaHUA J'IIOI[Gﬁ 110 pa3JIMYHbIM UHAWBUAYAJIbHBIM XapPaKTCpU-
CTHUKaM

OnexTpoHHas nU(poBas IMO-
IMCh B DIIEKTPOHHOM JOKYMEH-
T€ paBHO3HAYHA COOCTBEHHO-
PYYHOU TOJNHCU B JOKYMEHTE
Ha OyMaXHOM HOCHTEJE IIpH
OJTHOBPEMEHHOM  COOJIOJICHUHN
CIEYIOLIUX YCIIOBHMN:

cepTudUKAT KIH0Ya TMOAMUCH, OTHOCSIIMICS K 3TOW SJIEKTPOHHOM
udpoBON MOAMKCH, HE yTpaTHJ CHIIy (IEHCTBYeT) Ha MOMEHT
MPOBEPKHU WJIK HA MOMEHT MOANMCAHUS 3JIEKTPOHHOTO JTOKYMEHTA
IpU HAJIUMYHUM J10KA3aTEIbCTB, ONPEAEIAIOIMINX MOMEHT
MOJIUCAHUS

NOJTBEPK/IeHA MOATMHHOCTD AJIEKTPOHHOM IM(POBOIT MOANUCH B
JJIEKTPOHHOM JOKYMEHTE

QJICKTPOHHAA I_[I/I(1)pOBaH NOANHNCH HUCIIOJIB3YCTCS B COOTBCTCTBHUU
CO CBCACHUSAMMU, YKA3aHHBIMU B CepTH(bHKaTe KJIro4a 1nmoaImcu

BEPHBI BCE BAPHAHTHI

Co3pnanue KITIOUer
DJIEKTPOHHBIX I(QPOBBIX
MOJIIKUCEH OCYIECTBISACTCS IS
HCIIOIL30BaHUs B

nHGOPMAILIMOHHON CHCTeME OOIIET0 MOJIb30BAHUS €€ YYaCTHUKOM
WM TI0 €T0 OOPAIICHHUIO YAOCTOBEPSIOIIUM IIEHTPOM

KOPIOPAaTUBHOM  WMH(OPMAIIMOHHOM  cucreme B
YCTaHOBJICHHOM B 9TOW CHUCTEME

MOPSAJIKE,

BEpPHBI 00a BApUAHTHI

Uem ompezgensercss ypOBEHb
HaJISKHOCTU MPUMEHSIEMBIX
KpUTITOTpahUIECKUX
npeoopa3zoBaHMIt

3HAYCHUEM I[OHyCTPIMOﬁ BCPOATHOCTHU HeHCHpaBHOCTCﬁ HIIN
cOOEB, TMPHBOMANIMX K  TIOJYYCHHIO  3JIOYMBIIUICHHHKOM
JOTIOTHUTEILHON HHPOPMAIIMH O KPUNITOTpadruuecKux
npeoOpa3oBaHUsIX

CJIO’KHOCTBIO KOMOMHAIIMY CHMBOJIOB, BEIOPAHHBIX CITy4aiHBIM
o0pazom

HCIIOJIBL30BaHHEM OOJIBIIOr0 YHCIa KIIFOUeH JI H_II/I(l)pOBaHI/IH
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OTHOIICHHWEM KOJIMYEeCTBa JeImu(poBaHHONH HWH(popMammum K
o01ieMy KoJIM4yecTBY IIM(POBAaHHON MH(POpPMALUU, MOAJISKAIIECH
JemuppoBaHUIO
MK (POBaHUE C 3aKPHITHIM KITFOUOM
Kaxk HHaye HaseBaeTcs | IMQpoBaHue MetogoM beiirca

CUMMETPUIHOC IHH(l)pOBaHI/Ie

HIUPPOBAHUE C OTKPHITHIM KIIFOUOM

mudpoBaHUE C IEPEMEHHBIM KITIOUOM

Kaxoit aIropuT™M HE
HCIIONB3YETCs pu
CUMMETPUYHOM MIH(POBAHUN

MOTOYHOE MIU(POBAHHE

no6uToBOE MHUppPOBaHUE

6s10uHOE MU pOBaHNE

anroput™ Oiib-I"amans

Yo sABIAETCA MPEUMYILIECTBOM
CUMMETPUYHOTO MNP POBAHUS

CKOPOCTb BBIIIOJIHEHUS KpUIITOTpaduuecKux npeoOpa3oBaHuil

JIETKOCTh BHECEHUS! U3MEHEHHH B alTOpUTM MIH(POBAHUS

CEKPETHBIN KII0Y M3BECTEH TOJBKO IMOJydYaTeNto MHPOpMALUU U
NepBOHAYaJIbHBIN 00MEH He TpeOyeT neperadu CEeKPEeTHOro KIrova

NPUMEHEHHEe B CHUCTeMaxX ayTeHTH(PHUKAuu  (3JIEKTpOHHAsS
TIO/IMHCh)

Kak Ha3pBaeTCs «HCTOpHYE-
CKHUi» mmdp, B KOTOPOM Kax-
nas OykBa HCXOJHOTO TEKCTa
3aMeHsyIach OYKBOH, cCToOsIIen
Ha HEKOTOpoe (PUKCHPOBAHHOE
YHUCII0O MECT JIJIbIIC B andaBu-
T€e, O TPUMEHEHHH KOTOPOTO

mmdp MapkoBa

mudp Llesaps

mudp DHUrMa

AMEIOTCS JIOKYMEHTAJIbHBIC
CBUJIETENLCTBA? wudp babumka

CUMMETPUYHBIE KPUIITOCUCTEMBI

KPHUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM

. | xpunTocucTemsl ¢ AyOIMPOBAHHEM 3aIUTHI

Paznenst COBPEMEHHOMU v v

CHCTEMBI JICKTPOHHOU 1TU(pOBOI MOANHCH
KpHIITOrpaduu:

YIIPaBJICHUE MTAPOIISIMU

yIpaBlieHUE Nepeadeil TaHHbIX

YIIPaBJICHUE KIIFOUaMU

ABTOpHU3aLuel Ha3bIBACTCS

mnmpounecce, nmocpeacrsoM KOTOporo I/I,I[CHTPI(i)I/IKaI_II/IH mnpearojarae-
MOH JTUYHOCTHU MIPOBEPACTCA HA OCHOBC NOKYMCHTA, YIOCTOBC-
pAOLICTO JIMYHOCTD

ayTeHTU(UKAalKs OCHOBAHHAS HA JIBYX Pa3HbIX TUIAX UACHTH(U-
KallUU.

4acTb WAECHTUYHOCTH, KOTOpas OTpaXkaeT OINpPENEICHHYIO BpPOX-
JCHHYI0 OCOOEHHOCTb JTMYHOCTH, TO €CTh TO YTO CBSI3aHO C KOH-
KPETHOH JINYHOCTBIO

[Ipomecc, kOTOpPHI faeT (WK OTKIIIOYAET) IPaBo JIOCTyMa K (ce-
TEBBIM) pecypcam

AyTteHTuduKanus - 3TO
poriecc TIPOBEPKU
MpeJIonaaraéMoil MoAJTMHHOCTU
JTUYHOCTHU Ha OCHOBaHHUH
KaKoro-mu00  YAOCTOBEpEHHUS
JUYHOCTH, KOTOPOE MOXKET
OBITh

YTO-TO, UTO BbI 3HACTC

YTO-TO, YTO Y Bac €CTb

TO, YEM BbI ABIACTCCH

JBOWMHOM 3a1IUTON HA3bIBAETCA

ayTeHTH(UKALKS HA OCHOBE IBYX HICHTH(PHKATOPOB.
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ayTeHTU(UKAIHS
UICHTUDUKAIIH

OCHOBaHa Ha JABYX Ppa3HbIX THIIaxX

ayTeHTU(UKalMs, OCHOBaHHAs Ha JBYX WM OoJjee pa3inuHbIX
TUTIAX UACHTH(PUKAITUU

INepeuncnuTe BaXKHBbIC YUCTHBIC
3allUCH Ui TIOJIb30BATEIs
WuTepHera, rie HYKHO
HCTONB30BaTh  JIBYXOTAMHYIO
ayTeHTU(DUKAITHIO?

YYETHBIC 3aIUCH JTsl BXOJ1a B OaHK

YUYETHBIE 3alUCH, COJEpXKalHe KOHPHICHIUAIBHYIO JHYHYIO
UH(pOpPMAIHIO

aapeca BHGKT'I)OHHOfI IIO4YThI, HA KOTOPLIC Bbl MOXKCTC 3aKa3aTb
HAalTOMUWHAHUA T1apOoJIst JJIsT APYTUX Be6—cpen

YUYETHBIC 3allMCH COLIMAIbHBIX ceren

YUETHBIE 3aITUCH CIIY’KO C MOMOILBI0 KOTOPBIX BXOASAT B ApPYyTHe
BEO-CITyKOBI

Anroputmsl mHU(pPOBaHUS C OT-
KPBITBIM KIJIFOUOM MO-APYyTroMy
Ha3bIBAIOTCS

ACUMMCTPHUYHBIMHA AJITOPUTMAMU H_II/I(I)pOBaHI/IH

CUMMETPUYHBIMH AITOPUTMaMU MU (POBaHUS

OJIHOCTOPOHHUMHU aJNTOPUTMAaMHU MHU(YPOBAHUS

MOMEX0YCTOWYMBBIMU AITOPUTMaMU MIK(POBAHUS

ACUMMETpUYHbIE  aJITOPUTMBI
mmdpoBaHUs MO-APYroMy Ha-
3BIBAIOTCSA

aIropuTMaMu MWU(QPOBAHUS C OTKPBITHIM KIIFOUOM

CUMMETPUYHBIMHU aJITOPUTMAMHU MIH()POBAHUS

OJIHOCTOPOHHUMHU aJNTOPUTMAaMHU MKU(YPOBAHUS

MIOMEX0YCTOWYMBBIMH AITOPUTMaMU MIU(POBAHUS

Matemarudeckas (QyHKIHS, KO-
TOPYK0 OTHOCHTEIBHO  JIETKO
BBIUUCIUTh, HO TPYAHO HAWUTH
[0 3HAYCHHUIO (YHKIUU COOT-
BETCTBYIOIIICE 3HAYCHUE apry-
MEHTa, HA3bIBACTCS B KPHIITO-

rpadun

Kpunrorpaduueckont GpyHKImen

OJTHOCTOPOHHEH yHKITHEH

¢ynkuumeit Anddu-Xemmana

dyHkuuei Diinepa

OnHoctoponHue (GyHKIHMH, TO
€CThb ()YHKIIMH, KOTOPBIC OTHO-
CHUTENBHO JIETKO BBIYUCIIUTH, HO
MPaKTUYECKH HEBO3MOXKHO Hald-
TH O 3HAYCHHUIO (QYHKIHUU CO-
OTBETCTBYIOIIEC 3HAYCHHE ap-
TYMEHTa, MOKHO HCIOJIb30BaTh
I

dhopMHUpOBaHUS XEIII-KOJIOB

muGpoBaHUs COOOIEHU

dbopmupoBaHus 1TUHPOBOI MOATHCH

KOHTPOJISl ¥ UCIPABJIEHUs OLIMOOK MU Nepeaaye nHPOpMaIu

Yro sBnseTcsi OCOOCHHOCTHIO
CHCTEM IMU(PPOBAHUS C OTKPHI-
ThIM KJIIOYOM I10 CPABHCHHIO C
CUMMETPUYHBIMH  CUCTEMaMu
g poBaHus?

BO3MOKHOCTh IMHU(PPOBaHMS KaK TEKCTOBOH, Tak M rpaduyecKon
uHpopMmarmu

BBICOKAs! CKOPOCTb TMPOLIECCOB MHU(pPOBAHMUS/PACIIUPPOBAHUSL

HCITIOJIB30BAHUEC MAJIOT'O KOJTMYECTBA BEIYHUCIUTCIIBHBIX PECYPCOB

OTCYTCTBHE  HEOOXOJUMOCTU  MPEABAPUTENILHONW  Mepeaadyu
CEKPETHOTI0 KJII0Ya 110 HaAEKHOMY KaHAIly CBSI3U

Jns  pemieHWsl Kakux —3a1ad
MOKHO KCIIOJIb30BaTh aJrOpUT-
MBI IIU(GPOBAHUS C OTKPHITHIM
KII04OM?

JUIA HlH(prBaHH}I nepcaaBacMbIX U XPAHUMBIX JAHHBIX B HCIAX
HX 3alIUTEI OT HCCAHKIMOHUPOBAHHOT'O JOCTYIIA

uis GOpMHPOBaHUSA LU(POBOM MOANMCH TOA SIEKTPOHHBIMU
JIOKYMEHTaMU

JUISL PacIpeNesIeHUs] CEKPETHBIX KIIIOUEH, MCIOJIb3YEMbBIX MOTOM
npu I pPOBaHUU JOKYMEHTOB CHMMETPHUYHBIMHA METOIaMU

IS MIOMEXOYCTOHYMBOTO KOJIMPOBAHUS nepeiaBacMbIX
COOOIIEHNI

Yro sgBIsgeTCI  HEIOCTATKOM

HU3Kasi CKOPOCTh MPOIIECCOB MM (PPOBAHUS-PACIIUPPOBAHUS
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CHCTEMBI MU (pPOBAHUS C OT-
KPBITBIM KJIIOUOM?

HEOOXOUMOCTh OOHOBJICHHMSI KJIFOYAa TIOCTE Kaxaoro (akra
nepeavn

OTCYTCTBUE  HEOOXOJUMOCTH  MpeaBapUTENILHOU
CEKPETHOI'0 KJII0Ya 110 HaJEKHOMY KaHaly

nepeaadn

HEOOXOUMOCTh IPEABAPUTENBHON NEpeaul CEKPETHOTO KiIro4a
10 HAAEKHOMY KaHaITy

YTto Ha3BIBAIOT 3aKPBITBIM KJIIO-

KJIIOY, KOTOpLIfI HAOJIKCH XPpaHUTLCA B CCKPCTEC

KJIFO4, KOTOPBII HEO0SA3aTeIbHO XPAHUTh B CEKPETE

YOM B aCHMMETPUYHBIX METO- | IOOOM K04, MCHOJNB3yeMbl  mid  MmuppoBaHUA  WIH
ax mudpoBaHus? pacmudpoBanus
KJIF04, KOTOPBIN MCIIOIB3YETCs ISl BIPAOOTKH UMUTOBCTABKU
KJIFOY, KOTOPBIN TOJKEH XPAHUTHCS B CEKpETe
Yro Ha3bIBAIOT OTKPBITBIM KJIFOY, KOTOpBII\/'I He 00s13aTENbHO XPaHUTBb B CEKPETE
KJIFOYOM B aCHMMETPUYHBIX Me- | TIOOOM K04,  MCHOJNB3YeMbIH g MU(QpOBaHUSA  WIH
Tozax muppoBaHus? pacumdpoBaHus

KJIIOY, KOTOprI HCIIOJIB3YCTCS AT BBIpa6OTKI/I HMMHUTOBCTAaBKH

Kak Ha3bIBaeTCs KIIOY, UCTIOJb-
3yeMbIii B aCHMMETPHYHBIX
KpUNTOrpa)uueckux ajropuT-
MaX, KOTOPBI MOXHO HE Xpa-
HHTH B cekpete?

3aKpBITHIN KITHOY

OTKPBITBIN KITHOY

TalHBINA KJIIOU

SIBHBIN KJTFOY

KJTIOY (P POBaHUS

CKOJIBKO KITIOUEH HCHOJIB3YETCS
B KPUOTOTPa(UIECKUX aJro-
pUTMaX C OTKPBITHIM KITFOYOM?

W= O

4

Yro 0O0ILIEro UMEKT BCE METO-
Il 1H(POBAHUS C 3aKPHITHIM
KIIF0O4oM?

B HUX JUIsl UG pOBaHUs HH(OPMALIUK UCTIONB3YETCS OUH KITIOY,
a JUIsl paciupoBaHus — JPYTroi KoY

B HHMX A wmmdpoBaHus u pacmudpoBaHus HHPOpPMAIUU
MICTIONIB3YETCS OIMH U TOT K€ KITI0Y

B HUX BXOIHOW IOTOK MCXOJHOI'O TEKCTA NEINUTCS Ha OJIOKH, B
Ka)XJIOM M3 KOTOPBIX BBINIOJIHAETCS EPECTAHOBKA CUMBOJIOB

B HHX Ui omepauuid mmdpoBaHMs W pacmm(poBaHUS
UCIIOJIB3YETCS 1BA PA3HBIX KIIFOYA — OTKPBITBIM U 3aKPBITHIN

VYxkaxure TpeOOBaHHS K alro-
puT™MaMm IUGPOBAHUS C OTKPHI-
TBIM KJIIOUOM

BBIYUCIIUTENILHO HEBO3MOXKHO CO3/1aBaTh Mapy (OTKPBITHIH KIl0Y,
3aKpPBITHIN KITHOY)

BBIYUCIUTEIBLHO CcOo00IIIeHIE

OTKPBITHIM KJIFOYOM

HEBO3MOXKHO  3ammdpoBaTh

BBIUMCJIUTEIBHO HEBO3MOXKHO, 3Hasi OTKPBITHIH KIIIOY, ONIPEAEIUTD
COOTBETCTBYIOIIUHI 3aKPBITBIM KIIFOY

BBIYHMCIIUTECIIPHO HEBO3MOXHO, 3HAas1 TOJIBKO OTKpBITBIﬁ K049 "

Ykaxure TpeOOBaHHUA K airo-
puTMaM mU(GPOBaHUSI C OTKPHI-
THIM KJTIOYOM

3anQppoBaHHOE COO0O01IEHHE, BOCCTAHOBUTh HCXOJIHOE
cooO1eHne

BBIYUCIIUTENFHO JIETKO 3alu(poBaTh  COOOIIEHHE OTKPHITHIM
KITIOYOM

BBIYUCIIUTENBHO JIETKO pacuIM(poBaTh COOOIIEHUE, UCTIONb3Ys
3aKpBITHIN KITIOY

BBIUHCJIUTEIBHO HEBO3MOXKHO, 3Hasi OTKPBITHIH KIIIOY, ONIPEAEIUTD
COOTBETCTBYIOIIUHI 3aKPBITHIA KIIFOY
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BBIYUCIIUTCIBHO HEBO3MOXHO, 3Has TOJBKO OTKpI:ITbII\/JI KIIIOY U

Kakue koo M Kak JOJDKHBI
TIPUMEHATHCS TIPH HCIOJB30Ba-
HAA ACUMMETPHYHBIX KPHUIITO-
rpaU4ecKuX aJIrOPUTMOB IS
mudpoBaHUS TepeIaBacMbIX
JaHHBIX?

3anmm@poBaHHOE cooO1eHue, BOCCTAHOBUTH HUCXOIHOE
cooO1ieHue
OTHpaBUTENb  IMMPPYET  COOOIICHUE  OTKPBITHIM  KIIFOUOM

NOJTyYaTess, a MoJydaTellb pacn(poBbIBaeT COOOIIEHHE CBOUM
3aKPBITHIM KIIOUOM

oTnpaBuTens  mHU(PyeT  COOOIMIEHWE  3aKPBITBIM  KIIOYOM
MOJTyyaTessi, a Mmoxydareiab pacin@poBbIBaeT COOOIIEHHE CBOUM
OTKPBITBIM KIIFOUOM

OTIIPAaBUTENb MHU(PYET COOOIIEHNE CBOMM OTKPBITBIM KIIIOYOM, a
HoJy4areiab paciiupoBBIBAET COOOIIEHUE 3aKPHITHIM KITIOUOM
OTIIPABUTEIS

OTIPaBUTENb MWUPPYET COOOIIEHNE CBOUM 3aKpPBITHIM KJIIOYOM, a
MoJTydaTeNb paciu(poBbIBaeT COOOIIEHNE OTKPHITHIM KIOYOM
OTITPABUTEIIS

Kakum TpeOoBaHUSIM JOJDKHA
YIOBJIETBOPATh  DIEKTPOHHAS
urpoBas MoMUCH?

MoANnUCh BOCIIPOU3BOAUTCSA TOJIBKO OJHUM JIMIOM, a ITIOAJITMHHOCTD
€€ MOXKET OBITh YAOCTOBEPCHA MHOTUMU

MoANMUCHh BOCITPOU3BOANUTCA MHOTUMH JIUIAMH, a €€ IMIOAJIMHHOCTD
MOJKET OBITh YAOCTOBCPCHA TOJIBKO OJJHUM JIMIIOM

MO/MKCH HEPA3PHIBHO CBA3BIBACTCS C JAHHBIM COOOIIIEHUEM U HE
MOJKET OBITh MepEeHEeCceHa Ha JPYTroi TOKyMEHT

MOJIIHCH HE CBSI3BIBACTCS C KOHKPETHBIM COOOIICHHEM M MOXET
OBITH NIEpPEHECeHA Ha IPYTrOi TOKYMEHT

Kakum TpeOoBaHUsAM OJDKHA
YIOBIETBOPATh  JJCKTPOHHAS
nudpoBast MOANHUCH?

IMOCJIC TOIr'0, KaK JOKYMCHT IIOAINKMCAaH, €Ir0 HCBO3MOXXHO U3MCHUTD

IMOCJIC TOr'0, Kak JOKYMCHT IMOAIIMCAaH, €ro MOKHO U3MCHATH

MOJITUCH HEPA3PHIBHO CBA3BIBACTCS C JJAHHBIM COOOIICHHEM U HE
MOJKET OBITh MIepeHeceHa Ha JPYTroi TOKyMEHT

HOJMNCh HE CBS3BIBACTCS ¢ KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITh NIEpPEHECeHA Ha IPYTrol TOKYMEHT

Kakum TpeOoBaHUsAM OJDKHA
YIOBIETBOPATh  JJCKTPOHHAS
nudpoBast MOANHUCH?

OT IIOCTaBJICHHOM IOAIIMCHU HEBO3MOXXHO OTKa3aThbCsl, TO €CTh
Jiano, noAamnucaBmiece JOKYMCHT, HC CMOXKET IIOTOM YTBCPKIAATh,
YTO HE CTaBHJIO ITOAIIHNCH

moANnUucCh BOCIIPOU3BOANUTCA MHOTUMH JIMIaMH, a4 €€ IIOAJIMHHOCTDb
MOJKET OBITh YAOCTOBCPCHA TOJIBKO OJHUM JIMIIOM

HOJMKCh HEPA3PBIBHO CBA3BIBACTCA C IaHHBIM COOOIIIEHUEM U HE
MOJET OBITh MEpeHeCeHa Ha APYTon JOKYMEHT

MOJIMTUCH HE CBSI3BIBAETCS C KOHKPETHBIM COOOIEHHUEM U MOXKET
OBITH TIEpEHECeHa Ha JPYTOi TOKYMEHT

[ yero nmpeHa3Hav€eH LEHTP
cepTuduKauy KIroden?

JUISl pETUCTPAIi a00OHEHTOB

JJIA U3rOTOBJICHUA CCpTI/I(I)I/IKaTOB OTKPBITBIX KJII04YeH

JJIA BBIACIJICHUA CIICHUAJIBbHBIX KaHAJI0B CBA3U aboHeHTaM

AJI XpaHCHUSA U3TOTOBJICHHBIX CepTI/Iq)I/IKaTOB

JUIL  TOAJIEpXKAHUS B AaKTyaJlbHOM COCTOSHUM CHPAaBOYHMKA
JeHCTBYIOIUX CEPTU(HUKATOB

JUTSI BBIIMTYCKa CITUCKA IOCPOYHO OTO3BAHHBIX CEPTU(PUKATOB

Kak Ha3bIBaeTCcs CTpyKTypa B
cocTaBe OOJNBIIOW CETH CBSI3H,
3aHUMAIOMIAsICSl TeHEPUPOBAHH-
eM KJIIYed, WX XpaHeHUEeM U
ApXUBUPOBAHUEM, 3aMCHOHN WK

YCTPOMCTBO pacrpeeieHus KIIo4en

LIEHTP 3aKPBHITOr0 MIH(POBaHUS

LEHTp pacrpeaeaeHus KIrJei
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U3BATUEM U3 OOpalICHHs CTa-
PBIX ¥ HEHYXHBIX KITFOUeii?

LEHTP OTKPBITOTO M (PPOBAHUS

Kakum cBoHWCTBaMHM  JODKEH
o0nanate cepTH(UKAT OTKpPHI-
TOTO KIroua?

KaX/IbIi 1OJIb30BaTeNb IIEHTPa cepTU(UKALIUHN, UMEIOIINNA TOCTYI
K OTKPBITOMY KJIIOYY IEHTPa, MOXET H3BJIC€Yb OTKPBITHIA KIIIOY,
BKJIIOYECHHBIN B cepTH(UKAT

HH OJTHA CTOPOHA, IOMHUMO LEHTpa CepTU(HUKAINU, HE MOXKET
U3MEHHUTDH CEPTUPHUKAT TaK, YTOOBI 3TO HE OBUIO OOHAPYKEHO

1100011 TOITK30BATENh CUCTEMBI MOXKET U3MEHHUTD CEPTU(DHUKAT

KaKJIbIF TTOJIB30BATENh IIEHTPA CePTUPUKALINHA, UMEIOITUN JOCTYTI
K OTKPBITOMY KJIIOUY IIEHTPa, MOXKET U3MEHHUTh OTKPBITHIN KITOY,
BKIIIOUEHHBIN B cepTudukat

Yr1o 00IIero MMET BCE METO-
bl M(POBAHUS C 3aKPBITHIM
KIIFOUOM?

B HUX JUIsl UG pOoBaHUs HH(OPMALIUK UCTIONIB3YETCS OUH KITIOY,
a JUIst paciupoBaHus — JPYTroM KITI0Y

B HUX BXOJHOM NHOTOK MCXOJHOI'0 TEKCTa JCIWUTCSI Ha OJIOKHU, B
KQ)KJIOM U3 KOTOPBIX BBIMOJIHSAETCS MEPECTAHOBKA CUMBOJIOB

B HUX IMPOU3BOAUTCA CJIOXKCHUC CHUMBOJIOB MCXOJHOI'O0 TCKCTAa U
KJIF0Ya 110 MOJIYJTIO, pABHOMY YHCITY OYKB B aj(aBuTe

B HuUX i1 mudpoBaHus U pacmudpoBaHUs HHPOPMAITUU
UCTIOJIB3YETCSI OJIMH M TOT K€ KITIOY

Kakue omepanuu NpyUMEHSIOTCS
O0OBIYHO B COBPEMEHHBIX 0J104-
HBIX aIrOpUTMax mudpoBaHus?

BO3BCJICHUEC B CTCIICHDb

3aMeHa OUT 110 TaOJIULIE 3aMEH

HaXO0XICHUEC OCTaTKa OT ACJIICHHA Ha OobIIoE IIPOCTOC YUCJIO

nepecTaHOBKa OWUT

CJIOKEHHE IO MOAYJIIO 2

CumMMeTpUYHbIE METOBI N (-
POBaHUS — 3TO METOJHI ...

MIUPPOBAHUS C OTKPHITHIM KIHOUOM

CoKaTus UHPOPMAIIH

MIOMEXO0YCTOMYUBOTO KOJAUPOBAHUS

MIUPPOBAHUS C 3aKPBITHIM KIIIOUOM

Kak HaseiBaeTcsi cooOlieHue,
MOJIydeHHUe IOoCiie Tpeodpaso-
BaHHUsI C HCIOJb30BAHUEM JIIO-
6oro mmudpa?

HUMHUTOBCTaBKOU

KIIIOYOM

OTKPLITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HaspIBaeTCs OMHO3HAYHOE
npeoOpa3oBaHne BXOJTHOTO
MacCHBa JIaHHBIX IPOU3BOJIb-
HOW JJIMHBI B BBIXOJHYIO OUTO-
BYI0 CTPOKY (DHKCHUPOBaHHOU
JUTAHBI?

KOJIIIN3Us

XCIIUPOBAHKE

raMMHPOBAaHUC

INEpeCTaHOBKA

CJI0’KEHHUE TIO MOAYJTIO 2

Kak Ha3biBaeTcs (GyHKIHS, KO-
TOpast Uil CTPOKH TPOU3BOIH-
HOM JUIMHBI BBIYMCIISIET HEKOTO-
poe 1enoe 3HAYCHHE WM HEKO-
TOPYIO APYTYK) CTPOKY (PUKCH-
POBaHHOU NIIUHBI?

Kpuntorpaduueckas GyHKIUs

OJIHOCTOPOHHSS (PYHKLIUS

xeuI-(hyHKIUs

¢bynkuus Ditnepa

(GyHKINS raMMUPOBAHUS

Kakue TpeOoBaHMS mpenbsB-
JSIIOTCSA K KPHUIITOrpaduuecKUM
xem-pyHKImam?

xen-QyHKIMs ~ JO0/DKHA — OBITh COOOIIEHUTO

(UKCHUPOBAHHOTO pa3mepa

npuMEeHUMa K

IpY U3BECTHOM 3HaueHHH xem-QpyHkuuun H(M)=m momxHO ObITh
TpyaHO  (IIPAKTHYECKHM  HEBO3MOXHO) HAWTH  TOIXOMISIINNA
npoobpa3z M
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MPU U3BECTHOM COOOIIEHHMH M HOMKHO OBITh TPYAHO HaWTH

npyroe coobuieHre M’ ¢ TaKuM ke 3HaYeHHEM Xell-(QYHKIIHH, KaK
Y UCXOJTHOTO COOOIICHHS

JUIE  COOOUICHWH OJMHAKOBOTO pa3Mepa Xem-KoJ  JOJDKEH
MOJIy4aThCsl OJTMHAKOBBIM

xeu-(QyHKIUs JOJDKHAa OBITh NpPUMEHHMMa K  COOOIICHHUIO
(UKCUPOBAHHOTO pa3Mepa

IpY U3BECTHOM 3HaueHnH xem-QpyHkuuun H(M)=m momkHO ObITh
TpyaHO  (IIPAKTHYECKHM  HEBO3MOXHO) HAMTH  TOIXOMSIINANA
npoobpa3z M

IPU U3BECTHOM COOOIIEHUH M JOIKHO OBITh JIETKO HAWTH Apyroe
coobuieHne M’ ¢ TakuM k€ 3HaU€HUEM Xell-QYHKIUH, KaK y
HCXOJIHOTO COOOLICHUS

JOJDKHO OBITH TPYIHO HAWTH KaKylo-THOO Tapy CIydailHBIX
pa3IMYHBIX COOOIIEHNH C OAMHAKOBBIM 3HaUE€HUEM Xell-(DyHKINU

Kakue tpeboBaHus mnpenbsB-
JSFOTCS K KpUITOrpaduuecKUM
xem-pyHKImam?

JUTSL TIPOBEPKH LIETIOCTHOCTH COOOIIECHHS

JUIS1 TIPOBEPKU aBTOPCTBA COOOICHHUS

U1 QOPMUPOBAHUS FIEKTPOHHON I (PPOBOI MOAIMHUCH
JUTst U POBaHUS COOOIICHUN

B KaueCTBE KII0Ya MPH MUPPOBAHUN

Hns kakux uenei npuMeHsieTcs
XeI-KoJ B Kpurrorpaduu?

Bonpocs! k komIiekcHoMy 3axanuio TK2

I. Yro oTHOCHTCS K CpEACTBAM HHKECHEPHO-TEXHMYECKOM  3aIlUTHI
uH(}OpMAIUU U 17151 YEr0 OHU MpeAHa3HAYEHBI?

2. Kakue crnocoObl ayTeHTU(UKALUU MOJIb30BaTeNIed MOTYT MPUMEHSTHCS B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B 4yem 3akitoyaroTcsi OCHOBHBIE HEAOCTATKU MApOJIbHONW ayTeHTHU(PHUKAUU U
KaK OHa MOXET OBbITh YCHJICHA?

4. Kakvue OumomeTpuyecKkue XapaKTEpUCTUKH IOJb30BaTeled MOTYT INpUMe-
HATBCS ISl MX ayTeHTu(ukanuu? B yem mpemmyiecTBa mogoOHOro crmocoda moj-
TBEPXKACHUS OAJTUHHOCTH?

5. Uto Ha3bIBaIOT ABYX(aKTOPHOM ayTeHTUPUKAIIUECH?

6. B yem pasHuna Mexay CHMMETPUYHBIMU M ACHMMETPUYHBIMU KPUITOTPA-
(buyecKkuMu cucTeMamu?

7. B uem pa3HuIia MKy TOTOKOBBIMU U OJIOYHBIMU MM PpaMu?

8. Uro Takoe »siekTpoHHas LUdpoBas MOANMUCH, KaK OHA IMOJy4aeTcs |
poBepsieTcs?

9. Kakoga pousb B cuctemax DI ¢pyHkumii xemupoBanus?

10. Kakyro poap HCHOJHSAIOT YyAOCTOBEpstOmME LEHTpbl? Yto Takoe
cepTUu(UKAT OTKPHITOrO Kitoya?

11. Kakue nmporpaMmbl OTHOCST K pa3psay BPEIOHOCHBIX?

12. Yto Takoe KOMIBIOTEPHBI BUPYC?

13. Kakue cymecTByrOT BUAbI KOMIIBIOTEPHBIX BUPYCOB?

14. B yem pa3HuIa MKy 3arpy304HbIMU U (DASIOBBIMU BUpyCaMU?

15. Kak mnpoucxomutr 3apaxeHne U (yHKIMOHHUPOBAHHME 3arpy304HbIX
BHUPYCOB?



16. Kakue tursl aitioB MOTyT 3apakaThCcs (haliJIOBBIMH BUPYCAMH?

17. Kak mpoucxoauT 3apaxeHue nporpaMMHbIX (haiioB?

18. [Touemy Qaitnbl TOKyMEHTOB MOTYT COJIEpKaTh BUPYChI?

19. Kak ofecreunBaeTcsi aBTOMAaTHYECKOE  TOIYYCHHE  YIPaBICHHUS
MakpoBUpycamu?

20. B uyem 3akmoyaercs NpPOPUIAKTHKA 3apaXXeHUs KOMIIBIOTEPHBIMU
BHUpycamu?

21. Kpunrorpaguyeckue npuMUTUBBI. X31I-QyHKINSA U €€ TPUMEHEHHUS.

st tekymero kourpoJs TK3:
IIpoBepsiemast KOMIETEHIUA:

Kon 1 HaumeHOBaHNME KOMIIETCHIIN Kon n HaumeHoBaHMe HHIMKATOpa
OIIK-4. Criocoben nonuMats npuHunsl pa- | OIIK-4.2. Brageer HaBbIkaMM NMpUMEHEHUS LUPO-
00TBI COBPEMEHHBIX HHPOPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHHA U PEHIeHUs 3aaad mpodeccro-
HOJIOTU U UCTIOJIb30BATh UX JJIS PEILICHUS HaJIbHOM JESITEIbHOCTU C YyYE€TOM OCHOBHBIX Tpebo-
3aJa4 NpoecCuoHaIbHOM AEATENbHOCTU BaHUI WHPOPMAIIMOHHOH 0€3011acHOCTH
Tect
Bonpoc Bapuanmuvr omeema

pa3paboTka HOPMATUBHO NPABOBBIX AKTOB, PErTIAMEHTHUPYIOLINX
OTHOIICHHS B MUHPOPMALIMOHHOM cepe

CO37IaHNE M COBEPIIICHCTBOBAHUE CUCTEMBI oOecniedeHus: b PO

K IIPaBOBBLIM METOAAM | pa3paboTKa, WCIOJb30BAHUE U COBEPIICHCTBOBAHUE CPEJNICTB
3aIIUTHI MH(QOPMALUHK | 3aIUTHI IPOLIECCOB U MIPOrPaMM

OTHOCHUTCS: pazpaboTka mporpamm obecrnieueHuss b P® u ompenenenue
nopsiika ux (UHAHCHPOBAHUS

dopMupoBaHHE  CHCTEMBl ~ MOHHUTOPHMHIA  TIOKa3aTeled |
xapakrepuctuxk Ub PO

Nudopmarnus, npodeccuoHanpHas TaiiHa

HCTIONB30BAHUE KOTOPOH 0€3 | rocynapcreennas raina

coriacus cy61,eKTa MOXCT
MEPCOHAIBLHBIC TaHHBIC

HAaHCCTH BpEA Cro 4YceCTu,

JIOCTOUHCTBY, Jenopoii | KOMMepUecKas TaiHa

pernyTanuu cily>keOHas TaliHa

B pykoBogsmeM noKymeHTe

OCTOK CHCTEMBI, B 1A

KOTOPBIX  paboTaeT  OJuH
MOJIb30BaTENb, JOMYIIEHHBIH 1r

KO Bcel oOpabarbiBaeMoOi

uHbopMaIuu ypoBHs | 2A
roCyIapCTBEHHOU TalHBbI,
pa3MeIleHHONM Ha HOCHTENSX | 3A
OJTHOTO YPOBHS
KOH(HIEHIIMAIbHOCTH -1 3

OTHOCATCS K I'pYIIIIC

K mpaBoBbIM METOJjaM | CO3/IaHHE U COBEPIIEHCTBOBaHUE cucTeMbl oOecnedenust b PO

3alIUThI I/IH(i)OpMaHI/II/I pa3pa60TKa, HCIIOJIB30BAHUEC W COBCPHICHCTBOBAHUC CPCIACTB
OTHOCHUTCA 3aIlIUTHI IIPOLIECCOB U IIPOIrpaMM
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BHECCHHE M3MCHCHUN M JOIIOJHSHUH B 3aKOHOIATEIIHLCTBO PO,
perynupymoiiye oTHoIeHus B obnactu obecneuenus b

pazpaboTka mporpamm obecrniedenuss b P® u ompenenenue
nopsiika ux (PMHAHCUPOBAHUS

dbopMHpOBaHHE  CUCTEMbl  MOHHUTOPHHTA  TIOKazareied U
xapaktepuctuk b PO

B pyxoBoasmiemM IOKyMeHTe

®CTOK CHCTEMBI, g | 3A

KOTOPBIX paboraet

HECKOJIBKO  II0JIb30BaTelIeH, A

KOTOpBIE UMEIOT OJJMHAKOBBIE

IpaBa JocCTyna KO BCeH

uHpopMaIH yposus | 1A

roCyIapCTBEHHOU TalHBI,

oOpabareiBacMOM 177070 03 3B

XpaHUMOM Ha  HOCHUTENSIX

Pa3TUIHOTO YPOBHS

KOH(UIEHIINATBHOCTH — 1B

OTHOCSATCS K I'pYIIIC

K OpraHU3aIMOHHO-
TCXHHUUYCCKUM METOJaM
3aIUTHI nHbOpMaIH
OTHOCHUTCS

CO3JIaHUE U COBEPIIICHCTBOBaHUE cucTeMbl ooecrieueHust Ub PO

pa3paboTka mporpamm obecriedenuss Ub P® u omnpenenenue
nopsaka ux (UHAHCUpPOBaHMSA; 3. (OPMUPOBAHUE CHUCTEMBI
MOHUTOpPHUHTIA MoKa3arenen u xapakrepuctuk Ub PO

YTOYHEHHE CTaTyca MHOCTPAaHHBIX WH(POPMAIMOHHBIX areHTCTB,
CMMU u xypHaAINCTOB

B pyxoBozseM 10OKyMeHTe
OCTIK
MHOTOIIOJIb30BaTEIbCKUE

CHCTEMB, B KOTOPBIX
OZTHOBPEMEHHO

oOpabatbIBaeTcs W/unm
XpaHUTCA uHpopmanms
Ppa3HbIX YPOBHEM
KOH(UICHIINATHLHOCTH 10
rpupa  «Ocobo  BaxKHO»
BKITIOYHTEIBHO, npudeM
pa3nuyHble  MOJb30BATENH

UMEIOT Pa3IMyHble IpaBa Ha
JIOCTYNl K HH(poOpMaluu —
OTHOCATCS K TpyIie

1b

2b

3A

1A

1B

3ammiraemMble TOCYJapCTBOM
CBEIICHHS, PACIPOCTPAHEHHE
KOTOPBIX MOXET HaHECTH
yiepo PO

npodeccuoHanpHas TaiiHa

Trocy1apCTBCHHAA TaliHa

MEPCOHAIBHBIC TaHHBIC

KOMMepYecKast TaltHa

cinyxeOHas TaliHa

B pykoBosieM 1okymeHTe
DOCTOK
MHOTOITOJIL30BaTEILCKHE
CHCTEMBEI, B KOTOPBIX
OJTHOBPEMEHHO

1b

2b
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oOpabartbIBaeTCs W/
XPaHUTCS uHpopmarms
pa3HBIX YpOBHEHN
KOH(UICHIIMATbHOCTH 10
rpuda «CeKpeTHO»
BKJTIOYHTENBHO, npu4YeM
pa3nuyHBIe  TOJH30BATENN

UMEIOT pa3IMYHbIe TpaBa Ha
JIOCTYNl K UWHPOpMaLUU —
OTHOCSITCS K TPYIIIe

3A

1A

1B

K »skxoHoMmueckum Metomam

pazpaboTka mporpamm obecrniedeHuss b P® u ompenenenue
nopsiika ux (GUHAHCHPOBAHUS

YTOUYHEHHE CTaTyca MHOCTPAHHBIX MH(POPMALMOHHBIX areHTCTB,
CMMU u )xypHaAJIUCTOB

3aLIUThI uH(popMaIu - =

OTHOCHTCS BHECCHHE M3MEHEHUH W JIOTIONHEHUI B 3aKOHOAATENbCTBO PO,
peryIupyroIiye oTHOIIeH B obmactu obecrieuenus b
dbopMHUpoBaHHE  CHUCTEMbl  MOHUTOPHHTa  TIOKazareled U
xapaktepuctuk b PO
npodeccuoHanpHas TaiiHa

Nudopmars rocyaapcTBEHHas TaifHa

MIPEACTABIISIONIAS CEKpET | epCOHAIbHBIC TaHHbIE

MIPOU3BOJICTBA(HOY-XayY), 3TO

KOMMeEpYeCKasl TaliHa

ciy>keOHas TaifHa

B pykoBosieM 10KyMeHTe
OCTOK

MHOTI'OIIOJIB30BAaTCIBCKUEC

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabatbIBaeTCs n/vunm
XpaHUTCA uHpopmanys
pa3HbIX YPOBHEM
KOH(HUICHIIMATBHOCTH B TOM
qUCIe [TepconanbHbie

JaHHBIC, TPUYCM Pa3JINYHBIC
MOJIH30BATEIIH HUMEIOT
pasnu4HbIe IIpaBa Ha JOCTYII
K uHGOpMAIUU — OTHOCSTCS
K IpyIIe

1b

1r

3A

1A

1B

K CBEICHUSIM
KOH(HUIEHIINAILHOTO
XapakTepa, COIIacHO yKazy
npesuaeHTa pd ot 6 mapra
1997 r., oTHOCSTCS

uHPOPMAIIHS O PACTIPOCTPAHCHUH TIPOTPAMM

UH(pOpPMALIKS O JTUIEH3UPOBAHUH TPOTPAMMHOTO 00ECTICUCHHS

uHpOpManus, pa3meniaemas B razerax, lHTepaere

MEPCOHAJILHBIC TaHHBIC

JINYHAas TarHa

OtHomIeHHS, CBS3aHHEIE C
00paboTKOM MepCOHANBHBIX
JaHHBIX, peTyIUpYIOTCS
3aKOHOM...

«O6 nHpopmanyu, UHGOPMAITMOHHBIX TEXHOIOTUSIX»

«O 3amuTe uHbBOPMAIIIDY

q)e,[[epaJ'IBHBIM 3akoHOM «O NEPCOHAIBHBIX TaHHBIX)

®denepanbHbIM 3aKOHOM «O KOHGUASHINATEHONH HH(POPMALIUIDY

«O0 yTBEepKIECHWU TIEPEUHs CBEJACHUM KOH(HICHIINATBHOTO
XapakTepa

JIefCTBUA C MEPCOHAIBLHBIMU

HCIIPABJICHUC ICPCOHAJIBHBIX JAHHBIX
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JTAHHBIMU (COTJIAaCHO 3aKOHY),

BKJTIOYAs coop,
CHCTEMATHU3aLuIo,
HaKOILICHUE, XpaHeHue,
UCTIONIb30BaHUE,

PaACIpPOCTPAHCHUEC U T. J1 O9TO!

pa60Ta C ICPCOHAJIbHBIMH NaHHBIMU

npeoOpa3oBaHre MEPCOHATBHBIX TaHHBIX

00paboTKa MepcoHaIbHBIX JAaHHBIX

N3MCHCHHEC NNEPCOHAJIBHBIX TaHHBIX

HeuictBus, B pesyiprare
KOTOPBIX HEBO3MOXHO
OIIPENIEIUTh
IIPUHAJIEKHOCTD
MIEPCOHAIBHBIX JAHHBIX
KOHKPETHOMY CyOBEeKTYy

NCPCOHAJIBHBIX JAHHBIX

BBIJACIICHUEC IICPCOHAJIBHBIX TaHHBIX

obecrieueHne 6€30MaCHOCTH MEPCOHATBHBIX TAHHBIX

neayTeHTU(UKAUS

JIeaBTOpU3aLIUS

JeTnepCOHUpUKAITHS

HepCOHaﬂBHLIG JaHHBIC 5TO

mobas  wHpOpMAIMA, OTHOCSIIASACS K OINPENCICHHOMY WM
OTpeesieMOMY Ha OCHOBaHUH TaKO# MH(popMaIiK (HU3NIECCKOMY
JIHILY

bamunus, UMs, 0TYECTBO (PU3MUECKOTO JIUIA

oA, MECAL, JaTa U MECTO POXICHUA, aIpEC (1)I/I3I/ILICCKOFO JIMIa

aZipec MPOKUBaHUS (U3HUECKOTO JIUIIA

CBEJICHUSI O  CEMEWHOM,  COIHMAIbHOM,  HMYIICCTBEHHOM
HOJI0KEHUH YeJIoBeKa, COCTaBJISIOILINE TIOHSITHE
«TpodeccruoHaNbHas TaitHa»

Oenepanpablii 3ak0H «O0 WH-
¢dbopmanmu, nHPOPMATU3AINH U
3ammTe MHGOpMAlKWy Halpas-
JIeH Ha:

peryIupoBaHue B3aMMOOTHOIICHHH B WHGOPMAIMOHHON cdepe
COBMECTHO C TPaKJIaHCKUM KOJeKcoMm PD

peryiupoBaHue B3aUMOOTHOIIICHUN B TpaXKIaHCKOM o01iecTBe PO

perynupoBaHue TpeOOBaHUI K pabOTHHUKAM CIIyX0, paboTaronux
¢ uadopmanui

dbopMupoBaHHEe HEOOXOAUMBIX HOPM H TIpaBWJI pabOTBI ¢
uHpopmarmein

dbopmupoBaHrEe HEOOXOIUMBIX HOPM M TIPAaBWJI, CBSI3aHHBIX C
3alIUTON AeTel 0T MHPOpMaLUu

IlepconanbHBIMU
BIIQ/ICIOT:

JaHHBIMHA

TOCYAapCTBO

Pa3JIMYHBIE YUPEKIACHUS

rocygapcrseHHas Jlyma

)kurtenu Poccniickoit @enepanyn

MCIUKO-COHAJIBHBIC OpraHUu3aliun

Oenepanpabiii 3ak0H "OO0 WH-
(hopmarum, MHPOpPMATH3ANNN U
3amuTe nHOOpMAIUH" TaeT OIl-
penenenne nHMGOpPMAIUN:

TCKCT KHUTH HUJIK ITMCbMa

CBEJICHHSI O JIMIIAaX, MpeaMeTax, (hakrax, COOBITHSIX, SBICHUSAX U
mpolieccax He3aBUCUMO OT (DOPMBI X TIPEACTABICHHUS

CBCJCHUSA O ABJICHHUAX U IIPpOLCCCax

(baxThl ¥ uAEU B GOPMaTM30BAHHOM BUJIE

M PPOBAHHBINA TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Ykaxure HOPMAaTUBHO-
IpaBOBOM aKkT, B KOTOPOM
packpsIBaeTcs TIOHSITHE
«HPOPMAITOHHAS
0€30I1aCHOCTHY

3akon Poccuiickoit @enepanuu ot 27 aexadps 1991r. Nel224-11
«O cpencTBax MaccoBOM HH(MOPMAITHIDY

®denepanbHbIi 3akoH or 27.07.2006 Neld49-®3  «O0
uHpopManuy, WHOOPMAIMOHHBIX TEXHOJOTHSX W O 3alluTe
UH(POPMALIAN

TOKTpUHA HH()OPMAIIMOHHOM O€30TTaCHOCTH

BCC OTBCTHI BCPHBI

3aKoH poccuiickoil (enepaunu

1982
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«O TOCYymapCTBEHHOW TaliHE»
ObUT MIPUHAT B CJICAYIONIEM TO-

ay

1985

1988

1993

2005

Bribepute, MOXHO 1M B CITy-
KEeOHBIX TENAX WCIIONIb30BaTh
3JICKTPOHHEIN aapec (TTOYTOBBIN
SIIUK), 3aperuCTPUPOBAHHBIN
Ha OOIIEJOCTYITHOM IIOYTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC IIPU KaKUX 00CTOsATEILCTBAX

HET, HO IJId OTIPpaBKKU CPOYHEBIX U 0c000 Ba)KHBIX ITHCEM MOXKHO

MOYKHO, €CJIM IO HEMY I0JIb30BaTeb Oy/leT mepechuiath HHPOp-
MaIHIo, HE COZIEPIKAILYI0 CBeIEHI KOH(PHUICHIINATLHOTO XapaK-
Tepa

MO’KHO, €CIM MH(GOpPMaLMIO MPEIBAPUTEIHLHO 3aapXUBHPOBATH C
MIOMOIIBIO TIPOTPAMMBI Winrar ¢ mapoJyieM

MOYKHO, €CIIU JPYTUX CIIOCOOOB 3JIEKTPOHHOW IMepeaadyr JaHHBIX
Ha NPEANPUATAN WIN y NTOJIB30BATENS B HACTOSAIMM MOMEHT HET,
a MH(OpPMAINIO HY>KHO IepecIaTh CPOUHO

MoxeT I COTPYIHHK OBITh
MIPUBJIEYEH K YrOJIOBHON OTBET-
CTBEHHOCTH 34  HapyllIeHHS
TIpaBUI nHpOPMAITHOHHOH
6e30MmacHOCTH MPEANPUATHS

HET, TOJIBKO K aHMHHHCTpaTHBHOfI OTBE€TCTBCHHOCTHU

HCT, €CJINU 3TO IrOCYyAapCTBCHHOC IIPCAIIPUATUC

Ja

J1a, HO TOJIBKO B ClIydae, €Clid JCWCTBUS COTPYIHUKA HaHECIH
HETIONPaBUMBIN Bpe

114, HO TOJILKO B CJIy4ae OCO3HAHHBIX HEITPABOMOYHBIX JCHCTBUI
COTpYIAHHUKA

B nmanHOM ciydae cOTpyIHUK
YUPEKACHUSI MOXKET OBITH IpU-
BJ€UYEH K OTBETCTBEHHOCTH 3a
HapymeHus TNpaBuil HHGOpMa-
LUOHHOHN 0€30MacHOCTH:

BeIX0[ B IHTepHeT 6€3 pa3pelieHus afMHHUCTPaTopa

IIPHU yCTaHOBKE KOMIBIOTEPHBIX UTP

B CJIy4dasix yCTaHOBKH HenuleH3noHHoro 110

B CJIy4dac HC BbIXOJla U3 HH(I)OpMaHHOHHOfI CHUCTCMbI

B 1r000M ciyJae HEIMPaBOMOYHOTO MCIOJIb30BaHUS
KOH(UACHIMATBLHOU HH(OPMALIUY IPU YCIOBUU TUCHMEHHOTO
peyIPexACHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

3a mpaBoHapylIeHus B chepe
nH(pOpMaIH,
MH(POPMAIIMOHHBIX
TEXHOJIOTMM W 3alIUThI
uHpoOpMaIKM TaHHBIA  BH
HaKa3aHWs Ha CETOHSIIHUN
JICHb HE MPEyCMOTPEH:

JAUCHUTIITIMHAPHBIC B3bICKAHUA

aIMUHUCTPATUBHBIN ITpad

yYrojoBHast OTBETCTBCHHOCTb

JINIIEHUE CBOOOIBI

CMCPTHAA Ka3Hb

Wudopmarueit, cocrapisiomniei
KOMMEPUYECKYI0 TaliHy, BIaje-
10T

rocyIapcTBO

Pa3JINYHbIC YUPCIKIACHHUA

rocyaapcrseHHas Jyma

rpaxnaane Poccuiickoit @eaepanuun

MCIUKO-CONAJIBHBIC OpraHU3aliun

WNudopmaruelt, cocrapistomeit

rOCYIapCTBO

TOJIBKO O6p a30BaTCJIbHBIC YYPCIKACHUA

TOCYIApCTBEHHYIO TaiiHy, | ToJbKO npe3uauyM BepxosHoro Cosera PO
BJIAJICIOT: rpaxnaane Poccuiickoii @enepanuu
TOJIbKO MUHUCTEPCTBO 3/IPaBOOXPAHECHHUS
roCyJIapCTBO
Brnagensuem  uHbopmanuu | KOMMEpYECKas OpraHUu3aIus
MepBOM KaTeropuu | MyHUIUIIAJILHOE YUPEKICHUE
SIBJISIETCA. .. T000H TpakIaHIH

rpyImma Juil, UMEIOIINX o0I1ee 110
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IMPOCTHIC JTFOAN

Bnagenbuem  unHdopmanmu | TOCYyapCTBO
BTOPOI KaTeropuy | KOMMepYecKasi OpraHu3arys
SBJISICTCA. . . MYHUIUTIATIBHOE YUpexKICHUE
HEKOMMepUeCcKasi OpraHu3aLus
Jr0U
Bnagenbuem  uHdopmanmu | TOCYyIapCTBO
TpeThen KaTeropuy | MyHUIIUITATILHOE YUPEKICHHE
SBIISICTCA. . . yUpexKIeHIEe
HEKOMMEpUECKas OpraHu3aIys
OcHOBHBIM HOPMATUBHO- | CTpaTerusi HallMOHAIBbHOM Oe3omacHocTH PO
gg;iﬁ;gmmq HOKyMiI;Ta(;:: ®3 "O rocynapcTBeHHOH TaiiHe"
cBOOOABI W  0€30MacHOCTh | KOHCTHUTYIHS
YyeJioBeKa B CHCTEME | yr610BHRbI KOTEKC
MH(POPMAIIMOHHBIX

oTHolIeHUH, B P® saBiseTcs

JIOKTpUHA UH(pOpMaIOHHOM 6e3omacHocT PO

COBOKYNHOCTh  O(HIMAIBHBIX
B3MISIOB  HA [eNHW, 3aadd,
NPUHOUIEI M OCHOBHBIC Ha-
mpaBJeHUsl O0OecleyeHnuss WH-
(hopMaroHHO  Ge30macHOCTH
P® npencrapiens

B /[okTpuHe uHpopManronHoii 6e3omacHoct PO

B Konnenmu HarmoHainsHoM Oe3omacHoct PO

B Koncrurtynuu PO

B buie o Haym3ope 3a TaHHBIMU

B @3 P® "OO6 undopmarum, "HGOPMALMOHHBIX TEXHOJIOTHIX U O
3amuTe HHGopmauun'”

Ha wexayHapoqHOM YpOBHE
npeacibl BMEIIATCIILCTBA B 4Ha-
CTHYIO JKHU3Hb CO CTOPOHBI TO-
CyllapcTBa U JPYTHUX CYOBEKTOB
OTIpeIeNICHbI

3aKOHOM O Tai{He YaCTHOM HH(pOpPMaITH

cranpaptoM ISO 15408

OpaHXEBOU KHUT'O1

OeKJapaliei nmpap 4eroBeKa

OusuieM 0 HaJa30pe 3a JaHHBIMU

[pectyruienusim B cdepe
KOMITBIOTEpPHOW HMH(pOpMAIUU B
YronoBHOM KOJEKCe
IIOCBAIIAsACTCS

cliaBa

paszaen

CTaTbsa

ITyHKT

qacCTb

CraHOBJIEHHE OTEYECTBEHHOTO
3aKOHOJIaTeJILCTBA o
WHPOPMAaTH3ALNHN POU3OIILIO

B KoHIIe 60-X IT

B KoHIle 70-X IT

B KoHIe 80-X IT

B Hauaie 90-x T

B Hauaje 70-x T

3ammTa  KOMITBIOTEPHOU
(dopmaunu BBeICHA. . .

HUH-

CEeMENHBIM KoJiekcoM PO

Konctutynueii PO

I'paxxnanckum kogexkcom PD

YTronoBHBIM KOoJIeKCOM PO

Yto MPEACTaBISAET co0oi
MOKTpWHA  HWH()OPMAITMOHHOMH
6e3omacHocTH PD?

HOpMaTHBHO-HpaBOBOﬁ aKT, YCTaHaBJ'II/IBaIOIlII/If/'I OTBCTCTBCHHOCTH
3a MpaBoHApyIIeHUs B chepe HHPOPMAITMOHHON O€30MaCHOCTH

(enepanbHBIN 3aKOH, PEryINPYIOIIUI MPaBOOTHOLICHHUS B 00ac-
TH HH()OPMAIIMOHHON 0€30ITaCHOCTH
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1eseBasi mporpaMma pa3BUTHsI CUCTEMbl MH(POPMAIMOHHOHN 0e30-
nacHoctu P®, npencrapisiomnas co0oi Mociae0BaTeNbHOCTD CTa-
AU U DTAIoB

COBOKYITHOCTh O(UITHAIBHBIX B3TJSA0B Ha II€NH, 3a7a4d, MpPUH-
[IUTIBI 1 OCHOBHBIC HATIPABIICHUS 00ecTieueHrs WH(OPMALIMOHHON
6e3onacHocTH Poccuiickoit denepannn

OxpaHa TIEpPCOHANBHBIX JIaH-

3amuTa nHbOpMaIuu

KOMIIBIOTEpHAsI O€3011aCHOCTb

HBIX, TOCYJAapCTBEHHOH, CIy-

XKEOHOM M Jpyrux BUJOB WH- | 3AIIUIIEHHOCTh I/IH(bOpMauI/IH

(hopmanuu OrpaHMYEHHOTO | 3aNTUIIICHHOCTH MOTpeOuTeneH nHhopManuu
A0CTyna 3T0 0e30IMacHOCTh JaHHBIX

JlokymenTnpoanas  urcop- | OCYARPCTBEHHAA TaiiHa

Marusi, JOCTyHn K KOTOpOW or-
paHUYUBAETCS B COOTBETCTBUU
C 3aKOHOJATEILCTBOM PD

KOMMCPYCCKaAA TaliHa

OaHKOBCKas TaiiHa

KOH(UACHIMATbHAS HHPOPMAIIHS

CooTHecUTe TPUHIMIBI  WH-
(hopMaIMoHHOW 0E€30MacHOCTH,
omnpeaesieHHble [ 0CTeXKOMUC-
cueit

. IpUHOHUII CUCTEMHOCTU

. IPUHIUIT KOMITJICKCHOCTHU

. IPUHOUITI HCIIPCPBIBHOCTHU 3allIUThL

. THOKOCTHb CUCTEMBI 3AILUTHI

DN B[ W[ N —

. pa3dyMHasd JOCTaTOYHOCTb

1. mpaBUIBHO BBIOPATH TOT JOCTATOYHBIM YPOBEHb 3aIUTHI, PU
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOKHO T0 yiepOa ObLiu ObI
MMPUCMJICMBIMU

2. HEMPEPBIBHBIN LEJICHANPABICHHBIN MTPOIIECC, TPEANOIaratouui
MPUHATHE COOTBETCTBYIOIIMX MEp Ha BCEX ATamax >KM3HEHHOTO
mukia AC

3. mpeanojaraeT CorjiaCoBaHHE Pa3HOPOJHBIX CPEACTB MpPH IMO-
CTPOEHUHU LIEJIOCTHOW CHCTEMBI 3allUThI, MEPEKPHIBAIOIIEH BCE
CYyILIECTBEHHBIE KaHAJIbI peaIn3allii YTPO3 U HE CcoJiepKaliel cia-
OBIX MECT Ha CTBIKaX OTACIbHBIX €€ KOMIIOHEHTOB

4. ocBoboxaaet Brnagensia AC oT HEOOXOAMMOCTH MPUHSATHS
KapJIMHAJIbHBIX MEP MO MOJIHOM 3aMEHE CPEACTB 3alIUThl HA HOBBIC

5. mpennonaraer HeOOXOAMMOCTh Y4eTa BCEX B3aHMMOCBS3aHHBIX,
BBaHMOHeﬁCTBYIOH[HX N UBMCHAKOIINXCS BO BpCMCHHU 3JICMCHTOB,
YCIIOBHH B (JaKTOPOB

ConmepkaHue W CTPyKTypa 3a-
KOHOJIATENILCTBA B OOJIACTH HH-
(dhopmarmoHHOI  6€30MMacCHOCTH
BKJTIOYAET

Konctutynus Poccuiickoit ®denepaunn - HopMaTuBHO-IIpaBOBBIE
akthl (Ykassl) [Ipesunenta Poccuiickoit denepanun - [Tomzakon-
Hble akThl [IpaBurenscTBa Poccuiickoit @enepaunn - Oenepanib-
HbIE 3aKOHBI - Kosiexchl

Koncrutynus Poccuiickoit @enepanyun - HopMaTuBHO-1IpaBOBbIE
akThl (Ykassl) [Ipesunenta Poccuiickoit @enepamyu

ITon3akonnsie aktel IIpaButenscTtBa Poccuiickoit denepanuu -
®denepanbHble 3aKOHBI - KOJIeKChI

HET BCPHOI'O OTBETA

3akoHo0aTeNbCTBO Poccuiickoi
Oenepannn 00 WHPOpPMAIUH,
MH(OPMAITMOHHBIX TEXHOJIOTH-
X M O 3aIlUTe WHPOPMAIUH

benepanbHoro 3akoHa «O0 nHpopManuu, THOOPMAITMOHHBIX TEX-
HOJIOTUSIX U O 3amuTe uHpOpMaum» U Ipyrux ¢eaepaibHbIX 3a-
KOHOB, PETYJINPYIONIMX OTHOIICHHUS B 00JIACTH UCTIONB30BaHUS
uHpopMarmn
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COCTOHUT H3

denepanbHOTrO 3aK0HA «O MEPCOHANTBHBIX JAHHBIX» U JAPYTUX (he-
JICPAbHBIX 3aKOHOB, PErYJIHPYIONIUX OTHOIICHHS B 00JIACTH HC-
NI0JIb30BaHUSI MHPOPMALIUU

denepanbHOro 3akoHa «O KOMMepUecKoil TaiiHe» u Apyrux Qene-
paJIbHBIX 3aKOHOB, PETYJIUPYIOMIUX OTHOILIEHHS B 007IaCTH HC-
N0JIb30BAHUS HHPOPMALIUU

¢denepanbHOro 3akoHa «O rocylIapCcTBEHHOW TallHE» M JPYyrux
(enepasbHBIX 3aKOHOB, PETYINPYIOIINX OTHOIIECHHS B 00J1aCTH
MCTIONIB30BaHMs HH(OpMAINH

IIpeameroM mpaBOBOrO pery-
JIUPOBaHUS B 00JIACTH HWHGOP-
MaIrui, WHHOPMAITMOHHBIX TEX-
HOJIOTMH W 3aIiuThl UH(pOpMA-
WY SBISIFOTCS

OTHOIIICHUSI, BOSHUKAIOIIUE TOJIBKO MIPU OCYIIECTBICHNUH ITPaBa Ha
MIOUCK, TIOJIyYeHHE, Nepeady, POU3BOACTBO U PacIpOCTpaHEHHE
uH(opmarmu

OTHOILICHHS, BO3HUKAIOIINEC TOJIBKO IIPpHU IMPUMCHCHUU I/IH(I)OpMa—
IIMOHHBIX TEXHOJIOTHI

OTHOIIICHUSI, BOSHUKAIOIINE TOJBKO MPH 00ECHEUCHUU 3alUThI
uH(popMaImn

OTHOIIEHHUS, BO3HUKAIOIIKE IPU OCYLIECTBIEHNHU IIPaBa Ha IIOUCK,
HOJy4YeHHe, Nepeaady, HPOU3BOJACTBO M PAaCHpPOCTPAaHEHHUE WH-
dopmanuy; Ipu TPUMEHEHUN UHPOPMALMOHHBIX TEXHOJIOTHIA;
npu o0ecreyeHnH 3auThl THPOpMALIUU

B crpyktypy rocyagapctBeHHOU
CHCTEMBI 3alUThl MH(pOpManMu
P® Bxogdar

OCb PO

MB/]I P®

OCTOK

OCHH

HopmatuBHO-11paBoBOif aKT -
3TO

IIPaBOBOM AKT, MPUHATHIA IOJHOMOYHBIM Ha TO OPraHOM M CO-
JIepKalliil paBOBble HOPMBI, T. €. MPeINUCcaHus OOIIEero Xapak-
Tepa U MOCTOSHHOI'O JEHCTBHUs, PACCUYMTAHHBIE HA MHOI'OKPATHOE
IIPUMEHEHHE

IIPAaBOBOM aKT, MPUHSTHINA MOJHOMOYHBIM Ha TO OPIaHOM M CO-
Jiep KAl paBOBbIE HOPMBI, T. €. NMPEINUCAHUs OOIIEro Xapak-
Te€pa U IOCTOSHHOIO JEUCTBUS, PACCUUTAHHBIE HA OAHOKPATHOE
IPUMEHEHNE

HCT BCPHOT'O OTBCTA

Kak Ha3bpiBaeTCs 3aKOH, pery-
JIUPYIOIIMNA  J1E€ATEIbHOCTh IO-
CyapCTBEHHOM TalHbI Ha TeEp-
puropuu PO

O xoMMepUECKO TailHe

O rocynapcTBeHHOH TaifHe

O cyxeOHoIi TaitHe

O BpaueOHOI1 TaiiHe

CyOBEeKT MepCOHANBHBIX IaH-
HBIX 00JIaJjaeT MpaBaMu

Ha JOCTYI K CBOUM IICPCOHAJIbHBIM JaHHBIM

BO3paKCHHE MPOTHUB NMPHUHATHS PEIICHWH MCKIIOYNTEIHHO Ha OC-
HOBAaHUHU AaBTOMATH3UPOBAHHON 0OpaOOTKM MEPCOHAIIOM JAHHBIX,
HOPOXKIAIONINX IOPUANYECKHE MOCIECTBUS B OTHOIICHHH CYyOh-
€KTa WIM UHBIM 00pa30oM 3aTparuBaroIluX €ro MpaBa U 3aKOHHBIC
MHTEPECHI

0o0aToBaHMe NEeCTBUI UiIU Oe3NEUCTBUI

BCPHBI BCC BAPHUAHTHI

[IpaBoBoe peryiaupoBaHue OT-
HOIIIEHUH B 00JIACTH UCIOJB30-
BaHMsI JJCKTPOHHOU ITM(POBOU
MOJIIACH OCYIIECTBIISIETCS B CO-

I'paxxnanckum kogexkcom Poccutickoit denepanuu

®enepanbHbIM 3akoHOM "O0 mHpOpManmu, HHOOPMATH3AIMUN H
3amuTe HHPopmarun"
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OTBCTCTBHU C

®enepanbHbIM 3aK0HOM "O cBs3H"

BEPHBI BCE BAPUAHTHI

Yto ©3 MEepeyrclIeHHOr0 He
BXOJIUT B NEPBBIN YPOBEHb IIpa-
BOBOr0 o0ecrieueHus UHPpopMa-
IMOHHOI 0€30MacHOCTH

Koncturymus PO (ct. 23, mpaBo Ha TaliHy NEPETHCKH)

I'paxxnanckwmii konekc PO (ct. 139, Bo3MemeHne yObITKOB OT yTe-
YEK)

®enepanbhblii 3aK0H "O rocyapcTBEHHOM TalHe"

ITocranoBnenus [Ipasurenscrea PO

N3 CKOJIBKUX ypOBHEH COCTOUT
mpaBoBoe oOecreyeHue UH-
(hopMarmoHHO Oe30macHOCTH

JIBYX YPOBHEU

TpeX YpOBHEU

YEThIPEX YPOBHEH

IIITH YPOBHEN

[lepeueHb BUJIOB NEATEIBHOCTH
B oOmactu 3ammTel HUHPOpMA-
WU, Ha KOTOPBIE BBLIAIOTCS
nuien3uu, ompezaened Ilocra-
HoBieHueM llpasurenscrtea PO
"O NUUEH3UPOBAHUU OTAEIb-
HBIX BHJIOB IE€ATEILHOCTH" OT
24.12.94 Nel1418 k HUM, B YacT-
HOCTH, OTHOCHUTCS pa3paboTka,
MIPOM3BOJCTBO, pealu3anus u
CEPBUCHOE 00CITy)KHBaHUE

M (pOBaTBHBIX CPENICTB

3aIIUIIEHHBIX CUCTEM TEJIEKOMMYHHKAITUI

IMpOorpaMMHBIX CpCACTB

CHICHHUAJIBHBIX TCXHUYCCKHUX CPCACTB 3allIUThI HH(bOpMaHHH

MOTOTOBKA U TIEPETIOATOTOBKA KaJIPOB

BCE BEPHBI BAPUAHTBI

3aKoHOATEIbHOW U HOPMATHUB-
HOM 0a30if JUICH3UPOBAHUSI W
ceprudukanuu B o0iacTu 3a-
IIUTHl UHPOPMAIMK  SIBIISTFOTCS
3aKOHBI PD

0 rOCyIapCTBEHHOMU TalHE

0 TEXHUYECKOM PETyJIUPOBaHUH

O JIMICH3NPOBAHNU OTACIbHBIX BUAOB ACATCIIbHOCTH

0 3allMTe MpaB NoTpeduTenei

BCE BEPHBI BAPUAHTHI

[lepeueHsr BHIIOB NEATENBHOCTU
B oOmactu 3ammTel HUH(OpMa-
WU, Ha KOTOPBIE BBLIAIOTCS
nuien3uu, ompezaened Ilocra-
HoBieHueM llpaBurenscrtea PO
"O JUUEH3UPOBAHUU OTHAEIb-
HBIX BHUIOB JIE€ATEIBHOCTH" K
HUM, B YacCTHOCTH, OTHOCHTCS
pa3paboTKa, MPOU3BOJCTBO,
peanuzaunus W CEpBUCHOE 00-
CITy’)KUBaHHE

G POBATBHBIX CPEICTB

3allMIICHHBIX CUCTEM TGJ’IGKOMMyHI/IKaI_[I/II\/JI

MPOrPaMMHBIX CPE/ICTB

CHICHHUAIIBHBIX TCXHUYCCKHUX CPCACTB 3allIUTLL I/IH(bOpMaI_II/II/I

BCPHBI BCC BAPHUAHTLI

Kakmne kareropum mnepcoHa b-
HBIX HaHHBIX BbIIensaer O3 “O
MIePCOHAIBHBIX TaHHBIX *?

JIMYHBIC

OOIIIeTOCTYTIHbIE

buznoIoruuecKue

CIICIIMAJIBHBIC

OromMeTpuuecKue

B kakux cimydasx omeparop He
00513aH YBEJOMJIATH PETYISATOPa
00 00paboTKke TMepCOHAIBHBIX
TaHHBIX?

€CJIM JaHHbBIE BKIIOYAIOT B cebst DU O, TenedoH u pasmep okiaaa

€CJIN OoIl€paTopa CBA3bIBACT C CY6I>6KTOM TPYAOBBIC OTHOIICHUS

€CJIM JaHHBIE BKIIFOYAIOT B ce0s Toiibko PO

€CJIM JIaHHBIE KaCaloTCsl 3/I0POBBS CyOBEKTa

€CIIM TaHHBIE KaCaIOTCs CEMEHOI KU3HHU CyOheKTa
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€CJIM TaHHBIC HEOOXOAUMBI ISl OJTHOKPATHOTO MPOITyCKa Ha Tep-
PUTOPHIO OTlepaTopa

Bribepute ciydyan 0o0pabOTKH
MEPCOHANBHBIX JAHHBIX, KOTa
oreparop He 00s3aH IMOJYYaTh
MMMCBMEHHOE COIIaCHEe CYOBEK-
Ta Ha 00paboTKy:

OpOHMPOBAHUE TOCTUHUIIBI TYPUCTUUYECKOU (hrpMOit

nepeaada JaHHbIX TPCTHUM JIMIAM

€CJIM MEXJTy ONIEPaTOPOM B CYOBEKTOM €CTh JOTOBOP, MPEAyCMaT-
puBaromuii oopadotky I1/]

JOCTaBKa ITIOYTOBBIX COOGH_IGHI/II\/'I

OpraHu3aIys COCTAaBISIET 0a3y JaHHBIX CBOMX KJIMEHTOB, C YKa3a-
nuem OHO, TenedoHoB, agpecoB U 3aHUMAEMBIX TOJKHOCTEH

Kakoifi JHOKYMEHT COIOEpKHUT B
cebe cTpaTreruveckue Halumo-
HaJbHBIC MPUOPUTETHI, LETU U
Mephl B 00JIACTH BHYTpPEHHEH U
BHEIIHEW mnoJauTuku Poccun,
ONPEIEISIIONINE COCTOSIHUE Ha-
IMOHATLHOM 0E€30IacHOCTH H
YPOBEHb YCTOWYUBOTO Pa3BUTHSA
rocyJapcTBa Ha JOJTOCPOUYHYIO
MIEPCHEKTUBY ?

®denepanbHbiii 3aK0H “O0 mHpOpMaIuu, HOOPMAITMOHHBIX TEX-
HOJIOTHSX | O 3auTe nHpopManuu”

®denepanbHbIi 3aK0H “O rocyapcTBEHHOM TaliHe”

JHoktpuna undopmarmonHoit 6ezonacHoctu Poccuiickoit dene-
paumun

Crparerus HaunoHaJIbHOH 6e30nacHocTH Poccuiickoit @enepanun

Kakoi#t moxymeHT oToOpakaer
oduIHMaIbHBIE B3MJIAALI Ha IiC-
J¥, 3a1a4d, TPUHIUIBI U OC-
HOBHBIE HamNpaBleHUs oOecte-
YeHUsT HHPOPMAIMOHHOH 0e30-
nacHoctu PO?

®enepanbHblil 3akoH “O0 mHOOpMAIH, THPOPMALMOHHBIX TEX-
HOJIOTHUSX | O 3a1uTe nHhopmanuu”

®enepanbHblii 3aK0H “O rocyJapcTBEHHOM TaitHe”

JloktpuHa uHdopmaronHoil 6ezonacHocti Poccuiickoit dene-
paLuu

Crparerus HaunoHaJIbHOH 6e30nacHocTH Poccuiickoil @enepanuun

Bonpocs! k komiekcHomy 3aganuio TK3

1. Yrto Takoe «mpaBoBoe obecreueHrne HHHOPMAIMOHHOM 6€30IMacCHOCTH» U B
YeM 3aKJII0YaeTcs ero mpeaMeT?

2. Packpoiite cosiepkaHue mpaBoBOro ooecrnedeHus 0€30MacHOCTU CBEJCHUH.

3. PackpoiiTe conepxaHue U CTPYKTypy 3aKOHOJIaTeNbCTBA B 00J1aCTH obecrie-
yeHUs1 THHOPMAIIMOHHON O€30MaCHOCTH.

4. OCHOBHBIE HOPMATHBHBIE PYKOBOISIINE JOKYMEHTHI, KaCaroluecs rocyaap-
CTBEHHOH TailHbl, HOPMATHUBHO-CIIPABOYHBIE JJOKYMEHTBHI.

5. YpoBHM nipaBoBOro odbecrnedeHust uHHOpMaIMOHHON 0€301aCHOCTH.

6. Mecto nHpOPMAITMOHHON 0€30ITaCHOCTH SKOHOMHUYECKHX CHCTEM B HAITHO-
HaJIbHOM 0€30MacCHOCTH CTPaHBI.

7. OCHOBHBIE TPUHIUIIBI 0OOecTieueHus1 0€30MacHOCTH.

8. Konnenuus nadopMaiimoHHOM 6€30MacHOCTH.

9. Hoxtpuna undpopmanuonnoi 6ezonacuoctu Poccun.

10. YeTpIpe OCHOBHBIE COCTABIISIIOIINE HALIMOHAIBHBIX NHTEPECOB Poccuiickoi
®deneparuu B uHGOpMaImoHHo# cdepe.

11. OcHoBHbIE 3a1aun oOecniedeHus: nHpopmalmoHHon 6ezonacHoctH. [IpaBo-
BbIE METO/IbI 0OecnieueHus: THPOPMAIIMOHHON 6€30MacHOCTH

JlJist IpOMEeKYTOYHOM aTTEeCTALMU:

1. Uudopmarmonnas 6e30macHOCTh YejloBeKa U OOIIeCTBAa. YPOBHU 3aIlUThI



HH(OOPMAITMOHHBIX PECYPCOB.

2. KommnbtorepHsie npectymieHrus. OCHOBHbBIE TEXHOJIOTUH, UCTIOIB3YIOIIHUECS
IIPU COBEPIICHUU KOMIBIOTEPHBIX MPECTYTUICHUH.

3. OObexThI 3amuThl HHpOpMaIuu. 3amuTa HHGOPMAITUU OTPAHUYCHHOTO
JIOCTyMAa: TOCYIapCTBEHHAS TallHA, KOMMEpUYECKas TalHa.

4. OCHOBHBIC KaHAJIbl yTEUKH HH()OPMAIIUH.

5. Metonb! u cpeacTra 3amuThl HHPopmMaruu. CoaepkaHue Crroco00B U
CpeAcTB obecnedeHrs 0e30MacHOCTH HH(pOopMaIIH.

6. Kpunrorpadus. CiMMeTpUYHBIE KPUIITOCUCTEMBI.

7. Kpunrorpadusi. ACHMMETPUYHBIE KPUIITOCUCTEMBI.

8. O630p u KIaccupukanus MeTo10B Kb poBaHUs HHPOPMAIIUH.

9. DneKTpOHHO-TIU(PPOBAs TTOMHCH.

10. UYto oOTHOCHUTCS K CpPEIACTBAM HWHXXEHEPHO-TEXHUYECKON  3allUThI
uH(MOpMAIUU U 17151 YeTO OHM MPEeAHA3HAYCHBI?

11. B yeM 3akiIr04arOTCs TOCTOMHCTBA U HEAOCTATKU IPOTPAMMHBIX CPEJICTB
3aIuThl UHGOpMaIuu?

12. TTaponbHast 3anuTa.

13. Tlonsitue yrpo3sl. AHanu3 yrpo3 HHQopMarmoHHo 0e30macHOCTH. Bub
«HapYILIUTEIEH.

14. ITonuTtuka 6e3onacHOCTU. OCHOBHBIE TUITHI TOJIUTHUKUA O€30ITaCHOCTH.

15. Crangaptsl ”HGOPMAIIMOHHON 0€30MMACHOCTH.

16. ITpaBoBoe oOecnieueHue 3auThl HHGopMauuu. HopMaTuBHBIE TOKYMEHTBI.

17. Pazpymaroiiye nporpaMMHbI€ BO3ICHCTBUS: BUPYCHI U 3aKJIaJIKU. AHTUBU-
pyCHBIE CpPE/ICTBA.

18. Icuxomormueckue acneKThl HHPOPMAITMOHHOW 0€30MaCHOCTH OpTraHU3aIIUH.
19. HacTpoiika momuTHKNA 0€301aCHOCTH ONIEPAIIMOHHON CUCTEMBI.

20. AHanu3 3alUIIEHHOCTH U30JUPOBAHHON TPOTPAMMHOM CPEJIBI.

21. UccnenoBanne cucTeM HISHTH(DHUKAITNH.

22. CtpykTypa 3aKOHOAATENbHON 0a3bl HHPOPMALIMOHHOM Oe3onacHOCTH PO.

23. Crparerusi HaUMOHABHOM Oe30omacHocTH. HazHayeHue, OCHOBHbBIE TEPMUHBI.

24. Jloxtpuna Ub. Ee HazHauyeHue.

25. CTpyKTypa U BUJbl HOPMATUBHBIX aKTOB, PETYJIUPYIOIIUX OOECHeYeHHE
uHpopMmanmonHoit 6e3onacHoctu B Poccuiickoit denepanuu

26. Ilonarue o 3amure nHpopmanuu B PO (149-03). 'ocynapcTBeHHOE pery-
aupoBanue. O0s3aHHOCTH 00JsIaaTeNneil nHPopMaluy U ONepaTopoB MH(POPMAITMOH-
HBIX CUCTEM. Perynstopsl.

27. Cuctema HOPMATUBHBIX NMPABOBBIX aKTOB, pErilaMEHTUPYIOUINX obecriede-
HUE COXPAHHOCTHU CBEJICHUH, COCTABISAIOIINX I'OCYJaPCTBEHHYIO TaliHy B Poccuiickoun
®denepanuu
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