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1. Heuab, 32124 U IVIAHUPYEMBbIe Pe3yJIbTATHI 00yUeHHUS 10 TUCIUILINHE

Lenbro ocBoenus pucuumuvebl B1.0.11.03. "OcHOBBl HH()OPMAITHOHHOM
Ge3omacHocTH" ABISAETCS (DOPMUPOBAHMSA Yy CTYAEHTOB 3HAHWM M HABBIKOB II0
BONpOcaM HH(OPMALMOHHON 6E30MACHOCTH, a TAaK)KE HAaBBIKOB MPAKTHYECKOTO
obecrieueHns 3aIUThl HHPOPMAIMH U 0E30MACHOTO HCIOIB30BaHMS MTPOTrPAMMHBIX
CPEICTB B BBIYMCIMTEIBHBIX CHCTEMAX OPTaHU3aINi U YIPEK ICHHUIA.

3ajayaMy TUCLMIUIMHBI SABJISIIOTCS: MOJy4YeHHE 0A30BBIX TEOPETUUECKUX MPEI-
CTaBJICHUI O COBPEMEHHBIX OPraHU3AlMOHHBIX U TEXHUYECKUX METOJAX 3aIlUThl UH-
dbopmalnK, a TaKKE€ TEXHUYECKUX CPEJCTBAX 3alIUThl KOMIBIOTEPHOU HMHPOpMaLUU
MH(OPMAIMOHHBIX CUCTEM OPraHU3aLUN U yUPEKICHUM.

KomnereHnnu 1 HTHAMKATOPHI, GOpMHUpYyEeMbIe Y 00YUIaIOIIMXCS:

Kox 1 HauMeHOBaHUE KOMIIETEHLIUU Kox n HauMeHOBaHUE MHIUKATOPA
OIIK-11. Cnoco6en nonumars npuHImns! pa- | OITK-11.2. Bnaneer HaBblkaMu pUMeHEHHs LU (pPO-
0O0TBI COBPEMEHHBIX MHPOPMALIMOHHBIX TEX- | BBIX TEXHOJOTHHA Ui peUIeHrs 3afad Mpodeccro-
HOJIOTHI ¥ MCHIOJIB30BATh UX ISl pEILeHNs 3a- | HAJIbHOM JEATENIbHOCTU C YY€TOM OCHOBHBIX TpeOo-
Jia4 mpoheCCUOHATBHON IS TETbHOCTH BaHM MH(POPMAIIMOHHON 0€30MacHOCTH

2. Mecto aucuuniimHbl B cTpykrype OII

[IpenmecTByromnye AMCUUILIMHGI (Moayn), npaktuku, HUP, np.:
b1.0.11.01. MudopmarimoHHbie TEXHOIOTHUU

b1.0.11.02. Anropur™Mu3anus ¥ IporpaMMHpPOBAHUE

[Tocnenyronue qucuuruinabl (Moaynn), npaktuku, HUP, ap.:
b1.0.11.04. IIporpamMmmHOe oOecIieueHne U MPOrpaMMHUPOBaHKE B TTPOdeCcCHo-
HaJILHOM J€ATEILHOCTH

3. CTpyKTypa U coaepkaHue JUCHUILIHHBI
3.1. CTpyKTypa I¥CHUILIHHbI
JI1s1 ounoit popmbl 00yUeHMs

. Bcero | Bcero Cemectp(bl)
Bun yuebHoM paboThI 3E HACOB 4 5 6
OBIIAA TPYAOEMKOCTD JUCIIMITJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIUTOPHAS PABOTA 0,88 32 32
Jlexnn 0,44 16 16
[TpakTuueckue (CeMHUHAPCKHUE) 3aHATUS 0 0 0
JlaGopaTopHbie pabOThI 0,44 16 16
CAMOCTOSATEJIbHASA PABOTA OBYYAIOIIEI'OCA 1,12 40 40
ITpopaboTKa yueOHOro MaTepuasia 1,12 40 40
KypcoBoii npoekT 0 0 0
KypcoBas pabora 0 0 0
ITonroroBka kK MpOMEKyTOYHOM aTTECTALUU 0 0 0
[IpomexxyTouHas aTTecTarus: 3

3.2. Copep:kaHue IMCHUIUIMHBI, CTPYKTYPHPOBaHHOE IO pa3aejamM M




BHJaM 3aHATHH

Pacnipenenenue tpy- | @opmbi u | MHACKCHI MHANKATO-

- JOEMKOCTH BUJT POoB popMUpPYEMBIX
S 10 BUJIaM Y4e€OHOH | KOHTpOJIA KOMIIETEHIHH
Paznenst g paboTeL
]
JTUCIUIIINHBI = ;
s | E| 8| 2| §
aa = Il B e
O o a, =
= S = S
Pa3zngen 1. OcHOBHEIE TOHS-
THS ¥ aHaJIu3 yrpo3 uudop-| 6 21001 4 TK1 OIIK-11.2.3
MaIlMOHHOM 0€30MacHOCTH
Paznen 2. OpranuzaiuoH-
HO-aJIMMHHCTPATHBHbBIE Me- | >lolola TK?2 OMK-11.2.3

pBl MHPOPMAIIMOHHON 0e3-
OIIACHOCTH.

Paznen 3. MnxeHepHO-TEX-
Hudeckue Mepbl wHpopma- | 40 | 8 [ 12| 0 | 20 TK3 OIIK-11.2. 3YB
IIMOHHOM O€3011aCHOCTH

Paznen 4. HopmatuHo-
npaBoBeie Mephl uHpopMa- | 20 | 4 | 4 | 0 | 12 TK4 OIIK-11.2. 3YB
[IMOHHOH 0€30IT1aCHOCTH

3auer 0 0 0

S
S

OM 1 OIIK-11.2. 3¥YB

=

Hroro 3a 4 cemecTp 72 116 | 16 40

3.3. Conep:kanue TMCHUIIAHBI

Paznen 1. OcHOBHBIE MOHATHUS U aHATHU3 YTPO3 UH(DOPMAIIMOHHOM O€30MTaCHOCTH.

OcHoBHBIE TepMUHBI U omnpeneneHus. Obecrieuenne nHGOpMaAIOHHON Oe3omac-
HOCTH KOMIIBIOTEPHBIX cHCTeM. Bumbl yrpo3. Tpu Hamnbosee BBIpaKEHHBIE yrpo3bl: 1)
NOJBEPKEHHOCTh (PU3NYECKOMY HCKKEHUIO WM YHUYTOXKEHHIO; 2) BO3MOYKHOCTh He-
CaHKIIMOHUPOBAHHOW (CITy4aiHOM WJIM 3JIOYMBIIIJICHHON) MOAU(UKAIK;, 3) OMacCHOCTb
HECaHKIIMOHUPOBAHHOIO (CIy4allHOrO M MPEAHAMEPEHHOr0) MOyuyeHHs UHQPOpMaluu
JIMLIAMU, JJIs1 KOTOPBIX OHA HE MpeiHa3HaueHa. XapaKTep MPOUCXOKACHUS YTIPO3: YMBbIIII-
JIeHHBIE (paKTOphbI, ecTecTBeHHbIE (pakTophl. McTounnku yrpo3. [Ipeanocbuiku nosBiaeHus
yIpo3: 0OEKTUBHBIE, CYOEKTHBHBIC

Paznen 2. Opranu3aiioOHHO-aIMUHUCTPATUBHBIE MEpPbhl WH(POPMAIMOHHONU 0€3-
OIACHOCTH

OcHOBHbIE TIOHATUS TOJUTUKU Oe3omacHoCTH. CTpyKTypa MOJUTUKM O€30IacHO-
CTH opraHu3aruy: 0a3oBas MMOJIMTHKA OE30MacCHOCTH, CIICIHATM3UPOBAHHBIC MOJMTHKH
0e30macHOCTH, MpoLeAypbl Oe3omacHocTH . PaspaboTka MOIUTUKM O€30MacHOCTH Opra-
Hu3aimu. KOMIOHEHThI apXUTEKTyphl 0e30macHOCTH. PO M OTBETCTBEHHOCTH B 0e€3-
OIACHOCTH CETH.

Paznen 3. mxeHepHO-TeXHUYECKHE Mephl MH(DOPMAITMOHHOM 0€30MacCHOCTH
[Tonsatne xpurnrorpadur. OCHOBHBIC TIOHSATHS KPUNTOTpaQUUECKON 3alUThl UH-




¢opmarmu.  Kpunrorpaduueckue amroputMpel. CHUMMETPUYHBIE  KPUINTOCHCTEMBI
mgppoBanus. OCHOBHBIE PEXHMBI PabOThl OJOYHOIO CHMMETPUYHOTO aAIrOpUTMA.
OcobeHHocTn MIPUMEHEHUS AJITOPUTMOB CUMMETPUYHOTO i poBaHUSL.
AcUMMeTpUYHBIE KPUIITOCUCTEMBI IM(ppoBaHus. OYyHKINU XAUPOBAHUSA. DIIEKTPOHHAS
midpoBasg noanuck. OCHOBHbIE TMpoUERyphl IM(PPOBOM MOANKMCH. YTpaBIeHUE
KpUIITOKITIIOYaMu.  Mcrnonb30BaHMEe  KOMOMHHUPOBAHHOM — KPUNTOCUCTEMBL.  MeToj
pacnpenenenus kmouen Judpdu-Xennmmana. Madpactpykrypa yrpaBneHus OTKPbITBIMU
xiaroyamu PKI.

AyrteHtudukanus,  aBTOpH3alUs W AJAMMHUCTPUPOBAHUE  JEUCTBUM
noJjip30BaTeneil. MeTo/ibl ayTeHTU(UKALUMU, UCTIOIb3YIOUINE Mapoiu: ayTeHTU(uKa-
ISl HA OCHOBE MHOTOPA30BBbIX MapoJjeil, ayTeHTH(PHUKAIUSI HA OCHOBE OJIHOPA30BbIX
naposeii. Ctporasi ayreHTU(HUKaus: MIPUMEHEHUE JIEKTPOHHBIX UAEHTU(UKATOPOB,
IPOTOKOJIBI CTPOrOM ayTEHTU(DUKALUY.

buomerpuueckas ayreHTu(dukauus  noib3oBarenss.  KomMOMHHpOBaHHbBIE
CUCTEMBbl UACHTU(DUKAIMM U ayTEHTHUPUKAIUU. DJIEKTPOHHBIE 3aMKH. YIIpaBJICHUE
JOCTYIIOM IO CXE€ME€ OJHOKpAaTHOro BXojaa ¢ asropusanueit Single Sign-On.
VYrpasieHnue naCHTUPUKAIMEH U TOCTYIIOM

Bpenonocubie mporpamMmbl U NnpoOiaeMbl aHTUBUPYCHOM 3aiiuThl. OCHOBHBIE
KaHaJIbl PaclpOCTPAHEHUs BPEIOHOCHBIX MPOrpaMM. AHTHUBUPYCHBIE HPOrPAMMBI:
OCHOBBI ~ palOTBl ~ AHTUBUPYCHBIX  MPOTPaMM, OCOOEGHHOCTH  «OOJAYHOI
AHTUBUPYCHOW TEXHOJOTHM, BHUIbl AHTUBUPYCHBIX IPOTrpaMM, JIOIOJIHUTEIbHBIE
MOAYJIN AHTUBUPYCHBIX Iporpamm, peXUMBl  PabOThI aHTUBHpYCA.
[Ipodunaktuyeckre Mepbl 3aUThl. J[OMOJIHUTENbHBIE CPEICTBA 3aIUThHI: OOHOBIIE-
Hus I10, Opanamayspbl, cpeAcTBa 3alMThl OT HEXEJATENIbHONM KOPPECHOHICHIUH.
AHTHBUPYCHBIE IPOTPAMMHBIE KOMIIJIEKCHI

Paznen 4. HopmatuBHO-ipaBOBbIe Mephl HTHPOPMAITMOHHOM 0€301TaCHOCTH

Ponp crammapToB wmHGOpManmMOHHOW Oe3omacHOCTH. MeXTyHapOIHbBIE
ctanaaptbl uHpopmanmonHoi Oe3omacHoctu. Cranmapt ISO/IEC 17799:2002 (BS
7799:2000). I'epmanckuii cranmapt BSI. Mexaynapoansiii cranmapt ISO 15408
«OO01ue KpuTepur 0€30MaCHOCTH HMHPOPMALUOHHBIX TEXHOJIOTUI». CTaHAapTHI
IEEE 802.11 u WPA - crangaptel s OGecripoBOAHBIX ceteil. CTaHmapThl
uHdopmarmonHo Oe3omacHoctu 1 Internet.  OTedecTBEeHHBIE CTaHAAPTHI
0e3o1macHOCTH HH(POPMALMOHHBIX TEXHOJIOT .

OpranuzalluoHHass CTPYKTypa TOCYJapCTBEHHOM CHCTEMbl OOecredeHus
uH(popmarmonHor Oe3zonacHoctu. Coer bezomacHoctn Poccuiickoit ®@enepanum.
Komuccust Coera @enepanunu 1no MHGOPMAIIMOHHON MOJUTUKE U B3aUMOJEHCTBUIO
co cpeactBamu MaccoBoil uHpopmanuu. denepanbHbie OpraHbl UCIMOJTHUTEIBHOMN
BJAacTU B oOnactu uHpopmaTtu3auuu. MeXBEeIOMCTBEHHAss KOMUCCUS MO 3alluTe
rocyJlapcTBeHHOM TaiiHbl. DenepanpHas ciayx0a Oe3onacHoctn Poccuiickoi
®Oenepanuu. denepanbHas ciayk0a MO0 TEXHUYECKOMY U IKCIOPTHOMY KOHTPOIIIO.
denepanbHas ciayk6a oxpansl Poccuiickoit @eneparuu. Ciryx0a BHEIIHEH pa3BeKu
Poccumiickoit @enepanun. OeaepanpHas cinyk0a mo Haa30py B chepe cBsa3m, HHPOP-
MalMOHHBIX TEXHOJIOTMI M MaccOBbIX KOMMYyHHuKaluil (Pockomuanzop). denepansb-
Hasl ciy>k0a MO MHTEJJIEKTyalbHOW COOCTBEHHOCTH, MATEHTaM M TOBapHBIM 3HAKaM
(Pocnarenr). ®denepanbHOE areHTCTBO MO TEXHUYECKOMY PEryJMPOBAHUIO U METPO-



gorun (Poccranmapt). OOecrieuenne WHGOPMAIIMOHHONW OE€30MaCHOCTH Ha YPOBHE
cyowsekToB Poccuiickoit deneparuu.

3akoHoaarenscTBO Poccuiickoit denepannu B 006JaCTH 3alUTHl HHPOPMAIIHH,
3aIUThl TOCYAAPCTBEHHOW TailHbI M KOH(UIEeHINaTbHON nHpopManuu. Buasl 3amm-
maemoit nHpopmanuu. Koncruryuus Poccuiickoit @enepanuu. Joxktpuna unpopma-
nMoHHOM Oe3omacHocTu Poccutickoit ®@enepanuu. Kogeke Poccuiickoit denepanu
00 aJIMMHUCTPATHUBHBIX MPABOHAPYIIEHUSIX. YTOJOBHBIN Kojekc Poccuiickoit dene-
pamuu. ['paxnanckuil kogaeke Poccuiickon @enepanuu. Hamorossiit kogexe Poccuii-
ckon Oenepanuu. Tpynoon kogekc Poccuiickon denepanuu. dOeaepanbHblii 3aKOH
"O6 urpopmanmu, HHOOPMAITMOHHBIX TEXHOJIOTHIX U O 3amuTe nHpopManuu'. De-
nepajibHbId 3aKk0oH «O rocyaapcTBEHHOU TaiiHe». PenepanbHblil 3akoH «O KOMMep-
yeckou TaitHey». DenepanbHbiid 3ak0H «O TEXHUYECKOM perysmpoBanumn». denepanp-
HbI 3akoH «O0 3nexkTpoHHON monnucu». PenepanbHbiii 3akoH «O NMEPCOHATBHBIX
naHHbeixX». @enepanpHblii 3akoH «O cBs3n». DenepanbHbiii 3akoH "O cpeacTBax
MaccoBoil uHpopmaruu". PenepanpHbiii 3akoH «O Oe3omacHocTny. DenepanbHbIi
3akoH «O JIHNIEH3UPOBAHUU OTAENBHBIX BUIOB JEATEIbHOCTIY. DenepanbHblii 3aKOH
«O06 apxuBHOoM gene B Poccuiickoit denepanuny». denepanbubiii 3akoH «O TpaHc-
MOPTHOM 0€30TaCHOCTI.

3.4. TeMaTH4YeCKHUil MVIAH NPAKTHYECKHUX 3aAHATHI
JlanHbIiA BUA pabOTHI HE MPETyCMOTPEH YUEOHBIM TIAHOM.

3.5. TemaTu4ecKuii MJ1aH JJalOPaATOPHBIX padoT

[Tponomxu-
No Howmep POl
HaumenoBanue nabopaTopHbIX padoT TEJIbHOCTb,
/11 pazzaena
yac.
1 Hacrpoiika monuTukyu 6€30mMacHOCTH ONeparioOHHOM 3 4
CUCTEMBbI
2 Opranauzanus 3amuThl JOKYMEHTOB CPEACTBAMM Ia-
. 3 4
kera Microsoft Office
3 [[IndpoBanue nHboOpMaIid METOJIOM TOTHAT(PABUT-
HOH 3aMmeHbl. [locTpoeHne U UCNoIb30BaHUE MaTpH- 3 4
116l BukuHepa
4 JloxTpuna nHpopmaimonHoit 6e3onacHoctu Poccuii- 4 4
ckor Denepaluu.

3.6. Kypcosoii npoekT /kypcoBasi padora

JlaHHbIiA BUA pabOTHI HE MPETyCMOTPEH YUEOHBIM TJIAHOM.

4. OueHuBaHue pe3yabTATOB 00y4eHUsI




OueHnBaHUE pE3yJbTATOB OOYUYEHHS II0 JUCHUIUIMHE OCYIIECTBISIETCS B
paMKax TEKYIIEro KOHTPOJS M IPOMEKYTOYHOM aTTeCTalliH, IMPOBOIUMBIX TIO
oabHO-periTuHroBoii cucreme (bPC).

[1Ixana OLEHKHU PEe3yJabTaTOB 00YUECHHUS MO JUCIUILIMHE:
YpoBeHb chOpMUPOBAHHOCTH
WHIWKATOPA KOMIETEHIIUU

Kon
KOMIIE-
TEHIINHU

Konx
MHIUKATOP
a
KOMIIETEHII
a7l

3arutanu-

pOBaHHbBIC
pe3yabTaThl
00y4eHus 1o
JVCIIATUTHHE

Bricokuit

Cpenuuit

Hioxke
CpEeJTHETO

Huskuit

ot 85 1o 100

ot 70 mo 84

oT 55 o 69

or 0 10 54

IITkana oneHUBaHUA

OTJIMYHO

XOPpOIIO

YAOBJET-
BOPUTENBHO

HEY/I0B-
JICTBOPH-
TEJNLHO

3a4TCHO

HC 3a4TCHO

OIIK-11

OIIK-11.2

3HaThb.

3HATh MPABOBHIC
aKThI B 00JIACTH
3aIUTHI
nHpOpMaIIH,
OCHOBHbIE TIOHSTHS U
YIPO3BI
MHPOPMALIMOHHOMN
0€30I1acHOCTH,
OCHOBHEIE
MEPOIIPHUSTHS TT0
00eCIIeYCHUO
“HGOPMAITMOHHON
0€30aCHOCTH B
npodeccHoHaTbHOM
JICSITEIIbHOCTH

3HaeT B
COBEpLICHCT
BE

3HaeT
OCHOBHLIE
TIPUHITATIBT

3HAET
OTJIEJILHEIC
TIPUHITATIBT

HUMEET
nmpeacraBiic
HHUC

nH(OpPMAIMOHHO-
KOMMYHUKAI[HOHHBIC
TEXHOJIOTHH,
TpUMEHSIEMbIE
pereHus
CTAHIAPTHBIX  3aja4
npodeccuoHaIbHON
TS TEILHOCTH c
Y4ETOM  OCHOBHBIX
TpeOOBaHMIA
nH()OPMAITMOHHON
6€301acHOCTH

TS

3HAeT B
COBEPIIICHCT
BE

3HaeT
OCHOBHELIE
MIPUHLIMIIBI

3HAET
OTEIILHEIE
TIPUHIIUIIBI

nMeeT
HpeICTaBIIe
HUE

YMETh:

WCIIOJTh30BaTh
METOJIbI U CPEeCTBa
obecrieyeHust
UH(OPMAITMOHHON
0e30macHOCTH c
(137
TIPeIOTBpPAIICHHS
HECAHKIIMOHUPOBAHH
oro JIOCTYTIA,
3JI0YMBILLJIEHHON

nHOOpPMAIIMK WK

yMeeT B
COBEPILICHCT
BE

yMmeeT c
HEKPUTUYH
BIMHU
OIIIMOKaMH

JUTYCKAeT
OTIEIIbHBIE

rpyObIe
OIMOKH

HE
0e3
MIOCTOPOHH
el TTOMOIITH
HCIIO/Ib30Ba
Tb

MOXCT




YpoBeHb c(hOpMHUPOBAHHOCTH
WHIUKATOpa KOMIIETEHIIUH
. . Hixe .
Kon 3ariaHu- Beicokuit | Cpennuii Huzkwuit
Kox  pHmmkaTtop pOBaHHBIE . CPCAHETO
KOMITE- a PE3YIIBTATHI or 85 10 100 |oT 70 no 84 |oT 55 no 69 |ot 0 mo 54
TEHIIMA KOMIIETEHI] 00y4eHus 1o [lIxana oneHNBAHUS
un JUCITUILIAHE yJOBIIET- HEYROB-
OTIINIHO XOPOIIIO JIETBOPH-
BOPHUTEIHEHO
TCJIBHO
3a4YTCHO HC 3a4YTCHO
yTpaThl 3aIIUIIACMOM
nHpOpMAIU
OILIEHUBATH
OITaCHOCTD,
CBSI3aHHYIO c
yrpo3aMu HE MOXKET
HECAHKIITUOHUPOBAHH cor 5 | ymeer C | amyckaer oe3
oro JOCT ylla K ™ HCKPUTHUYH OTACIBHBIC TMOCTOPOHH
COBEPILIEHCT ™
uHpopmauu, Be BIMH rpyOble el moMomu
HaMEpPEHHOU oummOKaMl | OIIMOKU UCIIONb30Ba
Mo pUKaIN Tb
JMaHHBIX W YTpaThl
CITyEeOHOM
HH(POPMAITIH
BIIAJIETD:
COBPEMEHHBIMH BIIAJIEET
HE BIIAIEET
o0IMMHI Ccroco0aMH | Biameer B | BiIameeT OTIEIBHBIM 603
06eCHe‘IeHI/Iﬂ COBeleIeHCT OTACIbHBIM 1 HAaBbIKAMH
. IOCTOPOHH
UH(POPMAIMOHHOMN BE ¥ HaBBIKAMH | C N
el TTOMOIIH
0e30I1aCHOCTH HeIoYeTaMU
OHGHO‘IHBIG MaTCpUuaIbl JAJIS1 IMIPOBCACHUA TCKYLICTO KOHTPOJIA u
MPOMEXKYTOUHON aTTecTaluu npuBeAcHbl B [lpmiioxkeHun k pabodeit mnporpamme
JTUCIIUILIAHEI.

[ToHBIN KOMIUIEKT 3aJlaHWi U MaTepuajoB, HEOOXOIUMBIX ISl OLICHUBAHMS
pe3ynbTaToB 00yUEHHUS M0 AUCIUILUIMHE, XpaHUTCS Ha Kadeape pa3padoTuuka.

5. YueOHO-MeTOAn4YecKOe U MHPOPMALIMOHHOE o0ecTieYeHue TUCHUILIUHBI

5.1. YueOHO-MeTOAMUYECKOE 00€ecIeueHue

5.1.1. OcHoBHas nuTEpaTypa

1. Mengenes, B. A., Undopmarimonnas 0ezomacHOCTh. BBenenue B crienualib-
HocTh + el lpunoxxenue: Tectsl : yueObnuk / B. A. Mensenes. — Mocksa : KaoPyc, 2023. —
143 ¢. — ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870. — Tekcr : amek-
TPOHHBIM.



2. MenbuukoB, B. I1., Mudopmanmonnas 6e3omacHocts : yuebnuk / B. T1. Menb-
HukoB, A. . Kynpusinos, T. FO. BacunseBa. — Mocksa : KnoPyc, 2023. — 371 c. — ISBN
978-5-406-11960-0. — URL: https://book.ru/book/950148. — TekcCT : 31MeKTpOHHBII.

3. Bamura nadopmanun : yuyebHoe mocodue / A. I1. XKyk, E. I1. Kyk, O. M.
JlenemxwuH, A. U. TumomxkuH. — Mocksa : PUOP : UH®PA-M, 2021. — 400 c¢. — URL:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 3EKTPOHHBIH.

5.1.2. JlononHUTENbHAS TUTEpPATYpA

1. KpbutoB I'. O., bazoBbie noHsTHS HH(GOPMAIIMOHHOM O€30IMaCHOCTH : yueOHOe
nocobue / I'. O. Kpsuios, C. JI. Jlapuonona, B. JI. Hukuruna. — Mocksa : Pycaiinc, 2023.
— 257 c¢. — ISBN 978-5-466-01996-4. — URL: https://book.ru/book/946979. — TekcrT :
DJIEKTPOHHBIN.

2. babam, A. B., Kpuntorpaduueckre METoIbl 3alIUThl HHPOPMAIUY : yU4eOHHK /
A. B. ba6am, E. K. bapanosa. — Mockaa : KanoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL.: https://book.ru/book/941751. — TeKcT : 3IE€KTPOHHBIA.

3. Opranu3aurMoHHO-TIPaBOBOE OOecreueHne MHPOPMAMOHHON 0OE€30MacHOCTH :
yuebHoe nocodue 1yist By30B / A. A. Crpensbiios, B. C. ['opbatos, T. A. [Tonsikosa [u ap.];
non pen. A. A.Crpenbiiosa. - M. : Akaaemust, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TekcT : HenocpeICTBEHHBIH.

4. WundopmanmonHas 0€30MaCHOCTh: KOHLENTYyallbHbIE M METOJIOJOTHYECKHE
OCHOBBI 3aITUTHI HH(POpMaIuy : yaeoHoe nocodue / A.A. Mamok. - M. : ['opstuast muHus -
Tenexom, 2004. - 280 c. - TeKkCT : HEMOCPEACTBEHHBIM.

5.2. UudopmanuonHoe odecneyeHmne

5.2.1. DNEeKTpOHHBIE U UHTEPHET-PECYPCHI

rJ[\/r(_;[ HanmeHoBaHMe IEKTPOHHBIX U HHTEPHET-PECYPCOB Ccpuika
1 [3BC IBOOKS.RU https://ibooks.ru
2 |95C LANBOOK.COM https://e.lanbook.com

5.2.2. Ilpodeccuonanbupie 0a3zbl gaHHBIX / HH(pOpMalnoHHO-CIIPaBOYHbBIE
CUCTEMBbI

No HanmenoBanwue npodeccruoHanbHbIX 0a3
n /;1 JTAHHBIX, HHOOPMAI[HOHHO-CIIPAaBOYHBIX Anpec Pexum noctymna
CHCTEM
1 |Poccutickast HanpoHanbHasg ononmoreka  |http://nlr.ru/ http://nlr.ru/
’ Obuepoccuiickuii MaTeMaTHieCKHi |, tp://www.mathnet.ru/ http://www.math
opTa net.ru/
3 |KubepJlennnka B https://cyberleninka.ru/ B. hitps://cyberle
ninka.ru/
4 |HamwmonanpHast 35eKTpoHHas ouodionorekalhttps://rusneb.ru/ https://rusneb.ru/




No HanmenoBanue npodeccrnoHaNbHBIX 0a3
o /;1 JTAHHBIX, HH)OPMAIIHOHHO-CIIPAaBOYHBIX Anpec Pexwum nocrymna
CUCTEM
(H9b)

5 |Texnwueckas 6ubmmoTeka http://techlibrary.ru il;tp://techhbrary.

6 |MCC Komexoy / «Texoxerepry http://app.kgeu.local/Home/Ap|http://app.kgeu.lo

ps cal/Home/Apps

7 |«KOHCYJIBTaHT ILTIOC)» http://www.consultant.ru/ hitp://www.consu

Itant.ru/
http://www.garan

8 |«T"apanT» http://www.garant.ru/ tru/

5.2.3. JIunieH3noHHOE ®W  CBOOOJHO  pacmpoCTpaHsSEeMOE MPOTrPaMMHOE
oOecrieueHune JAUCIHUITIINHBI
PexBu3uThI
Ne | HaumeHnoBaHuMe mporpaMMHOTO Crioco0 pacrpocTpaHeHUs
TMIOITBEPIK TAFOTITIX
/T obecrieueHus (JTM1IeH3MOHHOE/CBOOOTHO)
JOKYMEHTOB
3A0
Windows 7 IIpodeccuonansuas|[lonb30Barensckas onepanuoHHAs "CorlaitnTpeiin”

1 (Pro) CHCTEMA Ne2011.25486 oT
28.11.2011 Hewuck.
mpaBo. beccpoyHo
3A0

. "CodrJlaitaTpeiin"
Windows 7 Ilpodeccuonanpnas|[lonp3oBarenbckas onepanroHHas

2 (Starter) cneTeMa Ne2011.25486 oT
28.11.2011 Hewnckur.
1paBo. beccpouno

6. MatepuaJbHO-TEXHUYECKOE 0O0ecnevyeHne Q1 CIUTITHHbI

Haumenosanue Buga
y4eOHOI padoThI

HawnmenoBanue yueOHOI aym-
TOPHH, CIIEITUATN3UPOBAHHOM
11ab0paTOpUH

[lepeuens HEOOXOTUMOTO O0OPYIOBAHUS U TEXHUYE-
CKHX CPEIICTB 00ydeHUS

Jleknun

VY4eOHas ayauTopus s IPOBe-
JIEHUS 3aHSITHHA JTEKIIMOHHOTO
THIA

Crenman3upoBaHHas ydeOHas MeOenh, TeXHHYe-
CKHE cpeicTBa OOydYeHWs, cCiyxamue s
MIPEACTABICHUS y4eOHOU uHdopmanuu
Oompmiol  ayautopuu  (MyJIbTUMEAMAHBINA
MIPOCKTOpP, KOMIIBIOTEp (HOYTOYK), DSKpaH),
JIEMOHCTpAIIMOHHOE 000pyA0BaHUe, Y4eOHO-
HarJSIIHbIE TOCOOMS

JIaboparopHsie pa-
00ThI

KommnbroTepHsbiii Kinace ¢ Boixo- | Crienuaau3upOBaHHAS yueOHast Me0eb,

nom B Murepuer [1-418, [1-420, | texnuueckue cpencTsa 00yueHus

A-424, 1-427 (MyJIBTUMEIUIHBIA POEKTOP, MOHOOJIOKH 25
1e.), JTULEH3MOHHOE IPOrpaMMHOE
obecrieueHne

KommnbrorepHbii knace ¢ Bbixo- | Crenuanu3upoBaHHas ydyeOHass mebenb Ha 30

nom B Mutepuer B-600a nocagouHelx  MecT, 30  KOMIIBIOTEPOB,

TEXHUYECKHUE CpeACTBa OO0y4YeHHs (MyJIbTUME-
JTUWAHBIA  TPOEKTOpP, KOMMBIOTEp (HOYTOYK),
9KpaH), BUJICOKAMEPBI, POTPaMMHOE
o0ecrnieueHue




Haumenosanue Buna | HaumeHoBanue yueOHOH ayau-
Ilepederr HEOOXOAUMOTO O0OPYTOBAHUS U TEXHIYIC-

y4eOHO paboThI TOPUH, CIIEUATN3UPOBAHHON
CKUX CPEJICTB O0yUeHUS
11ab0paTOpUH
CamocTtosrenpHas |[KoMmbroTepHbIi Knace ¢ BeIxo- | Crienmanu3upoBaHHas ydaeOHas mebens Ha 30
pabora nom B MuTepuer B-600a HOCaJ04YHBIX  MecT, 30  KOMIBIOTEPOB,

TEXHUYECKUE CpeACTBa OOy4deHUs: (MyJIbTUME-
TUIHBIA  TPOEKTOP, KOMIBIOTEP (HOYTOYK),
9KpaH), BUJICOKAMEPHI, IPOrPaMMHOE
obecrnieueHue

Crienmanu3upoBaHHas MeOelb, KOMITbIOTepHAsT
TEXHUKa C BOBMOKHOCTBIO BbIX0OJa B VIHTepHET
u obecnieuennem noctyna B JMOC, skpaH,
MYJBTUMEIUHHBIN TPOEKTOP, MPOrPAMMHOE
oOecreycHue

YuTaapbHBIA 3a11
OUOINOTEKU

7. Oco0eHHOCTH OPraHM3alu 00pPa30BaTEIbLHOM AeSITeJIbHOCTH AJIsl JIUIL €
OrpaAaHNY€HHBIMHU BO3MOKHOCTSMU 3/10POBbSI U HHBAJIU/IOB

JIutia ¢ orpaHMYEHHBIMHA BO3MOXXHOCTSIMU 3/10poBbst (OB3) 1 MHBaIHMIIBI UMEIOT
BO3MOKHOCTh OECIIPEISITCTBEHHO NepeMeIaThcsi M3 OIHOTro y4eOHO-1abopaTopHOro
KOpIyca B JAPYTO#, TMOTHATHCS Ha BCE OJTaXH Yy4eOHO-TaOOPATOPHBIX KOPILYCOB,
3aHMUMAaThCsi B Y4YEOHBIX M HMHBIX TIOMEHICHUSX C YYeTOM OCOOEHHOCTEH
NCUXO(U3NYECKOTO PA3BUTHUS U COCTOSIHUSA 37J0POBBSL.

Jns obyuyenus nuny ¢ OB3 v MHBaNUAOB, MMEIOLIMX HAPYLIECHHUS OIMOPHO-
JIBUTATEJIBHOrO ammapaTa, 0OeCHeUeHbl YCIOBHUS OECHpENsATCTBEHHOTO JOCTYNa BO
Bce y4yeOHble nmomenieHus. Mapopmalus o cnenuaibHbIX YCIOBUAX, CO3AAHHBIX AJIs
oOyuaronuxcst ¢ OB3 u uWHBaMMIOB, pa3MeElIEHA Ha CailiTe YHHBEPCHUTETA
www//kgeu.ru. ImeeTcst BO3SMOXHOCTb OKa3aHUsI TEXHUYECKOUW MOMOIIU ACCUCTEHTOM,
a TaKkKe yCIyT CypIONEepEeBOTIMKOB U TH(PIOCYPAOTIEPEBOTINKOB.

Jlnis amanTanuu K Bocnpustuio auriamu ¢ OB3 u nuHBanugamMu ¢ HapymeHHBIM
CIIyXOM CIIPpaBOYHOTO, Yy4eOHOTO MaTepuajga MO IUCHUIUIMHE O0eCTIeUYnBaIOTCS
CJICYOIINE YCIOBHS:

- JUIS JTy4IlIed OpHEeHTAIlH B ayAUTOPUH, IPUMEHSIOTCS CUTHAIIBI OMOBEILCHHS
0 HayvaJe U KOHIIE 3aHATHs (CIOBO «3BOHOK» IMUIIETCS HA TOCKE);

- BHUMaHHE CJIa0O0CIBIIIAIEr0o 00yYaroerocsi IMpUBJIEKAETCsl IeJaroroM
KECTOM (Ha IJIeUO0 KJIAJIeTCs pyKa, OCYIIECTBISETCS HEPE3KOe MOXJIONbIBAaHUE);

- pasroBapuBas ¢ OOydYaroIIMMCs, MEJAaroruueckuii pabOTHUK CMOTPUT Ha
HEro, TOBOPHUT SICHO, KOPOTKUMH TPEIIOKEHUAMH, OOecrneunBas BO3MOXKHOCTb
YTEHUS TI0 TyOaMm.

Komnencanust 3aTpyJHEHHMI pEYEeBOr0 M HMHTEJUIEKTYaJIbHOTO Pa3BUTHUSA
cnabocablammX 00y4yaromuxcsi IPOBOAUTCS IyTEM:

- ACTIOJIb30BAHUS CXEM, AUarpaMM, PUCYHKOB, KOMITBIOTEPHBIX MPE3EHTAINH C
TUMEPCChITKAMU, KOMMEHTHPYIOIIUMHU OT/IeIbHBIE KOMIOHEHTHI U300paKEHUS;

- PETYJISIPHOTO TIPUMEHEHHsI yIpaXHEHHH Ha rpaduueckoe BBIICICHHE
CYIIIECTBEHHBIX MPU3HAKOB MPEAMETOB U SIBJICHU;

- obecrieueHUs] BO3MOXKHOCTH U  OOYdYaloLIerocss TMOJyYUTh aJlpeCHYIO
KOHCYJIBTAIUIO 10 3JIEKTPOHHOM MOUTE 10 Mepe HeOOXOAMMOCTH.

Jlis agantanuy K BocrpusaTHio tunaMu ¢ OB3 u uHBanuaMu ¢ HapyueHusIMu



http://www.kgeu.ru

3peHus CIPABOYHOTO, y4eOHOoro, IIPOCBETUTEIIBCKOTO MaTepuana,
IPeIyCMOTPEHHOTO 00pa30BaTEIbHOW MPOrpaMMOil 1O BBIOPAHHOMY HaIPaBJICHUIO
HOJITOTOBKH, 0OECIICUNBAIOTCSI CIACAYIOLIUE YCIOBUS:

- BeJIeTCs aJanTtanus opUIHaIbHOTO caiita B ceTu IHTEpHET ¢ yueToM 0COOBIX
NOTPeOHOCTEN MHBAMIOB 110 3PEHUI0, 00ECIIEUNBAETCS HATMUNE KPYTTHOMIPU(DTOBON
CIpaBOYHOM MH(GOPMALIMH O PACIIMCAHUU YUYEOHBIX 3aHSTHIA;

- Mearoru4eckrii  pabOTHUK, €ro coOecenHUK (Ipu HEOOXOAUMOCTH),
IPUCYTCTBYIOIIME HA 3aHATUU, MPEACTABISIIOTCA 00YYarOIUMCS, IPU 3TOM KaK[IbIi
pa3 Ha3bIBaeTCs TOT, K KOMY IeAaroruueckuii paboTHUK oOpamaeTcs;

- IEUCTBHUSI, JKECThI, MEPEMEIEHUs IEJarorn4eckoro paboTHUKA KOPOTKO U
SICHO KOMMEHTHUPYIOTCS;

- meyaTHass MHQpopMalusl MpeaocTaBisieTcs KpynHeiM Impuprtom (or 18
IYHKTOB), TOTAJIBHO O3BYYHBAETCS;

- obecnieunBaeTcsi HEOOXOAMMBINA YPOBEHb OCBEIIEHHOCTH MOMEIIEHU;

- IPEJOCTABIISIETCS.  BO3MOYKHOCTh HCIIOJB30BAaTh KOMIIBIOTEPBI BO BpEMS
3aHATHUH U MPABO 3aMKUCH 00BSICHEHUHN HA TUKTO(OH (I10 JKEJIaHUI0 00yYarOIINXCs).

dopMa TpOBEACHUSA TEKyIIEM MW NOPOMEKYTOUHOM  aTTECTAluy  JJIs
oOyuaromuxcst ¢ OB3 u uHBaNMI0B ompeAensercs neaarornyeckuM pabOTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM miiaHoM. [Ipu HeoOxomumocTn obOywaromemycs ¢ OB3,
UHBAJUAY C YYETOM UX MHAMBUAYAJIBHBIX MCUXO(U3MUECKUX OCOOEHHOCTEH HaeTcs
BO3MOXHOCTbh MPOUTH MPOMEKYTOUHYIO aTTECTAllMI0 YCTHO, MUCbMEHHO Ha Oymare,
MCbMEHHO Ha KOMIIbIOTEPE, B JOpME TECTUPOBAHUS U T.M., TUOO MPEAOCTABIACTCS
JOTIOJTHUTENBHOE BpeMs JIJIsl IOJITOTOBKU OTBETA.

8. MeTtoanueckne peKOMeHAAUMH Uil NMpenoJaBaTesieil M0 OpraHu3annu
BOCIIMTATEJIbHOH PA0OTHI ¢ 00yYAKOIIMMHUCH.

MeTtoaudeckoe obecredeHre mporecca BOCIUTaHUS 00yJalouXcsi BRICTyAeT
OJTHUM W3 OMpeessonmXx (GakTOpoB BBICOKOTO KadecTBa oOpa3oBanwms. [Ipemogasa-
TENlb By3a, JEMOHCTPUPYS BBICOKHHA MPO(ECCHOHAIN3M, 3PYIUIMI0, YETKYyIO Tpa-
KJIAHCKYIO TO3UINI0, CAMOJIUCIMILINHY, TBOPUYECKHH MOIXOJ B peleHuH mpodec-
CHOHAJIBHBIX 3aJ1a4, B X0Jie 00pa30BaTENIbHOTO Mpoliecca croco0CcTByeT (HopMUpoBa-
HUIO TAPMOHUYHOW JTUYHOCTH.

[Ipu peanuzanuu IUCUUIUIMHBI IPENOJABaTENb MOKET UCIIOJIb30BATh CIIEAYIO-
II1€ METO]Ibl BOCIIUTATENIbHOM paObOTHI:

- MetoAbl (hopMHpOBaHUS CO3HAHMS JIMYHOCTU (Oecena, AMUCIYT, BHYLICHHE,
UHCTPYKTaX, KOHTPOJIb, OOBSICHEHHE, TPUMEP, CAMOKOHTpPOJb, pacckas, COBET, yoe-
KIEHUE U JIp.);

- METOJIbl OpTaHHu3aIlN JEATEIBHOCTH W (OPMUPOBAHUS OIBITA MOBEACHUS
(3amaHue, OOIIECTBEHHOE MHEHHE, TIeJaroruyeckoe TpeboBaHME, TOpYyUYCHHE,
NpUy4eHHE, CO3/IaHNe BOCTIUTHIBAIONINX CUTYallUi, TPEHUHT, yIIPAXHEHHE, U JIP.);

- METOIbl MOTHBAIIMHU ACSITEIFHOCTH WM MOBEJACHUS (0J00peHHE, MOOIIPEHHE
COLMAJIbHOM aKTUBHOCTH, MIOPULIAHUE, CO3JaHHE CUTyallull ycrexa, Co3/laHue CUTya-
U 711 SMOIIMOHAIBHO-HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE U JP.)

[Tpu peanu3anuy AMCUUILUIMHBI MPENOABATENb JOJDKEH YYUTBIBATH CIIEAYIO-
II1€ HAaIPABJIEHUSI BOCIIUTATEIbHON ACSITEIbHOCTH:



I'pasicoanckoe u nampuomuueckoe socnumanue:

- hbopMUpOBaHUE Yy OOYYAIOIIHUXCS IIEJIOCTHOTO MHPOBO33PEHUS, POCCHUCKOMN
UICHTUYHOCTH, YBRKECHUS K CBOCH CeMbe, OOIIECTBY, TOCYAAPCTBY, IPUHATHIM B CEMbE U
00IIeCTBE yXOBHO-HPABCTBEHHBIM M COIIMOKYJIFTYPHBIM IICHHOCTSIM, K HAITHOHAJILHOMY,
KYJIbTYPHOMY U UCTOPHUUYECKOMY HACJIEAHIO0, (POPMUPOBAHHUE CTPEMIICHUSI K €0 COXpaHe-
HUIO U Pa3BUTHIO;

- hhopMUpOBaHUE Yy OOYUAIOIINXCSl aKTUBHOM TPaXkTaHCKOW MO3UIIMH, OCHOBAHHOMN
Ha TPAJUIMOHHBIX KYJIbTYPHBIX, JYXOBHBIX U HPABCTBEHHBIX IEHHOCTSIX POCCHICKOIO
o0I11eCcTBa, /1715 TIOBBIIIEHUS! CHOCOOHOCTH OTBETCTBEHHO PEAIU30BLIBATh CBOM KOHCTUTY-
IIMOHHBIE TIPaBa U 00SI3aHHOCTH;

- pa3BUTHE MPABOBOM U MOJIUTHYECKON KYJIbTYpPhl OOYYAIOIIUXCS, PACIIUPEHUE
KOHCTPYKTHBHOI'O YYacTHUsI B MPUHATUU PEIICHUM, 3aTparuBaroIIMX UX IpaBa U WH-
TepeChl, B TOM YHUCJIE B Pa3IMUHBIX (hopMax caMOOpraHU3aIliu, CaMOYIIpaBIICHHS, 00-
HIECTBEHHO-3HAYUMOM JEATEIbHOCTH;

- opMHUpOBaHNE MOTHUBOB, HPABCTBEHHBIX M CMBICIOBBIX YCTAHOBOK JIMYHOCTH,
TIO3BOJISIOIINX TPOTUBOCTOSATH IKCTPEMU3MY, KCeHO(POOUH, TUCKPUMHHAITUH TI0 COIHU-
QJIbHBIM, PEJIUTUO3HBIM, PACOBBIM, HAIIMOHAJILHBIM MIPU3HAKAM, MEKITHUUECKON U MEXK-
KOH(peCCHOHATLHON HETEPIMMOCTH, IPYTUM HETaTHBHBIM COIMATLHBIM SIBIICHHSIM.

JlyxoeHo-npascmeennoe socnumanue:

- BOCIIUTAHWE YyBCTBA JJOCTOMHCTBA, YECTU U YECTHOCTH, COBECTIMBOCTHU, yBa-
YKEHUSI K POIUTEIISIM, YUUTEIISIM, JIFO/ISIM CTapIIero MOKOJIEHHUS;

- hhopMuUpOBaHKE MPUHIIMIIOB KOJIJIEKTUBHU3MA U COTUIAPHOCTH, AyXa MHUIJIOCEP-
JUsL U COCTPaJlaHusl, TPUBBIYKUA 3a00TUTHCS O JIIOISX, HAXOASIINXCS B TPYIHOU YKHU3-
HEHHOMW CUTYaIlWH;

- hbopMUpOBaHNE COJIMIAPHOCTH M YYBCTBA COLIMAIBHOM OTBETCTBEHHOCTH IIO
OTHOIIICHUIO K JIFOASM C OTPAaHMYCHHBIMH BO3MOXKHOCTSIMU 37I0POBBS, MPEOI0JICHUE
MICUXOJIOTUYECKUX OapbhepOB MO OTHOIICHUIO K JIFOJISIM C OTPAHMYEHHBIMU BO3MOKHO-
CTSIMU;

- opMHUpOBaHKE YMOIIMOHATIHFHO HACHIIIIEHHOTO U JYXOBHO BO3BBIIIICHHOTO OTHO-
IICHUS K MUPY, CHOCOOHOCTH ¥ YMEHUS TIepeAaBaTh APYTUM CBOM SCTETUYESCKHI OTIBIT.

Kynemypno-npoceemumensckoe socnumanue:

- hopMUPOBaHUE FCTETUUECKON KapTUHBI MUPA;

- hbopMUpOBaHUE YBAXKEHUS K KYJbTYPHBIM IIEHHOCTSIM POJIHOT'O TOpoja, Kpasl,
CTpaHblI;

- IOBBIIICHUE TTO3HABATEILHON aKTUBHOCTH 00YUYarOIINXCS.

Hayuno-obpazoseamenvroe socnumanue:

- hopMupoBaHue y 00y4arommuxcsi HAy4YHOTO MUPOBO33PCHHS;

- hbopMupoOBaHHE YMEHHS TOJTy4aTh 3HAHUS,

- popMUpOBaHUE HABHIKOB aHalM3a U CHUHTE3a MHGOpPMAIMH, B TOM YHUCIE B
npodecCuoHaIbHON 00J1acTH.



BHocuMBble HI3MEHEHUA U YTBEP KIeHUS HA HOBbIIl y4eOHbIil roj

(edrogex
KRIIOIBNOALIIGE LUOXd
oxodorox €eLd09 € ‘(eL
-oL49IrAed) BLALULOHU

MINA 9Irareraorad
«OHEBEOJRILIOD)»

AHULMIUTIONT AL
-o1kenrread (e ‘geg
«OHBLOIRILIO)»

Conepxanue U3MEHEHUM

WUHOHOWEN
BUHJOJJHY BlR][

UUHOHOWEH
EHHIOQHY errarreed sy

/Tt

2B




Ipunoswcenue xk pabouetl
npozspamme OUCYUNIUHbL

®enepanbHOe rocy1apcTBEHHOE OI01KeTHOE 00pa3oBaTeIbHOE
YUpe:xIeHHe BbIcIIero 00pa3oBaHus
«KA3AHCKHNU I'OCYJIAPCTBEHHbBIN DHEPTETUYECKNI YHUBEPCUTET»
(PI'BOY BO «KI'3Y»)

@ MUHHCTEPCTBO HAVKH U BBICILIETO OBPABOBAHUS POCCUNCKOU ®EJIEPALIN

KI'2oYy

OLHEHOYHBIE MATEPHUAJIBI
10 JUCHHILINHE

b51.0.11.03. OcHoBBI HHPOPMAITMOHHON 6€301TACHOCTH

(Haumenosanue oucyuniuHvl 8 COOMEemcmeuuy ¢ y4eOHviM NAAHOM)

r. Kazans, 2024



OueHouyHblE MaTepuasbl MO JUCHMUILUIMHE, MPEIHA3HAYEHHbI ISl OLICHUBAHMS
pe3yiabTaTOB O0YyUEHUS HA COOTBETCTBUE MHINKATOPAM JIOCTHKEHUSI KOMITETEHIIUN.

OrneHnBanne pe3yabTaTOB OOYYEHHS MO MUCIMIUIMHE OCYIIECTBISACTCS B
pamkax Tekyiiero koutposs (TK) u mpoMexxyTouHOH arrecTainuu, NpOBOAUMBIX MO
oamnpHO-periTuHTOBOM cucteme (BPC).

1.TexHosiornyeckasi kKapra
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Paznen 1. OcHOBHBIC TIOHSATHS U aHATN3 YTPO3 WH-
(hopMaIoHHOM 6€30IaCHOCTH TK1 9 6 9-15
Paznen 2. Opraan3aniioHHO-aIMUHHCTPATHBHBIC Me-
pbI HH(GOPMALTHOHHON 0€30MaCHOCTH
TectupoBanue 9 6 9-15
P 3. U1 - - 27-
aszIe ! HXKEHEPHO-TEXHUYECKHE Mepbl HH(OP TK2 27 18
MAIlMOHHOW 0€30MacHOCTH 45
TectupoBanue 9 6 9-15
18-
BeimonHeHue 1 3anmra 1ad0opaTopHOi paboThI 18 12 30
P 4. H - - 15-
as3zen : OPMATHBHO-TIPABOBBIE MEPHI MH(OPMa: TK3 15 10
[MOHHOM OE30MacHOCTH 25
TectupoBanue 9 6
BrimonHenue 1 3ammmTa 1a00paTopHON padoThI 6 4
IIpome:xyTouHas aTTecTanus (3a4eT) oM 9-15
HtoroBoe TecTupoBaHue 9-15
2. OneHoYHbIe MATEPUAJIbI TEKYIIET0 KOHTPOJISA U MPOMEKYTOYHOM aTTeCTaluH
[ITkaa OIeHKH pe3yJIbTaTOB OOYUYEHUS 1O JTUCIUILIMHE:
YpoBeHb CHOPMUPOBAHHOCTH
WHJUKATOPA KOMIIETEHIIUU
N . Hwxe N
Kon 3araHu- Bricokuii Cpennuit CpeIHEro Huzkuii
Ko WMHINKATO OBaHHBIC
a A p P or 8510100 |or70 084 |or55m069 | or0 go 54
KOMIIE- a pe3ynbTaThl
[Ixama oreHrBaHusA
TEHIIUA KOMIIETEHII 00y4eHHs 110 F—
5051 JIUCLUILIAHE YJIOBJIET- YA
OTJINYHO XOpOLLIO JIETBOPUTENID
BOPUTEIILHO
HO
3a4TCHO HE 3a4TCHO
3HATh:
3HATH IIPABOBBIE aKTHI B
obnactu 3aIIUTHI
3HACT B | 3HAET 3HACT HUMEET
OTK-11 | OTK-112 | HHdopyaim,
OCHOBHBIC IIOHATHSA M | COBEPLICHC | OCHOBHBIE OTACIbHBIE | IPEACTABIIE
YIPO3bI TBE NPUHIUIBLL | IPUHLUIBL | HUE
UH(POPMAITHOHHOMN
0€30I1acHOCTH,




YpoBeHb CHOPMUPOBAHHOCTH

HMHIUKATOpa KOMIICTCHIIMHN

N N Hwuxe N
Kon 3aruraHu- Bricokuii Cpennuit CpeIHero Hwuzkwmit
Ko MHIKATO OBaHHbIE
a A p P or 8510100 |or70 m0 84 |or55m069 | or0 go 54
KOMIIe- a pe3yJIbTATHI
[IIxana orleHUBaHU
TEHIIMA KOMIICTEHI] 00y4eHHs 110 puv—
H B-
717t JMCLUTUTAHE Y/IOBJIET- YA
OTJIIMYHO XOPOIIIO JIETBOPUTETH
BOPHTEITLHO
HO
3a4TEHO HE 3a4TE€HO
OCHOBHBIC
MEpPOTIPHUSITHS 1o
00eCIICYCHUTO
UH(POPMAITHOHHOMN
0€30macHOCTH B
npodeccroHaTBEHOM
JICSITEIIbHOCTH
nH(pOpMAIMOHHO-
KOMMYHHUKAIIMOHHbIE
TEXHOJIOTHH,
TpUMEHSIEMbIE JUIS
pCIICHUS] CTaHAAPTHBIX | 3HAET B | 3HaET 3HAeT HMEeT
3a1a4 COBEpILICHC | OCHOBHBIC | OTHENbHBIC | MpPEACTaBie
npodeccroHATBEHOM TBE NPUHIUIE] | TIPUHIAIGL | HACS
JIESITEIIEHOCTH C YYETOM
OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHON
0e30macHOCTH
YMETb:
WCTOB30BaTh METOJIBI
u cpezncTsa
oOecreyeHus
UHPOPMAITHOHHOMN HE MOXET
0€30ITaCHOCTH C IIEJIBIO cer g | yMeeT C | ImycKaeT 0e3
TIPEIOTBpPAIICHHS ZXBG Lepe | HEKPHTHIH | OTICIBHBIE | MOCTOPOHH
HECAHKLIMOHNPOBAHHOT | p BIMH rpyobIe el ToMoIH
0 J0CTyMa, OImMOKaMHu | OIIHMOKH HCIIO0JIh30Ba
37I0YMBIIIICHHON T
uHpOpPMALTIT WIH
yTpaThl  3alUILAEMON
nHGbOpMAIUH
OLIEHMBATh OMNACHOCTD,
CBSI3aHHYIO C YTpo3amu He  MOYKET
HECAaHKITMOHUPOBAHHOT
yMeeT Cc | mmyckaer 6e3
0 JOCTyTa K | ymeer B
HEKPUTHYH | OTJCIIBHBIC | IOCTOPOHH
uH(pOpMALIUH, COBEpIIICHC N
. BIMU rpyObIe el momoru
HaMEpPEHHOU TBE 6 6
T — omuOKaMu | OIIMOKU HCIIOJIb30Ba
M YIpaThl CIyXeOHOM b
nHbOpMALTII
BJIAJICTh:
COBPEMEHHBIMU
BJIaJICET B | BIaJEET BJIAJICET HE BIajceT
o0mmMH  crrocobaMu
COBEpIIICHC | OTICNBHBIM | OT/IENBHBIM | Oe3
oOecrieyeHus
HEGOPMAIHOHEOI TBE u u MMOCTOPOHHE




YpoBeHb chOpMHUPOBAHHOCTH
WHAWKATOPA KOMITICTCHIIHH
o o Hrxe .
Kon 3araHu- Bricokuii Cpennuit CpeIHero Huzkuit
Ko MHIIKATO OBaHHBIE
a A p P or 8510100 |or70 m0 84 |or55m069 | or0 go 54
KOMIIe- a pe3yabTaThl
[IIxana orleHUBaHU
TEHI[UH KOMIIETEHI] 00y4eHHs 110 puv—
H B-
15078 IUCLUIUIAHE Y/IOBJIET- YA
OTJIMYHO XOPOIIO JIETBOPUTEND
BOPUTEIIHHO
HO
3a4TEHO HE 3a4TE€HO
0e30IacHOCTH HaBBIKAMHA | HAaBBIKAMH | M ITOMOILHA
c
HEmoYeTaM
u

O1eHKa «OTJIMYHO» BBICTABIIACTCS 3a BJaJIeHUE B TMOJHON Mepe MOHSATHITHBIM
anmnapaToM AUCUUILIUHBI « OCHOBBI MH(POPMAIIMOHHON 0€30MacHOCTHY, CIIOCOOHOCTh
WLTIOCTPUPOBATh OTBET MpuUMepaMHu, (pakTaMu, JaHHBIMH HayYHBIX HCCIIEIOBaHHM,
NPUMEHATh TEOPETHUECKHUE 3HAHWS JJIS PELICHUS TUIOBBIX 3a7ad M MPAKTUYECKUX
3aJjaHuii 60siee BBICOKOTO YPOBHSI CII0KHOCTH.

O1eHKa «XOPOI0» BHICTABIIACTCS 32 BJIAJICHUE MOHATHITHBIM ammapaToM JHC-
mUIIuHbBl «OCHOBBI MH(OPMALMOHHAs 0€301IaCHOCTHY, CIIOCOOEH HILUTIOCTPHPOBATH
OTBET MpUMepamMu, (akTaMH, IPUMEHATh TEOPETHUYECKUE 3HAHMS MPHU PEUICHUU TH-
HOBBIX 3aJ1a4, JIOMMYCKAeT HE3HAUUTENbHbBIE OIINOKU MPHU PEIICHUHU MPaKTUYECKUX 3a-
JaHui 6oJiee BBICOKOTO YPOBHSI CJIO’KHOCTH.

OreHka «y/10BJI€TBOPUTEIBHO» BHICTABIISETCS 32 YACTUYHOE BIIAJICHUE TEOPE-
TUYECKUMH OCHOBaMHU JTUCHUIUIMHBI «OCHOBBI MH(pOpPMAIMOHHAS O€30MacHOCTIY,
(dparMeHTapHy10 CIIOCOOHOCTh WILTIOCTPUPOBATh OTBET MpUMepaMu, hakTamu, B psjie
CllydaeB 3aTpyIHSETCS MPUMEHSATh TEOPETHUYECKUE 3HAHUS TPU PEIICHUH TUIOBBIX
3aja4, He BCerja crnoco0eH pemnTh MpakTUIeCcKue 3a1aHus 6osiee BHICOKOTO YPOBHS
CJIO’KHOCTH.

OreHKa «Hey10BJeTBOPUTEIbLHO» BBICTABIIETCS 32 HE COOTBETCTBUE JHOOBIM
TPEM U3 TEPEUYUCICHHBIX MOKa3atenedl. OO0yyarouuiicss JeMOHCTPUPYET OTPHIBOY-
HbIe, (pparMeHTapHbIC 3HAHUS, JAOMYCKAaeT TPyOble OMIMOKH MPH PEUICHUH THIIOBBIX
pacueTHbIX 3aja4 JIMO0 HE UMEET MPEJICTABIEHUS O CIIOCO0e UX PEIeHUs.

3. [lepeyeHb OLIEHOYHBIX CPEACTB

KpaTtkas xapakTtepucTHKa OLEHOYHBIX CPEACTB, UCIOJIb3YEMBIX IPHU TEKYIIEM
KOHTPOJIE yCIEBA€MOCTH U TMPOMEXKYTOYHOW aTTeCTalid OO0ydYaromerocs IIo
JOUCLUILIIINHE:

HaumenoBanue Onwmcanue
OIICHOYHOTO Kparkas xapakrepucTrka OIeHOUHOTO CPEICTBA OLIEHOYHOTO
cpencTa cpeacTBa
KoncnektupoBanne | KpaTtkoe TekCTOBOE MpeicTaBIIeHUE rmepepaboTaHHOM [Tepeuens paznenon




HanmenoBanue Onucanue
OLICHOYHOT'O Kpatkast xapakTepucTHKa OIIEHOYHOTO CPENICTBA OIICHOYHOT'O
cpencTea cpencrea
y4eOHOro rHpOPMAITUT
Marepuaia
[Tepeuens 3amanmii u
Or4er 110 BemmonHenne  maGoparopHoit  paboTh,  00paboTka BOITPOCOB JIJISI
. pE3yJbTaTOB HCIBITAaHUH, W3MEPEHHH, HSKCIICPHUMEHTA. 3aIIUTBI
JabopaTopHOM . .
abote (OJIP) OdopmiteHre oTyeTa, 3aIUTa Pe3yIbTaToB TA00PaTOPHOH TabopaTopHOI
p PaboTHI 1O OTYETY paboTHI, IepeveHb
TpeOOBaHMI K OTUETY
CpencTBo KOHTPOJIS, OPraHU30BaHHOE KaK CIieIUasIbHAs
Oecena mpenojaBaresnisi ¢ 0Oy4arolMMCs Ha TEMBbI, CBS- Bomnpocsr o
CobGecemnoBanue P - yHarom ’ p
(C60) 3aHHBIC C U3Y4aeMOH JHCIMILUTMHOM, U PacCYMTAHHOE Ha paznenam
BBISICHCHHE 00bEMa 3HAHWU OOYYaroOIIeTocs IO ONpese- JCITUTITHHBI
JICHHOMY pa3Jieily, TeMe, IPOOIeMe H T.11.
Cucrema cTaHIapTU3UPOBAHHBIX 337aHUM, TO3BOJISIOIIAS
Komruiekt TecToBbIxX
Tecr (Tecr) ABTOMATH3UPOBaTh  MPOLEAYPY HM3MEPEHHs  YPOBHS S

3HAHUA U YMEHUI 00y4aroImerocs

4. IlepevyeHb KOHTPOJIbHBIX 33/IaHUIl WM MHbIE MATEePHUAJbI, HEO0OXOIH-
Mble 1JIs1 OLECHKH 3HAHUN, YMEHUI U HABBIKOB, XapaKTEePU3YIOLIUX ITaNbI (op-

MHUPOBaHUSA KOMHeTeHIII/Iﬁ B IIpouecce oCBoCHUsA TUCIHUIIJINHBI

IIpumepnviii nepeuenv 6onpocos 0iisi cobecedo8anust
1. Chopmynupyiite nonsitue nHpopmaroHHo o6ezonacuoctu UC.
2. OOBsACHHUTE TOHATHS IEIOCTHOCTH, KOH(DUICHITMATLHOCTH U JOCTYITHOCTH WH-

dbopmarm.

3. VKaXuTe OTInuus CAaHKIMMOHHUPOBAHHOT'O JOCTYIIA K I/IH(I)OpMaHI/II/I OT HCCaHKIIH-

OHHPOBAHHOIO.

4. Tlepeuncnure OCHOBHBIC MPHU3HAKU KJIACCH(PUKALMU BO3MOXKHBIX YIpo3 0e€3-

onacuoctu MIC

5. JlaiiTe KpaTKyr0 XapaKTepUCTUKY yIPO3bl O€30IIaCHOCTH, 0003HAYaeMOMN TepMHU-
HOM «TPOSTHCKHI KOHBY.
6. JlaiiTe KpaTKyl0 XapakTEpUCTUKY Yrpo3 0€30MacHOCTH, 0003HAYAEMBIX TEPMHU-
HAMU «BUPYC» U «UEPBbY.
7. HazoBute 1 oxapakTepu3yiTe HaudoJee pacupoCTpaHEHHbIE BUIbI CETEBbIX.
8. OnuiuTe ataKy «4elloBEeK-B-cepeuHe». Kakue cpenctBa mo3BOJSIOT dPQek-
TUBHO OOPOTKCS ¢ aTaKaMH TaKOTo TUMA?
9. OmnumuTe araky THMNA «OTKa3 B OOCITYy>KMBAaHHM» U PACIPEICTICHHYIO aTaKy
«OTKa3 B OOCITY>KUBAHU.
10. Onuimre 0co6eHHOCTH (UIIMHTA U (hapMUHTA. YKAKUTE MEPbl MPOTUBOICH-
CTBHS 3TUM aTaKaM.
11. KakoBbl MUCTOYHMKM HApYyIIEHUH 0€30MacCHOCTH MPOBOAHBIX KOPIIOPATHUBHBIX

ceren?

12. Ha30BUTE OCHOBHBIC YSI3BUMOCTH U YTPO3bI OCCIIPOBOIHBIX CETEH.
13. OOBSICHUTE ITOHATHE «ITOJIMTHKA 0€30ITACHOCTH OPTraHU3aIluN).
14. Kakue paznmenbl JObKHA COJEPKATh TOKYMEHTATBHO OPOpMIICHHAS TTOJTMTHKA

Oe3omacHocTU?




15. Kakue npo6iiembl periaetT BEpXHUNA YPOBEHb TIOJTUTUKU O€30MIaCHOCTH?

16. Kakue 3aaum pemiaet CpeiHrui ypOBEHb MOJIMTHKH O€30MaCHOCTH?

17. KakoBbl OCOOCHHOCTH HMYKHETO YPOBHSI TIOJIMTUKY O€30MacHOCTH?

18. ChopmynupyiiTe 00sI3aHHOCTH PYKOBOAMTEIICH MO pa3IelICHUI, aIMUHICTPA-
TOPOB U MOJTb30BaTENEH MPU peaT3aluy OJIUTHKHA O€30MaCHOCTH.

19. Onuiuure CTpyKTYpy HOJIUTHKH O€30MaCHOCTH OPraHU3alHH.

20. Yro npeacTaBIsitoT co00M CrielMaIn3upOBaHHbIE IOJUTUKY O€3011aCHOCTH?

21. IIpuBenuTe HECKOIBKO MPUMEPOB CIICITUATM3UPOBAHHBIX MOJUTHK O€30MacHO-
CTH C OMHUCAHUEM MX OCOOCHHOCTEH.

22. Yro npeacTaBisitoT co00i mporieaypbl 0€301MacHOCTH?

23. IlpuBeanTe HECKOJIBKO MPUMEPOB MPOIETYp O€30MACHOCTH C OMMCAHUEM HX
0COOEHHOCTEH.

24. TlepeunciuTe OCHOBHBIE dTAlbl Pa3pabOTKU MOJUTHKH 0€30MaCHOCTH OpraHu-
3alUu.

25. ChopmynupyiiTe TIIaBHYIO 33/1a4y CTAaHIAPTOB MH(DOPMAIIMOHHON Oe30macHo-
CTH C TIO3UITUI TIPOU3BOAUTEINICH U MOTPEOUTENeH MPOAYKTOB MHPOPMAITMOHHBIX TEXHO-
JIOTHH, a TAKXKE CIECIMAIMCTOB 110 CePTUDUKAIIN ITUX TPOTYKTOB.

26. HazoBuTE OCHOBHBIC MEKTYHAPOIHBIC CTAHAAPTHI HH()OPMAITMOHHOM Oe3011ac-
HOCTH.

27. JlaiiTe KpaTKyl0 XapakKTepUCTHKy MexayHapoaHoro cra”papra ISO/EC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE OCOOCHHOCTU TepMaHckoro ctangapra BSI «PykoBoacTo
HO 3allyTe HHPOPMALMOHHBIX TEXHOJIOTUM JI71sl 6a30BOT0 YPOBHS 3aLUILIEHHOCTIY?

29. OnuimmTe CoAepKaHue U YKaXXUTE 3HAUCHUE MEXAyHapoHoro cranaapra [SO
15408 «O0m1ue KpuTepun 0e30MacHOCTH MH(POPMAITMOHHBIX TEXHOJIOTHID.

30. IepeurcnuTe cTaHAAPTHI 17151 OECIIPOBOHBIX CETEH M JalTe UX KPaTKyIo Xa-
PaKTEPUCTHKY.

31. HazoBute cTtanmapThl nHGOPMAIIMOHHOM Oe30macHocTH it MHTepHeTa.

32. Yto Ttakoe kpurrorpadusi?

33. Jlaiite onpeneneHus CIeIyIOMIUX MOHITUN: KPUIITOTPaMMa, KPUIITOAITOPUTM,
KpUINTOCHCTEMA

34. B yeM COCTONUT KOPEHHOE Pa3iINuMe CUMMETPUYHBIX U AaCUMMETPUYHBIX KPHII-
TOCHCTEM?

35. Onuimre 1B€ OCHOBHBIE MPOLEAYPBI, OCYIIECTBISIEMBIE CUCTEMOMN AJIEKTPOH-
HOM 1TU(POBOM MOJTUCH JUTS TTOJTBEPHKACHHUS MOUIMHHOCTH IIU(PPOBOTO TOKYMEHTA.

36. Kakum 0O6pa3oM KOMOMHUPOBAHHBIA METO/ IM(POBAHMS TTO3BOJISIET COUETATh
JOCTOMHCTBA aCCUMETPUYHBIX M CUMMETPUYHBIX KpurtocucteM? OMNUIIMTE MPOTOKOI
peanu3aiyu KOMOMHUPOBAHHOTO METO 1A MG POBAHUSI.

37. Uro Takoe BpenoHOCHas mporpamma? OxapakTepu3yWTe OCHOBHBIE THIIbI
BPEJIOHOCHBIX ITPOTPaMM.

38. YKkaxuTe CyIlIeCTBEHHbIE OTJIMYHSI KOMITBIOTEPHBIX BUPYCOB OT CETEBBIX Yep-
Beil. Onmiriere OCHOBHBIE OCOOCHHOCTH TPOSHCKHX IMTPOTPAMM.

39. Onuiuure 1Ba OCHOBHBIX MOJIX0/1a K OOHAPYKEHUIO BPETOHOCHBIX POrPaMM.

40. Kak BBINONHSIETCA CUTHATYpPHBIN aHann3? KakoBbl €ro JOCTOMHCTBA M HEIO-
CTaTKu?



41. Yro npeAcTaBIsitoT cOO0 MPOaKTUBHBIE METO bl OOHapy>keHus? J{aiiTe xapak-
TEPUCTUKHU JIByX HAUOOJIee MOMYJISIPHBIX TIOIXO/IOB.

42. Onumwre OpyuHIUN ACUCTBUS, JOCTOUHCTBA W HEIOCTAaTKU SBPUCTUYECKHUX
AHAJIM3aTOPOB.

43. Onumwure NPUHIMI JESHCTBUSI, TOCTOMHCTBA M HEJIOCTATKU IMOBEICHYECKHUX
OJIOKMPATOPOB.

44. Ha3oBuTe 1 ONUIINTE JONOJHUTEIBHBIE MOAYIM aHTUBUPYCHBIX CPEZCTB.

45. KakoBbl JOMOJHUTENILHBIE MEPHI U CPEACTBA 3aIIUThI OT BPEJOHOCHBIX MPO-
rpamM, pacIIMpsIOIIIe BO3SMOKHOCTA AHTUBUPYCHBIX ITPOrpamMm?

46. Onummre MEPHI U CPEACTBA 3aIIUTHI OT Cllama.

47. KakoBbl OCOOCHHOCTH peaIH3alliy MOJICUCTEMbI 3alIUThl KOPIIOPATUBHOW MH-
dbopmaru OT BPEIOHOCHBIX MTPOrPaMM U BUPYCOB?

48. KakoBbl Bo3MOXKHOCTH cepuu npoaykToB Kaspersky Open Space Security s
3aIIUTHI KOPIOPATUBHBIX CETE OT COBPEMEHHBIX UHTEPHET-YTpO3?

s Trekymero kourpoJs TK1:
[IpoBepsieMasi KOMIIETCHIIHS

Kon n HauMeHoBaHHE KOMIIETEHIIUU Kon n HaumeHoBaHue HHIUKATOpa
OIIK-11. Cnocoben nonumarts npuHimns pa- | OIIK-11.2. Brageet HaBbIkaMu mpuMeHEHHS IUdpo-
OOTBI COBPEMEHHBIX MH(OPMAITMOHHBIX TEX- | BBIX TEXHOJIOTHH ISl pelieHus 3anad mpodeccuo-
HOJIOTH ¥ UCTIONB30BATh UX JUTS PEILICHNUS 3a- | HATbHOW JIEATEIHHOCTH C YYETOM OCHOBHBIX Tpebo-
Jia4 mpoheCCUOHATBHON IS TETTHHOCTH BaHM MH(POPMAIIMOHHON 0€30MacHOCTH
Tect
Bonpoc Bapuanmwvr omeema
CKoJbKO BBIJICTICHO | 3
OCHOBHBIX  COCTABILIIOLINX | 4
HallUOHAJIBHBIX ~ MHTEPECOB
Poccuiickoit ®Penepanuu B 5
undopManroHHOM chepe?. 6

3aKJIFOYAeTCs B YCTAHOBKE IOJCIYIIMBAIOIIECIO YCTPOWCTBA B
aImaparypy cpeacTs 00padoTku uHdopMauu

OCHOBaH Ha  (UKcaluu  DJIEKTPOMArHUTHBIX  W3JIYYCHHH,
BO3HHUKAIOMIUX NMPH (PYHKIMOHUPOBAHUHU CPEACTB KOMIBIOTEPHON

AKTHUBHBII repexsar .
TEXHUKU ¥ KOMMYHUKaIIUN
nHpopManuu 3TO TEpexBar, =
KOTOpBIii: OCYIIECTBIISICTCS ITyTEM MCIIOJIb30BAHMSI ONTUYECKON TEXHHUKH
' HEMpPaBOMEPHO UCTIOJIb3YEeT TEXHOJIOTUYECKUE OTXO/bI
MH(OPMAIIMOHHOTO Mpolecca
OCYIIECTBIISETCS c MIOMOIIBIO MOJIKITFOUEHUS K

TEJICKOMMYHHKAIIHOHHOMY 00OPYIOBAHHIO KOMITBIOTEpa

HaJIC)KHAs 3allMTa JIMYHOM M MMYIIICCTBEHHOMN 0€30I1aCHOCTH
obOecrieueHre HaydyHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rocyJapcTBOM MHUHMMYMa MAaTE€pPHAIbHBIX M HIKOJOTUYECKUX
YCIIOBUH

MPEOJONICHNEe  KOHPPOHTAMK B  OOMIECTBE,  JOCTHIKCHHE
HaIIMOHAJIBHOTO COTJIacHsl

obecrieueHre MPU3HAHHBIX MEXKIYHAPOJIHBIM MPABOM HHTEPECOB
rpaxkaad Poccuu, npoXuBamIIMX B 3apyOSKHBIX CTPaHaX

Obecneuenre HaMOHAJILHON
0€30IacHOCTH Ha
TOCYJTapCTBEHHOM  YpOBHE
ompeAensercs  clueayroei
LIEJIBIO




Bonpoc

Bapuaﬂmbl omeema

o0OecrieueHre CyBEpEHUTETa M TEPPUTOPUANBHON IE€TOCTHOCTH
Poccun

yOpapJIsArOmue JOCTYIIOM MCETKHU JOJIKHBI ObITh CBSI3aHBI C

o0BEKTaMU

HEOO0XO/IMMO UMETh SIBHYIO M XOPOUIO ONPEICICHHYIO CHCTEMY
oOecrieueHus O€30MacHOCTH

B cranmapre «OpanxeBast | HHAMBHYaJbHbIE CYOBEKTHI JOJKHBI HICHTH(GUINPOBATHCS
KHUTa»  (DyHIAMEHTAIbHOE | BBIYMCIIUTEIbHAS CHCTEMa B CBOEM COCTaBE [OJDKHA HMETh
TpeboBaHue, KOTOPOE | anmapaTHble/IpOrpaMMHBIE MEXaHU3MBI, JIOTyCKAIOIIe
OTHOCHUTCS K IPYIIE | HE3aBUCUMYIO OLIEHKY Ha IpeaMeT TOoro, 4ro cucreMa
[MomoTtyeTHOCTH o0ecreyrBaeT BINOJIHEHHE N3I0KEHHBIX TPeOOBaHUN
rapaHTUPOBAaHHO  3alllMIIEHHBbIE MEXaHU3MBbl, pean3yrollne
NEPeYHCICHHbIE  TpeOOBaHMS, JOIDKHBI  OBITh  IOCTOSHHO
3alIMIIEHBl OT «B3JIAMBIBAaHUS» W/WIN HECAaHKLIMOHUPOBAHHOIO
BHECCHUS] U3BMECHEHUN
NOJy4YeHHUs  3aluiaeMoil MHGOpMalUM  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HapylICHHEM YyCTAHOBJICHHBIX  IPAaBOBBIMHU
JOKYMEHTaMH WM COOCTBEHHUKOM, BiajelblieM HH(pOpMaLuu
MIPaB WM IPaBWJI JJOCTYIIA K 3aIIUIIaeMOi HHPOPMALIUU
BO3/ICUCTBUS C HapyIIEHHUEM yCTAHOBJICHHBIX MPaB W/HIU MpaBUIl
Ha W3MEHeHHWe WH(GOpMAIMK, NPUBOAALIETO K HCKAKCHHIO,
Bamura WHOOPMAMK  OT | YHUYTOKEHHIO, KONMPOBAaHMIO, OJIOKHMPOBAHMUIO JOCTyNa K
HECAHKIIHOHHUPOBAHHOTO uHpOpMalMK, a TaKXKe K yTpaTe, YHHUYTOKECHUIO WIH COOI0
BO3/ICUCTBHS 5T0 | GYHKIIMOHUPOBAHUS HOCUTENSI HH(OpMAIUU
JeSITENIbHOCTD 1o | BO3ACHCTBUS  Ha  3alluIIaeMylo  uH(poOpManuio  OmHOOK
MIPEIOTBPALLICHHIO 1oJIb30Bartess HHpopmaruei, c60s TEXHUYECKUX U MPOrPaMMHBIX

cpeacTB HHGOPMAITMOHHBIX CHCTEM, a TAK)KE MPUPOIHBIX SIBJICHUM

HEKOHTPOJINPYEMOTO pacnpoCTpaHEHUs 3alunaeMon
uHpoOpMallMd OT €€ pas3rJalleHus, HeCaHKIHMOHUPOBAHHOTO
JocTyna

HECaHKITMOHUPOBAHHOTO JIOBEJICHUS 3alluIaeMoil WHOOpMaIuu
JI0 HEKOHTPOJIUPYEMOT'0 KOJIMUECTBA MoIydaTesiel HH(OpMaLHU

3amuTa nHGOpPMAIIHH 3TO

mporecc  cObopa,  HaKOIUICHHWS,  OOpaOOTKH,  XpaHEHUs,
pacrpeie/IiCHUs M MMOMCKa MHPOpMaILUH

npeoOpa3oBaHue WHPOpPMALUK, B  pe3yjbTare  KOTOPOTO
coliepkaHue  HMHQPOPMAIMM  CTAHOBUTCS  HETOHSTHBIM  JUIS
cyObeKTa, He UMCIOIIETO JIOCTYTIA

MOJIy9eHHE  CyOBEKTOM  BO3MOXHOCTH  O3HAKOMIICHHS  C

I/IHd)OpMaI_II/Ieﬁ, B TOM YHCJIC ITPH ITOMOIIIH TCXHUYCCKUX CPCACTB

COBOKYIMHOCTBH IpaBWJI, PCTIaMCHTHPYIOINIUX IMOPAJO0K U YCIOBHA
JA0CTyIIa CY6T>GKT8. K I/IHd)OpMaI_[I/II/I 1 €€ HOCUTCIAM

NEeATEIPHOCTh TI0 TPENOTBPAIICHUIO YTEYKHM HH(POpMaIuu,
HECAaHKIIMOHUPOBAHHBIX W HENpEeIHAMEPEHHBIX BO3JCUCTBUI Ha
HEee

[TaccuBHBIM repexsar
nHpOpMaUu ATO TEpEeXBarT,
KOTOPBIN

3aKJIIOYAETCsl B YCTAHOBKE MOJCIYIIMBAIOLIETO YCTpPOMCTBA B
arrmaparypy cpeacTB 00padboTku nHGopMauu

OCHOBaH Ha  (UKcauu  DIEKTPOMArHUTHBIX  W3IY4YCHHH,
BO3HUKAIOMIUX MPHU (PYHKIIMOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM
TEXHUKU ¥ KOMMYHUKaLUN

HEIPaBOMEPHO UCIIOJIb3YET
HH()OPMAIIMOHHOTO Mpolecca

TEXHOJIOTHYCCKHE OTXO0AbI
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OCYHICCTBJIACTCA MYTCEM HMCITIOJIb30BaAHUA ONTHYECKON TEXHUKH

OCYHICCTBIIACTCA C IIOMOIIBIO IOAKIIFOYCHUA K
TCIICKOMMYHUWKAIIMOHHOMY OGOpy,Z[OBaHI/IIO KOMIILIOTCpA

Obecneuenre HalMOHAJILHON

0€30acHOCTH Ha
rOCYJapCTBEHHOM  YpPOBHE
OTpENEeNsIeTCs  CIEAYIOLICH
LETBIO

HAJIC)KHAS 3alIMTa JIMYHOW M MMYIIICCTBEHHON 0€301TaCHOCTH

obecrieyeHHe HAay4HO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rOCyZapCTBOM MHHHMYMa MaTepHalbHBIX M JKOJOTHYECKHX
YCIIOBH

IIpCOa0JICHUC KOH(prHTaI_[I/II/I B O6H.I€CTBC, JOCTHIKCHHUC
HallMOHAJIbHOI'O COrjiaCcus
obOecreyeHne COHH&HBHO—HOHHTH‘IGCKOﬁ u SKOHOMHYECKOM

CTaOUJIBHOCTH CTPAHBI

o0ecrieueHre MPU3HAHHBIX MEXIYHAPOJHBIM MPABOM HHTEPECOB
rpaxaad Poccuu, IpoXKUBaOIIKMX B 3apyOCKHBIX CTPaHaX

K ucrounukam 3amniumiaemoit
nH(pOpMaIUA OTHOCHUTCS

QJICKTPHUUYCCKHUEC I10JIA

CBIpbE

MAar"duTHBIC I10JI41

OJICKTPOMArdiMTHEIC I10JIs

QJICMCHTAPHBIC YaCTHUIIbI

AKYCTHYCCKHC KoJIeOaHus

EcrectBeHHbIe YIpO3bl
6e30macHOCTH  MH(OpMAIUH
BbI3BaHbI

JCATCIIBHOCTBIO YCJIOBCKA

ommnOkamMu mnpu mnpoektupoBanuun ACOW, ee 31eMEHTOB WU
pa3paboTKe IporpaMMHOro obecrneyeHust

BO3JCUCTBUSAMH OOBEKTHUBHBIX (DU3UYECKHX IPOLIECCOB MU
CTUXUUHBIX IPUPOHBIX SIBJICHHUM, HE3aBUCAIIUX OT YEIOBEKA

KOPBICTHBIMHU YCTPEMIICHUAMMU 3JIOYMBIIIJICHHUKOB

OImMOKaMH MPH JSHCTBUSIX MTEPCOHAIIA

3amuTta  UHQOpPMAaLMH
HeTpeIHaMEepEeHHOT 0
BO3JICUCTBUS
JeSITeIbHOCTD
MIPEIOTBPAIICHHIO

oT

9TO
1o

MOJTy4CHUsT  3alluIIaeMol  WHQPOpPMAIMU  3aWHTEPECOBAHHBIM
CyOBEKTOM € HapyUIeHHMEM YCTAHOBJIEHHBIX  IMPABOBBIMU
JOKYMEHTAaMU WM COOCTBEHHHKOM, BJIAJIENbIIeM HH(POPMAIIH
MpaB WM MPABWJI JIOCTYIIA K 3alTUIIIAeMO HHPOPMAIHH

BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBJICHHBIX MPAB W/WIH MPABUI
Ha W3MCHEHHWE HHOOpMAIMK, TPUBOAALICTO K HCKAKCHHUIO,
VHUYTOXKCHHUIO, KOMHUPOBAHUIO, OJOKHPOBAHUIO JIOCTyNa K
uHpOpMAIIUK, a TaKXKe K yTpaTe, YHHYTOXKCHUIO WIH COOIO
(OYHKITMOHUPOBAHMS HOCUTEIISI HHGOPMAITUU

BO3JCHUCTBUS  Ha  3allMIIaeMyl0  HMHQPOpMAlMI0  OLIMOOK
noJib30Barteis nHpopMaluen, co0s TEXHUUECKUX U MPOTrPaMMHBIX
CpeACTB MHPOPMALIMOHHBIX CHCTEM, A TAK)KE IMPUPOIHBIX SIBICHUI

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHuUs 3alIUIIaeMOi
uHpOpMAIlMM OT €€ paslJalleHHs, HECAaHKIMOHUPOBAHHOTO
JO0CTyTa

HECaHKIIMOHHPOBAHHOTO JIOBEACHUS 3alluIaeMoi HHpopmammu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA NoJTydaresield nudopmaimu

WNndopmannonnsie
IIPOLIECCHI 3TO

rpotiecc coopa, HaAKOILICHUS, 00paboTKH, XpaHeHus,
pacrpeie/ieHus ¥ MoMcKa MHPOpMaLuK

npeoOpa3oBanue  MHPOpPMALUU, B  pe3yjbTare  KOTOPOTO
cojepkaHue MHGOPMAIMM  CTAHOBHUTCS  HEMOHSATHBIM IS
cyOBbeKTa, He MMEIOIIECTO JOCTYyIa

MOJTydeHHe  CyOBEKTOM  BO3MOXHOCTH  O3HAKOMIICHHSI  C
nH(pOpMaIKel, B TOM YHCIIC ITPH IMOMOITH TEXHHUECKUX CPEICTB
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COBOKYITHOCTb IIPaBUJI, PETJIAMEHTUPYIOIIUX MOPSAAOK U YCIOBUS
JIOCTyTa CYObEKTa K HH(POPMAITUY U €€ HOCHTEIISIM
NEeSTeNbHOCTh 10 TPEJOTBPAIICHUIO YTEUYKH HHQPOpPMAIIH,
HECAHKIIMOHUPOBAHHBIX W HEMPEIHAMEPEHHBIX BO3JICUCTBUI Ha
Hee
3aKJIFOYAETCd B YCTAHOBKE MOJICIYIIMBAIOIIETO YCTPOMCTBA B
anmnapaTrypy cpeJcTB 00paboTKu HHMOpMaIUU
OCHOBaH Ha  (uKcauu  AJIEKTPOMATHUTHBIX  M3JIYUYEHUH,
BO3ZHUKAIOMINUX TPHU (PYHKIIMOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM

AyauonepexBar — IepexBar

nH(popMallud 3TO IEpexBar,
KOTOpPBIA

TCXHUKHU U KOMMYHI/IKaHI/Iﬁ

HCIIPAaBOMCPHO HCIIOJIB3YCT TCXHOJIOTHYCCKHEC

MH(OPMAIIMOHHOTO Mpolecca

OTXOAbI

OCYHICCTBJIACTCA MYTCM HMCITIOJIb30BAHUA ONTHYECKON TEXHUKH

OCYILIECTBIIAETCS c TMOMOIIIBIO MOJIKJTFOUEHUS K
TEJICKOMMYHHKAITMOHHOMY 000PYI0BaHHUIO KOMIIBIOTEPA

B cranmapre «OpanxeBas
KHUTa»  (yHIAMEHTaJIbHOE
TpeboBaHue, KOTOpOE
OTHOCHUTCS K rpymnme
l'apanTun

YOPAaBISIONUE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BeEKTaMU

HEOOXOTUMO WMETh SIBHYID U XOPOIIO OMNPEAETICHHYIO CHUCTEMY
obecrieueHus 0€30MMacHOCTH

MHAUBHUOYaJIbHBIC CY6'[>GKTLI JOJI2KHBI I/II[eHTI/Id)I/II_[I/IpOBaTLCH

BBIYUCIIMTENIbHAs CHCTEMA B CBOEM COCTaBe JOJDKHA HUMETh
anmaparHble/IporpaMMHbIE MEXaHU3MBI, JOITyCKaroue
HE3aBUCHUMYIO OLEHKY Ha IIpeIMET TOro, 4TO0 CHUCTEMa
o0ecreyrBaeT BIINOJIHEHHE N3I0KEHHBIX TPeOOBaHUM

KOHTPOJIbHasA I/IH(bOpMaI_[I/IH J0JDKHA XPaHUTbBCA OTACIbHO U
3allMIIaThCa Tak, 4TOOBI CO CTOPOHBI OTBETCTBEHHOM 3a 3TO

IpyOnbl  MMENach  BO3MOXKHOCTH — OTCICKHMBATh  JCHCTBHS,
BJIMAIOLIME HA O€30IIaCHOCTD
JIFOIU
. | CBIpBE
K Hocutenam 3amuiiaeMon
YEPHOBHMKHU U OTXObI IPOM3BOACTBA
UH(POPMAIIUU OTHOCUTCS
JIOKYMEHTBI

AKYCTUYCCKHE KOJieOaHus

HckyccTBeHHBIE yIpO3bI
6e3omacHOCTH  HMH(OpPMAIIH
BBI3BAHBI

JACATCIIBHOCTBIO YCJIOBCKA

omuOkamu 1pu mnpoekrupoBannun ACOU, ee 37MeMEHTOB WiIH
pa3paboTKe IporpaMMHOro obecreyeHus!

BOSI[CﬁCTBH?IMPI 00BEKTUBHEIX q)mnqecxnx nponeccoB MJIA
CTUXUMHBIX IIPUPOAHBIX HBHGHHﬁ, HC3aBUCAIIUX OT YCJIOBCKA

KOPBICTHBIMH YCTPEMIICHHUAMHU 3JIOYMBIIIJICHHUKOB

OIIMOKAMH IIpHu JIEHCTBUSX CpCoHaIa

3ammra wuHQOpMAnMHM  OT
pasriiameHus 3TO
JeSITeTbHOCTD o
MPEIOTBPAIICHUIO

MOJIy4EeHUsl  3alluiiaeMo  MHGOpMaluu  3aWHTEPECOBAHHBIM
CyObEKTOM C  HapylICHUEM YCTAHOBJICHHBIX  IPABOBBIMHU
JOKYMEHTaMU WJIM COOCTBEHHHKOM, BIaJiesiblieM HHpopmanuu
IIPaB WJIM IPaBWJI JOCTYIIA K 3aIIUIIIaeMOi HHPOPMALIUU

BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBJICHHBIX MPAB W/WJIH MPABUI
Ha W3MEHEeHHEe MH(OPMAIMK, NPUBOJAALICTO K HCKAKCHHUIO,
VHUYTOXKCHHUIO, KOMHUPOBAHUIO, OJOKHPOBAHHIO JIOCTyIa K
uHpOpMalMK, a TaKXKe K yTpaTe, YHMUYTOXKECHUIO WIH CcOOI0
(hYHKIIMOHUPOBAHUS HOCHUTEIISI HH()OPMAIIHH

BO3JICHCTBUSL  Ha  3alMINACMYI  HMHOOpPMAIMI0  OMHUOOK
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noJsib3oBartens nHpopMaluei, c60s TEXHHUECKUX U MPOTrPaAMMHBIX
cpeacTB HHGOPMAITMOHHBIX CHCTEM, a TAK)KE MPUPOIHBIX SIBJICHUM

HEKOHTPOJINPYEMOTO pacnpoCcTpaHEeHUs 3aIunaeMon
uHpopMallMd OT €€ pas3rJalleHus, HEeCaHKIHOHUPOBAHHOTO
JOCTyTa,

HECaHKITMOHUPOBAHHOTO JIOBEJICHUS 3alluIacMoil uWHOOpMaIuu
JI0 HEKOHTPOJIUPYEMOT'0 KOJIMUECTBA IoIydaTesiel nH(OpMaLHU

IIpocmorp  Mycopa  3T0

3aKJIFOYAeTCs B YCTAHOBKE IOJCIYIIMBAIOIIETO YCTPOWCTBA B
aImaparypy cpeacTs 00paboTku nHopMauu

OCHOBaH Ha  (uKcauuu  SJIEKTPOMArHUTHBIX  U3JIYUYECHMH,
BO3HHUKAIOMIUX MPU (PYHKIMOHUPOBAHUHU CPEACTB KOMIBIOTEPHON
TEXHUKU ¥ KOMMYHUKALUN

repexsaT uHbopMaIuuy,
<OTODLII HEMPaBOMEPHO HCIIOJIB3YET TEXHOJIOTHYECKUE OTXOJIbI
p MH()OPMAIIMOHHOTO Ipolecca

OCYIIECTBJISCTCS MyTEM HCIIOJIb30BAHMS ONTHICCKON TEXHUKH
OCYLLIECTBIISIETCA c MOMOIIBIO MOJIKJIFOYEHUS K
TEJICKOMMYHHKAIIMOHHOMY 00OPYIOBAaHUIO KOMITBIOTEpa
(hH3UYEeCKOE pa3pyIIeHUE CUCTEMBI ITYTEM B3PbIBa, IMOHKOTa U T.I1.
nepexBaT MOOOYHBIX AIEKTPOMATHUTHBIX, aKyCTHUECKUX M IPYTHUX
WU3JTYYEHHUI YCTPOUCTB Y JIMHUH CBSA3U

K ocHoBHEn | FSMEHEHHE  PEKUMOB paboThl  yCTPOWCTB WM TPOTpamw,
3a0acToBKa, caboTaxk MepcoHala, MOCTAHOBKA MOITHBIX aKTUBHBIX

HelpeAHaMEPEHHBIM
OMeX M T.II.

HCKYCCTBEHHBIM yrpo3am

ACOMU otHOCHUTCHA

YTEHHUE OCTATOYHOH MH(OPMAIMU U3 ONEPATUBHOM MaMATH U C
BHEIIHUX 3alIOMUHAIOIINX YCTPOUCTB

HEYMBILJICHHbIE JCHUCTBUS, NPUBOIAIIME K YaCTUYHOMY WU
IIOJJHOMY OTKa3y CHUCTE€Mbl WM Pa3pyLICHUIO alllapaTHbIX,
MIPOrPAMMHBIX, HH()OPMAIIMOHHBIX PECYPCOB CUCTEMBI

3ammura HWHPOpPMAMH  OT
HECAaHKIITMOHUPOBAHHOTO
JOCTYIIa 93TO JACSATEIBHOCTD
10 MPEIOTBPAIICHHUIO

MONly4eHUsl  3alluiiaeMol  WHGOpMAlMU  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HapylUICHHEM YCTAaHOBJICHHBIX  IPAaBOBBIMU
JOKYMEHTAaMU WJIH COOCTBEHHHKOM, BIaJeNblieM HHPOpPMAIUH
IIPaB WJIK TPABHJI JIOCTYIIA K 3alIUIIIaeMON HHPOpMAaIH

BO3/ICHUCTBUS C HApyIIEHHUEM YCTAHOBJICHHBIX MPaB W/WIU MpaBUII
Ha U3MEHeHue uHGPOpMalUMU, TPUBOMASIIIEIO K HCKaXKEHHUIO,
YHUYTOXKEHUIO, KONMPOBAHUIO, OJIOKUPOBAHMIO JOCTyHa K
uHpopMalMy, a TakXke K yTpaTe, YHUYTOXKEHHMIO WIH CcOOM0
(YHKIIMOHMPOBAHUS HOCUTENSI HH(OpMAIUU

BO3JCHCTBUS  Ha  3allMIaeMyl0  HMHQOpMalMio  OMOOK
noJb30Bartess HHpopmaluei, c6os TEXHUYECKUX U MPOrPaMMHBIX
cpeAcTB HHGOPMAITMOHHBIX CHCTEM, a TAK)KE MPUPOIHBIX SIBJICHUM

HEKOHTPOJIUPYEMOTO pacnpocTpaHeHus 3aluuaeMon
uHpoOpMallMd OT €€ pas3rJalleHus, HEeCaHKIMOHUPOBAHHOTO
Joctyna

HECaHKITMOHUPOBAHHOTO JIOBEJICHUS 3alluIaeMoil uWHOOpMaIuu
JI0 HEKOHTPOJIUPYEMOT'0 KOJIMUECTBA MoIydaTesiel HH(OpMaLHU

Joctyn kK uHGOpMAaIMH 3TO

mporecc  cbopa,  HaKOIUICHHS,  OOpaOOTKH,  XpaHEHUs,
pacnpeesieHus U Toucka nHhopManuu

npeoOpa3oBaHue  MHPOpMAIMM, B  pe3yJbTaTe  KOTOPOTO
collepkaHue HMHQPOPMAIMM  CTAHOBUTCS  HETOHSATHBIM  JUIS
cyOBbeKTa, He UMEIONIETO0 JI0CTyIa

IIOJYYCHHUC CY6LGKTOM BO3MOKHOCTHU O3HAKOMJICHUA C
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nH(opMaIyel, B TOM YHCIIe TTPH TOMOITH TEXHHYECKUX CPEJCTB
COBOKYITHOCTH TPaBUJI, PETJIAMCHTUPYIOUTUX TOPSIIOK U YCIOBUS
JIOCTyIa CyObeKTa K HH(DOPMAIIUU U €€ HOCHTEIISIM
NESATEIPHOCTh 10 TPEIOTBPAIICHUIO YTEYKHM HH(pOpManuu,
HECAaHKIIMOHUPOBAHHBIX U HENpEeIHAMEPEHHBIX BO3JCUCTBUI Ha
HeE

[Tepexsar, KOTOPBIN | aKTUBHBIHM [IEPEXBAT

3aKTIOYACTCS B YCTAHOBKE | paccypHpIif epexBar

MOCITYINBAIOILIETO

Z ayauonepexnar

YCTpOMCTBA B ammaparypy

CpENCTB 00paboTku | BHACOICPCXBAT

nHGOPMAITUH Ha3bIBACTCS MIPOCMOTpP Mycopa

B MEXIYyHAPOIHOM g

CTaHJIapTe «OpanxeBas C

KHUTa» MHHUMAJTbHAS [y
E

3aIuTa 3TO rpymnmna

IIo xapakrtepy BO3AEHCTBUSA
YAQJICHHbIE aTaKH JIEIATCS Ha

YCJIOBHBIC U O€3YCIIOBHBIC

aTakKu ¢ 00paTHOM CBS3BIO M 0€3 00paTHOH CBSI3H

BHYTPHUCCIMCHTHBIC U MCKCCIMCHTHBIC

IIaCCUBHBIC U AKTHUBHBIC

aTaKu, KOTOPbIC MOT'YT P€aIn30BbIBATHCA HAa BCCX CEMHU YPOBHAX —
(bI/ISI/I‘-ICCKOM, KaHaJIbHOM, CCTCBOM, TPaHCIOPTHOM, CCAHCOBOM,
OpcaACTaBUTCIbHOM U IIPHUKIIaAJHOM

CyObexT JI0CTyTa K
nH(popMaLnu 3TO

¢dbusznyueckoe IUI0, WIM MaTepHAlbHBI OOBEKT, B TOM YHUCIE
¢uznyeckoe moJie, B KOTOPbIX HMH(OpPMAIMs HAXOAUT CBOE
0TOOpaXeHHE B BHJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
pPELIECHHI ¥ TPOLIECCOB

CyOBEKT, OCYILECTBISIOUINIA IOJb30BaHHE HWHpoOpManuendn u
peanu3yIomuid MMOJTHOMOYHUS PACMoOpsDKEHHUS B Tpeenax Ipas,
YCTaHOBJICHHBIX 3aKOHOM H/MJIM COOCTBEHHHMKOM HMH(MOpMaIiu

CyOBeKT, TMONb3yIoMuics HHPOPMALUEH, TOJYYEHHON OT ee
COOCTBEHHUKA, BIAJENblla WU IOCPETHHUKA B COOTBETCTBUHU C
YCTaHOBJICHHBIMH TIPaBaMH ¥ TIPABUIIAMH JIOCTYIA K HHOOpMAIHH
1100 ¢ UX HapYIICHUEM

CyObEKT, B TIOJHOM O00beMEe pealu3yIolUi MOJTHOMOYUS
BJIQJICHUS, TIOJIb30BaHMS, pACIOpsHKeHUs UWHpopMmanued B
COOTBETCTBUU C 3aKOHOAATEIILHBIMUA aKTaMHU

YYAaCTHUK MTPABOOTHOIICHUI B HH()OPMAIIMOHHBIX MPOIeccax

[Tepexsar, KOTOPBIi
OCYLIECTBIISIETCS myTeM
UCTIONIb30BAHUSl ONTHYECKOM
TEXHUKH, Ha3bIBACTCS

AKTHUBHBIN nepcxBarT

MMACCUBHBIN MEpeXBaT

aAyauoncpexBar

BUACONICPCXBAT,

MMPOCMOTP Mycopa

Obecneuenre HalMOHAJILHON

0€30IaCHOCTM Ha  ypOBHE
TPaXkTaHCKOTO o01ecTBa
ONpElEeNsAeTC  CIEAYIOLIEH
LEIBI0

HaJC)XHasd 3al1uTa JIMIHOH U HMymeCTBeHHOﬁ 0€e30I1aCHOCTH

obecrieueHre HAyYHO OOOCHOBAHHOTO U TapaHTHPOBAHHOTO
rocyJapcTBOM MHHHMMYMa MAaT€pHAIbHBIX M HSKOJOTUYECKUX
YCIIOBUH

noBbIleHNE 3()(HEKTUBHOCTH 3aIIUTHI KOHCTUTYLIMOHHOTO CTPOS,
MPaBOMOPsJIKa, OOPHOBI C OPT. MPECTYITHOCTHIO U KOPPYIIIHEH

IpCoa0JICHUC KOHd)pOHTaLII/II/I B O6I_I_IGCTBC, JOCTHIKCHHUC
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HallMOHAJIBbHOI'O COrjiaCus

B MEXIYHAPOIHOM
CTaHJ1apTe «OpanxeBas
KHUTa» VHIUBUyaJIbHAs

3aliuTa 9TO IrpyIIa

W= | >

Ilo e BO3JICUCTBUSA
y,ZLaJIeHHBIe aTakKu ACJIATCA Ha

YCJIOBHBIC U O€3YCIIOBHBIC

aTaku ¢ 00paTHOM CBsA3BIO0 M 0€3 00paTHOM CBS3U

BHYTPHCCIMCHTHBIC U MCKCCI'MCHTHBIC

ITACCUBHBIC U aKTHUBHBIC

daTakKh B 3aBUCHMOCTH OT HAPYIICHUA KOH(i)I/II[eHLII/IaJ'IBHOCTI/I,
OCJIOCTHOCTH M JOCTYITHOCTH

IlepexBat, KOTOpBINI OCHOBaH
Ha bukcanun
JJIEKTPOMAarHUTHBIX
U3JIy4CHUM, BO3HUKAIOLIUX
pu (GYHKLIHOHUPOBAHUU
CpEACTB KOMITBIOTEPHOU
TEXHUKM WM KOMMYHUKaLUN
Ha3bIBACTCS

AKTUBHBIN IepexBar

MMaCCUBHBIN MEepexBaT

ayauoIrecpexBar

BUACOIICPECXBAT

MIPOCMOTP Mycopa

B MEXTyHapOJIHOM
CTaHJapTe «OpanxeBas
KHUTa» MaHJaTHas 3aluTa
3TO rpynna

el lwi{@Ylvel b=

ITo YCJIOBHIO Hayajia
OCYILIECTBIICHUS BO3/I€HCTBUS
YAQJICHHBIC aTaK! ACJIATCA Ha

YCJIOBHBIC U 663YCJ'IOBHI>IG

aTaku ¢ 00paTHOM CBA3BIO U 0€3 0OpaTHOM CBSI3U

BHYTPHCCTMCHTHBIC M MCXKCCTMCHTHBIC

ITaCCUBHBIC U AKTUBHBIC

aTaKu B 3aBUCUMOCTH OT HAPYUICHUA KOH(bI/Il[eHLII/IaJIBHOCTI/I,
OCJIOCTHOCTH M TOCTYIMIHOCTH

CoOcTBeHHMK MH(OpPMAIIH
3TO

¢u3nveckoe MO, WIM MaTepUAIBHBIA OOBEKT, B TOM 4YHCIE
¢usnueckoe Tmosie, B KOTOPHIX HMH(OpMAanus HAXOAUT CBOE
oToOpakeHHe B BUJE CUMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
pELICHUI U IPOLIECCOB

CyOBEKT, OCYIICCTBISIONIMN TMOJIb30BaHWe WH(DoOpManmel u
peau3yIUil TOJHOMOYHS PACIOPSHKCHUST B TIpelesiaX IMpas,
YCTaHOBJICHHBIX 3aKOHOM H/WJIM COOCTBEHHUKOM MH(OpPMAILIHH

CYOBEKT, TMOJIB3YIONIMICA HH(OpMAIMeH, IOJyYeHHOH OT ee
COOCTBEHHUMKA, BIAJCNblla WU IOCPESTHUKA B COOTBETCTBUHU C
YCTaHOBJICHHBIMH TPaBaMH M MPaBUIIAMH JOCTyIa K WHPOpMAIIUU
100 ¢ UX HApYUICHUEM

CyOBEKT, B TOIHOM OOBEME
BIIQJICHUS, TIOJB30BAHUS, PACIOPSIKEHUS
COOTBETCTBHUU C 3aKOHOAATEIbHBIMU aKTaMH

peaIn3yOIUi  MOJIHOMOYMS
uHpopMalnuei B

YYaCTHHUK MMPABOOTHOIIEHUH B MH(POPMAIIMOHHBIX MTPOIIeccax

Ilepexsar, KOTOPBIN
OCYLIECTBIIETCS C TIOMOILBIO
MOAKIIIOYEHUS K

TeHeKOMMYHI/IKaI_[I/IOHHOMy
000pyJOBAHUIO KOMIBIOTEPA

AKTHUBHBIN nepexBar

ITACCUBHBIN ITEpEXBaT

aymorepexnaT

IIPOCMOTpP Mycopa
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Ha3bIBaeTCs BHUJIEOIIEPEXBAT
B MEXIYHAPOIHOM g
CTaHJapTe «OpanxeBas C
KHUTa» BepU(UIIMPOBAHHAS D
3allUTa 3TO Tpynna E

I[lo wHammuuio  oOparHOM
CBSI3U c aTaKyeMbIM
00BEKTOM y/IaJCHHbIE aTaKH
JeTsTCs Ha

YCJIOBHBIC U O€3YCIIOBHBIC

aTaku ¢ 00paTHOM CBsA3BIO0 M 0€3 00paTHOM CBSI3U

BHYTPHCCIMCHTHBIC U MCKCCIMCHTHBIC

IIACCUBHBIC U aKTHUBHBIC

aTakKh B 3aBUCHMOCTH OT HAPYIICHUA KOH(i)I/II[eHHI/IaJ'IBHOCTI/I,
OCJIOCTHOCTH M JOCTYITHOCTH

Jlutro, CaMOCTOSTEIILHO
CO3/1aBIIIce UH(POPMAITHIO
b0 MOJTyYHBIIIEE Ha
OCHOBAaHMH  3aKOHA  WJIH
JIOTOBOpa MpaBO paspemniath

WM OTpaHU4YMBATL OOCTYII K

HCTOYHUK MH(pOpMayu

MTOTpeOUTENh HHPOPMAITHH

YHUYTOXXUTENIb WHHOPMAITIH

HOCHUTEINb HH(pOpMaImu

rHpOPMALHH obnagarens HHGOPMAITHH
Obs3aTenbHOE M | 3pexTpoHHOE COOOIIEHNE
BBIMIOJTHEHUS JIALIOM,

MOJNYYMBIIMM  JOCTYIl K | PacmpocTpaHeHHe HHOpMALHH

orpeJieNleHHONH MH(popMaIuH,
TpeOoBaHUE HE Iepe/laBaTh
TaKyIo UH(pOPMaLINIO
TPETbUM JIUI[aM O€e3 coryiacus
ee obJaaTelns 3To

npeaocTaBieHne HHHopMaLuu

KOH(QHICHINAILHOCTh HHPOPMAITUH

JOCTYH K HH(pOpMaLUu

JleficTBHsI, HalIpaBIECHHbIE HA

YHUYTOXXEHUE HH()OPMaITUU

IOJIyYEeHHUE uH(popManun

pacrnpocTpaHeHre HHpOpMaIHK
HEONPEEIICHHBIM KPYTOM
JIUIT WA nepeAaydy | npeaocTaBieHHe HHPOPMAIUU
uHdOpMaIyH KOH(UACHIIUAIBHOCTh UH()OPMAITUU
HEONPELNEICHHOMY KpyTy
JIMIL 3TO JOCTYH K HHpOpMaLuu

coxpaHeHHe MH(POpMaLUU
Bo3moxHOCTD IIOJIyYEHHUS | pacupOoCTpaHeHHEe HHPOpMaITUH
uHpOpMaIUU u ee | mpemocTaBicHHE HHPOPMAITHH

HCIIOJIB30BaHHUA 3TO

KOH(MICHIINATFHOCTh HHPOPMAITHH

JIOCTYII K HH(GOpMAIUH

IIponecc cooOuieHus ABTOpH3AIIHA
CyOBEKTOM CBOEr0 HWMEHHU
WM HOMEpa, C  ILENbIO | ayreHTHdHKALHSA
IOJy4YEeHUsI  OIPENENIEHHBIX
MOJTHOMOYHH (IIpaB J0CTYyIa) | 00e3THInBaHNe
Ha BBINOJIHEHUE HEKOTOPBIX
(pa3pemeHHBIX eMy) AcnepCcoHalIn3anusa
NeWCTBUT B CcHUCTEMaxX C

UACHTU(DUKALIUS
OTPaHUYEHHBIM JOCTYIIOM
[Iponenypa npoBepky | ABTOPU3AINA
COOTBETCTBUSI CyOBEKTa U | 00e3nMuMBaHUE

TOTI'0, 3@ KOI'O OH IIBITAaCTCA

ACCpCOHaIU3anA
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ce0s1 BBIIATH, C IIOMOILUBIO | ayTeHTU(DHKAIUS
HEKOH YHHUKaJIbHOU

HAIEeHTUDUKATISL
uHbopmaIu
IIpouecc, a Takxke pe3ynbTatr

aBTOpHU3aIUs
npoiiecca MIPOBEPKU
HEKOTOPBIX  00s3aTeNbHBIX
apaMeTpoB MOIb30BaTeNs i, | WICHTHHKaIs
pu YCHENTHOCTH,
MPEeAOCTABICHHE eMy | ayTeHTH(UKAIMs
ONpeACNEHHBIX MOJTHOMOYHI
Ha BBINIOJIHEHUE HEKOTOPBIX | ofesMurBaHme
(pa3peleHHbIX eMy)
ACHCTBUH B CHCTEMaX  C | onencomammsanus

OT'paHUYCHHBIM JOCTYIIOM

HecankumonupoBaHHbIN
JOCTYI K MH(OPMALUH 3TO

JOCTYM K MH(OPMAIIMU, HE CBSI3aHHBIN C BBITOJHEHUEM (PYHKIIMOHAIb-
HBIX 00s13aHHOCTEH M HEe 0(hOPMIICHHBIA JOKYMEHTAIEHO

paboTa Ha Yy)KOM KOMIIBIOTEpe 0e3 pa3pelieHus ero BiaJelbla

BXOJ Ha KOMIILIOTCP C UCIIOJIB30BaAHUCM JAHHBIX APYI'Oro IMOJIb30BaATCIIA

JOCTYT K JIOKaJIbHO-UH(OPMAI[MOHHOW CETH, CBSA3aHHBIN C BBIMOJIHCHU-
eM (hYHKIIHOHAIBHBIX 0053aHHOCTEH

noctyn K CYBJI mox 3anpenieHHbIM UMEHEM MOJIb30BaTe s

JoxymeHTHpOBaHHAs

uHpopMarIus, JIOCTYTI K
KOTOpOW  OrpaHMYMBaeT B
COOTBETCTBHH c

3aK0HaAeILCTBOM PO

HHGOPMaIUs COCTABIIIIONIAS TOCYIAPCTBEHHYIO TalHY

nHGOpPMAIUS COCTABJIAIONIAS KOMMEPUECKYIO TalHY

ncpCoHaJIbHAsA

KOH(HUICHIHAIbHAS UHDOpMALIHs

JIOKYMEHTHPOBaHHAs HH(OpMAITHs

HNudopmarmonHas
0e30macHOCTh 00ECIICUNBAECT. . .

0JIOKHUpOBaHHE HH(OPMAIIUU

HCKXCHHE WHPOpMAIIHH

COXPaHHOCTh MH(OpMAITHH

yTpary HHGOPMAaIHH

MOJACNIKY HH(DOPMAILIUH

XwuieHre uHGpopMauy — 3710...

HECaHKIIMOHUPOBAHHOE KOMMPOBaHKUE HHGOPMAITHH

yTpara HH()OPMALMH

OJIOKHpOBaHUE HHGOPMALIHH

HCKa)KEHHE HH(MOPMAaIUU

npoAaka HHGOpMaIUn

Hoctyn x nHpOpMaLuH — 3TO:

065[33TGJH)HOC JJId BBIIIOJIHCHUS JIMIIOM, IMOJIYYHMBIOHUM OOCTYII K OIIpEaAc-
JeHHOW mH(OpMaIuu, TpeOOBaHNE HE TIePEIaBaTh TaAKYI0 MHPOPMAIIHUIO
TPETHhUM JIHIaM 0e3 cornacus ee o0Jiaarens

NeHCTBHA, HaNpaBICHHbIE Ha TOJy4YeHHe HH(OpPMalWu HeompereseH-
HBIM KPYT'OM JIMI WK Tiepeaady HHPOpPMaIi HEONPeIeIEHHOMY KpPYTy
JIULL

NeHCTBHA, HANpaBJICHHBIE HAa MOJMy4YeHHe WH(POPMAIMH OIpeIeIeHHBIM
KPYTOM JIHI] WJTH TIepeiady nH(OpPMAITH ONIPEIeICHHOMY KPYTY JIHIT

uHpOpMaIys, MepeJaHHasl WIK MOJy4YeHHas MoJib30BaTeNeM HHGopMa-
LIMOHHO-TEIEKOMMYHHUKAIIHOHHON CETH

BO3MOXKHOCTH ITIOJTYYCHHUA I/IH(i)OpMaI_II/II/I 1 €€ MCII0JIb30BaHUA

OO0ecmeueHre
nHPOPMAITHOHHOH
0e30macHOCTH
obecrneyeHue. ..

€CTh

HE3aBHCUMOCTH MH(POPMALIUU

M3MEHEHUs MH(pOpMaIuu

KOIMPOBaHHUs HHGOPMALIMH

COXPaHHOCTH MH(OpMAITHH

peoOpa3zoBaHus HHGOOPMAIIUH

K kakomy BuHIy Mep 3allUThI

MOJINTUKA OC30IMACHOCTH BEPXHETO YPOBHS
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UHPOPMAITUH OTHOCUTCS YTBEP-
KIeHHas MporpamMma paboT B
o0s1acTr 6€30MaCHOCTH

MOJIUTHKA OC30ITaCHOCTH CpCAHCTO YPOBHA

MOJINTHKA O€301aCHOCTH HIKHETO YPOBHS

IIPUHIMII MUHHUMHU3AIINN HpHBI/IHCFHﬁ

3aIMTA MOJICPKUBAIOIICH HHPPACTPYKTYPHI

T'apanTus TOTO, UTO MpPU XpaHe-
HUM WK Tepefade UHpopMa-
MU He ObLIO TPOM3BEACHO He-
CaHKIIMOHUPOBAaHHBIX HM3MEHe-
HUH

KOH(DHICHIINATEHOCTD

OCJIIOCTHOCTD

JOCTYITHOCTb

AYTCHTUYHOCTH

aTneJINPyeMOCTh

K dbyaxnmsm nHbOpMATMOHHOM
0€30MaCHOCTH OTHOCSATCS

BBIAABJICHUC NCTOYHMKOB BHYTPCHHMX M BHCIIHUX YI'PO3

CTpaxoBaHue MH(POPMALIMOHHBIX PECYPCOB

3aluTa roCyagapCTBCHHBIX I/IHd)OpMaI_[I/IOHHLIX PECYPCOB

IIOATOTOBKA CIICNHUAINCTOB II0 00eCIecYCHUIO PIH(i)OpMaI.[PIOHHOfI 0e3-
OITIACHOCTH

BCC OTBCTHI BCPHBI

K mwamuoHambHBEIM HWHTEpecam
P® B undopmanmonnoii chepe
OTHOCSTCA

pain3anysa KOHCTUTYIHHMOHHBIX IIPaB HA JOCTVYII K I/IHd)OpMa]_[I/II/I

3aluTa I/IHd)OpMaI_II/II/I, 06eCHCqHBa}OHIeﬁ JIUMYHYIO 0€30MacHOCTh

3aIUTa HE3aBUCUMOCTH, CYBEPEHHUTETA, TOCYAAPCTBEHHON M TEPPUTOPH-
aJILHOU IIEJIOCTHOCTH

HNOJINTHYCCKAasA SKOHOMHUYCCKAsA 1 COIMaJIbHasA CTaOUIBEHOCTD

COXPAaHCHHUEC U O300POBJICHUHA OK'py}KaIOH.[eﬁ CpE€abl

KOH(MHICHIINATbHOCTD
I'apantnsg TOro, 4Tro KOHKpET- LLeIOCTHOCTD
Has wuHGboOpMauus  JOCTYyNHA
JIOCTYITHOCTD
TOJIBKO TOMY KpYyTY JIHL, JJIs
KOTOPLIX OHA Np€AHa3Ha4YCHa aYTCHTI/I‘-IHOCTI)
aleIMPyeMOCTh

COBOKYITHOCTh HOPM, TIPaBUI H
MPAKTUYECKUX PEKOMEH AN,
pernamMeHTUpyommux  paboTy
cpeacts 3amutbl AC oT 3aaaH-
HOTO MHOXECTBa  yrpo3 0es-
OMAacHOCTHU

KOMIUICKCHOE o0ecreueHne HHPOopMaImOHHON 0€301MacHOCTH

oe3omacHocts AC

yrpo3a HHGpOpMaImOHHON 0€30MacHOCTH

araka Ha aBTOMaTU3UPOBAHHYIO CUCTEMY

MMOJIUTHKA O€30I1aCHOCTHU

HawubGonee pacnpocTpaHeHHbIE
yIrpo3bl WHGOPMAIMOHHON 0e3-
OIACHOCTH

YI'PO3bI IECIOCTHOCTHU

YTPO3bI 3aMUIICHHOCTH

yIpo3bl 0€300aCHOCTH

YIPO3bl JOCTYITHOCTH

YIpO3bl KOH(PUACHIINATEHOCTH

JeiictBue, npeANpUHUMAEMOE
3JI0yMBIIUIEHHUKOM,  KOTOPOE
3aKJIIOYaeTcss B IOMCKE M HC-
[I0JIb30BaHUU TOW WIM WHOHU
YSI3BUMOCTH CHCTEMBI

KOMIIIEKCHOE 00€eCIIeueHne I/IHd)OpMaHHOHHOﬁ 0e30IaCHOCTH

oesomacHocth AC

yrpo3a HH()OpMaIMOHHON 0€301TaCHOCTH

aTaka Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

MOJIUTHKA O€30MaCHOCTH

CocrosHME 3aMMUIICHHOCTH
MHOTOHAIIMOHAIBHOTO  Hapoaa
KaK HOCHUTENl CyBEpEHUTETa U
€IMHCTBEHHOI'0 NCTOYHHKA BJIa-
CTH

nH(popManoHHasi 0€30MacHOCTh

0€e30I1aCHOCTh

3amuTa nHpopManuu

HaLlMOHAJIbHAA 0€30MaCHOCTh

CBOMCTBO [aHHBIX OBITH [10-
CTYMHBIMU I CAaHKIIMOHUPO-
BaHHOTO TTOJIb30BaHUS B TIPOM3-
BOJBHBIA MOMEHT BpEMEHH,
KOrjJa B oOpallieHun K HUM BO3-

KOH(UICHITMATEHOCTh

OECJI0CTHOCTD

JIOCTYITHOCTh

AYTCHTUYHOCTD
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HHUKAEeT HEOOXOAMMOCTh ammneInpyeMOoCTh
KOH(bHICHIINATbHOCTD
rapaHTI/I}I TOTO, YTO HCTOYHH- [IEJIOCTHOCTD
KOM  HHGOPMAIUK  SBJSIETCS
JOCTYIITHOCTD
HMEHHO TO JIUI0, KOTOPOE 3asB-
JICHO KaK ee aBTop ayTCHTHYHOCTD
anmnennupyeMocCTh
lapanTHs TOro, 4ro mpH HE0O- | KOH(MUACHINAILHOCTh
XOIUMOCTH MOYXHO OYIIET JIOKa- | [1e]I0CTHOCTH
3aTh, YTO ABTOPOM COOOIICHUS JIOCTYTIHOCT
SABJIIETCS. UMEHHO TOT YEJIOBEK,
- ayTCHTUYHOCTh
KOTODBIH 3asiBIICH KaK €€ aBTOp
W HH KTO JPYToi aIrerIupyeMocCThb

CooTtHecute WHTEpeCHl B 00ma-
¢ty nH(MOPMAMOHHOM Oe30mac-
HOCTH:

1. HannonansHble HHTCPCCHI

2. VlaTepechl TMYHOCTH

3. MnTepeckl rocyapcTa

4. aTepeckl o01IecTBa

1. cocrosT B peanu3aluy KOHCTUTYLUHOHHBIX TpaB U CBOOOI, B
o0ecrieueHnH JINYHOW O€30IacHOCTH, B ITOBBIIICHUH KadyecTBa U
YPOBHS U3HHU, B (PU3NYECKOM, TYXOBHOM M HHTEIUIEKTYaJIbHOM
Pa3BUTUH YeJIOBEKa M IPakKIaHUHA

2. obecreunBarOTCd UHCTUTYTAMH TOCYapCTBEHHON BIIACTH, OCY-
IIECTBIISIFOIMMH CBOM (DYHKLIMH, B TOM YKCJIE BO B3aUMOJICHCTBUN
¢ aeucTByromuMu Ha ocHoBe KoHctutynuu P® n 3akoHOmarens-
ctBa P® 0011eCTBEHHBIMU OpraHU3aLUsIMU

3. COCTOAT B HE3BIOJIEMOCTH KOHCTUTYLIMOHHOT'O CTPOSI, CYBEPEHHU-
TeTa ¥ TEPPUTOPUAILHON LEIOCTHOCTH Poccuu, B MONMTHYECKOH,
HKOHOMHYECKOH U COLHUAIbHOM CTAOMIBHOCTH, B 0€3yCIOBHOM
o0ecrieueHnH 3aKOHHOCTH U TOJIEP’KaHWHU TIPAaBOTIOPSIKA, B pas-
BUTHH PABHOIIPABHO TO M B3aUMOBBITOJIHOTO MEXKIyHAPOIHOTO
COTpYIHHYECTBA

4. coCTOSIT B yIPOUYEHUHU JIEMOKPATHUH, B CO3/IaHUU [IPaBOBOIO, CO-
LIUAJILHOTO TOCYJapcTBa, B JAOCTHKEHHM W MOAJEpKaHUM oOIie-
CTBEHHOTO COTJIacHsl, B T[yXOBHOM 0OHOBIeHUH Poccun

CooTHecUTe OCHOBHBIC ITOHITHS
B oOiactd WHGOPMAIMOHHOMN
Oe3omacHOCTH

1. ataka

2. ysizBuMocTh AC

3. yrpo3a 6e3omacHoctu AC

4. 3anunieHHas CucTeMa

1. HCKOTOPOC HCYAAYHOC CBOICTBO CUCTCMBI, KOTOPOC ACIaCT BO3-
MOKHBIM BO3ZHUMKHOBCHHC U pCaAJIU3alINI0 YI'PO3bI

2. cucremMa co CpeICTBaMHU 3aIIUTHI, KOTOPBIE YCHemHo U dhdek-
THUBHO NPOTHBOCTOSIT YIpo3aM 0€30IacHOCTH

3. Bo3MoOkHbIe Bo3/eiicTBUs HAa AC, KOTOpbIE IPSIMO MJIM KOCBEH-
HO MOTYT HaHECTH y1epO ee 6e301acHOCTH

4. nelictBue, NpeIIPUHUMAEMOE 3JI0YMBILIUIEHHUKOM, KOTOpPOE 3a-
KJIFOYAETCsl B IOMCKE U UCIOIb30BaHUM TOM WM MHOU YSI3BUMOCTH
CUCTEMBbI

CooTHECHTE OCHOBHBLIE BHIbI
yrpo3 st AC

1. yrpo3a HapyIeHHus] KOH(PpUACHIIMATBEHOCTH

2. yrpo3a oTKaza CIIy»x0

3. yrpo3a HapyIieHus [EJIOCTHOCTH

1. moboe yMBIIIJIEHHOE U3MEHEHUE WH(OPMAIUH, XpaHsIIencs B
BC unu nepegaBaeMoM OT OJIHO#M CHCTEMEBI B APYTYIO
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2. BO3HHUKAET BCSIKUH pa3, KOIZla B PE3yJIbTAaTe MPeIHAMEPEHHBIX
JNENUCTBHN, MPEANPUHUMAEMBIX APYTMM I0Jb30BATEIEM WU 3J10-
YMBIIIJICHHUKOM, OJIOKUPYETCS JOCTYNl K HEKOTOPOMY pecypcy
AC

3. 3aKio4yaeTcss B TOM, YTO MH(OpMAIHs CTAHOBUTCS H3BECTHOM
TOMY, KTO HE pacroJjiaraeT MoJHOMOYHSIMH JIOCTYIIA K HEH

CooTHecuTe  KJIACCH()UKALMIO
yTpO3 IO psAAYy NMPU3HAKOB

110 IPUPOJI€ BOSHUKHOBCHUS

110 HEMOCPEJCTBEHHOMY UCTOYHHUKY

o crernedu Bo3aeiicteug Ha AC

ITIACCUBHBIC U aKTHBHBIC

1.
2.
3.
4. mo cnocoOy goctyna K pecypcam AC
1.
2.

HaIpaBJIEHHbIE Ha UCIOJIb30BaHUE MPSIMOTO CTAaHAAPTHOTO MyTH
JIOCTYTIa K pecypcaM W HalpaBJI€HHbIE Ha UCIIOJIb30BAHUE CKPBITO-
r0 HECTaHJIAPTHOrO jocTtyna K pecypcam AC

3. eCTEeCTBEHHBIC I HCKYCCTBCHHBIC

4. mpupoaHas cpeia, YeJOBEK, CAHKIIMOHUPOBAHHBIE MPOTPAMM-
HBIE CPEJICTBA M HECAHKIIMOHUPOBAHHBIC ITPOTPAMMHBIE CPEJICTBA

Uro Takoe cepTUHUKAIIL

MOATBCPIKACHUC COOTBCTCTBUA MPOAYKIMHU HIINU YCIYT YCTAHOB-
JICHHBIM T]f)e6OBaHI/I${M WK CTaHaapTam

MIOATBEPKICHUE COOTBETCTBUS MPOAYKIUH, HO HE YCIIYyT YCTaHOB-
JICHHBIM TPeOOBAHUSAM WU CTAaHAAPTAM

IIOATBEPKICHUE COOTBETCTBUS YCIYT, HO HE IPOLYKIUHA YCTAHOB-
JICHHBIM TPeOOBAHUSAM HJIM CTAaHAAPTaM

Uto Takoe cepTuduKat?

JOKYMEHT, TMOATBEPKAAOIINNA COOTBETCTBUE CPEACTBA 3aIIUTHI
nHpopMalu TpedoBaHMAM 110 0€30MMaCHOCTH HH(MOpMAITUH

JOKYMEHT, TMOJATBEPKAAIONINN COOTBETCTBUE CPEICTBA 3allIUThHI
nHpopManu TpeOOBAHUAM 0 XPaHESHUIO HHPOPMALUH

JOKYMEHT, IOATBEPKIAOIINNA COOTBETCTBUE CPEACTBA 3aIIUTHI
nHpopMaluu TpedoBaHMIM 10 00paboTKe MHpOpMAIUH

Kak Ha3zbIBaeTcs nuII0, camo-
CTOATENBHO Cco3/aBIiee MHQOP-
Manui JHOO TOJyYHMBIIEEe HA
OCHOBaHMHM 3aKOHA WJIU JIOTOBO-
pa mpaBo pa3peliatb WK orpa-
HAYUBATh JOCTYN K HWH(OpMa-
LIHUH, ONPEACIISIEMON MO KaKUM-
100 npu3HaKam?

CyOBEKT MepCOHATBHBIX JaHHBIX

orepaTop HHPOPMAITHOHHOW CUCTEMBI

oOnanatens nHGoOpMaUu

cyOBeKT HH(pOpMaLUH

Bomnpocs! k komiuiekcHomy 3agannio TK1

1. Yro Takoe nHpopmaIrmonHasi 6€30MmacHOCTh?

2. llepeuncnure BayKHEHIINE aCIEKTHl HH(OOPMALIMOHHONW O€30MaCHOCTH.

3. [lepeuncnure ypoBHH 3alIUTHI HH(DOPMALIHH.

4. OxapaxktepuzyuTe yrpo3bl HHPOPMAIIMOHHON 0€30MaCHOCTU: PACKPBITHS 11€-
JIOCTHOCTH, OTKa3 B 00CITyKUBaHUU.

5. O0BsACHUTE MPUINHBI KOMIIBIOTEPHBIX MPECTYTIICHHA.

6. OnuIrTE OCHOBHBIC TEXHOJIOTHH KOMITBIOTEPHBIX MPECTYTIIICHHH.

7. Ilepeunciure Mepsl 3alIUThl HUHHOPMAITMOHHON O€30MaCHOCTH.

8. Ilepeunciure Mepbl NPEJOCTOPOKHOCTH MpU pabOTe C LETbIO 3aAIUThI UH-



dbopmarmm.

9. OnuiuTe OCHOBHBIE MEPHI 3aLUTHI HOCUTEIEH HH(pOpMaLIHHL.

10. Tlouemy mnoakitOYeHHE K TI00aTBHOW KOMIBIOTEpHOU ceTu WHTepHer
npeacTaBisieT co0oil yrpo3y st HHPOPMAIMOHHOM 6€301acHOCTH?

11. Onummre, KaK MCHOJIB30BAHUE 3IEKTPOHHOM MOYTHI CO3J1A€T Yrpo3y HH-
dbopmanmonHo 6e3onacHocTu. Kakue mepbl o0ecrieunBaloT 0€30MacHOe UCIOJIb30-
BaHue e-mail?

12. Kakue cymecTByIOT MEXIyHaApOJHbIE M POCCUMCKUE CTaHIAPThl B 00JaCTH
0€30MacHOCTH KOMITbIOTEPHBIX CUCTEM M HH(POPMALIMOHHBIX TEXHOJOTHIA?

13. Kpurepuu 6€30macHOCTA KOMIBIOTEPHBIX CUCTEM MHHHUCTEPCTBA 0OOPOHBI
CHIA (“OpanxeBasi KHUTA”).

14. PyxoBopsiue nokymeHTsl ['ocrexkomuccun Poccuu.

15. MexnayHapoHble cTaHIapThl HHDOpMaImoHHOW Oe3onacHocTH. CTaHAapT
ISO/IEC 15408 "O6mue kputepun". Onrcanue TpeOoBaHU 6€30MACHOCTH U XapaK-
TEPUCTHUK yIPo3.

Jis Trekymero kourpoJs TK2:

[IpoBepsieMasi KOMIIETCHIIHS

Koa u HauMeHOBaHKE KOMIIETCHITUU Kon n HaumeHoBaHue HHIUKATOpa
OIIK-11. Cnocoben nonumarts npuHimns pa- | OIIK-11.2. Brageet HaBbIkaMu mpuMeHEHHS IUdpo-
OOTBI COBPEMEHHBIX MH(OPMAITMOHHBIX TEX- | BBIX TEXHOJIOTHH ISl pelieHus 3anad mpodeccuo-
HOJIOTH ¥ UCTIONB30BATh UX JUTS PEILICHNUS 3a- | HATbHOW JIEATEIHHOCTH C YYETOM OCHOBHBIX Tpebo-
Jia4 mpoheCCUOHATBHON IS TETTHHOCTH BaHM MH(POPMAIIMOHHON 0€30MacHOCTH
Tect
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bezonacnoctn HaHecu | 54

KOMIIBIOTEPHBIE  BUPYCBI 32 | -4
nocienHue S5 jer, (MIpA.

nomn. CIITA)? 94
Tlo TAHHBIM )KypHaia | 500000
«Security Magazine», | 1000000
cpenHui pasmep yiepba ot 1500000
KOMIIBIOTEPHOTO
MoleHnnuecTBa cocrapiser | 2000000
(momn. CIIIA) 2500000
mpormecc  cbopa,  HaKOIUICHHS,  OOpaOOTKH,  XpaHEHUs,

pactpe/esieHUs U TIOMCKa nH(OpMaIuu

npeoOpa3oBaHue  HMHPOpMAIMM, B  pe3yJabTaTe KOTOPOTO
colepxaHue HWH(OpPMAIMM  CTAaHOBUTCS  HETIOHSATHBIM IS
IudpoBanre uHPOpMamu | CyOBbEKTa, HE UMEIOILETO JOCTyNa

3TO MOJy4YeHHEe  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMJICHHS  C
uH(popMaliel, B TOM YHCIIe MPU MOMOIIH TEXHUYECKUX CPEICTB
COBOKYIMHOCTBE IIpaBUJI, PCTIaMCHTHPYIOIIUX IMOPAJO0OK W YCIOBHA
J0CTyna cyobekTa K MHQOpPMaIIUY U €€ HOCUTEISIM

JESITeJIbHOCTh 10 TIPEJOTBPALICHUIO  VTEYKH  HMH(OpMAIHH,
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HECAaHKIIMOHUPOBAHHBIX U HENpEIHAMEPEHHBIX BO3JCUCTBUI Ha
HEee

IIo JaHHBIM I'maBHOrO | 2
MH(OPMALIMOHHOTO  IIEHTpa 2.5
MBJI Poccunm konmuecTBO 3
KOMITBIOTEPHBIX
MpeCTYIUICHUN €XKETr0JHO 3,5
yBEJIMYMBAETCA B (pasa) 4
IIo JTaHHBIM I'maBuoro | 6
nH(popManMoOHHOTO  IIeHTpa | 60
MBJ] Poccun exerogHsii | 160
pasmep MaTepuaibHOTO | 600
yimepba OT KOMITBIOTEPHBIX
MpeCcTyIUIeHnit  coctaBisieT | 1600
0K0JIO (MJIH. pyOJIcii)
IIo TAHHBIM I'maBHOIO 7
WH(POPMALIMOHHOTO  IIEHTpa
MBJ] Poccum  cpennmii | 1,7
y1epo, MPUYUHSEMBIHA 27
MOTEPIIEBIIEMY oT R -
KOMITBIOTEPHOI'O 3,7
MPECTYTUICHUsI, paBeH (MITH.
py0JIeii) 4,7
OcHoOBHOE CPENCTBO, | yrenTuduKaIms
obecrieunBaroIiee
KOH(pHICHIIMAIBHOCTD ayTeHTH(HKALMA
nH(pOpMalUY, TMOCHUIAEMON | aBTOPU3ALIUS
MO OTKPHITEIM  KAHAMAM | \\oronryag
nepenayn  JaHHBIX, B TOM
YHCIIE, 10 CETH MHTEPHET umpposanue
WWW
s Ge3omacHOW mepenaun Jicom
JTAHHBIX o KaHaJIlaM vpn
WHTEPHET UCIIOJIB3YETCS fip
TEXHOJIOTHS
xml
Kommiiekc aIrapaTHbIX
u/unm MIPOrpaMMHBIX AHTHBHPYC
CPE/CTB, OCYUIECTBISIOIINMA
KI;HT];)OJ'IL I/Iy (dbunpTparmo JAMOK
CETEBOIO Tpaduka B SparMayap
COOTBETCTBUHU C 3aJIaHHBIMU
MpaBUJIaMy Y 3allUIIAIOIINNA KpuITOrpadus

KOMITBIOTEPHBIC ~ CETH  OT
HECaHKIIMOHUPOBAHHOTO
JIOCTyTa

OKCIICPTHAs CUCTCMaA

[Ipouenypa, mpoBepsromas,
UMEET JM TMOJb30BaTellb C
IpCABABICHHBIM
uACHTU(UKATOPOM TPaBO Ha
JOCTYT K pecypcy 3To

HUIeHTH(hUKALIHAS

ayTCHTH(UKALIH

cTpaTudukamms

pPErucTpanus

aBTOpH3AIIHS

ITaponp MOJb30BaTEIs

coaepkaTh HU(PHI U OYKBBI, 3HAKH MPEIUHAHNUS U OBITh CI0KHBIM
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JTOJI’KEH JUISL yTaIbIBaHUS
COJIEPXKaTh TOJBKO IHU(PHI
COJIepKaTh TOJbKO OYKBBI
UMETh ABHYIO MPUBS3KY K BiaJeiblly (€ro uMs, Jata poKICHHUS,
HOMep TejedoHa U T.11.)
OBITH MPOCTBIM M JIETKO 3allOMHHATHCS, Hanpumep «123», «111»,
«qwerty» 1 T.A.

[TnactuxoBast KapTOUKa, | TOKeH

cojiepxarias YUI JUIAL | password

KpI/IHTOFpaqz'I/I‘IeCKI/IX napom

BBIYHMCIICHU U BCTPOEHHYIO
login

3alIUIIECHHY TaMsTh  JUIs
XpaHeHus1 ”HGOpMaIuu

cMapT-Kapra

YcerporicTBo JUISt
UJEeHTU(DUKAITIN
MOJIb30BaTEIEeH,
MIPEICTABIISIONICE coboit
MOOWJIBHOE  TEPCOHAIBHOE

YCTPOMCTBO, HATOMUHAIOIIUE
MaJICHBKUM  TIEUIKep, He
MOJICOEUHAEMbIE K
KOMIIBIOTEPY W UMEIOIINE
COOCTBEHHBIH HUCTOYHUK
MUTaHUS

TOKCH

aBTOHOMHBIN TOKEH

USB-TokeH

ycTpoiicTBo iButton

cMapT-KapTa

Hoctyn  mosb3oBarens K
MH(OPMALIMOHHBIM pecypcam
KOMIblOTEpa © /  WIH
JIOKQJbHOM BBIUMCIMTEILHOM
CeTH NPEANPUATUS TOJLKEH
pa3pemaThbes TOABKO HOCe:

BKJIIOUYCHUS KOMIILIOTECpaA

I/II[eHTI/I(bI/IKaI_II/II/I 110 JIOTUHY U IIapOJItO

3arpoca naCrnopTHLIX JaHHBIX

3arpoca 10MCHHOTI'O UMCHU

3anpoca PO

DIIEKTPOHHBIE
MpeaHa3HAYCHbI IS . ..

3aMKH

obecrieueHrs JOBEPEHHOW 3arpy3KH KOMITBIOTEpA U KOHTPOJIA IIe-
JIOCTHOCTH (PaiJIoB B cHCTEMax

CKaHMpPOBaHUs OTIICYATKOB ITAJIBIICB

IIPOBEPKHU CKOPOCTH M 3arpy3KH (aijios

O6IHCFO KOHTPOJIA

I/IZ[GHTI/Iq)I/IKaHI/H/I 110JIb30BaTCIIA

ONeKTpoHHBIE 3aMKH MpeaHa-
3HAYCHBI IS

XpaHEeHHs 00JIbIIOr0 00beMa KOH(MHICHINAILHON HH(BOpMAITUH

3alIUThl IEPUMETPA KOPIIOPATUBHOM CETH

HaJIC)KHOW ayTeHTU(DHKAIIMK U UACHTU(GUKAIIMHU T10JIb30BaTCIICH

OJIOKMPOBAHUS KOMIIbIOTEPA BO BPEMsSI OTCYTCTBHUS IOJIB30BATEIS
Ha paboyeM MecTe

Jos 3aIIUTHI
3II0YMBIIIJICHHUKOB
HEe00XO0INMO HCII0JIB30BaATh

oT

CHUCTCMHOC ITPOIrpaMMHOC obecneyeHne

MIPUKJIATHOE MPOTPaMMHOE 00eCIIeUeHUE

AHTUBHUPYCHBIC MMPOTPAMMBI

KOMITIBIOTCPHBIC UT'PbI

MY3BIKY, BUIEODUIBMBI

AnmnapaTHble MOy
JIOBEPEHHOU 3arpys3Ku
«AKKOPI-AMI3»
IPEJICTaBIISIIOT COOOM. . .

anmapaTHBIM KOHTPOJIEP

3JICKTPOHHBIN 3aMOK

CHUCTCMA KOHTPOJIA

CETeBOM aganTep
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KOHI/IpOBaJ'IBHLII\/’I arrapar

[Ipocreiinmm crocobom
UACHTUDUKAITIH B
KOMITBIOTEPHOM cucreme
SABIISETCS BBOJI
uaeHTuuKaTopa

MOJIb30BATEII, KOTOPBIi

HMEET CIIEAYIOIEe Ha3BaHUe

TOKCH

password

naposb

login

cMapT-KapTa

Uro0bl moamucath COOOILICHHE
3JIEKTPOHHOMN uudpoBoit
MIOJIIHCHIO, HCIIOJIB3YIOTCS

OTKpLITBIﬁ KJIKO4Y OTHIPAaBUTCIIA

OTKPBITHIN KJTIOY TOJTyqaTelIs

3aKpBITbIﬁ KJIKO4Y OTIIPaBUTCIIA

SaKpLITBIﬁ KJIKOY ITIOJIY4YaTCJisa

KakoBa  mocienoBaTeabHOCTh
HONIMCAHUS  COOOIIEHUI ¢
mmoMonisro DII1?

BBIYHCIIACTCA X511, 3aTEM XOII SaHIHd)pOBBIBaCTCﬂ

coobmieHne  3amu@poBBIBACTCSA,  IOCIE  YEro
XOUIAPYETCS

pe3yabTaT

IpYU TOJMHMCAaHUM COOOIIEHHE 3aHn(pPOBBIBACTCA, IPU MPOBEPKE
BBIUUCIISICTCSI X211

BBIYUCIISICTCS. XTI HMCXOAHOTO COOOINEHHS, ITOCJIE 4Yero OHO
3au(POBHIBACTCS

B uyem 3akimouaercs Takoe
CBOMCTBO GyHKIIH
X31MpoBaHusa H Kak CTOMKOCTh
K KOJUTH3HUSM MEPBOTO poaa?

s mo0oro x3ma h 10mKHO OBITh MPAKTUYECKH HEBO3MOXKHO
BBIYMCIIMTH WUIM I000paTh Takoe X, yTo H(X) =h

JOJDKHO OBITh MPAKTMUYECKHM HEBO3MOXXHO BBIUHMCIUTH WIHU
nmoaoOpaTh OOy Mapy pa3jduvHBIX COOOIIEHUH X W Yy IS
kotopbix H(x) = H(y)

JUIMHA XJIIa JO0JDKHA OBbITh (DUKCHPOBAHHONW HE3aBUCHMO OT
JUIMHBI BXOJHOT'O COOOILEHUS

KOMIIAHBOH - BUPpYCaMH

Bupycsl, He cBs3bIBaIOIINE

cBou kommu ¢ (paiimamm, a co- | YEPBU

3/Ial0IIME CBOM KOIMHU HA JHC- | MApa3UTUUYCCKHUE
Kax, He M3MCHsisd JPYTHX | mpH3paku
(aiinos, Ha3bIBAIOTCA CTEJIC-BUPYCHI
AHTHBHpYCHaS TPOrpaMMa | pepp3opoM
MPUHIUTT  pabOTHI, KOTOPO

OCHOBaH Ha mposepke (aiios, | IMMYHH3aTOPOM
CEKTOPOB M CHCTEMHOH HaMsATH CKaHepoM

N TIOMCKEC B HHUX H3BCCTHBIX U
HOBBIX BUPYCOB Ha3bIBACTCsA

JoKTOpa u (haru

VYka3aTh HENOCTATKH, UMEIOIIH-
€csl y aHTUBUPYCHOH IpOrpam-
MBI PEBU30D

HECTIOCOOHOCTh TOWMaTh BUPYC B MOMEHT €ro MOSBICHHS B
cucreme

HeOOJIbIIass CKOPOCTh TIOUCKA BHPYCOB

HCBO3MOXKHOCTH OIIPCACIIMTE BUPYC B HOBBIX d)aﬁnax

BCC BApHUAHTEI BCPHEI

K JOCTOMHCTBAM TCXHHYCCKUX
CPCACTB 3allIUThl OTHOCATCA

PEryJISPHBIA KOHTPOJIb

CO3JaHUEC KOMITIJICKCHBIX CHUCTEM 3alllUTHI

CTENEHb CI0KHOCTH YCTPOMCTBA

BCE BApUAHTHI BEPHBI

B xmaccudukariio BUPYCOB 110
Croco0y 3apa)KeHHs BXOJIAT

OIIACHBIC

(haittoBbIC

pPE3UJICHTHBIC

3arpy304HEIC

(haitI0BO-3arpy309HbBIC
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HEPE3UIACHTHBIE
4EpBU
K Bupycam uzmenstonum cpeay | CTYIACHYCCKHC
00OHUTaHUsI OTHOCSATCSI: OJIMMOP(HEIE
CIIyTHUKH
Bupycel, He cBs3piBatomue | KOMIAHBOH - BUDyCaMHu
cBon kommu ¢ (paiimamm, a co- | YEPBU
3/IAI0IIME CBOM KOIWHU HA JHC- | CTEJIC - BUPYCHI
Kax, HE WU3MEHAA JIPYTHX | MaKpOBHPYCHI
(baiiioB, Ha3bIBAIOTCS IpU3paKy
YepBHU
K Bupycam He wu3MeHsOUUM | CTCIIC-BHPYCHI
cpemxy oOuTaHUS OTHOCSATCS MOJIUMOpP(hHBIC
CITyTHUKH

Hexoropoe cekperHoe Konmde-
CTBO HWH(OPMAIUH, H3BECTHOE
TOJIBKO TIOJNB30BATENI0 M Ta-
POJIBHON cHCTeME, KOTOPOE MO-
KeT OBITh 3allOMHEHO I0JIb30-
BaTelieM W TPEIbSIBICHO IS
IIPOXOKACHUS IPOLESYPbI
ayTeHTU(UKAIUU — 3TO ....

I/II[eHTI/I(bI/IKaTO];) IIOJIB30BaTECIA

I1apoJib IOJIb30BATECIIA

Y4YC€THAaA 3alliChb IIOJIb30BATCIIA

napoJjibHasA CUCTEMa

HccnenoBanve  BO3MOYKHOCTH
pacmdpoBanus  uHGOpMAMN
0e3 3HaHU KI0Yen

KpHUIITOJIOT'USA

Kpunrorpadus

KPUIITOAHAIHN3

B3JI0M

HCC&HKHI/IOHI/IDOBaHHHﬁ AOCTYII

XpaHeHue mapoJsield MOKET OCy-
HICCTBIATHCA

B BHJIE CBEPTOK

B OTKPBITOM BUIC

B 3aKpPbITOM BHIC

B 3aIIM()POBAHHOM BHJIC

BCC BApHUaHTHI OTBCTA BCPHBI

CooTHEeCUTE OCHOBHBIE METOMbI
MIOJTyYCHUs TapoJici

1. METO/ TOTAJILHOTO IIepedopa

2. CIIOB dpHasd aTakKa

3. mosyyeHue mapoJieil U3 caMol CUCTEMbl Ha OCHOBE NMPOTPaMM-
HOW M annapaTHOW pean3allid KOHKPETHOW CUCTEMBI

4. npoBepka MmapoJieil, yCTaHaBIMBAEMBIX B CUCTEMAX IO YMOJIYa-
HUIO

1. nns mepebopa HCIONB3YETCS CIOBaph HanOOJIEE BEPOSITHBIX
KJIKOYEH

2. IByMSI BO3MOXHOCTSIMHU BBISICHCHHS TTAPOJISI SIBJISTFOTCS: HECAHK-
LMOHUPOBAHHBIM JOCTYI K HOCUTEIIIO, COJIepKalleMy Mapoiu, JIH-
00 MCIIOIH30BAHUE YSI3BUMOCTEH

3. ompoOKIBAIOTCS BCE KITIOYH MOCJICIOBATEILHO, OJIMH 33 JPYTHM

4. mapoinb, yCTaHOBJICHHBIN (HUPMOI-pa3pabOTYNKOM IO yMOJ4a-
HHUIO, OCTAETCsl OCHOBHBIM IAPOJIEM B CUCTEME

CootHecute (YHKUIUH, BBINOJI-
HSEMBIE TEXHWYECKUMHU Cpea-
CTBaMH 3alllUThI

1. BHEIIHAS 3aluTa

2. OTI0O3HABaHUE

3. BHYTPECHHSIS 3alIUTa

1. 3amMTa OT BO3ACHCTBHS ACCTAOMIN3UPYIONIUX (haKTOPOB, MPO-
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ABJIIIOINUXCA HCIIOCPEACTBCHHO B CPCACTBAX O6pa6OTKI/I I/IH(I)Op-
Maluu

2. 3amuTa OT BO3ACUCTBUS JeCTaOMIH3UPYIONUX (HaKTOPOB, TPO-
SIBJISTFOIITMXCST 32 IpeaesiaMu oCHOBHBIX cpeacTB ACO/]

3. crenuduueckas rpynna cpeicTB, NpeAHa3HAYCHHBIX Ul OIO-
3HABAHMS JIIOJCH 10 pa3IW4HbIM HMHIWBHIYAIBHBIM XapaKTepH-
CTUKAM

OnektponHas 1mdpoBas mon-
ITUCh B DIICKTPOHHOM JIOKYMEH-
TE paBHO3HAYHA COOCTBCHHO-
PY4HOU TOAMUCH B JOKYMEHTE
Ha OyMa)XHOM HOCHTENE TIpH
OJTHOBPEMEHHOM  COOJIIOICHUH
CIEAYIOLIUX YCIIOBHM:

cepTudUKAT KIF0Ya MOIMUCH, OTHOCAIIUNCS K 3TOH AJIEKTPOHHON
U(ppPOBON MOANUCH, HE YTPAaTWJI CHIY (IEHCTBYyeT) Ha MOMEHT
MIPOBEPKU WJIM HA MOMEHT MOJIIMCAHUSI AJIEKTPOHHOTO JTOKyMEHTa
npu HaJIM4Ynu J0Ka3aTrcCiIbCTB, OIPCACIIAOIINX MOMCHT
MOANKCAHUS

MOJTBEPXK/IeHA MMOJIMHHOCTD 3JIEKTPOHHON HU(POBOM MOAIKCH B
IEKTPOHHOM JJOKYMEHTE

OJICKTPOHHAsA LII/I(i)pOBaSI NOoANHNCH HMCHOJB3YETCA B COOTBCTCTBHUU
CO CBCACHHUAMM, YKa3aHHBIMHU B CCpTI/Id)I/IKaTe KJII04a oA CH1

BCPHBI BCC BAPpUAHTEI

Cosnmanue KITIOYeH
3IEKTPOHHBIX U(POBBIX
MOJIIMHUCEN OCYIECTBISIETCS st
HCIIOJIb30BaHUS B

MH(OPMAIIMOHHON CHcTeMe OOIIEero MOJIb30BAHUS €€ YYACTHUKOM
WJTU TI0 €T0 O0PAIICHHUIO YIOCTOBEPSIIOIIUM IIEHTPOM

KOpHOpaTHBHOﬁ HH(I)OpMaHHOHHOﬁ CHCTEMC B
YCTAHOBJICHHOM B 9TOM CHUCTEME

MOpSIZIKE,

BEpHBI 00a BapUAHTHI

3HaYEHUEM JIOMYCTUMOI BEPOSATHOCTH HEUCIIPABHOCTEH WM

cO0oeB, TMPUBOAAIIMX K TMOJYYCHHIO  3JOYMBINIICHHUKOM
JOTIOJTHUTETHHOU nHpopmauu 0 KpUNTOrpapuIecKux
Uem omnpenensiercss ypOBEHb peoOpasoBaHusIX
HAJISKHOCTH NpHUMEHAEMBIX | CJIOXKHOCTBIO KOMOHMHAIIMM CHMBOJIOB, BBIOpaHHBIX CIy4alHBIM
KPUNTOrpaduIeCKuX obpazom
npeobpasoBaHuii HCIIOJI30BAHMEM OOJIBIIIOT0 YKCIIA KIIOUeH I u(poBaHus
OTHONICHWEM KOJHW4YecTBa JAcmudpoBaHHON WHPOpPMAIUU K
o01ieMy KOJHMYECTBY MIM(PPOBaHHOW HMH(MOPMALINUU, MOJIeKAIICH
nemudpoBaHUIo
U GPOBaHUE C 3aKPBITHIM KIHOYOM
Kax HHave HasbIBaeTcs | MHGpPOBaHUE METOAOM beiitca

CUMMCETPHUYIHOC IlII/I(prBaHI/IC

U GpOBaHUE C OTKPBITHIM KIOYOM

mudpoBaHUE C IEPEMEHHBIM KIFOYOM

Kaxkoit aJrOpUTM HE
HCIIONb3YETCS npu
CUMMETPUYHOM MK (POBAHUN

MMOTOYHOE IM(POBAHUE

oOUTOBOE MU(poBaHUE

6s109HOE MU poBaHUE

anroput™ Dib-1"amans

Yto sBASETCS NPEUMYLIECTBOM
CUMMETPUYHOTO MNP POBAHHUS

CKOPOCTb BBITIOJTHEHHS] KpUNITOTpaduuecKux npeodpa3oBaHmil

JIETKOCTh BHECCHHSI MF3MEHCHHUH B aJITOPUTM TG POBAHUS

CEKPETHBIN KJIFOY HU3BECTECH TOJIBKO IMOJIYyYaTeaio MHPOPMAIUU H
IepBOHAYAJILHBIN OOMEH HE TPEOYET mepeaaur CEKPETHOr0 KIroua

MpUMEHEHHEe B CcHCTeMax ayTeHTHUKaluuu (dJIeKTPOHHAS
IIOJIITHICE)

Kak Ha3biBaeTcsi «uHCTOpHUYE-

CKHiD» mHp, B KOTOPOM Kaxk- wngp Mapkosa

nasi OyKkBa HCXOJHOTO TEKCTa

3aMeHsIach OYKBOM, CTOSIICH umdp Liesapst

HA HEKOTOPOe (DHKCHPOBAHHOE
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YUCJI0 MECT OajJdblIC B aJ'I(baBI/I—

mmdp DHUrMa

T€, O TNPUMEHEHHH KOTOPOIO
UMEIOTCS JIOKYMEHTAJIbHBIE
CBHUJIETETHCTBA? wudp Ba6umka

CHAMMETPUYHBIE KPUIITOCUCTEMBI

KPUIITOCUCTEMBI C OTKPBITHIM KIIHOUOM

. | KpUIITOCUCTEMBI C TyOJIUPOBAHUEM 3aLTUTHI

Paznensr COBPEMEHHOU ” -

CUCTEMBI DJIEKTPOHHOU 1 poBOii MOATIUCH
Kpunrorpaduu:

YIPaBJICHUE MApOIsIMHU

yIpaBJIeHUE Tepeaadei TaHHbIX

YIIpaBJICHUC KJIIFOYaMU

ABTOpU3anMe Ha3bIBACTCS

MIPOLIECC, MOCPEJICTBOM KOTOPOro HACHTHU(HUKALMS Mpearnoiarae-
MOI1 INYHOCTH MPOBEPSIETCS HA OCHOBE JJOKYMEHTA, YOCTOBEPSIIO-
HIero JJUYHOCTh

ayTeHTU(UKALKUA OCHOBAHHAS HA JIBYX Pa3HBIX TUMAX UIACHTH(U-
KaIiH.

4acTh HUJAEHTUYHOCTH, KOTOpPAs OTPa)XaeT OIpPEIEICHHYIO BpO-
XKICHHYI0 OCOOCHHOCTD JIMYHOCTH, TO €CTh TO YTO CBSI3aHO C KOH-
KPETHOM JIMYHOCTHIO

[Iporecc, KOTOPHBIN HaeT (MM OTKIIFOYAET) MPaBO JOCTYIIA K (ceTe-
BBIM) pecypcam

AyTteHTudukanus - 3TO
IpoIIecc MIPOBEPKHU
MpeAnoiaraeMod MOATMHHOCTH

JIMYHOCTHU Ha OCHOBAaHHUU
Kakoro-imbo  yJI0CTOBEPEHHUS
JWYHOCTH, KOTOPOE  MOXKET
OBITh

YTO-TO, YTO BBI 3HACTC

YTO-TO, YTO Y Bac €CTh

TO, YEM BbI ABJIICTCCH

JBolHOM 3a1IMTON Ha3bIBAETCS

ayTeHTH(HUKAIMS HAa OCHOBE JIBYX MJICHTH(PUKATOPOB.

aYTeHTI/I(l)I/IKaHI/H[ OCHOBaHa Ha ABYX Pa3HbIX THUIIaX

HUJICHTU(UKALIMHI

ayTeHTH(UKAIKA, OCHOBaHHAs Ha JIBYX WM 0Oojiee pa3TuIHBIX
THHAX UACHTUDUKAIIIT

HepeqnanTe BAXXHBIC YUYCTHBIC

YYETHBIC 3aIIUCH I BXOJa B OaHK

YUYCTHBIC 3aIllucCHu, COACpIKAIIUC KOH(I)I/IIICHI_[I/IaJIBHYIO JIMYHYTIO
HHGOPMAITHIIO

3allUCH  JUISL  IIOJIb30BaTENsd -
aapeca DJJIEKTPOHHOM MOYTHI, HA KOTOPBIE BBl MOXKETE 3aKa3aTh
Hurepuera, e HYKHO
HAIIOMUHAHMS IApOJIs IJIs IPYTHX BEO-Cpes
HUCIOJIb30BaTh JIBYX3TaIlHYIO —
ayTeHTHUKALIIO? YYETHBIE 3alIUCU COLIMAIIBHBIX CETEN
YUETHBIEC 3alHCU CIYXO C MOMOIIBIO KOTOPHIX BXOJST B JIPYTHe
BEO-CITYKOBI
ACHMMETPUYHBIMU aJITOPUTMaMHU KU (PpPOBaHUS
Anroputmbel  mIM(POBAaHUSA  C

OTKPBITBIM KJIFOYOM IO-ApPYTO-
MY Ha3bIBarOTCsA

CUMMETPUYHBIMH AJITOPUTMAMH KU (QPOBAHUS

OJIHOCTOPOHHHUMH aJTOPUTMaMH IMTHUGPOBaAHUS

MMOMEXOYCTONYMBBIMH AJITOPUTMAMH MK (DPOBAHUS

ACUMMETpUYHBIE  ATOPUTMBI
mudpoBaHusl MO-APYroMy Ha-
3BIBAIOTCS

AJIrOPUTMaMU IIH(PPOBAHMS C OTKPBITHIM KIHYOM

CUMMCTPHUYHBIMHU aJITOPUTMAMHU IJ_II/I(b]f)OBaHI/ISI

OJIHOCTOPOHHUMH aJTOPUTMaMH UG POBAHUS

HOMCXOYCTOIZ‘-IHBLIMPI AJITOPUTMaAMHU IJ_II/Id)pOBaHI/ISI

Maremarndeckas GyHKIHA, KO-

Kpunrorpapuueckon pyHKIuen
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TOPYIO OTHOCHUTEIBHO JIETKO
BBIYHCIIUTD, HO TPYJHO HaWTH
N0 3HAYeHWI0 (QYHKIHMU COOT-
BETCTBYIOIIEE 3HAYCHUE apry-
MEHTa, Ha3bIBAETCS B KPHUIITO-

rpadgun

OJIHOCTOPOHHEHN (QYHKIIHEH

¢ynkuueit Judppu-Xemmmana

bynKImMel Ditnepa

OpaOCcTOpOHHHUE (DYHKITUH, TO
ecTb (YHKIHH, KOTOPBIE OTHO-
CHUTENBHO JIETKO BBIYUCIHUTH, HO
MIPaKTHYECKA HEBO3MOXKHO
HAalTH 1O 3HaueHHI0 (YHKIUU
COOTBETCTBYIOIIEE  3HAYCHHE
apryMeHTa, MOXHO HCIIOJb30-
BaTh JJIS

(I)OpMHpOBaHI/IH XCII-KOa0B

g poBaHus COOOIIEHUI

¢dbopmupoBaHus IUPPOBOH MOANUCH

KOHTPOJISl ¥ UCTIPABJICHUS OIIMOOK MPH repeaye HHPOopManuu

Uro sBnsercss OCOOCHHOCTBIO
cHCTEM IHU(POBAaHUSI C OTKPHI-
TBIM KJIFOUOM MO CPaBHEHHIO C
CUMMETPUYHBIMH  CHCTEMaMH
mugpoBaHUs?

BO3MOJKHOCTh IHU(GPOBaHUS KaK TEKCTOBOW, TaK M rpaduyecKoin
uHopmaIuu

BBICOKAasi CKOPOCTh IIPOLIecCcOB MuGpoBaHuUs/pacudpoBaHuUs

HCIIOJIB30BAHHUEC MAJIOTO KOJIMYCCTBA BhIUYMCIIMTCIIBHBIX PECYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  MpEIBapUTENbHON  mepenadu
CEKPETHOTO KJIF0Ua M0 HAIE)KHOMY KaHaJy CBSI3H

Jus  pemeHuss Kakux —3amad
MOHO HCITOJIb30BaTh aJTOPHUT-
MBI IMU(PPOBAHUSI C OTKPHITHIM
KITFOUoM?

JJIA IJ_II/I(I)pOBaHI/IH nepeaaBacMbIX U XpAaHUMBIX HAHHBIX B HCJIAX
HX 3aIIUTHI OT HCCAHKIIMOHUMPOBAHHOI'O JOCTYIIa

it GopMHUpOBaHUS LUPPOBONH MOAMMUCU TOJ 3JIEKTPOHHBIMU
JOKYMEHTaMU

JUIsL paclpe/iesieHrs] CEKPETHBIX KIIIOUeH, UCIHOJIb3yeMbIX MOTOM
pHu MU POBAHUH JIOKYMEHTOB CUMMETPUYHBIMH METOIAMH

TUTSL MMOMEXOYCTOMYUBOTO KOJAMPOBAHUS nepeaBaeMbIxX
COOOIIEeHU

Yro sABIgETCAd HEIOCTATKOM CH-
CcTeMbl IHU(POBAHUS C OTKPHI-
TBIM KJIIOUOM?

HH3Kas CKOPOCTh IPOLIECCOB MIU(POBAHUA-PACIIH(PPOBAHMS

HEOOXOUMOCTh OOHOBJICHHS KJIIOYa IOCHe Kakaoro (akra
nepeaayn

OTCYTCTBHE  HEOOXOAMMOCTH  MpPEIBaAPUTEIHHOM
CEKPETHOr'0 KJI04a 10 Ha/IEKHOMY KaHaly

nepeaadu

HE0OXOUMOCTh MPEIBAPUTEILHON Mepeaayn CEeKPeTHOTO KIIrYa
MO HAaJIEKHOMY KaHaIy

Yro HaA3BIBAIOT 3aKPbITBIM KJIHO-

KJIFOY, KOTOPBIM JIOJHKEH XPAHUTHCS B CEKPETe

KJIFO4, KOTOPBIA HE00s13aTeIbHO XPAHUTh B CEKPETE

4OM B aCHMMMETPHYHBIX METO- | TFOOOHW  KJIFOY, HCHOJB3yeMbId NI MUQPOBAHUS  WIH
Aax wupoBaHus? paciudpoBaHus
KJIFOY, KOTOPBIH UCIIOJIB3YETCS JJIsI BBIPAOOTKH MMUTOBCTABKHU
KJII04Y, KOTOPBIN JOJKEH XPAHUTHCSI B CEKPETE
Y10 HA3BIBAIOT OTKPBITBIM KIJIIO- KJIXOY, KOTOpI;IfI HEe 00s13aTeIbHO XpaHUThb B CCKPETC
4OM B aCHMMMETPHYHBIX METO- | TFOOOW  KJIFOY, HCHOJB3yeMbld 1 MUGPOBAHUS  WIH
Jax mudpoBaHus? pacupoBaHUS

KJIHO4Y, KOTODBIP'I HNCHOJB3YCTCA OJIA BBIpaGOTKI/I HUMHUTOBCTAaBKH

Kak Ha3bIBaeTcst KIt04, HCHONb-
3yeMBIi B ACHMMETPHYHBIX
KPHUNTOrpapUUECKUX  aNTOPHT-
Max, KOTOPBI MOXXHO HE Xpa-
HUTH B ceKkpeTte?

33K]f)BITI)II>i KJIFOY

OTKPBITHIN KJIFOY

TalHBIN KIIFOY

SIBHBIN KJTFOY

KJIFOY U QpOBaHUS

CKOJIBKO KIIIOYeH HCIIOJIb3YCTCA

0
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B KpUITOrpapUyYEcCKHX ajiro-
PUTMaX C OTKPBITBIM KIFOUOM?

W (N =

4

Yto 00IIeT0 UMET BCE METO-
Il MHU(POBAHUS C 3aKPHITHIM
KITFOYOM?

B HUX JJIs H(PpoBaHUs UHPOPMALUU UCTIONB3YETCS OJUH KITIOY,
a Julsl pacliM(poBaHus — APYroi Koy

B HHX Ui ImmdpoBaHUsS W pacmuppoBaHUs HHPOPMALUU
UCIIOJIb3YETCS OJIMH U TOT K€ KIII0Y

B HUX BXOJHOH ITOTOK MCXOJHOrO TEKCTa MEIUTCS Ha OJIOKH, B
KaXXJ0M M3 KOTOPBIX BHINOJHSIETCS IEPECTAHOBKA CUMBOJIOB

B HHMX Juis omnepauuil mudpoBaHus U pacmuppoBaHUL
UCIOJIb3YETCS JIBA Pa3HBIX KJII0Ya — OTKPBITHIN M 3aKPBITHIN

Ykaxure TpeOOBaHHS K ajro-
pUTMaM IIUPPOBAHUS C OTKPHI-
TBHIM KJTIOUOM

BBIYUCIIMTEIILHO HEBO3MOXKHO CO37aBaTh Mapy (OTKPBITHIM KIIOY,
3aKpBITHIN KITFOY)

BBIYHUCIINTCIBHO
OTKPBITHIM KJIFOYOM

HEBO3MOXXKHO  3ammdpoBaTh  COOOIICHUE

BBIYMCIIUTEIIBHO HEBO3MOXHO, 3Hasl OTKPBITHIA KIIOY, ONIPEACIUTh
COOTBETCTBYIONIMHN 3aKPBITHIN KJIIOY

BBIYHMCIIUTEIFHO HEBO3MOXKHO, 3HAs TOJNBKO OTKPBITHIA KIIOY U
3amQpoBaHHOE cooOuieHue, BOCCTAHOBUTH UCXOJTHOE
coo0IIeHnEe

VYkaxure TpeOOBaHHSA K ajiro-
pUTMaM IU(PPOBAHUS C OTKPHI-
TBIM KITFOUOM

BBIUMCIIUTENIFHO JIETKO 3alU(poBaTh COOOIIEHHE OTKPBHITHIM
KIIFOYOM

BBIUMCIIUTENIFHO JIETKO pacmm(poBaTh COOOLIEHHE, HCIIONb3YS
3aKPBITHIH KITIOY

BBIYHCIIUTEIIBHO HEBO3MOXHO, 3Hasl OTKPBITHIA KIIFOY, ONIPEACIIUTh
COOTBETCTBYIONIMHN 3aKPBITHIN KJIIOY

BBIYHUCIINTCIIBHO HCBO3MOXKHO, 3Has TOJIBKO OTKpBITLII)’I KIIFOY U

Kakue karouM M Kak JOJDKHBI
MIPUMEHATHCS TIPH HCIIOIB30Ba-
HAA aCHMMETPUYHBIX KpPHIITO-
rpa@UYecKuX aJrOPUTMOB IS
mUQppPoBaHUI  TEPEIaBAEMBIX
MAaHHBIX?

3amu(poBaHHOE cooO1ieHue, BOCCTAHOBUTH UCXOJIHOE
CcOo00IIIeHNE
OTIpPaBUTENb  IMHUQPYET  COOOIIEHHE  OTKPBITHIM  KIHOYOM

MoJTyJatessi, a Mmojiydyareib pacin@poBbIBa€T COOOIIEHHE CBOUM
3aKpPBITHIM KIIOYOM

OTIpaBuTeNb  MUGPYeT COOOUIEHHE  3aKPBITBIM  KIIOYOM
MoJTyyartessi, a MojJdydareib pacr@poBbIBAET COOOIIEHHE CBOUM
OTKPBITHIM KITIOUOM

OTIpPaBUTENb MIH(PYeT COOOIIEHNE CBOUM OTKPBITHIM KITIOUOM, a
NoJlyyaTeiab paclIu(ppOBBIBAET COOOIIEHUE 3aKpPBITHIM KIIHOYOM
OTIIPABUTEIIS

OTIIpaBUTENb MHUPPYET COOOIIEHNE CBOMM 3aKPBITHIM KIIOUOM, a
MoJTyJaTenb paciri@poBbIBACT COOOIMIEHUE OTKPBITHIM KIFOYOM
OTIIPaBUTEIIS

Kakum TpeOoBaHMAM OJDKHA
YIOBIETBOPATh  DIICKTPOHHAS
uudpoBas NOAMUCH?

MOoAIINCh BOCIIPOU3BOAUTCA TOJIBKO OJHUM JIMIIOM, a ITOAJIMHHOCTD
€€ MOYKET OBITh YAOCTOBCPCHA MHOTUMH

MoAIIMCh BOCHPOU3BOJUTCA MHOTHMHU JIMIIaMH, a €€ IMOAJIMHHOCTD
MOKET OBITh YAOCTOBEPCHA TOJIbKO OJHHUM JIHMIIOM

IMOATIMCh HEPA3PBIBHO CBA3BIBACTCA C JaHHBIM COO6H1€HI/IGM Hn HC
MOKET OBITh NEPCHCCCHA HAa APpYT on JOKYMCHT

MOJIINCh HE CBS3BIBAETCS C KOHKPETHBIM COOOILEHHEM U MOXKET
OBITH MIEpPEHECeHA Ha APYTOi JOKYMEHT
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Kakum TpeOoBaHMAM TOJDKHA
YIOBIETBOPATh  DIICKTPOHHAS
uudpoBas NOAMUCH?

IIOCJIC TOI'0, KaK JOKYMCHT IOAIMCAaH, €0 HCBO3MOXKHO M3MCHHTD

IIOCJIC TOr'o, Kak 10KYMCHT IMOAIIMCaH, €0 MOXXHO M3MCHATH

MOJNKCH HEPa3pPBIBHO CBS3BIBACTCS C JAHHBIM COOOIICHHEM W HE
MOXET OBITh IEpeHECeHa Ha IPYTON JOKYMEHT

MOAMKUCH HE CBS3BIBACTCS C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITH MepeHEeCceHa Ha APYTOd JTOKYMEHT

Kakum TpeboBaHusIM IOMKHA
yIOBJIETBOPATh  JJIEKTPOHHAsS
nrdpoBas MoJIMUCH?

OT IIOCTaBJIICHHOM noAMMCH HEBO3MOXXHO OTKa3aTbCsia, TO €CTb
JIMO, MOAIMMCABHICC NTOKYMCHT, HC CMOXKCT IIOTOM YTBCPXKAATD,
YTO HC CTaBHJIO IIOAITMCH

NoAINKCh BOCIIPOU3BOAUTCA MHOTMMH JIMIIaMU, a €€ IMOAJINHHOCTD
MOJKET OBITh YAOCTOBCPCHA TOJBKO OJHUM JIMITOM

MOJNKCH HEPa3pbIBHO CBSA3BIBACTCS C JAHHBIM COOOIICHHEM M HE
MOXET OBITh IEpeHEeCeHa Ha IPYTON JOKYMEHT

MOJINKUCH HE CBS3BIBACTCS C KOHKPETHBIM COOOILEHUEM M MOXKET
OBITH MepEeHEeCceHa Ha APYTOd JOKYMEHT

Jlns gero mpeJHa3HAYeH LIEHTP
cepTH(UKAIIN KITFoUei?

A perucTpanuu a0OHEHTOB

JUTSI U3TOTOBJICHUS CEPTU(HUKATOB OTKPBITHIX KIIFOUEH

JJIA BBIICJIICHHUA CIICHHUAJIBHBIX KaHAJIOB CBA3HU a0OHEHTaM

A XpaHCHUS M3IOTOBJICHHBIX CepTI/I(bI/IKaTOB

JUISL  TIOJJIEPKAHUST B AKTyaJbHOM COCTOSIHUM CIIPAaBOYHHKA
JEHCTBYIONIUX CePTUPHUKATOB

JJIs BBIITYCKA CIIMCKA JOCPOYHO OTO3BAHHBIX CCpTI/Id)I/IKaTOB

Kak Ha3piBaeTcd CTpyKTypa B
cocTaBe OOJIBIION CETH CBS3H,
3aHUMAIOIIAsCS TeHepUPOBaHH-
€M KIIoYel, UX XpaHEHUEeM U
apXUBHUPOBAHUEM, 3aMEHOU WJIN
U3BATHEM W3 OOpalleHus cra-
PBIX ¥ HCHY)KHBIX KITIOUeH?

YCTPOMCTBO pacupeiesIeHus Kitouen

LHCHTP 3aKPbITOI'O IJ_II/I(prBaHI/I}I

LIEHTP pacrpeiesIeHUs KItouei

LOCHTP OTKPBITOI'O HJI/I(prBaHI/IH

Kakum cBoiicTBamMu JOKEH 00-
Janath CEPTUPHUKAT OTKPBITOTO
KJIroua?

Ka)KJIbIN 1T0JIb30BaTeNb IICHTPA CEPTH(PUKAIINKI, UMEIOIIHUHA JOCTYII
K OTKpPBITOMY KJIIOYY ILIEHTPA, MOKET HM3BJIEYb OTKPBITHIM KIIIOY,
BKJIIOUCHHBIN B cepTuduKar

HU OJIHA CTOPOHA, NMOMHMO IIEHTPAa CEPTU(PUKAINNUU, HE MOXKET
W3MCHHTH CEPTU(DUKAT TaK, YTOOBI 3TO HE OBLIO OOHAPYIKEHO

0001 TT0JIF30BATEIh CHCTEMbI MOKET U3MECHHUTD CepPTH(HKAT

KaKIBbIH MOJIB30BaTENb [IEHTPa CePTU(GHUKAIIIHN, UMEIOIIHA JOCTYII
K OTKPBITOMY KJIFOUY LIEHTPA, MOXKET U3MEHUTh OTKPBITHIN KIIIOY,
BKJIIOUCHHBIN B cepTudUKaT

Yro 00IIEr0 MMET BCE METO-
IOl MU(pOBaHUsS C 3aKPBITHIM
KIIFOYOM?

B HUX U U(PPOBaHUS WHPOPMAITUU HCIIONB3YeTCS OJUH KITHOY,
a JuIs paciIu@pOBAHUS — IPYTOM KIIIOU

B HUX BXOJHOH ITOTOK MCXOJHOIO TEKCTa NEIUTCS Ha OJIOKU, B
Ka)KJIOM M3 KOTOPBIX BEIITOJHICTCS IIEPECTaHOBKA CHMBOJIOB

B HHUX TPOU3BOJHUTCS CIIO)KEHHUE CHMBOJIOB HMCXOJHOTO TEKCTAa H
KJIFOYa 110 MOAYJII0, PABHOMY YHCITy OYKB B alaBuTe

B HUX Juid mudpoBaHus U pacmudpoBaHus uHGOpMaLUU
HCIIOJIB3YETCSl OJIMH U TOT K€ KIII0Y

Kakue oneparnuu npuMeHSIOTCS
OOBIYHO B COBPEMEHHBIX OJIOY-
HBIX AITOPUTMAaxX MUPPOBaHUS?

BO3BCICHUC B CTCIICHDb

3aMeHa OUT 110 Ta0IuIEe 3aMEH

HaX0XACHHUEC OCTAaTKa OT ACJICHHA Ha 00JIBIIIOE IpOCTOC YHUCIIO

TepecTaHOBKa OUT
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CII0KEHME 110 MOIYJIIO 2

CumMmeTpuyHblE METOABI MHUQ-
POBaHUS — 3TO METOJHI ...

mUGPOBAHUS C OTKPBITHIM KIFOUOM

cxaTusl ”HOOpMaIUU

MTOMEXOYCTONYMBOTO KOJAMUPOBAHMSI

U (GPOBAHUS C 3aKPBITHIM KIIOYOM

Kak wmaseBaeTcss cooOIieHue,
MOJIy4YeHHUE TIOCIe Tpeobpa3oBa-
HUS C UCIOJIL30BAHMEM JIFOOOTO
mmdpa?

HUMHUTOBCTaBKOU

KIIIOUOM

OTKPLITBIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak HaswpIBacTCs OZHO3HAYHOE
peoOpa3oBaHUE BXOIHOTO Mac-
CHUBa JIaHHBIX TPOU3BOJILHOM
JUIMHBI B BBIXOJHYIO OHMTOBYIO
CTPOKY (UKCHPOBAaHHOH JUIH-
HBI?

KOJIJIN3HUA

XCIIUPOBAHUC

raMMHPOBAHHC

[IepPEeCTaHOBKA

CJIOKCHHUC 110 MOOYJIIO 2

Kak naspiBaercst QyHKUUS, KO-
TOpast Al CTPOKU TPOH3BOIb-
HOH JUITMHBI BBIYHCISIET HEKOTO-
poe 1enoe 3HaYeHUE WIH HEKO-
TOPYIO JIPYTYIO CTPOKY (HUKCH-
pOBaHHOW IJIMHBI?

kpunrorpaduueckast GyHKIUS

OJTHOCTOPOHHSIS (PYHKIUS

Xem-QyHKIus

¢byHkus Diinepa

(byHKIUS TaMMUPOBAHUS

Kakue TtpeboBanus mpenbsB-
JSIFOTCSA. K KPUNTOrpaduvaecKum
XemI-QyHKITHIM?

xem-QyHKIUs  JTOJDKHA  OBITh COOOIIEHUTO

(hMKCHPOBAHHOTO pa3Mepa

NpuUMCHUMA K

MpHu U3BeCTHOM 3HaueHuu xemr-pyHkunu H(M)=m nomkHO OBITH
TpyaHO (MPAKTUYECKH HEBO3MOXHO) HAWTH  ITOJXOJISIIUI
npoobpaz M

IpU HU3BECTHOM cCOOOUIEHMH M J0JKHO OBITh TPYIHO HaiTh
apyroe coobuieHne M’ ¢ TakuM ke 3Ha4eHHUEM Xell-(QyHKIUHU, KaK
Y UCXOTHOTO COOOIICHUS

HJIA COO6II_ICHI/II>'I OAWHAKOBOI'0 pasMepa XCHI-KOJ JOJIKCH
IIOJYy4YaThCsa OAMHAKOBBIM

Kakne tpeboBaHMsA TpeabsB-
JSIFOTCS. K KPUNTOrpaduIecKuM
xem-(QyHKIHAM?

Xem-(QyHKIus JO0JKHA — OBITH COOOLICHHUIO

(hMKCHPOBAHHOTO pa3Mepa

[IpUMEHUMA K

IIPYU U3BECTHOM 3HadeHuu xeu-pyHkiun H(M)=m nomkHO OBITH
TpyAHO (TMPaKTHYECKH HEBO3MOXHO) HAWTH  IOIXOJSIIHIA
npoobpaz M

IPY U3BECTHOM COOOImIEeHNH M TODKHO OBITH JIETKO HAaWTH JPyroe
cooOmienne M’ ¢ TakuM JK€ 3HAYEHHWEM XeHI-(QyHKIHMH, KaK y
MCXOJJHOTO COOOIIECHUS

JIOJDKHO OBITH TPYAHO HAWTH Kakylo-THOO Tapy CIy4aiHbIX
Pa3NUYHBIX COOOLIEHUH C OAMHAKOBBIM 3HAUEHUEM Xel-(YHKIUU

Jns kakux nenei npuMeHseTcs
XeI-KoA B Kpurnrorpapun?

JUTSL POBEPKH IEJIOCTHOCTH COOOIIECHUS

JUTSI IPOBEPKH aBTOPCTBA COOOIIECHUS

JU1s1 (DOPMHUPOBAHUS IISKTPOHHOU MUGMPOBOM MTOAITHCH

JUIst IHH(POBAHUS COOOIIEHUI

B KQUECTBE KJII0UYa IPH MU(PpoBaHUH

Bonpocsl k koMIuiekcHOMY 3a1aHui0 TK2

1. UYro

OTHOCHUTCA K

CPEACTBAM  HMHXKCHEPHO-TEXHUYECKOW  3alUTHI



UHGOpPMaIUU U JIsl Y€r0 OHU IIpeIHAa3HAYEHbI?

2. Kakue crnocoObl ayTeHTU(UKAIMKU TOJIb30BaTEIed MOTYT NPUMEHSTHCS B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B 4yem 3akit04yaroTcsi OCHOBHBIE HEJOCTATKU MAapOJIbHON ayTeHTU(UKALNUN U
KaK OHA MOET ObITh yCUJICHA?

4. Kakue OMOMETpUYECKHE XapaKTEPUCTUKH IMOJb30BATENEd MOTYT NpUMeE-
HATbCA I X ayTeHTHuPukauuu? B dyeMm mpenmyinecTBa moJoOHOro crnocoba mnoj-
TBEPKACHUS MOJIMHHOCTH?

5. Yrto Ha3bIBaOT ABYX(PAKTOPHOU ayTeHTU(UKAIUEH?

6. B yem pa3Hulla MEXIy CUMMETPUYHBIMU U aCUMMETPUYHBIMH KPHUIITOTpa-
buyeckuMH cucTeMamu?

7. B ueM pa3HuIla MEXKy MOTOKOBBIMHU M OJIOUHBIMU MK pamMu?

8. Uto Takoe »sieKkTpoHHas LM(]poBas MOANUCH, KaK OHA IMOJY4YaeTcss H
poBepseTCs?

9. Kakoga pons B cuctemax DI pynkmmit xemmupoBanus?

10. Kakyioo posib HCHOJIHAIOT yAOCTOBEpsmomMe MHeHTphl? UYUTo Takoe
cepTu(dUKaT OTKPBITOrO Kiroua?

11. Kakue nporpamMMbl OTHOCAT K pa3psly BPEIOHOCHBIX?

12. YTo Takoe KOMIBIOTEPHBINA BUPYC?

13. Kakne cymecTByrOT BUIbI KOMIIBIOTEPHBIX BUPYCOB?

14. B yem pa3Huna Mexay 3arpy304HbIMU U (ailIoBbIMH BUpycaMu?

15. Kak mnpoucxoaut 3apakeHHe U (DPYHKIIMOHMPOBAHUE 3arpy304YHBIX
BUPYCOB?

16. Kakue tumsl GaitiioB MOTYT 3apakaThCs (DailIoBBIMH BUpYycamMu?

17. Kak npoucxoaut 3apakeHue MporpaMMHBIX (paitinoB?

18. Tlouemy (haiiabpl TOKYMEHTOB MOTYT COJEPKATh BUPYCHI?

19. Kak ob0ecneunBaeTcsi aBTOMAaTUYECKOE TIOJIY4YEHUE  YIPaBICHUS

MakpoBUpycamu?
20. B wuyem 3akmrouaercs mnpodUIAKTUKA 3apaKEHUS KOMIBIOTEPHBIMU
BUpYyCaMH?

21. Kpunrorpadguueckue NpuMHTHBBL. X31I-PYHKIUSA U €€ TPUMEHEHUS.

st Tekymero kouTpoJs TK3:
[IpoBepseMasi KOMITIETCHIINS

Ko n HauMeHOBaHHE KOMIICTSHITUHN Kon n HauMeHOBaHME HHIMKATOPa
OIIK-11. Ciocoben noanmarts npuHimns pa- | OITK-11.2. Biraxeer HaBbikaMu mpuMeHEHUS TU(PO-
OOTBI COBPEMEHHBIX HH(POPMAITHOHHBIX TEX- BBIX TEXHOJOTHH JUIsl pelIeHus 3anad mpodeccro-
HOJIOTUHM U MCTIONB30BaTh UX JIJISl PELICHHUS 3a- | HAJTBHOW JESATEIbHOCTH C YYE€TOM OCHOBHBIX TpeOo-
Jaq IpoheCCHOHAIILHOM A TEIIBHOCTH BaHUI MHPOPMAIMOHHON 0€30MacHOCTH
Tect
Bonpoc Bapuanmwvr omeema
K IIPaBOBBIM MeToJaM pa3pa60TI<a HOPMATUBHO IIPABOBBIX AKTOB, PCrJIaMCHTUPYIOIIHUX
3allUThI I/IH(l)OpMaHI/H/I OTHOIICHHA B HH(bOpMaHHOHHOfI C(bepe
OTHOCHUTCH: CO3JIaHUE U COBEPIICHCTBOBAHKE CHCTeMBbI ooecnieueHust 1Ib PD
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pa3pa60TI<a, HCIIOJIb30BAHHUC W COBCPIICHCTBOBAHUC CPCACTB
3aIlIMTEI IPOLCCCOB U IMPOIrpaMM

paszpaboTka mporpamm obOecrneueHuss b P® u ompenencHue
opsiiKa X PUHAHCUPOBAHUS

(dbopMUpOBaHHE  CHUCTEMBI nokaszarteie u

xapaktepuctuk Ub PO

MOHUTOpHHTA

WNudopmanus,
HCIIOIb30BaHUE KOTOPOM 0e3
cornmacusi CyOBeKTa MOMKET
HAaHECTH BpEI €ro 4YecTu,
JIIOCTOUHCTBY, pi(N (0):10)7
penyTauuu

npodeccuoHallbHas TaliHa

rocyJlapCTBEHHas TaliHa

MCPCOHAJIIBHBIC JaHHBIC

KOMMepuecKas TaiiHa

ciyxeOHas TaitHa

B pykoBomsamiem nOKyMeHTe
OCTOK CHCTEMBEI, B
KOTOpPBIX  paboTaer  oauH
MOJIb30BaTENb, JOMYIICHHBII
KO Bcell oOpabaTriBaeMoOit
uHbopMaIuu YpOBHS
roCyIapCTBEHHOU TalHBbI,
pa3MenIeHHONW Ha HOCHTEISIX
OJIHOTO YpOBHS
KOH(GUACHIINATLHOCTH —
OTHOCSITCS K TPYIIIE

1A

1r

2A

3A

3b

K TPABOBBIM METOJaM
3aIUTHI uH(popManuu
OTHOCHUTCS

CO3JIaHKME M COBEPIICHCTBOBAHHUE CUCTEMBI ooecnieucHus b PO

pa3pa60TKa, HCIIOJIb30BAHHUE W COBCPIICHCTBOBAHUEC CPCACTB
3alIUTHI ITPOLCCCOB U MMPOrpaMm

BHECCHHEC M3MCHCHHUM M JOIOJHCHHM B 3aKOHOIATEIHCTBO PD,
PEryJIMPYIOIIUE OTHOIICHUsS B 00aacTu obecreueHus: b

paspabotka mporpamm obOecrieuenuss b P® wu ompenenenue
opsAaKa X (GUHAHCUPOBAHHUSI

dbopMUpOBaHHE  CHUCTEMBbl ~ MOHUTOPMHIa  IOKazareie u
xapaktepuctuk Ub PO

B pykoBogsumiem nOKyMeHTe

®CTOBK CHCTEMBI, B | 3A

KOTOPBIX paboraet

HECKOJIBKO  ITOJIb30BaTElICH, A

KOTOpPbIE UMEIOT OJINHAKOBBIE

mnmpaBa JOCTylla KO BCEH

uHdopmauu ypoBHs | 1A

roCyIapCTBEHHOU TalHBbI,

obOpabaTsiBacMOi u/unu

XpaHUMOW Ha  HOCHUTEISX 3B

pa3InyHOro YPOBHS

KOH(UIEHITNATEHOCTH -11B

OTHOCATCSI K TPy

K OpraHU3aIMOHHO-
TEXHUYECKUM MeToIaM
3aIIUATEI nHpopmaruu
OTHOCHUTCS

CO3/IaHKME U COBEPIICHCTBOBAHUE CUCTEMBI o0ecnieucHust b PO

paspabotka mporpamm obecrneuenuss b P® wu omnpenenenue
nopsaka ux (uHaHCHpOBaHUS, 3. (OPMHUPOBAHHE CHCTEMBI
MOHHUTOPHHTA NOKa3aTeaeh u xapakrepuctuk 1b PO

YTOUYHEHHE CTaTyca MHOCTPAHHBIX MH(POPMAIMOHHBIX areHTCTB,
CMMU u xypHAJIUCTOB
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B pykoBogsmiem nOKyMeHTe
OCTIK
MHOT'OII0JIb30BATEIbCKUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obOpabaThiBaeTCs u/unu
XpaHUTCS uHpopManus
pa3sHbIX YPOBHEMN
KOH(QUJICHIIMAIBHOCTH [0
rpupa  «Ocobo  BakHO»
BKJIIOUHUTENBHO, npudem
pa3MyHBIE  TIOJI30BATEIN

UMEIOT Pa3MYHble IpaBa Ha
IocTyn K wuHpopMamum —
OTHOCATCS K TpyIIe

1b

2b

3A

1A

1B

3amun@aemMpie roCy1apCTBOM
CBEJICHUS, PACIPOCTPAHCHHE
KOTOPBIX MOXKET HAHECTU
yiiepo PO

npodeccuoHanbHas TaitHa

rocyaapCcTBEHHas TailiHa

NCPCOHAJIBHBIC JaHHBIC

KOMMepUecKas TaiiHa

ciay)keOHasl TaliHa

B pykoBomsamiem nOKyMeHTe
OCTOK
MHOT'OIIOJIb30BaTEIIbCKHUE

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabaTsiBaeTcs u/unu
XPAHUTCS uHpopManus
pa3HBIX ypOBHEH
KOH(UICHITMATEHOCTH 1o
rpucda «CekpeTHO»
BKITFOUUTEINTBHO, npuyeM
pa3inyHble  TMOJb30BATENN

MMEIOT pa3JInyHble TpaBa Ha
JIOCTYNl K HHpopMarmuu —
OTHOCSITCSI K TPpyIIIe

1b

2b

3A

1A

1B

K sxonoMuueckum METOJaM

pa3zpaboTka mporpamm obOecrneuenuss b P® u ompenencHue
nopsiiKa X GUHAHCUPOBAHUS

YTOYHEHHE CTaTyca MHOCTPAHHBIX WH(MOPMAIMOHHBIX areHTCTB,
CMMU u xKypHAJIUCTOB

3aIUTHI uHpOpMaun - =

OTHOCHTCA BHECCHHEC HM3MCHCHHH M JIONOJHCHUH B 3aKOHOJIATEIbCTBO PD,
peryJIHMPYIONINE OTHOIICHUS B 00jactu obecrieucHust b
dbopMUpOBaHHE  CHUCTEMBI  MOHUTOPHHTa  IIOKaszareie u
xapakrepuctuk Ub PO
npodeccuoHanbHas TaiHa

Nudopmanus roCyapCTBEHHAs TaiHa

MIPEICTaBIISIONIAs CEKpEeT | MePCOHATILHBIC JAHHBIC

POU3BOACTBA(HOY-XayY), 3TO

KOMMCpUYCCKas TaliHa

cay>keOHasl TaliHA

B pykoBogsamiem nOKyMeHTe
OCTOK
MHOT'OIIOJIb30BATEIIbCKHUE

1b
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CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabaTsiBaeTcs u/unu
XPAHUTCS uHpopManus
pa3HbIX ypOBHEH
KOH(HUIECHIINATLHOCTH B TOM
qucie [lepconanbHbIe

JIaHHbIC, MPUYEM pPa3JINYHbIE
I0JIb30BATENHN AMEIOT
pa3IuYHbIE MpaBa Ha JOCTYII
K uH(pOpManmuu — OTHOCSTCS
K IpyIIme

1r

3A

1A

1B

K CBEJIEHUSAM
KOH(PUACHIINATBHOTO
XapakTepa, COTJIaCHO yKazy
npesusienTa pdp ot 6 mapra
1997 r., oTHOCATCS

nH(OpMaIIKs 0 pacpPOCTPAHCHHUH MPOTPaMM

vH(pOpMaIKs 0 JIMIIEH3UPOBAHUHU TPOTPAMMHOTO 00eCIIeueHuUs

nH(opMalus, pa3MeniaeMas B razerax, IHTepHeTe

NCPCOHAJIBHBIC JaHHBIC

JIMYHasA TalHa

OTHOIICHHS, CBS3aHHBIE C
00paboTKOI  MepCOHATBHBIX
JTAaHHBIX, PETYIHPYIOTCS
3aKOHOM. ..

«O06 nHpopManuu, THPOPMAITMOHHBIX TEXHOJOTHIX)

«O 3amuTe nHGOPMAITII

(DeﬂepaHBHLIM 3ak0oHOM «O INCPCOHAJIBHBIX TAHHBIX)

®denepaabHbIM 3aKOHOM «O KOH(MHICHITMAILHON HH(MOPMAITAH))

«O0 yTBEpXJEHUHM TEpPEeUYHS CBEACHHH KOH(HICHIIHMAIHLHOTO
XapakTepay

JleficTBHs ¢ NEpCOHAIBHBIMU
JAHHBIMU (COTJIaCHO 3aKOHY),

BKJTIOUast coop,
CHCTEMAaTH3AIIHUIO,
HAKOIIJICHHUE, XpaHeHHe,
UCIIOJIb30BAHUE,

pacmpoCTpaHCHHE U T. JI 3TO:

HCIIPABJICHUC IICPCOHAJIbHBIX JaHHBIX

paboTa ¢ nepcoHaIbHBIMU JAHHBIMU

peoOpa3oBaHKe MEPCOHANBHBIX JaHHBIX

00paboTKa MEePCOHATBHBIX TAHHBIX

HU3MCHCHHUEC MEPCOHATIBHBIX TaHHBIX

JleiictBusi, B  pe3ysbTraTe
KOTOPBIX HEBO3MOXKHO
OIIpeJIeNIUTh
IPUHA]IEKHOCTD
HePCOHAIBHBIX JTAHHBIX
KOHKPETHOMY CyOBeKTYy

NNCPCOHAJIBHBIX JAHHBIX

BBIJICJICHUC IICPCOHATIBHBIX JaHHBIX

obecrieyeHne 6€30MaCHOCTH IEPCOHATBHBIX JTaHHBIX

JeayTeHTU(UKAIHS

JieaBTOpU3aLus

nenepcoHupuKanms

HepCOHaﬂLHBIG JaHHBIC 3TO

mobas wuHpOpMAIMA, OTHOCAMIAsCS K ONpeIeICHHOMY WIIH
oIpeiesIIeMOMY Ha OCHOBAaHMM TaKoi MH(opMaruu Gpusnyeckomy
JUILY

(baMI/IJ'II/IH, M3, OTYCCTBO d)I/ISI/ILIeCKOFO JIMIa

T'0JI, MECSIL, JaTa ¥ MECTO POXKIEHUs, afapec PU3nIecKoro JuIa

aapec IPOKMBAHMS (DHU3UUECKOTO JIUIIA

CBEJICHHA O  CEMEHHOM,  COIMAJIbHOM, HMYIIECTBEHHOM
MOJIOKEHU U YEJIOBEKa, COCTAaBJISIOIINE TIOHATHE
«mpodeccuoHaabHas TaiHa»

OenepanpHblii 3ak0H «O0 WH-
dhopmarmu, THPOPMATHU3ANHA U
3ammrTe MHGOpMALUW» HaIpas-
JIEH Ha:

pETyIHpOBaHUE B3aMMOOTHOIICHWA B HWH(OPMAIIMOHHOW cdepe
COBMECTHO C I'pa)JIaHCKUM KOJIeKcoM PD

peryJMpoBaHre B3aMMOOTHOIIICHHUH B TPaKIaHCKOM 00111ecTBe PO

perynupoBaHue TpeOOBaHUN K paOOTHUKaM CiIyX0, paboTaromux
¢ uadopmarmi
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dbopMupoBaHHEe HEOOXOAMMBIX HOPM U TMpaBuid pabOTHl ¢
uHpopmarmen

dbopMUpoBaHHEe HEOOXOAMMBIX HOPM U TMPaBWI, CBS3aHHBIX C
3aIMUTOMN AeTel OT nHbOpMaIuu

HepCOHaJ]I)HBIMI/I JaHHBIMH BJia-
JCHOT:

roCyJIapCTBO

pa3IMYHBIC YUPEKISHUS

rocyjapcrBeHHas Jlyma

xkutenu Poccuiickoit Denepanuu

MCAUKO-COIIMAJIbHBIC OpraHu3aliun

@®enepanpHblii 3ak0H "OO uH-
¢dopmaunu, nHOPMATU3AMN U
3ammuTe wWHpOpManuu" — IaeT
ornpeeacHre HHPOPMaIIHH:

TCKCT KHUI'M WKW IIMCbMa

CBEJICHUS O JIUIAX, MpeaMeTax, (akTax, COOBITUSAX, SBICHUAX U
MpoIeccax He3aBUCUMO OT (hOPMBI UX MPEICTABICHUS

CBCACHUS O ABJICHHAX U IPOLCCCAX

(hakThl ¥ uaeu B HhOpMaIM30BaHHOM BHJIS

HII/Id)pOBaHHBIfl TCKCT, TCKCT Ha HCU3BCCTHOM S3BIKC

VYkaxure HOPMAaTUBHO-
IIPaBOBOM aKT, B KOTOPOM
pacKpbIBaeTCs IIOHSITHE
«MH(pOpMaIMOHHAs
0€3011aCHOCTb»

3akon Poccuiickoit @eneparun ot 27 nexadps 1991r. Nel224-11
«O cpeacTBax MaccoBOM MH(OpMAIIID)

®denepalibHbIM 3akoH  oT 27.07.2006 Nel49-®3 «O06
uHpopManuy, WHQOPMALMOHHBIX TEXHOJOTHSX H O 3alluTe
uH(popManum»

JOKTpUHA MHGOPMAIIMOHHON 0€301aCHOCTH

BCC OTBCThI BEPHBI

3akoH poccuiickor (demepariu
«O TOCymapcTBEHHOW TaiHE»
ObUI IPUHAT B CIIEAYIOIIEM TO-

ny

1982

1985

1988

1993

2005

Bribepure, MOXHO JH B CITy-
JKEOHBIX IIEJIAX HCIOJb30BaTh
AJIEKTPOHHBIN ajpec (MOYTOBBII
AIUK),  3aperuCTPUPOBAHHBII
Ha OOIIEAOCTYITHOM IOYTOBOM
cepBepe, HanpuMep Ha mail.ru

HCT, HC IIPHU KaKHX 00CTOSITEILCTBAX

HCT, HO AJIA OTIIPaBKKU CPOYHBIX U 0c000 BaKHBIX ITHCEM MOXKHO

MO>KHO, €CJIM 10 HeMy IOJIb30BaTelbh OyAeT mepechuiaTh HH(OP-
MalMIO, HE COJEpIXKAIIyI0 CBEJACHUN KOH(HUICHIMAIBHOIO Xapak-
Tepa

MOXHO, eclii MHPOPMAIHIO MPEIBAPUTEIHLHO 3aapXUBHUPOBAThH C
ITOMOIIIBIO TPOTPAMMBI Winrar ¢ mapoyiemM

MOKHO, €CJH JPYTUX CIOCOOOB 3JEKTPOHHOW Mepenadyu JaHHBIX
Ha TPEANPUATUHA UK Y TOJIH30BATENsl B HACTOSIINI MOMEHT HET,
a nH(GOpMaII0 HY>KHO IIepeciiaTh CPOYHO

MoxeT 1M COTPYJHUK OBITh
NPUBJICYCH K YTOJOBHOU OTBET-
CTBEHHOCTH 3a HapyIICHUs Mpa-
BWI WHPOpPMaMOHHON  Oe3-
OIIACHOCTH TIPEIIPHSATHS

HET, TOJIBKO K aHMHHHCTpaTHBHOﬁ OTBE€TCTBCHHOCTHU

HCT, CCJIM 3TO IroCyJapCTBCHHOC NPCAIPUATHC

na

Aa, HO TOJIbKO B CJiy4dac, C€CJIA I[eﬁCTBHSI COTPYAHUKA HAHCCJIA
HEIOIPAaBUMbIN BpeJl

J1a, HO TOJIbKO B CJIy4ae OCO3HAHHBIX HEMPABOMOYHBIX AEHCTBUUI
COTPYAHHKA

B nanHOM cilydae COTpyIHHUK
YUPEKICHHUSI MOXKET OBITH TPH-
BJIEUEH K OTBETCTBEHHOCTH 3a
HapyIICHUsT MpaBuI HHpOpMa-
LIHOHHON 0€30I1aCHOCTH:

BBIX0JT B MHTEpHET 0€3 pa3pelleHus aJMUHUCTPATOPA

IIpH YCTAHOBKC KOMIILIOTCPHBIX UI'PD

B CITy4dasiX yCTaHOBKHM HemnuiieH3uonHoro 10

B CJIyda€ HC BbIXO0J4 M3 HHd)OpMaHHOHHOﬁ CHUCTCMBI

B T000M ciryyae HETTPABOMOYHOTO HUCTIONB30BaHUS
KOH(PHICHIIMAIBHOW HWHGOPMAIMU TMPU YCIOBUU IHUCHMEHHOI'O
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OpCaAynpeXKaACHusa COTpyaHHUKa 00 OTBETCTBEHHOCTH

3a mpaBoHapyuieHus B cepe
uHpOpMaLuy,
MH(OPMALIMOHHBIX
TEXHOJNOTUM M 3alIUTHI
nHpOpPMAIMK JTaHHBIA BUJ
HaKa3aHUs Ha CErOHSIIHHUMA
JICHb HE IPELYCMOTPEH:!

JUCIHUIITIMHAPHBIC B3bICKAHUA

aJIMUHUCTPATHBHBIN mTpad

YI'oJJOBHAA OTBECTCTBCHHOCTH

JIMILIEHUE CBOOOIBI

CMCpPTHAA Ka3Hb

Undopmanueii, coctapustomeit
KOMMEPYECKYIO TailHy, BIaje-
10T

roCcyJ1apCcTBO

pa3IMYHBIC YUPEKICHUS

rocyjapcreennas Jlyma

rpaxkaade Poccutickoit deagepanuu

MCAUKO-COIIMAJIbHBIC OpraHru3aliun

Wndopmarnueii, cocrapisromieit

rOCYJIapCTBO

TOJBKO 06pa3OBaT€J'IBHI>Ie YUIPCKICHUA

rOCyIapCTBEHHYIO TaliHy, | ToJapko mpe3uanyMm BepxosHoro Cosera PO
BJIAJICIOT: rpaxkaane Poccuiickoit denepanu
TOJBKO MUHUCTCPCTBO 3PpaBOOXPAHCHUA
roCyJapCTBO
BrmagenmeieM  wH(bOpManuu | KOMMEpUYECKas OpraHu3anus
nepBoi KAaTeropuy | MyHUIIMNAIbHOE YUPEKIECHUE
SIBJISICTCS. ... JIF000M rpakJaHuH
IPYIIIa JUI], KMCIOIIUX 00IIIee JIeI0
MPOCTHIE JIFOJIH
Brnanensuiem  uH(pOpManum | rocyaapcTBo
BTOPOM KAaTeropuu | KOMMepuecKas OpraHu3anus
SABIISICTCS. . . MYHHITUTIATEHOS VIPEKICHUE
HEKOMMeEpYEeCcKasl OpraHu3alms
JIFOJTN
Bnamenpuem  mH(OpMauu | rocy1apcTBO
TpeTbeit KaTeropuu | MyHULIMOAIbHOE YUPEKICHHUE
SBIISICTCS. . . YUpeKICHUE
HEKOMMeEpYeCcKasl OpraHu3alms
OcHOBHBIM HOPMAaTUBHO- | CtpaTerusi HallMOHALHOU Oe3onmacHocTH PO
MIPaBOBbIM JIOKYMEHTOM, o .
SaIMIIAIOLIM npasa, ®3 "O rocygapcTBeHHOM TaiiHe"
CcBOOOJILI W  0E30MaCHOCTh | KOHCTHTYLIHS
yeJioBeKa B CHCTEME VTONOBHEIH KOZIEKC
MH(OPMAITMOHHBIX

oTHoueHUM, B P® siBrsieTcst

JOKTpUHA MHPOpMAIMOHHOH Oe3onacHocT PO

COBOKYNHOCTh  O(HIHATBHBIX
B3JIJIOB  HA MEJNH, 3aJIa4H,
MIPUHIUIIBI 1 OCHOBHBIC HAIIPaB-
neHust obecriedeHuss WHpopMa-
LUOHHON  OesomacHoctu P®
NPEACTaBICHBI

B /[okTpuHe nHpOopMannoHHo# 6e3omacHocTu PD

B KoHuennuun HanmonansHoil 6e3omacHoctu PO

B Koncturyuuu PO

B buiie o Haa3ope 3a JTaHHBIMU

B @3 PO "OO0 undpopmanuu, nHGOPMaLUOHHBIX TEXHOJOTHUSIX U O
3amuTe nHGopmanuu"

Ha wMexayHapogHOM ypoBHE

3aKOHOM O TalHE YaCTHOM MH(OpMaIUH
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npeAenbl  BMEIIATENbCTBA B
YaCTHYIO )KU3Hb CO CTOPOHBI TO-
CylapcTBa U APYTHX CyOBEKTOB
OTIpe/ICICHBI

craggaproM ISO 15408

OpaHKeBOM KHUTOMU

JOekJiapaliei npaB YyeaoBeKa

OMJIEM 0 HaA30pE 3a JTaHHBIMHU

[Ipectynnenusam B cdepe
KOMITBIOTEPHOH HMH(MOpMaIuu B
YrosoBHOM KOJICKCE
THOCBSIIAsECTCS

2JiaBa

paszgen

CTaThA

ITYHKT

qaCcTh

CraHOBJIEHHE OTEYECTBEHHOTO
3aKOHO/IaTENILCTBA o
WH(POPMATH3AIHMN TIPOU3OIILIO

B KoHIIE 60-X T

B KoH1e 70-x rT

B KoHIE 80-Xx T

B Hayaiie 90-x T

B Hagaiie 70-X T

3ammTa KOMITBIOTEPHOI HHPOP-
Malliy BBE/ICHA. ..

CceEMENHEBIM KojiekcoM PD

Koncrurynueit PO

I'paxxgaHcKuM KoaekcoMm PO

VYronoBHBIM KonekcoM PD

Uro  mpencraBisier  coboit
MOKTpUHA  WH(MOPMAIMOHHOMN
6e3onacHoctu PO?

HOPMAaTHUBHO-TIPABOBOM aKT, YCTaHABJIMBAIOUIUNA OTBETCTBEHHOCTH
3a MpaBoOHApYIIeHHsI B chepe HHDOPMAIIMOHHON 0€3011aCHOCTH

(benepasbHBIA 3aKOH, PETYJIUPYIONIUN PABOOTHOIICHUS B 00JIa-
CTH MHGOPMAITMOHHON 0€301TaCHOCTH

1eneBas mporpamMma pa3BUTHS CHUCTEMbI MH(OpMaIMOHHON Oe3-
omacHoctn P®, mpencraistonias coboil MOCieqoBaTeIbHOCTD
CTaguil ¥ DTAIlOB

COBOKYIIHOCTb O(l)I/II_II/IaJILHBIX B3I A0B HA LCJIH, 3ala4i, IPUHIU-
bl ¥ OCHOBHBIE HampaBjieHHs] oOecredyeHus HH(POpMalMOHHON
0e3omacHocTH Poccuiickoi Denepanuu

OxpaHa TNepCOHANBHBIX [JaH-
HBIX, TOCYJapCTBEHHOH, CIIy-
KeOHOH W JApPYrHX BHJOB HH-
(dbopManuu OrpaHUYEHHOTO J0-
CTyIa 3TO

3aruTa HHpopMaIu

KOMITbIOTEpHAsi 0€3011aCHOCTh

3aIIUIICHHOCTh HH(GOPMALIHHI

3aIIMIIEHHOCTh TOTpeOuTeei nHbOpMAITIT

0€30IIaCHOCTh JTaHHBIX

JlokymenTHpoBaHHast nH(pOpMa-
LU, TOCTYII K KOTOPOUH OrpaHu-
YHBACTCS B COOTBETCTBHHU C 3a-
KOHOJaTeILCcTBOM PdD

roCyaapCTBCHHAA TaliHa

KOMMepUecKas TaiHa

OaHKOBCKas TailHa

KoH(UICHIHATbHAs UHHOpMAITUS

CooTHecuTe NpUHUKIBI HHDOP-

MAaLMOHHOM 0e30macHOCTH,
omnpezelieHHble  ['ocTexKoMuc-
cuen

NOPUHIOMIT CUCTEMHOCTHU

IIPUHIMIT KOMIIJICKCHOCTH

IIPUHIMII HCTIPCPBIBHOCTH 3aIITMThI

pa3yMHasl JIOCTaTOYHOCTh

1.
2.
3.
4. ru6KOCTh CUCTEMBI 3aIIUTHI
5.
1.

MPaBWIBHO BBIOPATh TOT JOCTATOYHBIM YPOBEHb 3aIUTHI, IPU
KOTOPOM 3aTpaThl, pUCK U pa3Mep BO3MOXKHO TO yiiepOa Obuti Obl
PUEMIIEMBIMH

2. HETIPEPBIBHBIN 1EJIE€HANPABICHHBIN MPOLECC, MPEANOoJaralonmum
MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX 3Tamax >XKU3HEHHOI'O
mukia AC

3. mpejarnojaraeT COrjlacOBaHHWE Pa3HOPOJHBIX CPEJCTB IMPHU T10-
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CTPOEHHUH IIEJIOCTHOM CUCTEMBI 3alIUThI, IEPEKPHIBAIOIIEH BCE CY-
IIECTBEHHbIE KaHAJIbl peajiu3allud yrpo3 U He cojaeprkallei cra-
OBIX MECT Ha CTHIKaX OT/AEIbHBIX €€ KOMIIOHEHTOB

4. ocBoboxmaer Biamenbiia AC oT HEOOXOAMMOCTH TPHHITHS
KapJAMHAJIbHBIX MEP 0 MOJHOW 3aMEHE CPEJICTB 3alllMThl HA HOBBIC

5. mpennonaraeT HEOOXOAUMOCTh ydeTa BCEX B3aUMOCBS3aHHBIX,
B3aUMOJICHCTBYIOUIUX M U3MEHSIOLIUXCS BO BPEMEHU 3JIEMEHTOB,
YCJIOBHH M (paKTOPOB

Copeprkanue U CTPYKTypa 3aKo-
HOJIATeJIbCTBA B 00JacTH WH-
(hopMarmoHHOi 0e30MacHOCTH
BKITFOYAET

Konctutynus Poccuiickoit @enepanuun - HopmatuBHO-1ipaBoBbIe
akThl (Yxkassl) [Ipesunenta Poccuiickoit denepanun - [ToazakoH-
Hble akThl [IpaButensctBa Poccuiickoit @enepaunn - Oenepans-
HEIE 3aKOHEI - KoJieKChl

Koncrurynusa Pocculickonn ®@enepaunn - HopmaTuBHO-IIpaBOBbIE
akThl (YKkassl) IIpe3ungenrta Poccuiickoit deneparuun

[Ton3akonnsie akthl [IpaBurensctBa Poccuiickonn ®enepauuu -
®denepanbHble 3aK0HBI - KoeKChl

HCT BCPHOI'O OTBCTA

3akoHomaTenscTBO Poccuiickoii
Oenepaniun 006 wHGbOpMAIHH,
“H()OPMAIMOHHBIX TEXHOJIOTH-
SIX ¥ 0 3amuTe HHpOpMaIuu co-
CTOHUT U3

¢benepanpHOro 3akoHa «O0 nHpopmanuu, THGOPMALMOHHBIX TEX-
HOJIOTHSIX M O 3alIuTe MH(POpMAIUm» U Apyrux (eaeparbHbIX 3a-
KOHOB, DPETYJHUPYIOIIUX OTHOIIEHUS B 00JacTH HCHOJIb30BAHUSA
uHpopmaruu

denepanpHOro 3akoHa «O MEPCOHANBHBIX JaHHBIX» U APYTUX (e-
JEPAbHBIX 3aKOHOB, PETYJUPYIOIIMX OTHOIIEHUS B OOJACTH HC-
M0JIb30BaHUs WH(MOpMALIUU

benepanpHOro 3aKkoHa «O KOMMepUecKol TaitHe» U apyrux deme-
pPaNbHBIX 3aKOHOB, PETYJIUPYIONIMX OTHOIICHHS B OO0JIAaCTH WC-
MOJI30BaHUS MH(POPMALTUH

¢benepanpHOro 3akoHa «O TOCyIapCTBEHHOH TaliHe» U Apyrux de-
JepaJIbHBIX 3aKOHOB, PEryJIMPYIOLIMX OTHOILEHHS B 00JacTH HC-
TOJIb30BaHUS HHPOPMALIHH

[IpenmeroM TpaBOBOTO pEryJH-
poBaHus B obiactu uH(pOpMa-
MM, THGOPMAIIMOHHBIX TEXHO-
JIOTHH W 3aIUThl HH(GOpMAIUU
SIBIISTIOTCS

OTHOIIICHHSI, BOZHUKAOIIHNE TOJIHKO IPH OCYIIECTBICHUH IpaBa Ha
MIOWCK, MOJyYCHHE, TIepeady, MPOU3BOJICTBO U PACIPOCTPAHEHHE
HH(pOPMAIUH

OTHOIICHHA, BO3HUKAIOMIME TOJBKO IPU NPHUMCHCHUU I/IH(bOpMa-
ITMOHHBIX TEXHOJIOTHI

OTHOIICHHUS, BO3HHUKAIOIINE TOJBKO INPU OOCCIICUCHUU 3aIlUTHI
HH(pOPMAIUH

OTHOLIEHUS, BO3HUKAIOIIUE ITPU OCYIIECTBICHUH IIPaBa HA IOUCK,
NOJIy4YeHHe, Iepeiady, IpOU3BOJCTBO U pacpocTpaHeHue HHpop-
MaIiy; MPH TPUMEHEHUH HH()OPMAIMOHHBIX TEXHOJIOTUH; TpU
o0ecneyeHnH 3aIuThl THPOpPMaLUU

B cTpykTypy rocynapcTBeHHOMN
CHCTEMBI 3alUThl HHPOPMALIUU
P® Bxogar

OCh PO

MB/]] PD

DOCTIK

OCHUH

HopMmatuBHO-IpaBOBO#l  akT -
3TO

IIPaBOBOM aKT, IPUHATHIA MIOJTHOMOYHBIM Ha TO OPTaHOM U COAEp-
KAIUi TPaBOBbIE HOPMBI, T. €. MIPEANICAHUS 00IIEro Xapakrepa u
IIOCTOSIHHOT'O JIEHCTBUS, PACCUYUTAHHBIE HAa MHOTOKPATHOE IpH-
MEHEHHE

MPaBOBOM aKT, MPUHSITHIN MMOJTHOMOYHBIM Ha TO OPTaHOM U COJIEp-
KAl IPaBOBBIC HOPMBI, T. €. PEIMUCAHUs 00IIEero Xxapakrepa u




Bonpoc

Bapuanmbl omeema

IIOCTOAHHOI'O HeﬁCTBHH, PpaCCUUTAHHBIC Ha OJHOKPATHOC IIpU-
MCHCHUC

HCT BCPHOI'o OTBCTA

Kak Ha3piBaeTcs 3aK0H, peryiu-
pyromui  AesTeNbHOCTh TOCY-
JApCTBEHHOW TalHBI Ha TEppH-
topuu PO

O KOMMEpYEeCKOH TaiiHe

O rocyaapcTBEHHOH TaiHe

O cayxeOHOM TaliHe

O BpaucOHOI TaliHe

CyOBEeKT TepCOHANBHBIX JaH-
HBIX 00JIa1aeT MpaBaMu

Ha JOCTYII K CBOUMM ICPCOHAJIIbHBIM JaHHBIM

BO3P@)KEHHE IPOTUB IPUHATHSA PELNICHUH HCKIIOYHUTEIBHO Ha
OCHOBAHHMU ABTOMATH3UPOBAHHON 0OpabOTKM MEPCOHAIOM JaH-
HBIX, HNOPOXKIAOIMINX IOPUIUYECKUE TOCIEACTBUAS B OTHOLICHUU
cyObeKTa Wi MHBIM 00pa30M 3aTparuBarolIuX €ro MpaBa U 3aKOH-
HbIE MHTEPECHI

00KaJIOBaHUE JIEMCTBUN WK Oe30eiCTBUNA

BEpHBI BCE BAPHAHTHI

IlpaBoBoe peryiaupoBaHue OT-
HOIIICHHUI B 00J1aCTH HCIOJIB30-
BaHUs 3JCKTPOHHON LU(POBOI
TIOAITMCH OCYIIIECTBISIETCS B CO-
OTBETCTBUH C

I'paxxnanckum konekcom Poccuiickoi denepaunun

®enepanbHbiM 3ak0HOM "OO mHpOpManuu, UHPOPMATUZAUN U
3amuTe nHpopmarun"

®enepanbHbM 3ak0HOM "O cBs3n"

BCPHBI BCC BApHUAHTHI

Uro U3 TEPEUUCICHHOTO He
BXOJIUT B TICPBBIN YPOBEHB Mpa-
BOBOT0 obOecrieyeHus nHpopMma-
LIMOHHOM 0€30MacHOCTH

Koncturynus P® (ct. 23, npaBo Ha TaliHY EPETHCKHU)

I'paxnanckmii kompekc P® (ct. 139, Bo3MelieHHe YOBITKOB OT
YTEUEK)

®denepanpHbBI 3aK0H "O rocy1apcTBEHHON TaiHe"

IloctanoBnenus IlpaBurennctBa PO

N3 CKOIBKUX ypOBHEH COCTOUT
rpaBoBoe oOecrnieueHue uHoOp-
MaIlMOHHOH 0€301acHOCTH

JIBYX YPOBHEH

TPEX YPOBHEH

YEThIPEX YPOBHEM

II5ITH YPOBHEH

[lepeuens BUIOB AESITETBHOCTH
B oOnactu 3ammThl WH(pOpMa-
LM, Ha KOTOPbIE BBIIAIOTCS JIH-
uen3uu, onpexaeneH IlocraHos-
nenueM IIpaButensctBa PO "O
JTUIEH3UPOBAHUHA  OTHEIBHBIX
BHUJIOB nesTenpHOoCTH" oT
24.12.94 Nel418 x HuMm, B
YaCTHOCTH, OTHOCHTCS pa3pa-
00TKa, TIPOU3BOJICTBO, pean3a-
U U CEpBUCHOE OOCIYXHBa-
HUE

G pPOBaTLHBIX CPEACTB

3allUIICHHBIX CUCTEM TeJ'IeKOMMYHI/IKaHI/II\/’I

IIPOrPaMMHBIX CPEICTB

CIICUAJIBHBIX TEXHUYECCKUX CPCIACTB 3allIUThI I/IH(l)OpMaI_[I/II/I

MMOoATOTOBKA M NEPLIIOATOTOBKA KaAPOB

BCC BCPHbI BApUAHTHI

3aKOHO/IaTEIbHOM M HOpMAaTHB-
HOH 0azoil JMIEH3UPOBaHUS U
cepTuduKanud B 00OJacCTH 3a-
MIMTHl UHOOPMAIIUU  SIBIISTFOTCS
3aKOHBI PD

0 T'OCYJIapCTBEHHOM TalHE

0 TEXHUYECKOM PETYJIMPOBAHUH

O JJMIICH3UPOBAHNHN OTACIBbHBIX BUAOB ACATCIBHOCTHU

0 3allMTe MMPaB NOTPeOHUTENIECH

BCC BCPHBI BApHUAHTHI




Bonpoc

Bapuanmbl omeema

[lepeuens BUAOB ESTENBHOCTH
B oOnact 3ammThl WH(pOpMa-
UM, HA KOTOPBIC BHIIAIOTCS JIH-
ueH3uu, onpexaeieH [locraHos-
nenueM IlIpaBurensctBa PO "O
JMLEH3UPOBAHUN  OTAEIBHBIX
BHUJOB JCATEIBHOCTU" K HUM, B
YaCTHOCTH, OTHOCHTCS paspa-
00TKa, IPOU3BOJCTBO, peain3a-
Ul U CEPBUCHOE OOCIyX HBa-
HUE

mH(pOBaTBHBIX CPEICTB

3allUIICHHBIX CUCTEM TCJ'IGKOMMYHI/IKaHI/II\/’I

IpOorpaMMHBIX CpCACTB

CIICHUAJIBHBIX TEXHUYCCKUX CPCACTB 3allIUThI HHq)OpMaIIHH

BCPHBI BCC BApUAHTHI

JINYHBIE
Kakne KaTeropum mepcoHanmb- | OONIENOCTYIHbIE
HBIX JaHHbIX Bbiaeasier @3 “O | GU3HOIOrHYSCKUE
NIEPCOHATIBHBIX JaHHBIX 7 CTIeIHAIbHBIC
OMOMETPUYCCKHE

B kakux ciyyasx orepaTtop He
00513aH YBEJIOMIISITh PETYJIATOpa
00 00paboTKe MepCOHANBHBIX
MAaHHBIX?

€CJIU JaHHbBIe BKIIOYaroT B ce0st DO, TenmedoH u pa3Mep oKkJiaia

€CJIU OIIepaTopa CBA3BLIBAET C CYOBEKTOM TPYI0BBIE OTHOIICHUS

€CJIM JaHHbIE BKIIOYAIOT B ce0sa Toinsko OO

€CJIM JJaHHbIE KacaloTCs 3/I0pPOBbs CyOBbEeKTa

€CJIM JaHHBIE KacalOTCsI CEMEHMHOM JKU3HHU Cy6’beKTa

€cJIi JaHHbIe HEOOXOIUMBI JUIsl OJHOKPATHOTO MPOIMYCKa Ha Tep-
PUTOPHIO OllepaTopa

Bribepure ciygam 06pabOTKH
MEPCOHANBHBIX JaHHBIX, KOTIa
oreparop He 00s3aH MONy4YaTh
MMICBMEHHOE COTJIache CYOBEeK-
Ta Ha 00paboTKY:

OpPOHHMPOBAHUE TOCTUHHUIIBI TYPUCTHYSCKON (hHUpMOi

nepcaadya JaHHbIX TPCThHUM JIHMIIAM

€CITM MEXIY OTepaTopoM M CyObEKTOM €CTh JO0TOBOp, IpeaycMat-
puBaroIuii 0opadotky I1]]

JIOCTaBKa IIOYTOBBIX COOOIIEHUI

OpraHu3aIys COCTaBIAET 0a3y JaHHBIX CBOMX KIHMEHTOB, C yKa3a-
HueM ®UO, TenedhoHOB, AIPECOB M 3aHUMACMBbIX JIOJHDKHOCTEH

Kakoif OKyMEHT COIEpX HUT B
cebe CTparernyecKue Haruo-
HaJbHBIC MPUOPUTETHI, LETU U
Mepbl B 00JIaCTH BHYTPEHHEH U
BHEITHEW TMOJUTHUKH Poccuw,
OTPEIEISIIONINE COCTOSIHUE Ha-
[IHOHAIBHOW O€30MacHOCTH |
YPOBEHb YCTOHYMBOI'O PA3BUTHUS
rocyJapcTBa Ha JOITOCPOYHYIO
MEPCIIEKTUBY?

®enepanbHblil 3akoH “O0 mHbOpManuu, HHOOPMALIMOHHBIX TEX-
HOJIOTHSIX M O 3amuTe nHdopmarmu”

®denepanbHbli 3aK0H “O rocygapcTBEHHOM TaliHe”

JlokTpuHa nHpopMannoHHo# 6e3omacHoctu Poccuiickoii @enepa-
IHH

Crparerust HanMoHaIbHOM Oe3omacHocTu Poccuiickoit deneparu

Kakoit nmokymeHT oToOpaxkaeT
ouIMaIBHBIC B3IJSAIBI Ha Iie-
M, 337a4d, TPUHOUIB |
OCHOBHBIE HaIpaBieHHUs obec-
MICYCHUS UH()OPMALTOHHOW
6e3omacHoctu PO?

®denepanbHblii 3akoH “O0 nHPOpManuu, HHOOPMAITMOHHBIX TEX-
HOJIOTHSIX M O 3amuTe uHdopmaiuu”

®denepanbHbli 3aK0H “O rocygapcTBEHHOM TaliHe”

JlokTprHa nHpopMannoHHo# 6e3omacHocTu Poccuiickoii @enepa-
LUH

Crtparerns HalMOHAJIBHOM O6e30omacHocTH Poccuiickoit deneparun

Bomnpocsl k koMIuiekcHoMy 3axanuio TK3

1. Uto Takoe «mpaBoBoe oOecredeHrue MHHOPMAITMOHHONW 0€30MacCHOCTH» U B
YeM 3aKJIF0YaeTCs €ro npeaMeT?

2. Packpotite coaepikaHue MpaBoOBOro 00eCIeueHs 0€30IaCHOCTH CBEACHUM.




3. PackpoiiTe copepkaHue U CTPYKTYPY 3aKOHOJATEIhCTBA B 00J1acTH obecre-
yeHUs1 UHHOPMAITMOHHON O€30MTaCHOCTH.

4. OCcHOBHBIC HOPMATUBHBIE PYKOBOIAIIUE JOKYMEHTBI, KaCAIOIINECs Tocyaap-
CTBEHHOU TailHBI, HOPMATHBHO-CIIPABOYHBIC JJOKYMEHTHI.

5. YpoBHH mpaBoBOro odecredeHusi HHPOPMAITMOHHON 0€30TacHOCTH.

6. Mecto uapopmanmoHHON OE30MaCHOCTH YKOHOMUYECKUX CHCTEM B HAIUO-
HaJLHOM 0€30MaCHOCTH CTPAHBI.

7. OCHOBHBIE IPUHITUITEI 0OECTICUeHHs 0€30MTaCHOCTH.

8. Konnenus nuapopmamoHHONH O€301MacHOCTH.

9. Hoxtpuna nndopmannoHHon 6e3omacHocTy Poccum.

10. Yetblpe OCHOBHBIE COCTABIISAIOIINE HAIMOHAILHBIX HHTEpecoB Poccuiickoi
deneparuu B UHGOpMAITMOHHOM cdepe.

11. OcHoBHbIe 3a1aun obecnieueHus: nHpopmaimonHoi 6e3omacuoctu. [Ipaso-
BbIE METO/JIbI 00ecriedeHnst HHHOPMAITMOHHON O€30ITaCHOCTH

JlJisi MpoOMesKyTOYHOM aTTeCTALUM:

1. UudopmanmonHasi 6e30MacHOCTh YesloBeKa U OOIEeCTBA. YPOBHH 3alllUThI
UH(OPMAIMOHHBIX PECYPCOB.

2. KommnbrorepHble nipecTyruieHus. OCHOBHBIE TEXHOJIOTHH, UCIOJIb3YIOIINECS
IIPU COBEPUIEHUU KOMIIBIOTEPHBIX MPECTYIUICHUN.

3. OOBeKTHI 3amuThl HHGOpMaIUK. 3amuTa HHHOPMAITUH OTPAaHUYEHHOTO J10-
CTyIla: TOCYJapCTBEHHAs TaliHa, KOMMEpYECKas TailHa.

4. OCHOBHBIC KaHAJIBI YTEYKH WH(POPMAIIUH.

5. Metonbt m cpenactBa 3amutbl wHGopmarnuu. ComepkaHHE CTHOCOOOB H
CpencTB obecnieueHus: 0€30MacHOCTH HH(OPMALUK.

6. Kpunrorpagus. CumMMeTprUuHbIE KPUITOCUCTEMBI.

7. Kpunirorpadusi. AcuMMeTpUYHbIE KPUIITOCUCTEMBI.

8. O030p u KIaccudukanrsa METoA0B MK(poBaHUs HHPOPMALIUU.

9. DnexkTpoHHO-1TU(POBasI MOMKCH.

10. Yto oOTHOCHTCS K CpEICTBaM HWHYKEHEPHO-TEXHUYECKOW  3allUThI
uH(GOpMAIH U 1711 Yer0 OHU MpeAHa3HAYEHBI?

11. B yem 3akiiro4aroTcsi JOCTOMHCTBA M HEAOCTATKHA IMPOTPAMMHBIX CPEJICTB
3amuThl HHGOpMaIUu?

12. [TaponbHas 3amuTa.

13. Ilonsitue yrpo3el. AHanu3 yrpo3 nHpopmarmoHHoi Oe3omacHocTU. Bumbl
«HAPYLLIUTEIEH».

14. ITonuTtuka 6e3onacHocTU. OCHOBHBIE TUIIHI OJUTUKU OE30MIaCHOCTH.

15. CrangapTsl UHPOPMAITMOHHON OE30MTaCHOCTH.

16. ITpaBoBoe obecnieuenue 3amuThl HH(opMmalu. HopmaTuBHbIE TOKYMEHTBI.

17. Pazpymaromue nporpaMMHbIE BO3JICUCTBUS: BUPYCHI U 3aKJIAKU. AHTUBH-
pPYCHBIE CpE/ICTBA.

18. Ilcuxonoruyeckue acekThl THPOPMAIIMOHHON 6€30ITaCHOCTH OpraHU3alIMH.
19. HacTpotlika moJuTHKH 0€30IMacCHOCTH ONIEPAIIMOHHON CHCTEMBI.

20. AHanu3 3aluIeHHOCTH H30JIMPOBAHHOM MPOTPaMMHOM CPEIbl.



21. UccnenoBanue cucteM HACHTU(UKAIIUN.

22. CtpyKTypa 3aKOHOIaTeIbHOM 0a3bl MH(pOpMaIMOHHOM Oe3omacHocTH PO.

23. Crparerust HaIMOHATTLHOM Oe3omacHOCTH. HazHaueHre, OCHOBHBIE TEPMUHBI.

24. Noxtpuna Ub. Ee HazHaueHue.

25. CtpykTypa ¥ BHIbl HOPMATHUBHBIX aKTOB, PETYIHUPYIOMHUX oOecredyeHue
uHpopMmanmonHoit 6ezonacHoctu B Poccuiickoii @enepanuu

26. Ilonarue o 3amure napopmauuu B PO (149-D3). ['ocynapcTBeHHOE pery-
aupoBanue. O0s3aHHOCTH oOnaAareneld nHGoOpMaIuu U ONEPATOPOB HHPOPMALIUOH-
HBIX CHCTEM. PerymsTopsl.

27. CuctemMa HOPMATUBHBIX MPABOBBIX aKTOB, PErJIAMEHTUPYIONIMX obecreue-

HHUE COXPAHHOCTH CBEIEHUM, COCTABIISIOUINX I'OCYIAPCTBEHHYIO TaHy B Poccuiickon
denepannun
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