MUWHUCTEPCTBO HAVKH 1 BBICILIET'O OEPA3OBAHU ST POCCUMCKOM OEJIEPALINN
DenepajibHOE TOCYIAPCTBEHHOE OKOKeTHOE 00pa3oBaTe/ibHOe

yupeskaeHHe BbICIIEero 00pa3oBaHusA

KI'DY - = ..
«KASAHCKHUHU T'OCYJAPCTBEHHBIU DHEPTETUYECKHUHU YHUBEPCUTET»
(®PI'bOY BO «KI'2Y»)
AKTYATN3NPOBAHO
peLueHnem y4veHoro coseta IATS
npoTokos Ne9 ot 28.04.2026

YTBEPXJIAIO

KATAHCKITE TOCYAAPCT BT Hupexrop UTO

SHEPTETHYECHIT YHHBEVPCI/ITET

e S — C.O. I'anonenko
“epudurat: 22 106E380CES806A24F5558F0019C947E
E[e[}“[c'n}menen02(5).(02.20(2’(5110 2'7.02.20;;J e « 30 » Mas 2023 T.

PABOYASA ITPOI'PAMMA JTUCHUITVINHBI

b51.0.11.03. OcHOBBI HH(GOPMAITMOHHON OE30ITACHOCTH

( Koo u naumenosanue oucyuniunvl 8 coomgemcmeuu ¢ PYII)

Hampasienue moaroToBKu 35.03.08 Bonnbie OMOpecypchl U aKBaKyIbTypa

(K00 u naumenosanue HaNpagieHust ROO20MOBKU)

Ksanudukamms bakanagp
(baxanasp / Mazucmp)

r. Kazans, 2023


Asus


[Tporpammy pazpadoTtan(u):

HaumenoBanue JI0JKHOCTB, y4.CTEIIEHD, 10150
Kadeapsl y4.3BaHHE pa3paboTunKa
[udpoBbie cUCTEMBI U MOJECIN OIICHT, K.T.H., JOLICHT Kocymuu
P A AOHEHT, K.T.H., A0 Banepuit BanentnHoBHY
HaumenoBanue No
CormnacoBanue Hata [Toamuce
Topa3eaAeHUsI MIPOTOKOJIA
Osno6pena [{udpoBbie cUCTEMBI 19.05.2023 5
MOJIen R 3aB.xad.,k.¢.-M.H., 101I.
Cwmupnos 1O. H.
Boxasie 6nopecypcol u
CornacoBaHa g pecyp 3aB.kad.,n1.0.H., mpod.
aKBaKyJIbTypa Kanatina M. JI
Y4eOHO-MeTOAMUECKUI
Cornacosana ! 30.05.2023 9
cosetr UTD Hupekrop, K.T.H., ntou. ['a-
noHnenko C.O.
OnoOpena VYuenriii coser UTHO 30.05.2023 9
Jupexrop, K.T.H., gou. I'a-
nonenko C.O.




1. Heab, 3a1a4u ¥ IVIAHUPYEMbIe Pe3yJbTATbI 00yYeHH s 10 JUCHMUILJIMHE

Ilenpto ocBoeHmst aucuumvHbl 51.0.11.03. "OcHOBBEI MH()OPMAILIMOHHOM
OesomacHocT" sBIsieTCs (OPMHUPOBAHUS Y CTYJACHTOB 3HAHWW W HABBIKOB TIO
BOIIpOcaM HHQPOPMAIMOHHON OE€30MacCHOCTH, a TaK¥KE€ HABBIKOB MPAKTUYECKOTO
obecrnieyeHusl 3allUThl UHPOPMAIMKU U OE30MAaCHOTO MCIOJIb30BAHUS MTPOTPAMMHBIX
CPEICTB B BBIUMCIUTEIbHBIX CUCTEMAX OPraHU3aALMI U YUPEKACHUM.

3ajiayaMy TUCUUIUIMHBI SBIISIOTCS: MOJTy4YeHUEe 0a30BbIX TEOPETUUECKUX MPE/I-
CTaBJIEHUN O COBPEMEHHBIX OPraHU3AlMOHHBIX U TEXHUYECKUX METOAX 3AILUTHI WH-
dbopmanmm, a TakKe TEXHUYECKUX CPEJCTBAX 3alUThl KOMIBIOTEPHOU MH(POpMAIIUU
WH(OPMAITMOHHBIX CUCTEM OPTaHHU3aAIUN U yUPEKICHHM.

KoMnereHmm u mHAUKATOPEL, GOpMHUpPYEMBIC Y 00YUaOIIMXCS

Kon 1 HanMeHOBaHME KOMITETEHITUN Kon n HanMeHoBaHWe WHIUKATOPA
OIIK-7. Crioco6en mornmath ipuHIuiel pa- | OITK-7.2. Bmageer HaBblkamMu NMpUMEHEHHS TUGPO-
0O0TBI COBpEMEHHBIX MH(OPMAIIMOHHBIX T€X- | BBIX TEXHOJOTHH ISl pelieHus 3aaad mpodeccuo-
HOJIOTHIA ¥ ICTIOJTB30BATh UX IS PEIICHUSI 3a- | HAJIBHON JESATEIIbHOCTH C YY€TOM OCHOBHBIX Tpe0o-
J1a4 IPOeCCUOHATBLHOM JISSITeITbHOCTH BaHUI WHGOPMAIIMOHHOM 0€301MacHOCTH

2. MecTo aucuuIuiaibl B cTpykrype OIT

[IpenmecTByromMe AUCIUIIIAHBI (MOay ), paktuku, HUP, np.:
b1.0.11.01. UudopmarmoHHbie TEXHOIOTUN

b1.0.11.02. Anropur™Mu3zanus ¥ TporpaMMHpPOBAHUE

[Tocnenyroume qucuumminabl (Moaynn), npaktuku, HUP, ap.:
b1.0.11.04. ITporpamMmmHOe oOecrieueHue U MPOrpaMMHUpPOBaHUE B MPOdhecCcro-
HAJILHOH JI€ATEIHLHOCTH

3. CTpyKTypa H coaepkaHue TMCUUIIIHMHBI
3.1. CTpykTypa AUCUMILTHHBI
Jlnst ounolt popMbl 00yUeHHUS

Bun yuebHO# paboThI ngo nggg 4C€M€C§p(bl) 6
OBIIAA TPY AOEMKOCTDB AUCIHMITJIMHBI 2 72 2
KOHTAKTHAS PABOTA* 0,88 36 36
AYJIUTOPHASA PABOTA 0,88 32 32
Jlexnun 0,44 16 16
ITpakTrHyeckue (CEMHUHAPCKUE) 3aHSTHS 0 0 0
JlaGopaTopHbIe pabOTHI 0,44 16 16
CAMOCTOATEJIbHAS PABOTA OBYYAIOIIEI'OCA 1,12 40 40
ITpopaboTka yu4eOHOTO MaTepraia 1,12 40 40
KypcoBoii mpoekt 0 0 0
KypcoBas pabora 0 0 0
[ToaroroBka kK MpOMEKYTOUYHOM aTTECTALUN 0 0 0
IIpomexxyTouHas aTTecTarus: 3




Jliist 3a0uHOM hopMbl 00yUEHUS

N Bcero | Bcero Cemectp(b1)
Bun yuebnoii paboThl 3E 4ACOB 3 4 5
OBILIAS TPY JOEMKOCTSH IVNCIUITIJIMHBI 2 72 72
KOHTAKTHAS PABOTA 0,28 10 10
AYJIMTOPHAS PABOTA 0,28 10 10
Jlexun 0,17 6 6
[IpakTrHueckue (CeMHUHAPCKKE) 3aHITHS 0 0 0
JlaGopaTopHbIe pabOTHI 0,11 4 4
CAMOCTOJSTEJIBHASI PABOTA OBYUYAIOIEI'OC 1,72 62 62
IIpopaboTka yueOHOTO MaTepHaia 1,72 62 62
KypcoBoii npoekT 0 0 0
KypcoBas pabota 0 0 0
[ToaroroBka k IpOMEKYTOUHOM aTTECTAIIUU 0 0 0
[IpomMexyTOouHast aTTecTalus: 3

3.2. Coaep:kanue IUCHUIUVIMHBI, CTPYKTYPHPOBaHHOEe MO pa3aejamM H

BHJaM 3aHATHH

Pacnipenenenue tpy- | @opmbi u | MHACKCHI HHAMKATO-
. JTOEMKOCTH BUJ POB pOpMUPYEMBIX
S 110 BUJaM Y4€OHOH | KOHTpOJIA KOMIICTCHIIHT
Paznensr g paboThl
) . .
JUCIUTLINHBI § = | g z g
aa 5 S o =
- R -
Paznen 1. OcHOBHBIEC TTOHATHS U
aHanu3 yrpo3 uadopmanuonnou | 10 6 8 0 12 TK1 OIIK-7.2. 3VB
0e301acHOCTH
Paszgen 2. Iloustre HanuoHaNb-
HOM 0€30I1aCHOCTH, BUIBI O€3- 6 ) 0 0 4 TK2 OIK-7.2. 3
ornacHoctH. HWHpopmannoHHas
0e3onacHOCTh PO.
Paznen 3. MexayHapoaHas, Ha-
[IUOHAJIbHAsT W BEIOMCTBCHHAsS
HOpMAaTWBHasE TpaBoBas Oaza B| 6 2 0 0 4 TK3 OIIK-7.2. 3
obracti MHPOPMAIMOHHON 0e3-
OIMAaCHOCTH
Paznen 4. HNnxenepHo-
TEXHUYECKast 3ammTa | 24 4 8 0 12 TK4 OIIK-7.2.3YB
nHpopMaImu
Paznen 5. OpranuzanuoHHo-
npaBoBoe oOecrieueHue 3amuThl | 10 2 0 0 8 TKS OIlK-7.2.3
uHbopMaIu
3auer 0 0 0 0 0 OM1 OIIK-7.2. 3YB
HToro 3a 4 cemecTp 72 16 | 16 | 0 | 40

3.3. Conep:xaHue QU CHUNINHBI




Paznien 1. OCHOBHBIE IOHATHUS ¥ aHAJIA3 YTPO3 UHPOPMAITMOHHONM O€30MTaCHOCTH.

Tema 1.1. OcHOBHBIE TOHATHS MH(POPMALMOHHONW O€30MaCHOCTH W 3alllUThl HH-
dbopmarum.

OcHoBHbIE TepMUHBI U ompeneneHus. Obecrieuenne MHGOpMaIMOHHON Oe3omac-
HOCTH KOMIIBIOTEPHBIX cucTeM. Bumbl yrpo3. Tpu Haubosee BbIpaKEHHbIE yrpo3bl: 1)
HOABEPKEHHOCTh (PU3MUECKOMY HCKAKEHUIO WM YHUUYTOXKEHHIO; 2) BO3MOXKHOCTh He-
CAHKIIMOHUPOBAHHOM (CITy4aifHOM WJIM 3JIOYMBIIIICHHOW) MOIU(HUKAIMKY; 3) OMacHOCTb
HECAHKIMOHUPOBAHHOTO (CIy4ailHOro M MpeIHaMEPEHHOro) MOdy4eHHs HH(opMaluu
JIMLIAMU, JJIs1 KOTOPBIX OHA HE MpeTHa3HayeHa. XapaKTep MPOUCXOKACHUS YIPO3: YMBbIILI-
JIEHHBIE (paKTOPBI, ecTecTBEHHbIE (pakTophl. McTounnku yrpo3. IIpeanocbuiku nosiBiaeHus
yIpo3: 0ObEKTUBHBIE, CYOBEKTUBHBIE

Tema 1.2. ITonuTrka nHGOPMAITMOHHOM OE30MIACHOCTH

OcCHOBHbBIE TIOHSTHS MOJUMTHKKM Oe3omacHOCTH. CTpyKTypa MOJMTHKH Oe301MacHo-
ctu. Pa3paboTka MOMUTHKY OpraHu3aliyu 6€30MacHOCTH OpraHU3allly.

Tema 1.3. Crannaptsl UHPOPMAITMOHHOMN OE30MIaCHOCTH

Pons cranmaproB uH(poOpmarmonHoi Oe3onmacHocTu. Kputepum Oe3omacHoCTH
KOMITBIOTEPHBIX crcteM MunucrepctBa 000poHsl CIIIA — «OpamxeBas kaura». EBpo-
neiickue Kpurepuu 0e30MacHOCTH MH(POPMALIMOHHBIX TEXHOJIOTHI. DeepabHble KpUTe-
pun Oe3onacHocTy. Kanajickue kpurepun 6€301acHOCTH KoMITbloTepHbIX cucteM. ['OCT
P CO/M3K 15408-2002, kak ayTeHTUUHBIA BapHaHT OOIIUX KPUTEPUEB OE30MIACHOCTH
UT. OyukumonanbHbele TpeboBaHus Oe3onacHocTU. TpeGoBanus 1oBepust K 0e30macHo-
cru. Crannmaptel ISO/IEC 17799: 2002 (BS 7799:2000). CtanmapThl 10 MEHEIKMEHTY
uHpopmarmonHort 6ezomacHoctr ISO/IEC 27001-27040. Hemenkue cranmaptsl BSI.
Crannmapter SysTrust, SCORE, GIAC. Cranmaptsl aisi 6ecnpoBoaHbIX cereit. Oteue-
CTBEHHbIE CTaHAApThl MH(OpMaMOHHON Oe3omacHocTH. CTaHAapThl OOecreyeHrue WH-
(dbopMaIoHHOM 0€30MacHOCTH OpraHu3alri OaHKOBCKOM cucteMbl. Poccuiickoit dene-
patmu. 'OCT P 57580.1-2017 u 'OCT P 57580.2 — 2018. Cranaaptbl ”HGOPMALIMOHHON
oe3onacHoct B Uutepuere (IETF, RFC)

Paznen 2. Tlonarue HaroHAIBHOM O€30MacHOCTH, BHIIBI Oe3omacHocTH. MH)Op-
MalnoHHas 0e3omacHocTh PO

Oprassl, 06ecrieunBaroIIMe HAIIMOHATBHYIO Oe30macHoCcTh PO, menm, 3amaun. Ha-
1roHanbHbIe nHTEpeckl PO B nHpopmanmonHoii cdepe. [Ipuopurernsie HanpaBieHNs B
obnactu 3amuThl nHpopManuu B PO. Tennenimu pazButus HHOOPMAIIMOHHON NOIUTH-
KU FOCYJIapCTB U BeIOMCTB. [ 'ocyAapcTBeHHAs TaliHa.

Paznen 3. MexmyHapoHasi, HAIMOHAIbHAS U BEJIOMCTBEHHAss HOPMATHBHAS IIpa-
BOBas 0a3a B 001acTH MHGOPMAIIMOHHON 6€30MaCHOCTH

O6umwe monoxenus. KonrenryanbHbIe JOKYMEHTBI B 00J1IaCTH MHPOPMAITHOHHON
0e3omacHocTH. BaxkHelme ¢genepanbHble HOPMAaTHUBHBIE ITPABOBBIE AKTHI. 3aKOHBI, Kaca-
IOLIMECS OXPaHbl MHTEUIEKTYaIbHOU cOOCTBEHHOCTU. [lomoxkenus I "paxaanckoro Koaex-
ca P® no 3ammre undopmarmu. MexaynapoHoe cotpyaauuectBo. Koneke 00 aaMuHu-
CTpPaTHUBHBIX NMPABOHAPYIIEHUSX. Y TOJOBHBIA KOJIEKC U 3auuTa nHpopMaip. OCHOBHbIE
MOJ[3aKOHHBIE aKThl B oOnacTH MH(OpMaIMOHHON Oe3omacHocTH. YKasbl Ilpe3unenra
P®, nocranornenus [IpaButensctBa PD, BemoMcTBeHHAs HOpMaTHBHAs 0asza.

Paznen 4. mxeHepHO-TeXHUYECKast 3aIuTa HHPOPMAITUH



[Tonsarue kpunrorpaduu. Kpurepuit Hanexxnoctu mmdpoBanust. OCHOBHBIC KPHII-
TorpaduuecKue IprueMbl: 0JI0YHOE MU(POBAHUE, CXeMa MOTOYHOTO muppoBaHus. CuM-
METPUYHBIE KPUIITOCUCTEMBI IIH(POBaHMS. ACCUMETPUYHBIE KPUIITOCUCTEMBI II(POBa-
HUsL. @yHKUMM X31MpoBaHust. OCHOBHBIE MPOLETYPhl HU(POBOM MOAMUCH. Y IPaBIECHUE
KpUITOKITIOYaMu. MnenTrdukanus, ayTeHTUPUKALKSA U YIPaBIEHUE JOCTYIIOM: METO/IbI
ayTeHTU(UKAIMY, UCTIONB3YIOIIUE MapoJiv, CTporasi ayTeHTHU(PUKALKUs, OMOMETprYecKast
ayreHTH(ukaimsa. BpenonocHsle 3aknanku (B3): onpenenenue, pasHoBuaHoctu. Pazpy-
IIAKoIIMe JeUCTBUA 3aKyiaziok OCOOEHHOCTH B3aMMOEHCTBUS C MPOrpaMMHO-aIIapar-
HBIMH CpPEJICTBaMH 3allluThl. MeToMKa NpUMEHEHUs! CPEACTB OOPbObI ¢ BPEIOHOCHBIMU
3aKJIa/IKaMy Ha dTalle 3KcIuTyarauuu cucreM. CUCTEMBI pa3rpaHUYEeHHs JOCTYIA U 3allly-
Tol OoT B3. [Ipenynpexnenrie 1 MuHUMH3aLUs nocieacTsuil Bosaeicteus B3. Kparkas
XapaKTEPUCTUKA MEP 3ALLUTHL: FOPUIUYECKNE, aAMUHACTPATUBHBIE U OPraHU3ALMOHHBIE,
anmaparHo-nporpammuble. KommbrorepHsie BUpychl. Knaccudukanuys. YKu3HeHHbIH
UK. OCHOBHBIE KaHAJIBI PACTIPOCTPAHEHUS BUPYCOB U IPYTUX BPEIOHOCHBIX MPOTPAMM.
CpencrBa 60ppObI C BUpyCaMH: KpaTKasi XapaKTEpUCTUKA IMOIYJISIPHBIX aHTHBUPYCHBIX
nporpamM. CpezacTsa 3aluThl OT KonupoBaHus. [Ipumepsl cpeacts u TexHosoruil. Bo-
ITPOCHI ITPABOBOM 3aIUTHI

Paznen 5. Opranu3aioHHO-TIPaBOBOE OOECTICUeHHE 3alTUThI HH)OPMALTUH

CyIIHOCTh M pOJIb OPraHU3aMOHHO-TIPABOBBIX ACMEKTOB MH(MOPMAIIMOHHOW 0e3-
omacHocTH. YenoBeKk Kak TJIaBHOE 3BEHO B CHCTEME 3alluThl MHPOPMAIMK U KaK 3710-
yMmblieHHuK. HopmatuBHas mpaBoBasi 06a3a MH(OpMAIMOHHON 0€30MacHOCTH. 3aKOH
P® “O6 undopmarmu, nHOOPMAITMOHHBIX TEXHOJIOTHSIX U O 3amuTe uHbopmarmn”. Bu-
TIbl ¥ KaTEropuu MHPOPMAITUK OTPAaHMYEHHOTO JIOCTYTIA: TOCYIApCTBEHHAS U IPYTHUE BU-
nbl TaiiH. 3akoH PD “O rocynapctBeHHoi TaiiHe”, “O kommepueckoi TaitHe”, “O nepco-
HAJIbHBIX JaHHBIX, “‘O HAIMOHAIBHOM IIaTe)KHOU cucteMe”, “O 0e30IMacHOCTH KPHUTH-
yeckor nH(popmanmonHoN uHppacTpykTypbl Poccuiickoit ®eneparmu’™. ['ocynapcTBeH-
Hasg CHCTEMa JIMIICH3UPOBAHUS M CePTUPHKAINK IEITEIFHOCTH B O0JACTH 3aIUTHI WH-
dbopmaru. Yka3 Ilpesunenra PO “O mepax mo coOMIOAEHUIO0 3aKOHHOCTH B 00J1acTH
pa3paboTKH, MPOM3BOACTBA, pea3alMU M SKCIUTyaTallid MH(POBATBHBIX CPEICTB, a
TaKXXe TPEOCTaBICHUsI YCIIyT B oOnactu mudpoanus uHpopmaryu’. 3akoH PO “O06
ANIEKTPOHHOM 1M(PPOBOM MOAMKCH”. YTOIOBHO- MPABOBOE PETyIUPOBAHUE 3AIUTHI HH-
dbopmarmu.

3.4. TeMaTH4YeCKU IVIAH NPAKTHYECKHUX 3aAHATHHI

Jlanublil BUA paboThI HE MPEyCMOTPEH YU€OHBIM IJIAHOM.
3.5. TemaTu4ecKkuii MJ1aH JJ1a0OPATOPHBIX padoT

[Iponosxurens-
No Howmep poa
HanmenoBanue 1abopatopHbIx paboT HOCTB,
/T pazgena
yac.
1 Hactpoiika nomutrku 6€300acCHOCTH ONEPAIMOHHON CUCTEMBbI 1 4
2 Opranuzanus 3amMTbl  JOKYMEHTOB CpEACTBaMU IaKeTa
. 1 4

Microsoft Office
3 Hacrpoiika napameTpoB 0€30MaCHOCTH MHTEPHET-Opay3epa 4 4
4 [Mudposanue uHGOpPMAIIMH METOJIOM MOIHaN(ABUTHON 3ame- 4 4

Hbl. [TocTpoeHue u ucnosab3oBaHue MaTpullsl Bikunepa

3.6. Kypcosoii npoekT /kKypcoBasi padora




JlaHHbIid BUA paOdOThI HE MPETYCMOTPEH YUYEOHBIM IJIAHOM.

4. OueHuBaHue pe3yIbTATOB 00y4YeHUsI

OneHnBaHNe pe3yNbTaTOB OOyUYEHHUS MO IUCIUIUIMHE OCYIIECTBISETCS B
pamMKax TEeKyIIero KOHTPOJS W MPOMEXYTOYHON aTTecTalli, MPOBOAMMBIX IIO
oambHO-perTuHroBoi cucreme (bPC).

[MIxana OIICHKH PC3YJILTATOB 06y‘1€HI/IH 110 JUCHUITIITUHE:
YpoBeHb chOpMHUPOBAHHOCTH
MHIMKATOPa KOMIIETECHIIUU

Konx
KOMIIE-
TEHIIU

Kon
MHTUKATOP
a
KOMIIETEHII

15074

3amnaHu-

pOBaHHBIE
pe3yNbTaThI
00ydeHus 1o
JUCIIUILINHE

Bricokwnit

Cpennuit

Hiuxe
CpEeIHET0

Huzknit

ot 85 o 100

ot 70 no 84

oT 55 no 69

ot 0 no 54

[IIxana oneHUBaHUA

OTJIMYHO

XOPOIIIO

YAOBJIET-
BOPUTENBHO

HEYI0B-
JIETBOPH-
TEITHHO

3a4TCHO

HC 3a4TCHO

OIIK-7

OIIK-7.2

3HaTh.

3HATh MPABOBEIC
aKThl B 00JIACTH
3aIUThI
uHpopmarmm,
OCHOBHBIE TIOHSITHS U
YIPO3BI
nH(pOpPMAITMOHHON
0e30macHOCTH,
OCHOBHBIC
MEPONPUSITHUS TIO
obecrneueHuro
nH(pOpPMAITMOHHON
0€30I1acCHOCTH B
npodecCHOHATEHOM
JICSITEIILHOCTH

3HaeT B
COBEPILCHCT
BE

3HaACT
OCHOBHBIC
TIPUHIIAIIBI

3HaeT
OT/EIIbHBIE
TIPUHIIUIIBI

nMeeT
MpeJICTaBIIe
HUC

HH(POPMAITIOHHO-
KOMMYHUKAITHOHHBIC
TEXHOJIOTHH,
MIPUMEHSIEMbIC
pereHus
CTaHJAPTHBIX  3aja4
podeCCHOHATEHON
JeATEIIBHOCTH c
Y4ETOM  OCHOBHBIX
TpeOOBaHMIA
UH(OPMALIMOHHON
0€e30MacHOCTH

JJIA

3HaeT B
COBEPIICHCT
BE

3HaeT
OCHOBHLIE
TIPUHITATIBT

3HAET
OTJIEIILHEIC
TIPUHITATIBT

HnMEET
nmpeacraBiic
HHUC

YMETb:

WCIIONIb30BaTh
METOAbI M CpENCTBA
obecrieyeHust
UH(POPMAITHOHHOMN
0e30macHOCTH c
NS

yMeeT B
COBEPILEHCT
BE

yMmeeT c
HEKPUTUYH
BIMHU
OIIINOKaMH

JITyCKaeT
OTJIC/IbHEIC

rpyObIe
OIITHOKH

HE
0e3
MIOCTOPOHH
el IIOMOIIH
HCIIO/Ib30Ba
Tb

MOXCT




YpoBeHb c(hOpMHUPOBAHHOCTH
WH/IMKATOpa KOMIIETCHIIUU
N N Huxe N
Kon 3ariaHu- Beicokuit | Cpennuii Huzkwuit
Kox  pHmmkaTtop pOBaHHBIE 2 100 010 84 cpe):[Herg 0 )
KOMITE- a pE3yTBTaThI ot 85 1o ot 70 no oT 55 10 69 |oTr 0 10 5
TEHIIMA KOMIIETEHI] 00y4eHus 1o [lIxana oneHNBAHUS
uu TUCHUTIIINHE YIOBJIET- HEY/10B~
OTIINIHO XOPOIIIO JIETBOPH-
BOPHUTEIHEHO
TECIIBbHO
3a4TCHO HC 3a4TCHO
NPEIOTBPAIIICHUS
HECAHKIIMOHUPOBAHH
oro JIOCTYTIA,
3JI0YMBIIIJICHHON
uHQOpMALIUM WM
yTpaThl 3alUIIACMOMN
nHbOpMALTUI
OLICHUBATh
OIAaCHOCTb,
CBSI3aHHYIO c
yrpo3aMu HE  MOXKET
HECAHKIIMOHUPOBAHH cor 5 | ymeer c | amyckaer oe3
oro I[OCTyHa K M HCKPUTHUYH OTACJIbHBIC TMOCTOPOHH
COBEPILEHCT N
UHpOpMaLH, se BIMU rpyObIe el momoIu
HaMEpPEHHOU OIIMOKAaMU | OMIMOKK HCIIOJIb30Ba
MorUKaIN Tb
JaHHBIX W YTPaThl
CITyEeOHOM
HHGOPMALTUH
BJIAJICTh:
COBPEMEHHBIMH BIIAJIECT
HE BIIaIEET
O6H.[I/IMI/I CHOCO63.MI/I BIagecT B | BJIIaJACECT OTACIIbHBIM 6e3
06eCHequl/Iﬂ COBEPILICHCT | OTACIIbHBIM 1 HaBBIKAMHN
o TMOCTOPOHH
MH(pOPMAIMOHHOM BE ¥ HaBBIKAMH | C N
el ITOMOILIN
0e30MacHOCTH HeJ[0YeTaMu
OHCHO‘IHBIC MaTcpUuabl JJIA IMPOBCACHUA TCKYLICTO KOHTPOJIA
POMEKYTOUHOH aTTecTaluu npuBeAcHbl B [lpmiioxkeHun k pabodeit mporpamme
JUCIHUIIINHEIL.

[ToaHBIN KOMIUIEKT 3aJlaHWK M MaTepHajoB, HEOOXOIUMBIX JISI OILICHUBAHMS
pe3ynbTaTOB 00YUYEHHUS M0 AUCIUILUIMHE, XpAaHUTCS HA Kadeape paspadoTunka.

5. YueOHO-MeTOAM4YeCKOe U MHPOPMALIMOHHOE o0ecrieYeHue JUCHUILIUHBI

5.1. YueOHO-MeTOAMYECKOE 00ecIIeueHHe

5.1.1. OcHoBHas nuTepaTypa




1. Mengenes, B. A., Undopmarimonnas Oe3omacHOCTh. BBeneHnue B crierualib-
HocTh + ellpunoxenune: Tects! : yueOnuk / B. A. Mensenes. — Mocksa : KnoPyc, 2023. —
143 c. — ISBN 978-5-406-11334-9. — URL: https://book.ru/book/948870. — Tekcr : amek-
TPOHHBIN.

2. Menwsnaukos, B. I1., Mndopmarmonnas 6e3onacHocTs : yueOHuk / B. I1. Mens-
HuKOB, A. . Kynpusnos, T. 0. BacuiseBa. — Mocksa : KnoPyc, 2023. — 371 c. — ISBN
978-5-406-11960-0. — URL: https://book.ru/book/950148. — TekcT : 31neKTpOHHBIIA.

3. 3ammra uHopmaiuu : yuebHoe nocodue / A. I1. XKyk, E. I Kyxk, O. M.
Jlenemxkun, A. WM. TumomxkuH. — Mockpa : PUOP : UH®PA-M, 2021. — 400 ¢. — URL:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 31eKTPOHHBI.

5.1.2. JlononHUTENbHAS TUTEPATYpA

1. Kpsuios, I'. O., bazoBble noHsTHS HHGOPMAIIMOHHOW O€30MacHOCTH : y4eOHOe
nocobue / I'. O. Kpsuios, C. JI. Jlapuonora, B. JI. Hukutuna. — Mocksa : Pycaitac, 2023.
— 257 c. — ISBN 978-5-466-01996-4. — URL: https://book.ru/book/946979. — Tekcr :
AIEKTPOHHBIM.

2. babam, A. B., Kpunrorpaduieckue MeTosbl 3aiuThl KHGOPMALIMY : y4EOHUK /
A. B. ba6am, E. K. bapanosa. — Mocksa : KnoPyc, 2022. — 189 c. — ISBN 978-5-406-
08880-7. — URL: https://book.ru/book/941751. — TekcT : AIEKTPOHHBIHA.

3. OpranmM3anunoHHO-TIPaBOBOE o0ecreueHrue MHPOPMAIMOHHON 0e30MacHOCTH :
yuebHoe nocobue aiist By30B / A. A. Crpensbiios, B. C. ['opbaros, T. A. [lonsikosa [u ap.];
non ped. A. A.Crpenbuosa. - M. : Akagemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TekcT : HeroCpeACTBEHHBIN.

4. NudopmanmonHas O0€30MaCHOCTh: KOHLENTYaIbHBIE M METOA0JOTMYECKUE
OCHOBBI 3aITUTHI HHpOpMaIWK : yueOHoe mocoone / A.A. Maok. - M. : ['opsiyas iuHus -
Tenexom, 2004. - 280 c. - TekcT : HEMOCPEACTBEHHBI.

5.2. MudopmanuonHoe odecreyeHne

5.2.1. DAEKTpOHHBIE U UHTEPHET-PECYPCHI

11\/%1 HanmeHnoBaHMe 3JIEKTPOHHBIX H HHTEPHET-PECYPCOB Cchuika
1 [9bC IBOOKS.RU https://ibooks.ru
2 |95C LANBOOK.COM https://e.lanbook.com

5.2.2. Ilpodeccuonanbupie 0a3zpl gaHHBIX / HH(pOpMalnoOHHO-CIIPaBOYHbBIE
CUCTEMBbI

HanmenoBanwue npodeccruoHanbHbIX 0a3
JAHHBIX, THOOPMAIIMOHHO-CIIPAaBOYHBIX Anpec Pexxum noctyna
CHCTEM

Ne
/o




HaumenoBanue npodeccuoHambHbIX 0a3

No
g | AAHHBIX, UH(POPMAIMOHHO-CIIPABOYHBIX Anpec Pexwum nocrymna
CUCTEM
1 [Poccuiickag HanpoHanbHas oubinmorexka  |http://nlr.ru/ http://nlr.ru/
) Oobmepoccuiickuit MaTeMaTHIeCKHuH|, p://www.mathnet.ru/ http://www.math
opTajl net.ru/
3 |KubepJlenunka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/
4 HarnuoHnanpHas 2eKTpoHHas OMOIonoTeKa https://rusneb.ru/ https://rusneb.ru/
(H9b)
5 |[Texuuueckas 6ubmuorexa http://techlibrary.ru ?ﬁtp /ftechlibrary.

6 [UCC «Konekey / «Texakcnepr»

http://app.kgeu.local/Home/Ap|http://app.kgeu.lo
ps cal/Home/Apps

7 |«KoHCynbTaHT IIIOC»

http://www.consultant.ru/

http://www.consu
Itant.ru/

8 [«["apanT»

http://www.garant.ru/

http://www.garan
t.ru/

5.2.3. JIuniecH3nOHHOE ®W  CBOOOJHO  pacmpocTpaHsSeMOe IPOrpaMMHOE
o0ecneyeHne TUCIUAIUIMHBI

PexBuzutsl
Ne | HammeHoBaHHE MPOTPAMMHOTO Crioco6 pacmipocTpaHeHus
MOJITBEPIKTAOTIIHX
/I obecrieueHus (JTMIIEH3MOHHOE/CBOOOTHO)
JOKYMCHTOB
3A0
Windows 7 IlpodeccuonansHas|[lonb30Barenbckas onepalnuoHHAs "CodrJlaiinTpeiin"

1 (Pro) cHCTeMA Ne2011.25486 oT
28.11.2011 Hewucku.
npaBo. beccpouHo
3A0

Windows 7 Ilpodeccuonanbnas([lonp3oBaTenbckas onepanuoHHas "CodrJlaiinTpeiin®
2 Ne2011.25486 oT

(Starter)

CUCTEMA

28.11.2011 Hewncki.
npaso. beccpodno

6. MatepuaJbHO-TEXHUYECKOE o0ecnevyeHne U CIUTITHHBI

HaumMeHoBaHue BUa
y4eOHO# paboTHI

HaumeHnoBanue y4eOHOI ayu-
TOPHUH, CIIEHUATIU3UPOBAHHOMN
Jaboparopuu

[lepeuens HEOOXOAUMOTO OOOPYAOBAHMS U TEXHUYE-
CKHX CPEJICTB 00yUYeHUS

Jlexuuu

VYuebHast ayauTopHs 1151 IPOBe-
JeHUS 3aHATUH JEKIIMOHHOTO
TUTA

CHGLII/IaJ'II/IBI/IpOBaHHa}l yqeGHaﬂ MC6CJ'H>, TCXHHUYC-
CKHE CpeIcTBa OOy4YeHHs, CiIyXamme JJIs
IIPEICTaBICHUS yueOHoI uHpopMaIuu
OonpIION  ayauTopuHM  (MYJIBTUMEIUHHBIN
IPOEKTOP, KOMIIbIOTEp (HOYTOYK), OJKpaH),
JIEMOHCTpPAIIMOHHOE 000pyI0BaHue, Yy4eOHO-
HATJISITHBIC TTOCOOHSI

JIabopartopHbie pa-
0OTHI

KommbroTepHbIii KJ1acc ¢ BBIXO-
nom B Marepuer /1-418, J1-420,
J-424, 1-427

CneuuanusupoBanHass ~ ydyeOHass ~ MeOelb,

TEXHUYECKUE Cpe/acTBa o0OydeHus
(MyJBTUMEIUAHBINA TPOEKTOP, MOHOOJOKH 25
1ie. ), JUIIEH3UOHHOE MporpaMMHOE

obecreueHue




Haumenosanue Buna | HaumeHoBanue yueOHOH ayau-
Ilepederr HEOOXOAUMOTO O0OPYTOBAHUS U TEXHIYIC-

y4eOHO paboThI TOPHH, CTICHATHU3UPOBAHHON CKHX CpeJICTB 0BydeH s
11ab0paTOpUH
KommpioTepHbiii kiace ¢ Bbixo- | Crienuanu3upoBaHHas ydeOHas mebenp Ha 30
nom B MuTeprer B-600a nocafounblx  MecT, 30  KOMIIBIOTEPOB,
TEXHHUYECKHUE CPeNCTBA OOydeHUs (MyJIbTHME-
TUIHBIA  TPOEKTOP, KOMIBIOTEP (HOYTOYK),
9KpaH), BUJICOKAMEPHI, IPOrPaMMHOE
obecreueHue
CamocTtosrenpHas |[KoMImproTepHbIH Kaace ¢ BeIX0- | Crienuanu3upoBaHHas yueOHas mebens Ha 30
pabora nom B Mureprer B-600a HOCaJ04YHBIX  MecT, 30  KOMIBIOTEPOB,

TEXHUYECKUE CpeACTBa OOy4deHUs: (MyJIbTUME-
TUIHBIA  TIPOEKTOP, KOMIBIOTEP (HOYTOYK),
DKpaH), BUJICOKAMEPHI, IPOTPaMMHOE
obecrnieueHue

Crienimanu3upoBaHHas MeOelb, KOMITBIOTepHAs
TEXHHMKA C BOBMOXXHOCTBIO BbIXoa B UHTepHeT
u obecnieuennem noctyna B JMOC, skpaH,
MYJIbTUMEUHHBIN TPOEKTOP, MPOTPaMMHOE
oOecreyeHue

YuTaapbHbBIN 3a11
OUOIUOTEKU

7. Oco0eHHOCTH OPraHu3aluu 00Pa30BaTeJIbHOM AeATeILHOCTH JJIf JIMIL €
OrpaHNY€HHBIMHU BO3MOKHOCTSIMU 3/I0POBbSI U HHBAJIU/I0OB

JIuna ¢ orpaHMYEHHBIMA BO3MOXKHOCTSAMU 3710poBbs (OB3) 1 MHBaIMIBI UMEIOT
BO3MOKHOCTb OECHPEISITCTBEHHO IEPEMEIAThC U3 OJHOIO Y4eOHO-JIabopaTOpPHOro
KOopIyca B JApYroM, NOJHATHCS Ha BCE 3TaXU Y4eOHO-TaOOPAaTOPHBIX KOPIIYCOB,
3aHUMAThCSI B YYEOHBIX W HUHBIX IOMELIEHUAX C YYETOM OCOOEHHOCTEMH
NCUXO(U3NYECKOTO PA3BUTHUS U COCTOSIHUSA 37J0POBbSL.

Hns obyuenus nun ¢ OB3 v MHBaNUAOB, MMEIOUIMX HApYLICHHUS OIMOPHO-
JIBUTATEIBHOTO ammapaTa, 0OeCHeUeHbl yCIOBHUS OECHPENATCTBEHHOrO JOCTYNa BO
Bce y4yeOHble nmomerenus. Mapopmalus o cenraibHbIX YCIOBUAX, CO3AAHHBIX AJIS
oOyuaronuxcst ¢ OB3 u wuHBaMMIOB, pa3MElIEHA Ha CailiTe YHHBEPCHUTETA
www//kgeu.ru. ImeeTcst BO3BMOXKHOCTb OKa3aHUsI TEXHUYECKOUW MOMOIIU aCCUCTEHTOM,
a TaKkKe yCIyT CypIONepeBOTIMKOB U TH(PIOCYPAOTIEPEBOTINKOB.

Jlnis amanTtanuu K BocpusTuio auiiamu ¢ OB3 u nHBanugamMu ¢ HapymeHHBIM
CIIyXOM CIIPaBOYHOTO, Yy4eOHOTO MaTepuajga MO IUCHUIUIMHE O0eCTIeUYnBaAIOTCS
CJIEYIOIINE YCIOBUSL:

- JUIsl Jyd1leil OpUeHTAlMM B ay JUTOPUH, IPUMEHSIOTCS. CUTHAJIBI ONOBEIIECHUS
0 HayaJie ¥ KOHIIE 3aHATHSA (CIOBO «3BOHOK» IMUILIETCS HA JJOCKE);

- BHUMaHHE CJIa0O0CIBIIIANIEr0o 00yYarolerocsi MpUBJIEKAeTCsl IeJaroroM
KECTOM (Ha IJIeUO0 KJIAJIETCS pyKa, OCYIIECTBISETCS HEPE3KOe MOXJIONbIBAaHUE);

- pasroBapuBas ¢ OOydYaroIIMMCS, TMEJAaroruueckuii pabOTHUK CMOTPUT Ha
HEro, TOBOPHUT SICHO, KOPOTKUMH TPEIIOKEHUAMH, OOecrednBas BO3MOXKHOCTb
YTEHUS TI0 TyOaM.

Komnencamnust 3aTpyJHEHHMII pEYeBOr0 M HMHTEJUIEKTYaJIbHOTO Pa3BUTHUSA
cnabociblammx 00y4yaromuxcsi IPOBOAUTCS MyTEM:

- ACTIOJIb30BAHUS CXEM, AUarpaMM, PUCYHKOB, KOMITBIOTEPHBIX MPE3EHTAINH C
TUIEPCChIUTKAMU, KOMMEHTHPYIOIIUMHU OTIIbHBIE KOMIIOHEHTHI H300paKeHUS;



http://www.kgeu.ru

- peryJisipHOTO TMPUMEHEHMs YIpaXHEHUH Ha TrpapuyecKkoe BbIICICHUE
CYIIIECTBEHHBIX MPU3HAKOB MPEIMETOB U SIBJICHUI;

- obecrieyeHUs BO3MOXKHOCTH 11  OOy4arollerocss IMOJIYYUTh aJpECHYIO
KOHCYJIBTALMIO TI0 3JIEKTPOHHOM MTOYTE 110 MEPE HEOOXOAUMOCTH.

Jlns agantauuu K Bocnpusituio Jniamu ¢ OB3 1 uHBanuaamMu ¢ HapyluIeHUSIMU
3peHus CIPABOYHOTO, y4eOHOTO, IIPOCBETUTENIHCKOTO MaTtepuana,
IPEeTyCMOTPEHHOTO 00pa30BaTeIbHONM MPOrpaMMON MO BbIOPAaHHOMY HaIPaBJIECHUIO
MOJITOTOBKH, OOECIIEYMBAIOTCS CIIETYIONINE YCIOBUS:

- BeJIeTcs ajanTtanus opUIMaIbHOIO caiita B ceTh MIHTepHeT ¢ yueToM 0coObIX
noTpeOHOCTEeN MHBAIUIOB 110 3pEHUI0, 00ECIIEYMBACTCS HATMYUE KPYTHOLIPUPTOBOM
CIpaBOYHOM MH(GOPMAIIMH O PACIIUCAHUU YUCOHBIX 3aHSITHI;

- Mearoru4eckrii  pabOTHUK, €ro coOecenHHK (TP HEOOXOAMMOCTH),
MPUCYTCTBYIOIINE HA 3aHSATUU, MPEACTABISIIOTCS 00YUYaOIUMCS, TIPU 3TOM KaK[IbIi
pa3 Ha3bIBaeTCs TOT, K KOMY IeJaroruyeckuii paboTHUK oOparaeTcs;

- ICHCTBHSI, JKECThI, MEPEMEIICHUS MENarorn4ecKoro paboTHHUKA KOPOTKO U
SICHO KOMMEHTHUPYIOTCS;

- meyaTtHas WHGOPMAIMS TPEAOCTaBIIeTCs KpynHbIM 1mpudTom (o 18
MYHKTOB), TOTQJIbHO 03BYUYHBAETCS;

- obecnieunBaeTcss HEOOXOAMMbIN YPOBEHb OCBEILIEHHOCTH MOMEILEHU;

- PEJOCTABIISIETCS  BO3MOXKHOCTh HCIIOJIb30BAaTh KOMITBIOTEPBI BO BpEMs
3aHSTUN U MPABO 3aMMCHU 00BSICHEHHUI Ha AUKTO(DOH (T10 KEeTaHUI0 00yJarOITUXCs).

dopmMa 1poBeNECHUA TEKyIIEH M [POMEXKYTOYHOM  arTecTraluu st
obyuaromuxcst ¢ OB3 u MHBaIUI0B OmpesenseTcs NneJarorudeckuM paboTHUKOM B
COOTBETCTBUM ¢ y4eOHbIM miiaHoM. [Ipu HeoOxomumocTu obydvatomemycs ¢ OB3,
UHBAJUIY C YYETOM UX MHAMBUAYAIBHBIX MCUXO(U3NYECKUX OCOOCHHOCTEH maeTcs
BO3MOXHOCTh MPONUTH MPOMEKYTOUHYIO aTTECTallMI0 YCTHO, MUChbMEHHO Ha Oymare,
MUCBMEHHO Ha KOMITbIOTEPE, B JOpME TECTUPOBAHUS U T.I., TUOO MPEIOCTABIACTCS
JOTIOJIHUTENIbHOE BPEMS JJIsl TOATOTOBKHU OTBETA.

8. Meroanuyeckue pexkoMeHAALMH Ui INpenoaaBaTe/eil N0 OpraHu3anuu
BOCIIMTATEJbHOM PadoThI ¢ 00y4aOIIMMHUCH.

Metoauueckoe obecrieueHre nporecca BOCIUTaHUs 00y4daroluXcsi BEICTyaeT
OJIHUM M3 ONpelesonMX (GakTopoB BBICOKOTO kadyecTBa oOpasoBanus. [Ipenogasa-
TeNb BY3a, JEMOHCTPHUPYS BBICOKUN NPO(ECCHOHATU3M, IPYAMIINIO0, YETKYIO Tpa-
AKITAHCKYIO TMO3UIUI0, CAaMOJUCIUIUINHY, TBOPUECKUNA MOAXOJ B PELICHUH Mpodec-
CHOHAJIbHBIX 3a/1a4, B X0je 00pa30oBaTeIbHOTO IMpoliecca crnocoOcTByeT (hopMHupoBa-
HUIO TAPMOHUYHOM JINYHOCTH.

[Ipu peanuzauuu AMCHUIUIMHBI NPENOAABATENb MOXKET UCIIOIb30BATh CIEIYIO-
I1€ METO/Ibl BOCTIMTATENbHON paOOThI:

- MeTozbl (hOPMUPOBAHMS CO3HAHUS JIMYHOCTH (Oecena, AUCIYT, BHYILIEHUE,
UHCTPYKTaX, KOHTPOJIb, O0OBSICHEHUE, IPUMEP, CAMOKOHTPOJIb, PaccKkas, COBET, yoOe-
XKIEHUE U JIp.);

- METOJIbl OpraHu3alUu JESATEIBHOCTH U (POPMHUPOBAHUS OIBITA MOBEACHUS
(3amaHue, OOILECTBEHHOE MHEHHE, IIearoruyeckoe TpeOoBaHMUE, IOpYUYECHHE,
IPUYYEHUE, CO3AAHNE BOCIIMUTHIBAIOIINX CUTYyalUil, TPEHUHT, YIIPAXXKHEHUE, U 1IP.);



- METOJbl MOTHBAIIUU JIEITCIHPHOCTH U TOBeJAeHUs (0100peHue, MOOIIPEHUE
COITMAJIbHON aKTHUBHOCTH, IIOPUIIAHKE, CO3/IaHUE CUTYAIIMH ycIiexa, Co3JjaHue CUTya-
AN JIJIS SMOITMOHAILHO-HPABCTBEHHBIX MEPEKUBAHUN, COPEBHOBAHHUE U JIP.)

[Ipu peanuzanuu AUCIMIUIMHBI TPEMOJaBaTEIh JOKEH YUUTHIBATH CIIEIYIO-
II¥ie HAMPABIICHUS BOCIIUTATEIHLHOMN IEITETLHOCTH:

I'pasicoancrkoe u nampuomuyeckoe 60cnumanue:

- popMupoBaHKEe y OOYYAIOIIMXCS IIEIOCTHOTO MHPOBO33PEHHUS, POCCHUHCKON
WICHTHYHOCTH, YBXECHHUS K CBOCH CeMbe, OOIIECTBY, TOCYAAPCTBY, IPUHATHIM B CEMbE U
00IIIeCTBE yXOBHO-HPABCTBEHHBIM M COIIMOKYJIBTYPHBIM IICHHOCTSIM, K HAITHOHAJILHOMY,
KyJbTYPHOMY ¥ UCTOPUYECKOMY HACJICIUI0, (OPMHUPOBAHHUE CTPEMIICHHS K €T0 COXpaHe-
HUIO U Pa3BUTHIO;

- hopMupoBaHUE y O0YUArOIIMXCS aKTUBHOM TPaykIaHCKOM TO3UIIMH, OCHOBAaHHOMN
Ha TPAJUIIMOHHBIX KYJIbTYPHBIX, JYXOBHBIX W HPABCTBEHHBIX IIEHHOCTSIX POCCHHCKOTO
o0I11eCcTBa, JIJIS TIOBBIIICHUS! CLIOCOOHOCTH OTBETCTBEHHO PEATM30BLIBATh CBOM KOHCTHUTY-
ITMOHHBIE TIPaBa U 00SI3aHHOCTH;

- pPa3BHTHE MPABOBOM U MOJMTHYECCKON KYIbTYpPhl OOYJAIOIMINUXCS, PACITUPECHUE
KOHCTPYKTHUBHOTO yYacTHsI B MPUHSATUU PEIICHUM, 3aTParuBaroIuX UX MpaBa W WH-
TEPECHhl, B TOM YHCIIC B Pa3IMYHBIX (hOpMaX caMOOpTraHU3aINH, CAMOYITPaBICHUS, 00-
IICCTBCHHO-3HAYUMOM JCATCIHHOCTH,

- opMHUpOBaHNE MOTHBOB, HPABCTBEHHBIX W CMBICIIOBBIX YCTAHOBOK JIMUHOCTH,
TIO3BOJISIONINX TIPOTHBOCTOSATH SKCTPEMHU3MY, KCeHO(POOUH, TUCKPUMHHAITUK TI0 COITHU-
QIbHBIM, PEJTUTUO3HBIM, PACOBBIM, HAITMOHAILHBIM MPH3HAKAM, MEKITHHUCCKON U MEX-
KOH(peCCHOHATLHON HETEPIMMOCTH, IPYTUM HETaTHBHBIM COIMATLHBIM SIBIICHHSIM.

JlyxosHo-npascmeennoe socnumatue:

- BOCIIUTAHHE YyBCTBA JJOCTOMHCTBA, YECTH M YECTHOCTH, COBECTIMBOCTH, YBa-
YKEHUSI K POJIUTEIISIM, YUUTEIISM, JIFOJISIM CTapIIero MOKOJIEHNUS,;

- hhopMupOBaHNE MPUHIIMIIOB KOJJISKTUBHU3MA U COTUIAPHOCTH, JyXa MHUJIOCEP-
JUSL ¥ COCTPaJaHusl, TPUBBIYKHA 3a00TUTHCS O JIFOISIX, HAXOMSIINXCS B TPYTHOM YKH3-
HEHHOU CUTYaIlUH;

- opMuUpOBaHUE COTUAAPHOCTH U UYBCTBA COITUATHHOW OTBETCTBEHHOCTH IIO
OTHOIIEHUIO K JIFOJIIM C OTPAaHWYCHHBIMH BO3MOXXHOCTSIMU 3JI0POBBSI, MTPEOJIOJICHHE
TICUXOJIOTUYECKUX OaphepOB MO OTHOIICHUIO K JIFOISIM C OTPAaHHYCHHBIMU BO3MOYKHO-
CTSIMH,

- opMHUpOBaHKE YMOITMOHATIHHO HACHIIIIEHHOTO U JYXOBHO BO3BBIIIICHHOTO OTHO-
IICHUS K MUPY, CHOCOOHOCTH M YMEHUS TIepeAaBaTh APYTUM CBOM SCTETHUYCCKHM OTIBIT.

Kynomypno-npoceemumenvckoe socnumanue:

- hbopMUpOBaHUE ICTETUUECKON KapTUHBI MUPA;

- hbopMupoOBaHUE YBAXEHUS K KYJbTYPHBIM IIEHHOCTSIM POJIHOT'O TOpoja, Kpas,
CTpaHblI;

- TIOBBIIIICHUE TTO3HABATEILHON aKTUBHOCTH 00YUYarOIIHXCS.

Hayuno-obpazosamenvroe 6ocnumanue:

- opMupoBaHUE y 00YUYaAIOMIUXCS HAYYHOTO MUPOBO33PEHUS;

- opMHUpOBaAHNE YMEHUS TIOJTy9aTh 3HAHUS;

- popMHUpOBaHNE HABHIKOB aHAM3a W CHHTE3a MH(GOPMAIWH, B TOM YHUCIIC B
npodeccroHanbHOM 001aCTH.
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OueHouyHblE MaTepuasbl MO JUCHMUILUIMHE, MPEIHA3HAYEHHbI ISl OLICHUBAHMS
pe3yiabTaTOB O0YyUEHUS HA COOTBETCTBUE MHINKATOPAM JIOCTHKEHUSI KOMITETEHIIUN.

OrneHnBanne pe3yabTaTOB OOYYEHHS MO MUCIMIUIMHE OCYIIECTBISACTCS B
pamkax Tekyiiero koutposs (TK) u mpoMexxyTouHOH arrecTainuu, NpOBOAUMBIX MO
oamnpHO-periTuHTOBOM cucteme (BPC).

1.TexHosiornyeckasi kKapra
Cemectp 4

HaumenoBanue paznena

DopMBbI U BUJ
KOHTPOJISI

PeliTHTOBEIE TTOKA3aTEIN

I Texymnit

KOHTPOJIb

JlonomHuTEeIbHbIE
oamsl k TK1

IT rexymuit
KOHTPOJTh
JlononHuTeIbHbIE
6amnel k TK2
III rexyumit
KOHTPOJIb
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2. OueHoYHbIe MATEPUAJIbI TEKYIIET0 KOHTPOJISA U POMEKYTOYHOM aTTeCTaluH

IIxama OICHKH PC3YyJIbTATOB O6y‘1€HI/I$I 10 AUCHUITJINHE:

YpoBeHb chOpPMHUPOBAHHOCTH

HHAWKaTOpa KOMIICTCHIMHN

Kon 3aruIaHu- BrIcokmuii Cpennuit cp}elgliero Huskuit
Kon - pmaxarop POBAHHEIC 018510100 |or70 10 84 |or 55 1069 | ot 0 no 54
KOMITe- a pe3yJIbTaThI

[IIxaJia oueHMBaHUS
TEHLUH KOMIIETEHII 00y4eHus 1o —
uu JACIATUTAHE YIOBJIET-
OTJINYHO XOpOLIO JIETBOPUTETH
BOPHTEITLHO
HO
3a4TEHO HE 3a4TE€HO
3HATB!
3HATh TIPABOBBIC AKTHI B
obnactu 3aIHTHI
UH(POPMAITIH,
OCHOBHBIC TIOHATHS U
yIpO3bl
“HGOPMAITMOHHON
6€30aCHOCTH, 3HaeT B | 3HaET 3HaeT uMeeT
OCHOBHLIC COBEpILICHC | OCHOBHBIC | OTHENbHBIC | MpPEACTaBie
MepOTpUsTHA o | TBE NPUHIUIG] | TPUHIAIGL | HACS
00eCreYeHUI0
UH(POPMAITHOHHOMN
0e30macHOCTH B
npodeccuoHaIbHON
JICATCIIBHOCTH
UH(OPMALTTOHHO-
KOMMYHUKAIIMOHHBIE
TEXHOJIOTHH,
MIPUMEHSIEMbIC JUISt
peIlleHHsT CTaHIAPTHBIX | 3HAET B | 3HaeT 3HaeT uMeeT
OIK.7 | OmK-7o | 33484 § COBEpILICHC | OCHOBHBIE | OTHENbHBIE | MpEACTaBie
npodeccroHaTBHOM TBE NPUHIUIG] | TIPUHIANGL | HAS
JEATENIbHOCTH C YUYETOM
OCHOBHBIX TpeOOBaHHIA
UH(POPMAITHOHHOMN
0e30macHOCTH
YMETb:
UCTIONb30BaTh METO[IbI
u cpencrea
obecrieyeHust
UH(POPMAITHOHHOMN HE  MOXET
0€30MacHOCTH C TEIbIO - g | yMeeT C | Amyckaer oe3
MIPeI0TBpAIICHHS coBepiIIeHC HEKPUTHYH | OTAC/BHEIE | MOCTOPOHH
HECAHKIIMOHUPOBAHHOT BIMHU rpyoObIe e TIOMOIIN
0 J0CTyTa, 1Be OLIMOKAMHU | OLIMOKH HCIIOJIb30Ba
3JI0yMBIIIIEHHON b
nHpOpMaLU WIH
yTparbl  3alMIIAeMOU
nHGOPMAITUH
OIICHMBATh OMACHOCTbh, | YMEET B | ymeeT C | mmyckaer HE MOXET
CBSI3aHHYIO C YIPO3aMU | COBEPILNCHC | HEKPUTHYH | OTICIbHBIC | Oe3
HECAaHKLUMOHUPOBAHHOT | TBE BIMU rpyobIe MIOCTOPOHH




YpoBeHb chOpMHUPOBAHHOCTH
WH/IMKATOPa KOMITETCHITH
. N Hwuxe N
Kon 3aruraHu- Bricokuii Cpennuit CpeIHero Huzkwii
Ko MHIKATO OBaHHbIE
a A p P or 8510100 |or70 m0 84 |or55m069 | or0 go 54
KOMIIe- a pe3yJIbTATHI
[IIxana orleHUBaHU
TEHIIMA KOMIICTEHI] 00y4eHHs 110 pow—
H B-
717t JMCLUTUTAHE Y/IOBJIET- YA
OTJIIMYHO XOPOIIIO JIETBOPUTETH
BOPHTEITLHO
HO
3a4TE€HO HE 3a4TE€HO
0 J0CTyna K OIMOKaMH | OIIMOKH el moMoum
uHpopmaLuu, HCIIOJIb30Ba
HaMEPEHHOU Tb
MOJU(HKAIIN JTAHHBIX
U yTpaThl CIy)KeOHOU
“HGOPMALIUN
BJIAJICTh:
BJIaJICET
COBPEMEHHBIMH OTICITLHBIM
P BJIaJIceT : HE BIajeeT
o0mMMH  croco0aMu | BIaJeeT B u
OTIENBHBIM 0e3
obecrieyeHUsI COBEPIICHC HaBBIKAMHU
. u MTOCTOPOHHE
UH(OPMALMOHHON TBE c .
6E30ACHOCTI HaBBIKaMH — 1 IIOMOIIH
u

O1eHKa «OTJIMYHO» BBICTABIIACTCS 3a BJaJIEHUE B TMOJTHON Mepe MOHSATHIHBIM
anmnapaToM AUCUUIIUHBI « OCHOBBI MH(POPMAIIMOHHON 0€30MacHOCTHY, CIOCOOHOCTh
WLTIOCTPUPOBATh OTBET MpuUMepaMHu, (pakTaMi, JaHHBIMH HAayYHBIX HCCIEIOBAHHM,
NPUMEHATh TEOPETHUECKHUE 3HAHUWS JJIS PELICHUS TUIIOBBIX 3a7a4 M MPAKTUYECKUX
3a7jaHui 60siee BBICOKOTO YPOBHSI CI0KHOCTH.

O1eHKa «XOPOIL0» BHICTABIIACTCS 32 BIIAJICHUE MOHATHIHBIM ammapaToM JHC-
UIIMHBL «OCHOBBI MH(OPMALMOHHAST 0€301IaCHOCTHY, CIIOCOOEH HILUTIOCTPHPOBATH
OTBET MpUMepamMu, (akTaMH, IPUMEHATh TEOPETUYECKUE 3HAHMS MPHU PEUICHUU TH-
HOBBIX 33J1a4, JIOMMYCKAeT He3HAUNTENbHbBIE OIINOKY MPHU PEIICHUHU MPAKTUYECKUX 3a-
JaHui 6oJiee BBICOKOTO YPOBHSI CJIO’KHOCTH.

OreHKa «y/10BJI€TBOPUTEIBHO» BHICTABIISETCS 3a YACTUYHOE BIIAJICHUE TEOPE-
TUYECKUMH OCHOBaMHU TUCHUIUIMHBI «OCHOBBI MH(pOpPMAIMOHHAS O€30MacHOCTHY,
(¢parMeHTapHy10 CIIOCOOHOCTh WILTIOCTPUPOBATh OTBET MpUMepaMu, hakTamu, B psjie
CllydaeB 3aTPyIHSETCS MPUMEHATh TEOPETHUYECKUE 3HAHUS TPU PEIICHUH TUIOBBIX
3aja4, He BCerja cnocoOeH pemnTh MpakTUIeCKue 3a1aHus 60siee BHICOKOTO YPOBHS
CJI0’KHOCTH.

OrneHKa «Hey10BJIeTBOPHUTEIbHO» BHICTABIIAETCS 32 HE COOTBETCTBUE JIHOOBIM
TPEM U3 TEPEUYUCIECHHBIX MOKa3ateneil. OO0yyarouuiicss JeMOHCTPUPYET OTPBHIBOY-
HbIe, (pparMeHTapHbIC 3HAHUS, JAOMYCKAaeT TPyOble OMIMOKH MPH PEUICHUH THIIOBBIX
pacueTHbIX 3aj1a4 MO0 HE UMEET MPEJICTABIICHUS O CIIOCO0e UX PEIIeHUs.




3. [lepeyeHb OLIEHOYHBIX CPEACTB

Kparkas xapakTepucTuka OLEHOYHBIX CPEJICTB, UCIIOJIB3YEMbIX MPU TEKYIIEM
KOHTPOJIE yCIEBA€MOCTH U TMPOMEXKYTOYHOW aTTecTald OO0yd4aromerocs To
JTUCLUUILUIAHE:

Haunmenosanue Onucanue
OLIEHOYHOTO Kparkast xapakTeprcTrKa OIIEHOYHOTO CPEe/ICTBA OLICHOYHOTO
cpencTea cpencrea
KoncnekrupoBanue | KpaTkoe TeKCTOBOE MpeICTaBICHUE epepaboTaHHOM [epeuens paznenos
y4eOHOro nHpOPMAITUH
Marepuaia
[Iepeuens 3amanuii 1
Om4eT 1o Brmonnenue na6opaTE)pHoﬁ pa6(3TI>I, 00paboTKa BOIIPOCOB JIJIst
. PE3yJIbTaTOB UCIBITAHUM, W3MEPEHHii, SKCIEepPHMEHTA. 3aIIUTHI
JabopaTopHOH . .
pacore (OJIP) OdopmiieHre oTYeTa, 3aIUTa Pe3yIbTaTOB JJA0OPATOPHOM nabopaTtopHOH
pPaboThI IO OTYETY paboTBhI, IepeveHb
TpeOOBaHMIA K OTUETY
CpencTBO KOHTPOJIS, OPraHM30BAaHHOE KaK CIelUalibHAS
Cobeceopatiie Oecena nperiofiaBatess ¢ 06yqa}011v11/1Mca Ha TEMBI, CBS- Bonpocer o
(C6c) 3AHHBIC C H3Y1aeMOH INCLMILIAHON, 1 PacCUTAHHOS Ha paznenam
BBIICHEHHE 00BhEeMa 3HAHWK OOYYaroIIerocs o Omnpese- JTUCIIATUTAHBI

JICHHOMY pa3Jielly, TeME, Ipo0JIeMe U T.II.

Cucrema cTaHIAPTU3UPOBAHHBIX 337aHUM, MO3BOJISIOIIAS
Tect (Tecr) aBTOMAaTU3UpPOBATh  TPOLEAYPY HW3MEPEHHs]  YpPOBHSA
3HAHUA U YMEHHUI 00y4aroIerocs

KomImiekT TecTOBBIX
3aTaHAN

4. IlepeyeHb KOHTPOJIbHBIX 3aJaHUl WIH HHbIE MAaTePHAJbI, HEO0OXOIU-
Mble JIS OlleHKH 3HAHUI, yMeHUIl U HABBIKOB, XapaKTePU3YKINHNX 3Tanbl ¢op-
MHUPOBAHUA KOMIIETEHUMH B Mpoiiecce 0CBOCHUS TUCHUIIIMHBI

Ilpumepnvlii nepeuenv 6onpocos 0iisi cobecedo8anus

1. Chopmynupyiite nonsitue nHGpopmaronHoin 6ezonacuoctu UC.

2. O0bscHUTE MOHATUS LETOCTHOCTH, KOH(DUICHIMATLHOCTH U AOCTYITHOCTU WH-
dbopmarym.

3. YkaxuTte OTJIM4UsI CAHKIIMOHUPOBAHHOTO JIOCTYyTa K HH(OpMAIMX OT HECAHKIIU-
OHHUPOBAHHOTO.

4. Tlepeuncnure OCHOBHBIC MPHU3HAKUA KIACCH(PUKAIIMU BO3MOXKHBIX YIpo3 0e€3-
omacHoctu M1C

5. JlaliTe KpaTKyt0 XapaKTepUCTUKY YIPO3bl 0€30MacHOCTH, 0003HAYaEMOM TepPMU-
HOM «TPOSIHCKHI KOHB.

6. JlaiiTe KpaTKyr0 XapakTEpUCTUKY yrpo3 0e30MacHOCTH, 0003HAUYAEMBIX TEPMU-
HaMU «BUPYC» U «UEPBbY.

7. HazoBute 1 oxapakTepu3yiTe Haudosee pacupoCTpaHEHHbIE BUIbI CETEBbIX.

8. Onummmre araky «4elioBeK-B-cepearHe». Kakue cpenactBa mo3BossitoT 3ddek-
TUBHO OOPOTKCS C aTaKaMH TaKOTO TUMa?

9. OmnumuMTe araky THMa «OTKa3 B OOCITY>KMBAaHHM» U PACIPEICTICHHYIO aTaKy
«OTKa3 B OOCITY>KUBAHUW.

10. Onummre oco6eHHOCTH (UIIMHTA U (hapMUHTA. YKaKUTE MEPhI MPOTHUBOICH-
CTBHSI TUM aTaKaM.




11. KakoBbl UCTOUHMKM HapylIEHUH O€30MacHOCTU MPOBOAHBIX KOPIOPATHBHBIX
ceren’?

12. HazoBuTE OCHOBHBIE YSI3BUMOCTH U YTPO3bI OECIIPOBOHBIX CETEH.

13. OOBsICHUTE MOHATHE «ITOJUTHUKA O€30MaCHOCTH OPraHU3aAIUI).

14. Kakue paznenbl JobKHA COAEPKATh TOKYMEHTATBHO OPOpMIICHHAS MTOJTUTHKA
0e3omacHOCTH?

15. Kakue npobsembl peraeT BEpXHU YPOBEHb OJIUTUKU O€3011aCHOCTH?

16. Kakue 3amauu perniaer cpeHUA YPOBEHb MOJIUTUKH O€3011aCHOCTH?

17. KakoBbl OCOOEHHOCTH HMKHETO YPOBHSI IOJIMTUKY 0€30MacHOCTH?

18. Chopmynupyiite 00SI3aHHOCTH PYKOBOJIUTENICH TOpa3IelieHH, aIMUHHCTpa-
TOPOB U MOJIH30BATENEH MPU pealn3alii MOTUTUKU O€30MaCHOCTH.

19. Onuiure CTpyKTYpy HNOJIUTHKH O€30MaCHOCTH OpraHU3aIIH.

20. Yro npeacTaBIsitoT co00M CrenMaIn3upOBaHHbIE TIOJTUTUKU O0€301aCHOCTH?

21. IlpuBeanTe HECKOIBKO NPUMEPOB CIIEUATU3UPOBAHHBIX MOJUTUK O€30MacHO-
CTH C OIIMCAaHUEM X OCOOCHHOCTEH.

22. Yro npencTaBisroT coO0i Iporieyphl 0€30IacHOCTH?

23. IlpuBeauTe HECKOJBKO MPUMEPOB MPOLEAYp O€30MacHOCTU C OMUCAHUEM HX
0COOEHHOCTEN.

24. IlepeunciuTe OCHOBHBIE 3Talbl Pa3pabOTKU MOJUTHKH O€30MACHOCTH OpraHu-
3aIUH.

25. ChopmynupyiiTe TJIaBHYIO 33/1a4y CTaHIAPTOB MH(OPMAIIMOHHON Oe30macHo-
CTH C TIO3ULMI MPOU3BOAMUTENIEH U MOTpeOUTENeN MPOAYKTOB MHPOPMAITMOHHBIX TEXHO-
JIOTUH, a TAaKXkKe CHEeLMAIMCTOB 10 CepTUDUKAIIMU TUX TPOTYKTOB.

26. HazoBuTe OCHOBHBIE MEXKTYHAPOIHBIE CTaHAAPTHI MH(OPMAIIMOHHOM Ge3ormac-
HOCTH.

27. ]JlaWiTe KpaTKyl0 XapakKTEepUCTUKY MexayHapoaHoro cranmapta ISO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbl OCHOBHBIE OCOOCHHOCTH TepMaHcKkoro cranmapta BSI «PykoBoacTBo
HO 3alUTe HHPOPMAIIMOHHBIX TEXHOJIOTHUH [Tl 0230BOTO YPOBHS 3AIUILIEHHOCTI ?

29. OnuimTe cofep KaHre U YKaKUTE 3HAUEHUE MEXAyHapoaHoro cranaapra [ISO
15408 «O6mue kputeprn 6€30MacHOCTH UHPOPMAIIMOHHBIX TEXHOJIOTHUID.

30. IepeuncnuTe cTaHaAPTHI 17151 OECIIPOBOIHBIX CETEM M JaTE UX KPATKylO Xa-
PaKTEPUCTUKY.

31. HazoBuTte cranaapthl nHGOpMaLMOHHON Oe30omacHocTH AJist IHTepHeTa.

32. Yo takoe kpurnrorpadusi?

33. Jlaiire onpeneneHus CIEeAyIONMX MOHATHIA: KPUNITOIpaMMa, KPUITTOAITOPUTM,
KPHUIITOCUCTEMA

34. B 4eM COCTOUT KOPEHHOE Pa3iniie CUMMETPUYHBIX U ACUMMETPUYHBIX KPHII-
TOCHUCTEM?

35. Onumre 1B€ OCHOBHBIE IPOLENYPBI, OCYIIECTBIIIEMBIE CUCTEMON JIEKTPOH-
HOU IU(POBOI MOAMUCH JUTS OATBEPKICHUS MOJTMHHOCTH IIU(POBOTO TOKYMEHTA.

36. Kakum 006pa3zoM KOMOMHUPOBAHHBIM METO/] IM(POBAHHS TTO3BOJISIET COUETATh
JOCTOMHCTBA ACCUMETPUYHBIX M CHMMETPUYHBIX KpurTocucreM? ONMIIUTE MPOTOKOI
peanu3ayy KOMOMHUPOBAHHOTO METO/1a IU(PPOBAHMS.



37. Uro Takoe BpemoHOCHas mporpamma? OxapakTepu3yWTe OCHOBHBIE THIIbI
BPEJIOHOCHBIX ITPOIPaMM.

38. YkaxkuTe CyIlIeCTBEHHbIE OTJIMYMSI KOMITBIOTEPHBIX BUPYCOB OT CETEBBIX Yep-
Beil. Onmirere OCHOBHBIE OCOOCHHOCTH TPOSHCKHX ITPOTPAMM.

39. OnuiuuTe 1Ba OCHOBHBIX MOJIX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX MPOrPaMM.

40. Kak BBINONHSETCA CUTHATYPHBIN aHann3? KakoBbl €ro JOCTOMHCTBA U HEO-
cTaTtku?

41. Yro npeacTaBisitoT co00i MPOAaKTUBHBIE METO/ bl OOHapykeHus? JlaiTe xapak-
TEPUCTUKHU JIBYX HaUOOJ1ee MOMyJISPHBIX TIOAXO/IOB.

42. Onumwre NpUHIMN ACUCTBUS, JOCTOUHCTBA W HEIOCTATKU SBPUCTUYCCKHUX
aHaJIM3aTOPOB.

43. OnumwWre NpUHLMIT JIEHCTBUSL, TOCTOMHCTBA M HEJIOCTATKU IMOBEICHYECKHUX
OJIOKHPATOPOB.

44. HazoBuTE U ONUIIUTE AONOTHUTEIBHBIE MOAYIH aHTUBUPYCHBIX CPEICTB.

45. KakoBbl JOIMOJHUTENBLHBIE MEPBI U CPEACTBA 3aAIIUTHI OT BPEAOHOCHBIX MPO-
rpaMM, paclMpsIONIAe BO3MOXKHOCTH aHTUBUPYCHBIX ITpOrpamm?

46. OnuimTe MEPHI U CPEACTBA 3aIUTHI OT Crlama.

47. KakoBbl OCOOEHHOCTH PEATM3ALMK [TOJICUCTEMBI 3aILUTHl KOPIIOPATUBHOW MH-
dbopMaIu OT BpeIOHOCHBIX IMPOrPaMM U BUPYCOB?

48. KakoBbl Bo3MoxkHOCTU cepur TipoaykToB Kaspersky Open Space Security st
3alUThl KOPIIOPATUBHBIX CETEH OT COBPEMEHHBIX UHTEPHET-YTPO3?
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Tect
Bonpoc Bapuanmvr omeema
CKOJIBKO BBIJICIICHO

HAIlMOHAIBHBIX ~ MHTEPECOB
Poccniickoit ®enepauuu B
nH(popmMaImoHHou chepe?.

3
OCHOBHBIX  COCTABJIAIOIIMX | 4
5
6

3aKJIFOYAeTCsl B YCTAHOBKE IMOJCIYIIMBAIONIETO YCTPOWCTBA B
armaparypy cpeactB 00paboTku nHGopMauu

OCHOBaH Ha (UKCallMU  DOJCKTPOMArHUTHBIX  HM3TYYCHHIA,
BO3HUKAIOMIUX MPU (QYHKIIMOHHUPOBAHUU CPEACTB KOMIIBIOTCPHOU

AKTUBHBII nepexsar N
TEXHUKHA ¥ KOMMYHHUKALIUH
UHPOPMALIMU 3TO TEPEexBart, =
KOTOpEIE: OCYIIECTBJISICTCSI ITyTEM MCII0JIb30BAaHMsI ONTUYECKON TEXHUKH
' HEMPaBOMEPHO UCIIOJIb3YeT TEXHOJOTHYECKHE OTXO/[IbI
MH(OPMALIMOHHOTO ITpolecca
OCYIIECTBIISIECTCS c MIOMOUIbIO MOJIKJIFOYEHUS K

TEJIEKOMMYHUKAIIMOHHOMY 000pYy/I0BaHHIO KOMIIbIOTEpa




Bonpoc

Bapuaﬂmbl omeema

O0ecneuenre HaMOHAJILHON

HaJe)KHas 3allliuTa JUIHOU U I/IMYH.IGCTBGHHOﬁ 0C30IMaCHOCTH

o0ecrieyeHre HAyyHO OOOCHOBAaHHOTO U TapaHTHUPOBAHHOIO
rOCyJapCTBOM MHHUMYMa MaTepHalbHBIX M 3KOJOIMYECKHX
YCIIOBUH

0€30MacHOCTH Ha
MpeoJoJicHNe  KOHPPOHTAMK B  OOMIECTBE,  JOCTHKCHHE
rOCyIapCTBEHHOM  YpOBHE
onpesienseres  ceyiomei HAIIMOHAJILHOTO COTJIacHsl
HeNbIo obecrieueHre MPU3HAHHBIX MEXKIYHAPOJHBIM MPABOM HHTEPECOB
rpaxaad Poccun, mpo)KuBaIOLUX B 3apyOeKHBIX CTpaHaX
o0OecrieueHne CyBEPEHUTETa M TEPPUTOPUATBHON IETOCTHOCTH
Poccun
VOPABISIONIAE JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
o0BeKTaMHu
HEOOXOUMO WMETh SIBHYIO M XOPOIIO OINPEACICHHYIO CHUCTEMY
obecrieueHus 0€30MMacHOCTH
B cranmapre «OpanxeBas | HHANBUIYAIbHBIC CYOBEKTHI JODKHBI HIICHTU(DHUITUPOBATHCS
KHUra»  (YHIAMEHTAIbHOE | BHIYMCIUTEIbHAS CHCTEMA B CBOEM COCTaBe JOJDKHA HMETh
TpeOoBaHue, KOTOpOE | ammapaTHble/TIpOrpaMMHBbIe MEXaHU3MBI, JOITyCKaroIue
OTHOCHUTCS K IpyNIe | HE3aBUCUMYIO  OIICHKY Ha TMpeAMeT TOro, 4To CHUCTeMa
[TomoT4eTHOCTH o0ecrieurBaeT BHITIOJTHEHHE M3JI0KCHHBIX TPEOOBAHMIMA
rapaHTUPOBAHHO  3AlUIICHHBIE MEXaHU3MBI, PEaTU3YIOIINe
MEPEUnCIICHHbIE  TpeOOBaHUS, JODKHBI  OBITh  MOCTOSIHHO
3alUIICHB OT «B3JAMBIBAHUS» W/WIH HECAHKIIMOHUPOBAHHOTO
BHECEHUS] U3BMEHEHUN
MOJly4eHUsT  3alluiiaeMol  WHQPOpPMAIMU  3aWHTEPECOBAHHBIM
CyOBEKTOM € HapyUIeHHMEM YCTAaHOBJEHHBIX  IMPABOBBIMU
JOKYMEHTAaMHU WJIH COOCTBEHHHKOM, BIIaJeliblieM HHpopMamu
MIpaB WK MPaBUJI JOCTYIA K 3allUIIaeMoil HHpopMaIiu
BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBJICHHBIX MPAB W/WIH MPABUI
HAa U3MeHeHue uHPOpMalUU, TMPUBOMASAIIETO K HCKAXKEHHIO,
Bamura WHOOPMAMK  OT | YHUYTOXKEHUIO, KOIMPOBAHHIO, OJOKUPOBAaHMUIO JIOCTyHa K
HECaHKIIMOHUPOBAHHOTO uHpopMallMK, a TaKXkKe K yTpaTe, YHUUYTOXKEHHIO HIH COOM0
BO3/ICHCTBUS 510 | QYHKIMOHUPOBAHUS HOCUTENS MH(DOPMALIUU
JEeSITeNIbHOCTD 1o | BO3ACHCTBUS  Ha  3aluIIaeMylo  HWHGOpMalWi0  OMIMOOK
PEIOTBPALICHUIO MoJib30BaTess nHpopMaIuei, cO0s TEXHHUECKUX U MPOTPAMMHBIX

CpCaCTB I/IHd)OpMaHI/IOHHBIX CHUCTCM, a TAKXKC IIPHUPOAHBIX SIBIICHUI

HEKOHTPOJIMUPYEMOTO pacrpoCcTpaHeHHsI 3aIUIAeMOMN
WHpOpMAIIUM OT €€ pasMIallCHUs, HECaHKIIMOHUPOBAHHOTO
J0CTYyTIa

HECAaHKIIMOHHPOBAHHOTO JIOBEACHUS 3alluiaeMoi uHpopmamu
JI0 HEKOHTPOJIMPYEMOTO KOJIMYECTBA MOTyJareieii mHpopMaIym

3ammura nHGOpPMaIIUH ITO

rpoiiecc coopa, HaAKOILICHUS, 00paboTKH, XpaHeHus,
pacrpeiesieHus ¥ MOMCKa MHPOpMaIUU

npeoOpa3oBanue  WHPOpPMAIMM, B  pe3yJdbTaTe KOTOPOTO
coJiep’kaHue  HMH(POPMAIMM  CTAHOBUTCS  HEMOHSATHBIM  JUIS
cyOBbeKTa, He UMEIOIIETO JIOCTYIa

MOJIydeHHEe  CyOBEKTOM  BO3MOXHOCTHM  O3HAKOMJIGHHS  C

nH(pOpMaIel, B TOM YHCIIC IIPH IOMOITH TEXHHYESCKUX CPEACTB

COBOKYITHOCTH MPaBWJI, PETJIAMEHTUPYIOIIUX MOPSAIOK U YCIOBUSA
J0CTyna cyobekTa K MHQOpPMAIIUY U €€ HOCUTEIISIM

ACATCIIbBHOCTL IO IMPCAOTBPAIICHHUIO  YTCUKH I/IH(l)OpMaI_[I/II/I,
HCCAHKIIMOHHWPOBAHHBIX M HCIIPCAHAMCPCHHBIX BO3I[€ﬁCTBI/Iﬁ Ha
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Heé

[TaccuBHBINM repexsar
nH(pOpMANIUK 3TO TIEePEeXBar,
KOTOPBII

3aKJIFOYAeTCs B YCTAHOBKE IIOJCIYIINBAIOIIECTO YCTPOWCTBA B
anmaparypy cpeJcTB 00paboTKu HHMOpMaIUu

OCHOBaH Ha  (UKCaUMu  OJEKTPOMArHUTHBIX  H3ITY4YECHHIA,
BO3HHUKAIOMIUX NPU (PYHKIMOHUPOBAHUU CPEACTB KOMIIBIOTEPHOU
TEXHUKH 1 KOMMYHUKALUN

HEMpPaBOMEPHO UCTIONIB3YeT
MH(GOPMAIMOHHOTO Mpoliecca

TCXHOJIOTHYCCKHEC OTXOAbI

OCYHICCTBJIACTCA MYTCM HMCIIOJIb30BaAHUA ONTHYECKON TEXHUKH

OCYIIECTBIISACTCS c ITOMOIIBIO IO IKITFOUCHUS K
TEJIEKOMMYHHKALIMOHHOMY 000PY/I0BAHHIO KOMITBIOTEpA

O0ecrieueHre HAIMOHAILHOM

0e30macHOCTH Ha
rOCyJJapCTBEHHOM  ypOBHE
ONpEeNeNsaeTcs  CIEAYIOLIEH
LEJIBIO

HaJIeKHasl 3allluTa JUIHON U I/IMYH_ICCTBCHHOI\/'I 0€30I1aCHOCTH

o0ecrieueHre HAyyHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOIO
rOoCyJapCTBOM MHHUMYMa MaTepHabHBIX M 3KOJIOIMYECKHX
YCIIOBUH

MpeoJoNicHue  KOHPPOHTAMM B  OOMIECTBE,  JOCTHKEHHE
HaIMOHAJIILHOT'O COTJIACHS
o0ecrieueHrue  COLMAIBHO-TIOJMTHYECKOM ©  SKOHOMHYECKOU

CTaOMJILHOCTH CTPAHBI

o0ecrieyeHne MPU3HAHHBIX MEXKAYHApOJIHBIM MPABOM HHTEPECOB
rpaxjad Poccun, mpokKuBaromuX B 3apyO0eKHBIX CTpaHax

K ucrounukam 3ammumiaeMon
uH(DOpPMAIIUU OTHOCUTCS

QJICKTPHUUYCCKUC I10JIA

CBIPbE

MAarduTHBIC I10JI

QJICKTPOMAarHMTHBIC ITOJIA

OJICMCHTAPHBIC YaCTUIIbI

AKyCTHYECKHE KOJIcOaHuUs

EcrectBenHbIe yIpO3bI
6e3omacHOCTH  HMH(OPMAIIH
BBI3BAHBI

JCATCIIBHOCTBIO YCJIOBCKA

omuOkamu mnpu mnpoektupoBanun ACOU, ee »1eMEHTOB WU
pa3paboTKe IporpaMMHOro obecreyeHus!

BOSI(GﬁCTBH?IMPI 00BEKTUBHEIX (1)I/ISI/ILIeCKI/IX mponeccoB MJIA
CTUXUMHBIX IIPUPOAHBIX HBHGHHﬁ, HC3aBUCAIINUX OT YCJIOBCKA

KOPBICTHBIMH YCTPEMIICHUAMU 3JIOYMBIINLJICHHUKOB

OIIMOKAMH IIpH JIEHCTBUSX CpCoHaIa

3amurta wHQOpPMAIMH  OT
HENpeTHAMEPEHHOTO
BO3JCHCTBHUSI 3TO
eATeJIbHOCTD o
MPEeAOTBPAILICHUIO

MOJIy4eHUsl  3aluiiaeMod  uHGOpMaluu  3aWHTEPECOBAHHBIM
CyOBEKTOM ¢ HApYIICHHEM YCTAHOBICHHBIX  MPABOBBIMU
JOKYMEHTaMU WJIM COOCTBEHHHKOM, BIIaJiesiblieM HHpopManuu
MIPaB WK MPaBUJI JIOCTYIIA K 3alUIIaeMOil HHpOpMaIiH

BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBJICHHBIX MPAB W/WJIH MPABUII
Ha W3MEHeHHEe MWHGOpMAIMK, NPUBOAALIETO K HCKAKCHHUIO,
VHUYTOXKCHHUIO, KOIHUPOBAHUIO, OJOKHPOBAHHIO JIOCTyIa K
uHpOpMalMK, a TaKkXke K yTpaTe, YHMUYTOXKECHUIO WIH CcOO0I0
(DYHKIIMOHUPOBAHUS HOCHUTEIIS HH(OPMAIIHH

BO3JCHUCTBUS  Ha  3alIMIIAEMyI0  HMHQPOpPMAIMIO  OMIMOOK
HOJIb30BaTE s HHpOpManuel, cO0si TEXHUUSCKUX U IPOrPAMMHBIX
cpeACTB MHGOPMALIMOHHBIX CUCTEM, a TAK)KE IPUPOIHBIX SIBJICHUM

HEKOHTPOJIMPYEMOTO pacrpoCcTpaHeHHUs 3alIMIaeMON
uHpOpMAlMM OT €€ pasMJIalleHus, HECaHKIMOHWPOBAHHOTO
J0CTyIa

HCCAHKIIMOHHWPOBAHHOI'O JOBCACHUA 3a1111/1111aeM0171 I/IH(bOpMaIII/II/I
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A0 HCKOHTPOJHUPYEMOT'O KOJTMYCCTBA HOJ'Iy‘I&TCJ'ICﬁ I/IH(bOpMaI_[I/II/I

WNudopmannonnsie
MIPOLIECCHI 3TO

mpouecc  cOopa,  HakomjieHUs,  00pabOTKM,  XpaHEHWS,
pacrpeieleHus ¥ oucKa nHpopMaluu

npeoOpazoBanre  HWHPOPMANMK, B  pe3yJbTaTeé  KOTOPOTO
COACPIKAaHUC I/IH(l)OpMaI_[I/II/I CTAHOBUTCA HCIMIOHATHBIM JJIS
cyOBbeKTa, He UMEIOLIETo JI0CTyIa

IMOJIYUCHHUC Cy6’beKTOM BO3MOXHOCTH O3HAaKOMIJICHHUA C

nH(opMaIen, B TOM YHCIIe TTPH TIOMOITH TEXHHUYECKUX CPEICTB

COBOKYITHOCTH IPaBUJI, PETJIAMEHTUPYIOUIUX TMOPSIIOK U YCIOBUS
JI0CTyTa CyObeKTa K MH(DOpPMAITMU U €€ HOCUTEIISIM

NEeSATENIbHOCTh 10 TPEJOTBPAICHUIO YTEYKH HHPOPMAIUH,
HECaHKIIMOHMPOBAHHBIX M HENpeIHAMEPEHHBIX BO3JCHCTBHI Ha
Heé

AynuonepexBaT  IepexBaT
UHQOpPMALIMU 3TO IEpexBart,
KOTOPBIN

3aKIII0YAaeTCsl B YCTAaHOBKE TIOJCIYIIMBAIOIIETO YCTPOWCTBA B
anmapaTypy cpeJacTB 00paboTKu HHMOpPMAIUU

OCHOBaH Ha  (uKcaluu  SIEKTPOMArHUTHBIX  W3JIYy4YCHMH,
BO3HUKAIOIIUX NPU (PYHKIIMOHUPOBAHUHU CPEJICTB KOMITbIOTEPHOM
TEXHUKU U KOMMYHUKALIUN

HETPaBOMEPHO HCIIONTB3YET
nH(OPMAaIMOHHOTO Tpoliecca

TCXHOJIOTHYCCKHE OTXOAbI

OCYIICCTBIIACTCA IYTCM HCIIOJIB30BAHUA ONTHYCCKON TEXHUKH

OCYILECTBIISIECTCA c TTOMOIIBIO TIOIKJTFOUCHUS K
TEJIEKOMMYHHUKAITMOHHOMY 000PY/IOBaHHUIO KOMIIBIOTEPA

B cranmapre «OpanxeBas
KHUTa»  (yHIaMEHTAJIbHOE
TpeboBaHuUe, KOTOpOe
OTHOCHUTCS K rpymnme
lapanTun

VOPABISIONIME JOCTYIIOM METKH JOJDKHBI OBITh CBSI3aHBI C
00BEKTAMU

HEOOXOMMO WMETh SIBHYKD M XOPOIIO OINPEACICHHYIO CHUCTEMY
oOecrieueHus 0€30MacHOCTH

WHAWBHUAYAJIbHBIC CY6’B€KTBI JOJIZKHBI HZ[GHTHq)HHHpOBaTBCﬂ

BBIUMCIIUTENIbHAS CHCTEMA B CBOEM COCTaBE JIOJDKHA HMETh
anmapaTHbIe/TIPOrPaMMHbBIC MEXAHU3MBI, JIOITy CKAIOIIME
HE3aBUCUMYIO OLIEHKY Ha OpeAMeT TOro, 4Yro CHCTEMaA
00ecIeurBaeT BHINMOJTHEHUE U3JI0KEHHBIX TpeOOBaHUHT

KOHTPOJbHAsT WHGOpMAalUs [JOJDKHA XPAHUTHCA OTIENBHO H
3aIMIIATECS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOW 3a 3TO

TpyOmbl  MUMeNach  BO3MOXKHOCTH — OTCIEXHBATh  JCHCTBUS,
BIUSIONINE Ha 0€3011aCHOCTD
JIFO AU
.. | CBIpbE
K HocuremsMm 3ammmiaeMon
YCPHOBHUKH M OTXOJbI IIPOHU3BOACTBA
HH(pOPMALIUH OTHOCHUTCS
JIOKYMEHTBI

AKyCTUYCCKHE KOJIeOaHus

HckyccTBeHHBIE yIpO3bl
Oe3omacHOCTH HMH(pOpMaUK
BbI3BaHbI

ACATCIIbHOCTBIO YCJIOBCKA

omuOkamu mnpu npoektupoBanun ACOW, ee sneMEHTOB WU
pa3paboTKe MPOrpaMMHOT0 00eCIIeUeHHUSI

BO3JICUCTBUSIMA  OOBEKTHUBHBIX (U3MYECKUX TIPOIECCOB  WIIH
CTUXUUHBIX IPUPOJHBIX SIBJICHUM, HE3aBUCSIIUX OT YeJIOBEKa

KOPBICTHBIMHU YCTPEMIICHUAMU 3JIOYMBIIIJICHHUKOB

OIMMOKAMH MPH JSHCTBHIX ITepCoHAIa

amuTta uHQOpMAIMH
pasriamnieHus

oT
9TO

MONly4eHUsl 3aluiiaeMod  uHGOpPMAlMU  3aWHTEPECOBAHHBIM
CyOBEKTOM C HApYHIEHHWEM YCTAHOBJIICHHBIX  ITPAaBOBBIMH
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JeSATETbHOCTh
MPEA0TBPAIIEHUIO

1o

JOKYMEHTAaMU WM COOCTBEHHHKOM, BIaJeNblieM HHPOpPMAIUH
TpaB WIIM MPABUJI JOCTYMA K 3alIUIaeMoi HHGOPMAaITUH

BO3/ICHUCTBUS C HapyIIEHUEM YCTAHOBJICHHBIX IPaB W/WIU MPaBUIl
Ha U3MEHeHue UuHPOpMalUU, TPUBOMASAIIETO K HCKaXKEHHUIO,
YHUYTOXKEHUIO, KONHMPOBAHUIO, OJIOKMUPOBAHHMIO JOCTyHa K
uHpopMalMK, a TaKXke K yTpaTe, YHUUYTOXKEHHMIO MWIH CcOOM0
(YHKIMOHUPOBAHUS HOCUTENSI HH(OpMAIUU

BO3JCHCTBUS  Ha  3allMIaeMyl0  HMHQOpMalMi0  OLIMOOK
noJIb30Batess HHpopMaluei, c60s TEXHUYECKUX U MPOrPaMMHBIX
cpeACcTB HHGOPMAITMOHHBIX CHCTEM, a TAK)KE IIPUPOTHBIX SIBJICHUI

HEKOHTPOJINPYEMOTO pacnpocTpaHEeHUs 3amunaeMon
uHpopMallid OT €€ pas3rJalleHus, HEeCaHKIHMOHUPOBAHHOTO
JOCTyIa,

HECaHKITMOHUPOBAHHOTO JIOBEJICHUS 3alluIacMoil WHOOpMaIuu
JI0 HEKOHTPOJIUPYEMOT'O KOJIMUECTBA ITOIydaTesiel HH(OpMaLHu

IIpocmotp
nepexBar
KOTOPBIX

Mycopa  3TO
nHdopmaIuu,

3aKJIFOYAeTCs B YCTAHOBKE IOJCIYIIMBAIOIIEIO YCTPOWCTBA B
ammaparypy cpeacTs 00padoTKu nHGopMaIuu

OCHOBaH Ha  (uUKcaluu  SJIEKTPOMArHUTHBIX  W3IY4YCHUH,
BO3HUKAIOMIUX NMPU (PYHKIMOHUPOBAHUHU CPEACTB KOMIIBIOTEPHON
TEXHUKU M KOMMYHUKaLUN

HETPaBOMEPHO HCIIOJTB3YET
nH(OPMAaIIMOHHOTO TMpoliecca

TCXHOJIOTHYCCKHE OTXOAbI

OCYIICCTBIIACTCA IYTEM HCIIOJIB30BAHUA ONTHYCCKON TEXHUKH

OCYILECTBIIAETCS c IIOMOLIBIO MOJKIIFOYEHHUS K
TEJIEKOMMYHHUKAITMOHHOMY 000PY/I0BaHUIO KOMIIBIOTEPA

K OCHOBHBIM
HETpeHaAMEPEHHBIM
HCKYCCTBEHHBIM
ACOMU ornocHuTCS

yrpo3am

(bu3nyecKoe pa3pylleHne CUCTEMBI IyTEM B3pbIBa, HOKOra U T.I1.

nepexBaT MOOOYHBIX ANMEKTPOMATrHUTHBIX, aKyCTHUECKUX M IPYTHUX
HM3JIYYCHUI YCTPOMCTB U JIMHUHI CBSI3H

U3MEHEHHE PEXUMOB pabOThl YCTPOMCTB WM MPOTpamm,
3a0acToBKa, caboTaXk TepCcoHalIa, MOCTAHOBKA MOITHBIX aKTUBHBIX
MOMEX U T.II

YTEHHUE OCTATOYHOH MH(OPMAIMU U3 ONEPATHBHOM MaMATH U C
BHEIIHUX 3alIOMUHAIOIINX YCTPONCTB

HEYMBIIJICHHbIE JCHUCTBUS, NPUBOIAIIME K YAaCTUYHOMY WU
[IOJJHOMY OTKa3y CHUCTEMbl WM Pa3pyLICHUIO allapaTHbIX,
MMPOTPAMMHBIX, HHOOPMAIIMOHHBIX PECYPCOB CHCTEMBI

3amura  MHQOpMAaLMH
HECaHKIIMOHUPOBAHHOTO
JOCTyla 3TO JAEATEIbHOCTH
0 TIPEIOTBPALIEHUIO

oT

MOJly4eHHUsl  3alluiiaeMol  WHGOpPMAlMU  3aWHTEPECOBAHHBIM
CyOBEKTOM C  HapylICHHEM YCTAaHOBJICHHBIX  IPAaBOBBIMHU
JOKYMEHTAMU WJIH COOCTBEHHHKOM, BIajelblieM HHpopManmu
MpaB WM MPABWJI JOCTYTIA K 3alTUIIIAeMO MHPOPMAIUH

BO3/ICUCTBUS C HApyIIEHHUEM yCTAHOBJICHHBIX IPaB W/WIU MPaBUII
Ha U3MEHeHue uHPOpMaluU, TNPUBOASIIIEIO K HCKaXEHHUIO,
YHUYTOXKECHUIO, KONHMPOBAHMIO, OJIOKMPOBAHHMIO JOCTyHa K
uH(popMalliK, a TaKXke K yTpaTe, YHUUYTOXKEHHMIO MWIH CcOOM0
(YHKIIMOHMPOBAHUS HOCUTENSI MH(OpMAIUU

BO3JICHCTBUSl  Ha  3alUIIaeMyr0  WHOOpMAIUio  OmuOOK
noJib30Bartess HHpopmaluei, c60s TEXHUYECKUX U MPOrPaMMHBIX
cpeAcTB HHPOPMAIMOHHBIX CHCTEM, a TAK)KE TIPUPOIHBIX SIBICHUI

HEKOHTPOJIHUPYEMOTO pacrpocTpaHeHHs 3alUIaeMoi
uHpopMallMd OT €€ pas3rjalleHus, HeCaHKIIMOHUPOBAHHOTO
J0CTYyTIa
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HECaHKIIMOHHPOBAHHOTO JIOBEACHUS 3alluiaeMoi HHpopmamu
JI0 HEKOHTPOJIMPYEMOTO KOJTMYECTBA MoJIydaresied nudopmaiuu

JocTyn x nHpOpMaIuu 310

rpotiecc coopa, HaKOILICHUS, 00paboTKH, XpaHeHus,
pacrpeiesieHus ¥ MMOMCKa MHPOpMaIUK

npeoOpa3oBanue  MHPOpPMALMU, B  pe3yjbTare  KOTOPOTo
comepxkanue HWH(OpMAIMM  CTAaHOBUTCS  HETIOHSATHBIM IS
cyOBbeKTa, He MMEIOIIETO JOCTYyIa

MOJTydeHHe  CyOBEKTOM  BO3MOXHOCTH  O3HAKOMJICHHSI  C

nH(pOpMaIel, B TOM YHCJIC ITPH IMOMOITH TEXHHUYECKUX CPEJCTB

COBOKYIHOCTH IPaBUJI, PETJIAMCHTUPYIOUTUX TOPSIIOK U YCIOBHS
JIOCTYIa CYObEKTa K HH(POpMAIUU U €€ HOCUTEIISIM

NEeSTeNbHOCTh 10 TPEJOTBPAIICHUIO YTEUYKH HH(POpMAIH,
HECAHKIIMOHUPOBAHHBIX W HEMPEIHAMEPEHHBIX BO3JICHCTBUI Ha
Heé

AKTHBHBIN I1E€pexXBaT

MMaCCUBHBIN MepexBaT

ayauorecpexBar

BUACOIICPEXBAT

MIPOCMOTP Mycopa

[Iepexaar, KOTOPBIN
3aKJII0YAeTCs B YCTAHOBKE
MOJICTYIMBAIOLIETO
yCTpOWCTBa B ammaparypy
CpeacTB 00paboTKH
UH(POPMALIUU HAa3bIBACTCS

B MEXIYHAPOIHOM
CTaHzapTe «OpanxeBas
KHUTa» MUHUMaJbHas

3aluTa 9TO IrpyIIa

W= | >

ITo xapakrtepy BO3AEHCTBUS
yJaJeHHbIE aTaKu JETSATCS Ha

YCIJIOBHBIC B O€3yCIIOBHBIC

aTaku ¢ 00paTHOM CBsA3BIO M 0€3 00paTHOM CBSI3U

BHYTPHUCCIMCHTHBIC U MCKCCIMCHTHBIC

ITACCUBHBIC U aKTHUBHBIC

aTaku, KOTOpbIE MOTYT peajJl30BbIBATHCS HA BCEX CEMHU YPOBHSX —
(u3MYECKOM, KaHAJIBHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MIPEJICTAaBUTEIHHOM U MPUKIIATHOM

CyOBexT JOCTyTIa K
nH(pOpMaIIUU TO

¢u3nveckoe IUIO, WM MaTepUAIbHBIA OOBEKT, B TOM YHCIIE
¢usmueckoe T1osie, B KOTOPHIX HMH(MOpMAanus HAXOAUT CBOE
oToOpakKeHHe B BUJE CUMBOJIOB, 00pa30B, CHTHAJIOB, TEXHUYECKUX
pELICHUI U IPOLIECCOB

CyOBEKT, OCYIICCTBISIONIMN TOJIb30BaHWe WH(pOpManmel wu
peau3yOIIUi TTOJIHOMOYHS PACIOPSHKCHUST B TpelesiaX Ipas,
YCTaHOBJICHHBIX 3aKOHOM W/MJIM COOCTBEHHHKOM HMH(MOpMaIIUU

CyOBEeKT, MONb3ymIuics uHPopMaluell, MOIy4eHHOH OT ee
COOCTBEHHUKA, BIAJCNblla WU IOCPETHUKA B COOTBETCTBUHU C
YCTaHOBJICHHBIMH TPaBaMH M MPaBUIIAMH JOCTyIa K WHPOpMAIIUU
100 ¢ UX HapYIICHUEM

CyObEeKT, B TIOJHOM O0bEeMe pealu3yIoUi MOJIHOMOYUS
BJIQJICHUS, TIOJIb30BaHMs, pacrnopsokeHuss uHpopManueid B
COOTBETCTBUU C 3aKOHOAATCIILHBIMUA aKTAMU

YYaCTHHUK MMPABOOTHOIIEHUH B MH(POPMAIIMOHHBIX MTPOIIeccax

IIepexsar, KOTOPBIN
OCYIIIECTBIISAETCS nyTeM
HCIIOJIB30BAaHUS ONTHYCCKOM
TEXHHUKH, Ha3BIBAETCS

AKTHUBHBIN MEepexBaT

IMACCUBHBIA MEpeXxBaT

aAyauoncpexBar

BUACOINICPCXBAT,
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IPOCMOTP Mycopa

O0ecnieuenre HaMOHAJILHON

HaJIC)KHAS 3alIUTa JIATHOW ¥ MMYIIIECTBEHHON 0€301TaCHOCTH

obecrieyeHne HAay4HO OOOCHOBAaHHOIO M TapaHTUPOBAHHOIO
roCyJapCTBOM MHHUMyMa MAaTE€pHAIbHBIX M 3KOJIOIMYECKHX

0€30MacHOCT Ha ypOBHE .
yCIIOBUH
I'PaXkJIaHCKOTO o01ecTBa
.. | moBbIIEHHE 3(PPEKTUBHOCTH 3AIUUTHl KOHCTUTYLHOHHOIO CTpPOS,
OTIpeNeNsIeTCsl  CIEIYIOUIeH -
HeNbiO IPaBONOPsIIKA, O0PBOBI C Opr. MPECTYIMHOCTHIO U KOPPYMLUEH
IpeosioJieHue  KOHQpPOHTaMu B  OOLIecTBE, JIOCTHXKEHUE
HAIIMOHAJILHOTO COTJIACHS
A
B MEHKYHAPOAHOM o
cTaHgapre «OpanxeBas C
KHUTa» MHIMBHyalbHAS [
3aIUTa 3TO Tpymma E
YCIIOBHBIE U O€3YCIIOBHBIE
aTaKu ¢ 00paTHOM CBS3BIO U O6€3 00paTHOU CBS3U
I[lo wmenmm  BO3AEHCTBUS | BHYTPUCETMEHTHBIE U MEKCETMEHTHBIE

YAQJICHHBIC aTaK! ACJIATCA Ha

ITIACCUBHBIC U aKTHBHBIC

aTakKu B 3aBUCUMOCTH OT HApPYUICHUA KOH(I)I/II[GHLII/IaJ'ILHOCTI/I,
ICJIOCTHOCTH M TOCTYIMTHOCTH

IIepexBar, KOTOpBII OCHOBaH
Ha (dbuxcauu
AJEKTPOMarHUTHBIX
W3JIy4E€HUH, BO3HHUKAIOLIUX
pu (bYHKIIMOHUPOBAHUHT
CpEICTB KOMIBIOTEPHOM
TEXHUKM W KOMMYHUKalUN
Ha3bIBACTCS

AKTHBHBIN IepexBat

MaCCUBHBIN IepexBar

ayauonepexBar

BUACOIICPEXBAT

IIPOCMOTpP Mycopa

B MEXIYyHAPOIHOM
CTaHJIapTe «OpanxeBas
KHUTa» MaHJaTHas 3alluTa
3TO rpynna

sl lwi{@Yivehi=

ITo YCJIOBHIO Hayajia
OCYIIECTBJICHUS BO3JEICTBUA
YAQJICHHBIC aTaK! JACJIATCA Ha

YCIIOBHBIC U O€3YCIIOBHBIC

aTaKu ¢ 00paTHOM CBS3BIO U 0€3 00paTHOH CBSI3H

BHYTPHUCCTMCHTHBIC M MCXKCCTMCHTHBIC

IIAaCCHUBHBIC U aKTHBHBIC

aTaKu B 3aBUCUMOCTH OT HApPYUICHUA KOH(l)I/II[eHHI/IaJH)HOCTI/I,
OCJIOCTHOCTH M JOCTYITHOCTH

CoOcTBeHHMK MH(OpPMAIIH
3TO

(1)I/I3I/I'—IeCKOC JUo, HIN MaTepI/IaJ'II)HI)II\/II 06’beKT, B TOM 4YHCJIC
¢usznueckoe moNe, B KOTOPHIX HMHQOpPMAIUS HAXOIUT CBOE
0TOOpaKeHHE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
pELIEHUN U TTPOIIECCOB

CyOBEKT, OCYIIECTBISIOMMA TOJIb30BaHUE HHPOpMAIMEH U
peanu3ylomui IOJTHOMOYUS pacCHOpsLKEHUS B IIpejernax Ipas,
YCTAHOBJICHHBIX 3aKOHOM H/HJIU COOCTBEHHUKOM MH(M)OPMAIIHH

CyObeKT, moyb3yIouMiics HH(OpMaIMel, IMOoIydeHHOH OT ee
COOCTBEHHUKA, BIIAJIENblla WM IOCPEJIHUKAa B COOTBETCTBUH C
YCTaHOBJIEHHBIMH IPaBaMH ¥ MPaBUIIAMHU JOCTYIA K HH(OpMAIHH
00 ¢ UX HAPYIICHUEM

CyOBEKT, B TIOJHOM O00BEME pPCAIM3YIONIMN MOJHOMOYHS
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BJIaJICHHA, MOJIb30OBaHUA, PACIIOPAKCHHUA HH(bOpMaHHeﬁ B

COOTBCTCTBHH C 3aKOHOAATCJIbHBIMH aKTaMH

Y4aCTHHUK HpaBOOTHOI_HCHI/Iﬁ B I/IH(bOpMaI_II/IOHHLIX nponcccax

ITepexsar, KOTOPBII
OCYILIECTBJIIETCS C TIOMOILBIO
MOJIKJIFOUEHUS K

TCIICKOMMYHUKAIITUOHHOMY
000pYIOBaHHIO KOMITBIOTEPA

AKTHBHBIN IepexBar

IMaCCHUBHBIN IepexBar

ayJuorepcxBar

MIPOCMOTP Mycopa

Ha3bIBaETCS BUJIEOTIEPEXBAT
B MEKTYHApOIHOM g
cTaHjapre «OpanxeBas C
KHUTa» BepU(pULIUPOBAHHAS D
3aluTa 3To rpymnmna E

[lo wHammuuio  oOpaTHOM
CBSI3U c aTaKyeMbIM
00BEKTOM y/IalieHHBIC aTaKu
JeTISATCS Ha

YCJIOBHBIC U O€3YCIIOBHBIC

aTakM ¢ 00paTHOM CBsA3BIO0 M 0€3 00paTHOM CBSI3U

BHYTPHCCTMCHTHBLIC 1 MCXKCCTMCHTHBIC

ITIACCUBHBIC U aKTHBHBIC

aTakKu B 3aBUCUMOCTH OT HApYUICHUA KOH(I)I/II[GHLII/IEUILHOCTI/I,
OCJIOCTHOCTH M TOCTYIMIHOCTH

CaMOCTOSITENIEHO
co3/aBIlee rnH(pOpMaLIHIO
)2 () MOJy4HBIIEE Ha
OCHOBAaHMM  3aKOHa  WJIH
JIOTOBOpa MpaBO pa3pelaThb
WM OIrpaHUYMUBATL JOCTYII K

JIuno,

WCTOYHUK MH(pOpMaun

norpedurenp nHHOPMAITUN

YHUYTOXXUTENb WHHOPMAITIH

HOCHTENbh HH(OPMAITUU

uHdopMaImH obOnagarens HHGOPMAITHH
OGs3aTenbHOE M | spexTpoHHOE COOOIIEHNE
BBITIOJTHEHUS JIULOM,

Oy YU BIIUM JOCTYII K | pacnpocrpaHeHne nHpopMauu

orpeeneHHONH HHpopMaIuH,
TpeObOBaHHE HE TMepeaaBaTh
TaKylo uHGOPMAITHIO
TPETbUM JIuIaM Oe3 coryiacus
ee obaaTess 3To

npeaocTaBieHne HHHOpMaLuu

KOH(HICHIIHATLHOCTh HHPOPMAITHH

JOCTYH K HH(pOpMaLuu

JelicTBuA, HanpaBJIEHHbBIE Ha

YHUYTOXXEHUE HH(OPMaITUU

MI0JIy4YEHUE uHpopMauu

pacnpocTpaHeHre HHPOPMaIu
HEOIIPEJIEIICHHBIM  KpPYIOM
B0700 581051 nepefaydy | mpeaocTaBieHHe HHPOPMAIUU
HHpopMaLHH KOH(QHIEHINATEHOCTh HHPOPMAITIH
HEOIIPEIEICHHOMY Kpyry
JIUIL 3TO JOCTYH K HHPOPMALIUH

coxpaHeHue uHdopMauu
Bo3MOXXHOCTE ~ MOIY4YEHHUA | pacnpocTpaHeHHEe HHGOPMALIUK
uHpopmauu " ee | mpeaocTaBieHHe HHPOPMAIUU

HCIIOJIBb30BaHUA 3TO

KOH(bUIESHIHAIBHOCTh HHGOPMAIUU

JIOCTYM K HH(OpMAIUH

ITponecc COOOIICHNUS
CyOBEKTOM CBOEro HWMEHHU
WIM HOMepa, C IeIbI0

aBTOPH3AITUS

ayTeHTH(PUKAINS




Bonpoc Bapuanumwvr omeema
MOIMYYCHUS  OHPEACHEHHBIX | ooy o
MOJIHOMOYHH (TIpaB AOCTYTIA)

Ha BBINONIHCHHE HEKOTOPBIX | nemepcoHanm3anyst
(pa3peleHHbIX eMy)
JIEUCTBUA B CUCTEMax C MAeHTHOHKALIS
OTPAaHUYEHHBIM JIOCTYTIOM
[Ipouenypa IIPOBCPKH | aBTOPH3ALINS
COOTBETCTBUS  CYOBEKTA U | oGesmmumBanie
TOTO, 3a KOI'O OH MBITAeTCA

AcnepCoHaIn3alnsa
ce0s BBIIATh, C ITOMOIIBIO
HEKOM yHUKaIbHO | AYTeHTAHKALS
uHpopManuu UICHTH(DUKAIHS
IIponecc, a Takxke pe3ynbrar
rporiecca IIPOBEPKHU ABTOpHSatHA
HEKOTOPBIX  00s3aTeNbHBIX
apaMeTpoB TOJIB30BaTeNs 1, | WICHTHQUKaIMA
npu YCHEUIHOCTH,
NpeaoCTaBICHUE €My | ayTeHTU(UKaIHs
ONPEACIEHHBIX TOJTHOMOYHMI
Ha BBITIOJIHEHUE HEKOTOPBIX | ofesiMurBaAHNC
(pa3pereHHbIX emMy)
NEUCTBUII B CHCTEMax C o ——

OI'paHUYCHHBIM JOCTYIIOM

HecankimonnpoBaHHbBIM
JOCTYTI K MH(POPMAIIUH 3TO

JOCTYyT K WH(OpPMANNH, HE CBSI3aHHBIN C BBITONHEHNEM (PYHKIIMOHAIb-
HBIX 00s13aHHOCTEH 1 He 0(hOPMIICHHBIA JJOKYMEHTAIEHO

paboTa Ha Uy)KOM KOMIIbIOTEpE 0€3 pa3pelieH s ero BiaaIelibla

BXO0J Ha KOMIIBIOTCP C MCIIOJb30BAHHECM JAHHBIX APYTOr'o IIOJb30BATCIIA

JOCTYTI K JIOKAJIbHO-WH(GOPMAIIIOHHOW CETH, CBA3aHHBIA C BBHITOJHEHU-
eM (OYHKIIMOHAIBHBIX 00s3aHHOCTEH

goctyn Kk CYB/] moj 3anpenieHHbIM HMEHEM T0JIb30BaTelIs

JloxymMeHTHUpOBaHHAs

nHpOpMAaIus, JOCTyI K
KOTOpOH  OrpaHMYMBacT B
COOTBETCTBUHU c

3aKOHaACILCTBOM PD

HH(pOpMAIUs COCTABIAIONIAS FOCYAAPCTBEHHYIO TallHy

HH(OPMAITHS COCTABIIAIONIAs] KOMMEPUYESCKYIO TAHY

epCoHaIbHAS

KoH(HIeHIHaabHAS HHGOPMALIHSI

JIOKYMEHTHPOBaHHAs: HH(MOpMAIHsI

NudopmanuonHast
0€30I1aCHOCTh 00ECIIEUUBAET. . .

OJIOKHpOBaHUE HHGOPMALIMH

HCKaKEeHHE HHDOpMAITIH

COXPaHHOCTh MH(MOPMAIUU

yTpaty uHhOopMaIiK

MOAENKY HH(DOPMAIIUH

Xuienne nHHOPMAIHH — 3TO. ..

HCCAHKINMOHUPOBAHHOC KOIIMPOBAHUEC PIH(bOpMaI_[I/II/I

yTpaTa HHGOopMaIuu

OJIoKHpoBaHNE HHGOPMAIHH

HCKKCHHE HHDOPMAITUH

poiaxka HHGOPMAaLIHH

JocTyn k nHpOpMALIUH — ITO:

00s13aTeIbHOC TS BBIMOJIHEHHS JIMIIOM, TIOJTYYHBIIMM JOCTYI K ONpese-
neHHoM nHpopmaruu, TpeboBaHNe HE TepeaaBaTh TaKy0 HWH()OpMAITHIO
TPEeTHUM JiHLaM 0e3 coriacusi ee o0saaaress

JeWCTBYsI, HAIlpaBJICHHBIC Ha ITOJNyuyeHHe HH(OpMAalMU HEOINpenelieH-
HBIM KPYT'OM JIMI WK Nlepeaady nHGOpMaIMU HEONPEAeICHHOMY KPYTy
JIUII

JICHCTBHS, HANPABJICHHBIC HA TOJy4YeHHE WH(POPMAIMH OIPEICICHHBIM
KpPYTOM JIHII WM [Iepeady HH(POPMAIIUU OIPEIeICHHOMY KPYTY JIHIT
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I/IH(l)OpMaI_II/IH, nepeaanHas Wik MOJYyUYCHHAsA IMOJIb30BATCIICM I/IH(i)OpMa—
I_II/IOHHO—TCHeKOMMYHHKaHHOHHOﬁ CCTH

BO3MOXHOCTSE ITIOJIYYCHUA I/IHqJOpMaHI/II/I 1 €€ UCITIOJIb30BAHUA

Oo0ecnieuenue
nH(OPMAITIOHHON
0e30IMacCHOCTH
obecrieyeHue. ..

€CTh

HE3aBHCUMOCTH MH(OPMALIUU

HM3MEHEHHS HHGOPMALINH

KOIIMPOBaHUS HHGOPMAIIHH

COXPaHHOCTH HH(MOPMAIIUH

peoOpa3zoBaHusi HHOOPMAIIUU

K kakomy BuIy Mep 3alluThl
uH(pOpMAIMK OTHOCHTCS YTBEp-
JKJICHHAs Tporpamma paboT B
obOactu 0e30I1acHOCTH

MOJIMTHKA O€30IaCHOCTH BEPXHEr0 YPOBHS

MOJIUTHKA OE30I1aCHOCTHU CPCAHECTO YPOBHA

MOJINTHKA 0€30IaCHOCTH HMJKHETO YPOBHS

IIPUHIMIT MUHUMHU3AIINN HpI/IBI/IJ'IeFI/Iﬁ

3aIIMTa MOJICPKUBAIOIICH HHPPACTPYKTYPBI

T'apanTtus Toro, 4ro npu XxpaHe-
HUU Wi Tepenade uHpopMma-
UM He ObUIO MPOW3BEICHO He-
CaHKIMOHUPOBAaHHBIX H3MEHE-
HUN

KOH(DUICHIINATEHOCTH

OCJIIOCTHOCTD

AOCTYITHOCTb

AYyTCHTUYHOCTDH

arneJuIupyeMoCTh

K ynxiusm nabopMamoHHON
0€30MacHOCTH OTHOCSITCS

BEISIBJICHUEC NCTOYHHWMKOB BHYTPCHHMX M BHCIIHUX YI'PO3

CTpaxoOBaHHUEC I/IH(bO'pMaLII/IOHHBIX PECYPCOB

3aIlMTa TOCYAaPCTBEHHBIX HH(POPMAITHOHHBIX PECYPCOB

ITOATOTOBKA CIIEIIMAJIUCTOB IO O0OecIeueHn0 MHGOPMAIMOHHON 0e3-
OIACHOCTH

BCC OTBCThI BEPHEI

K HanmonanbHBIM HHTEpecam
P® B undopmanmonnoit chepe
OTHOCSITCSI

pain3anysa KOHCTUTYIHHMOHHBIX IIPaB HA JOCTYII K I/IHd)OpMaI_II/II/I

3amuTa HHOOpMaLKK, 00eCIeYnBarONIeh THIHYI0 0€30ITaCHOCTh

3aIIUTa HE3aBHCUMOCTH, CYBEPEHHUTETA, TOCYAAPCTBEHHON U TEPPUTOPH-
AJIBHOM 11€J0CTHOCTH

HNOJIMTHYCCKAasA SKOHOMHUYCCKAA M COIMaJIbHaA CTaOUIBLHOCTD

COXpaHEHHE U 03I0POBJICHUN OKPYIKAIOLICH Cpeibl

KOH(MHICHITNATHLHOCTD
FapaHTI/Iﬂ TOro, 4YTO KOHKPCT- [IEJIOCTHOCTD
Has wHbOpMAIUs  JOCTYITHA
JIOCTYITHOCTD
TOJIBKO TOMY Kpyry JHL, IJIs
KOTOPBIX OHA MMpEIHAa3HA4YCHAa aYTeHTI/I‘-IHOCTB
areJINPyeMOCTh

COBOKYITHOCTh HOPM, IPaBUI H
MPAKTHYECKUX PEKOMEHIAIHH,
pEeriIaMeHTHUPYIOIUX  paboTy
cpenctB 3amuThl AC OT 3amaH-
HOTO MHOXECTBa yrpo3 0es-
OIMACHOCTH

KOMILIEKCHOE 00ecreueHre HH(POPMAIIMOHHON 0€3011aCHOCTH

oe3onacHocts AC

yrpo3a HHPOPMaIMOHHOHN 6€30MacHOCTH

daTaKa Ha aBTOMAaTU3UMPOBAHHYIO CUCTEMY

MMOJIATHKA 0€30IIaCHOCTH

Haubosnee pacnpocTpaHeHHBbIE
yrpo3bl HHPOPMALMOHHON 0e3-
OIAaCHOCTH

YIPO3bI IIEJTOCTHOCTH

YIpO3bI 3aIIUIICHHOCTH

YIpo3bl 0€30IaCHOCTH

YIpO3bl JOCTYIHOCTH

YI'PO35bI KOHd)I/II[eHI_[I/IaJIBHOCTI/I

HelicTBue, npeanpuHUMAEMOe
3II0YMBIIIUIEHHUKOM, — KOTOpPOE
3aKJIIOYaeTcsl B IOMCKE M HC-
MOJb30BAHUU TON WM HUHOUI
YSI3BUMOCTH CHCTEMBbI

KOMIUICKCHOE o0ecreueHrne HHPOpMaImOHHONH 0€30IMacHOCTH

oe3onacHoctb AC

yrpo3a HHGOpMaIMOHHON 0€30IMacHOCTH

araka Ha aBTOMaTU3UPOBAHHYIO CUCTEMY

MOJIUTHKA O€30IaCHOCTHU
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CocTtostHue 3aIIMIICHHOCTH
MHOTOHAIIMOHAILHOTO  HapojJa
KAaK HOCHUTCIIA CYBepeHI/ITeTa nu
€IMHCTBEHHOI0 UCTOYHHKA BJIa-
CTH

nHpopManroHHass 6€30MaCHOCTb

0€30I1aCHOCTh

3anra HHPOpMauu

HalMOHAJIbHAST 0€30aCHOCTD

CBOMCTBO IaHHBIX OBITH J10- KOH(DHIEHIINATBHOCTh
CTYMHBIMU JUISL CaHKIMOHHUPO- | 1167100THOCTD
BaHHOTO I0JIb30BaHUS B TIPOU3-
. JIOCTYITHOCTh
BOJIGHBIH ~ MOMEHT  BPEMCHH,
Korja B o0OpallieHuy K HuM Bo3- | 4YTCHTUIHOCTD
HHKAET HEOOXOAUMOCTD anmnejInupyeMocTb
KOH(HICHIINAIbHOCTD
lapanTHist TOro, YTO HMCTOYHH- LIETOCTHOCTE
KOM UuH(pOpMAIMH  SBISETCS
JIOCTYIHOCTh
HMEHHO TO JIUI0, KOTOPOE 3asB-
JICHO KaK €€ aBTop ayTCHTHYHOCTD
anIeaInpyeMoCTh
l'apanTus TOro, 4ro npu HeoO- | KOH(MUIEHIHATLHOCTD
XOOAUMOCTH MOXXHO 6yﬂeT JTOKa- LIEJIOCTHOCTh
3aTh, YTO aBTOPOM COOOIIECHUS JOCTYIHOCTS
SIBIIIETCS MMEHHO TOT YEJIOBEK, AYTCHTHIHOCTD
KOTOpBII 3asiBJIEH KaK €€ aBTOp
¥ HY KTO JPYTOi anmneInpyeMoCThb

CooTHecuTe MHTEpECH B o0ia-
cTH nH(POPMAIMOHHOH Oe30mac-
HOCTH:

1. HarinoHanbpHbIC HHTEPECHI

2. aTepech TUYHOCTH

3. HTEpECHl TOCyAapCTBa

4. nTepeckl 001IecTBa

1. cocToAT B peanu3aluy KOHCTUTYLHMOHHBIX NpaB U CBOOOJ, B
o0ecreyeHnn JTMYHON Oe30MacHOCTH, B NMOBBIIIEHUH KadecTBa U
YPOBHS KH3HHU, B (PU3UUYECKOM, JYXOBHOM M HHTEIIEKTyaJbHOM
Pa3BUTHM YeJIOBEKA U TPaKIaHUHA

2. obecreynBarOTCsi HHCTUTYTaMH I'OCYAapCTBEHHOW BJAacTH, OCY-
IIECTBIISIIOIMMH CBOM (DYHKLIMH, B TOM YHCJIE BO B3aUMOJICHCTBUN
¢ aercTByromuMu Ha ocHoBe KoHctutynuu P® n 3akoHOmarens-
ctBa P® 0011eCTBEHHBIMU OPraHU3aALUSIMU

3. COCTOST B HE3BIOJIEMOCTH KOHCTUTYIIHOHHOTO CTPOSI, CYBEPCHH-
TeTa U TEPPUTOPUAIBHON 1ENOCTHOCTH Poccuu, B OTUTHYECKOH,
SKOHOMHUYECKOH W COIMATBHOM CTAOMJIBHOCTH, B 0€3yCIIOBHOM
o0ecrevYeHny 3aKOHHOCTH U TIOJIEPKaHUU TMPABOMOPSIKA, B pa3-
BUTHHU PABHOIIPABHO I'O W B3aWMOBBII'OJHOI'0 MEXIAYHAPOIHOIO
COTPYJIHUYECTBA

4. coCTOST B yIPOUYECHUU IEMOKPATUHU, B CO3/IaHUU [IPaBOBOIO, CO-
[IUATBHOTO TOCYJapCTBa, B JIOCTIDKEHUU M TOJJICpKaHUU OOIIe-
CTBEHHOI'O corjacusi, B IyXOBHOM oOHOBieHuu Poccuu

CooTHecUTE OCHOBHBIE TTOHATHUS
B oOmactn wH(POPMAMOHHOMN
6e3onacHOCTH

1. ataka

2. ysazeumocth AC

3. yrpo3a 6e3omacHoctu AC

4. 3amuIeHHas CUCTeEMa

1. HEKOTOPOC HCYAaYHOC CBOMCTBO CHUCTEMBI, KOTOPOC €1aCT BO3-
MOKHBIM BO3ZHUMKHOBCHHEC U pCaIU3alIUI0 YI'PO3bI

2. cucTema co CpeACTBaMHM 3allUThl, KOTOPbIE YCIENIHO U 3ddek-
TUBHO IIPOTHBOCTOST Yrpo3aM 0e3011acHOCTH

3. Bo3MOKHBIe Bo3aercTBUs HAa AC, KOTOpbIE NPSIMO MJIM KOCBEH-
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HO MOT'YT HAaHECTH yIIepO e¢ 0€301MacHOCTH

4. neiicTBue, NPeANPUHUMAEMOE 3JI0YMBIIUIEHHHKOM, KOTOPOE 3a-
KJIFOYAeTCs B [IOUCKE U UCIOJIb30BAHUU TOU UIIM UHOM YA3BUMOCTHU
CUCTEMBI

CooTHecHTe OCHOBHBIE BHJIBI
yrpo3 st AC

1. yrpo3a HapyIieHHUs KOH(PUACHIINATBHOCTH

2. yrpo3a oTKasa CIIy»x0

3. yrpo3a HapyIieHus [EJIOCTHOCTH

1. mo6oe yMBIIUIEHHOE U3MEHEHUEe MH(POpPMAIK, XPaHSIIEHCs B
BC unu nepegaBaeMoM OT OJIHOM CHCTEMEBI B APYTYIO

2. BO3HHUKAET BCSIKUHM pa3, KOIZa B PE3yJIbTAaTe MPeIHAMEPEHHBIX
JNEUCTBHN, MPEANPUHUMAEMBIX APYTMM IO0Jb30BATEIEM WU 3J10-

YMBIIIJICHHUKOM, OJIOKUPYETCS JOCTYNl K HEKOTOPOMY pecypcy
AC

3. 3aKio4yaeTcss B TOM, YTO MH(OpMAIMs CTAHOBUTCS M3BECTHOM
TOMY, KTO HE PacroJiaraeT moJHOMOYMSIMH JIOCTyNa K Her

CootHecute  KiIaccu(UKaIUIO
yTPO3 IO pSAAY IPU3HAKOB

110 IPHUPOAC BOSHUKHOBCHUA

110 HEMOCPECTBEHHOMY MCTOYHUKY

o crerneHu Bo3aeiicteug Ha AC

ITIACCHUBHBIC U aKTHBHBIC

1.
2.
3.
4. mo cnocoOy goctyna K pecypcam AC
1.
2.

HaIlpaBJIE€HHbIE HA UCIOJIb30BAHUE MPSIMOTO CTAHAAPTHOTO MyTH
JIOCTYTIa K pecypcaM U HallpaBJI€HHbIE Ha UCIIOJIb30BAHUE CKPBITO-
r0 HECTaHJIAPTHOrO jocTtyna K pecypcam AC

3. €CTECTBEHHBIC MIIN HCKYCCTBCHHBIC

4. npupoaHasi cpeja, 4elOBEK, CAHKI[MOHUPOBAHHBIE NPOTrpaMM-
HbIE CPE/ICTBA U HECAHKIIMOHUPOBAHHbIE MPOTrPaMMHbIE CPEJICTBA

Uro takoe cepTudukaus

MNOATBCPIKACHUC COOTBCTCTBUA MPOAYKLIMHU HIIN YCIYT YCTAHOB-
JICHHBIM Tpe6OBaHI/I${M WK CTaHaapTam

IIOATBEPKICHUE COOTBETCTBUS NPOAYKIUH, HO HE YCIYT YCTaHOB-
JICHHBIM TpeOOBAHUSAM WU CTAaHAAPTAM

IIOATBEPKICHUE COOTBETCTBUS YCIYT, HO HE IPOLYKIIUHA YCTAHOB-
JICHHBIM TPeOOBAHUSAM WU CTaHAAPTAM

Uto Takoe cepTudukat?

JOKYMEHT, TMOATBEPKAAOIINNA COOTBETCTBUE CPEACTBA 3aIIUTHI
nH(GOpMaIK TPeOOBAHUAM IO 0€30MaCHOCTH MH(POPMAIIUH

JIOKYMEHT, TOJTBEPKIAIONINN COOTBETCTBUE CPEJCTBA 3alHUThHI
nH(popMaluu TpeOOBAHMUAM IO XpaHESHUIO HHPOPMAITUH

JOKYMEHT, TOATBEPKIAOIINNA COOTBETCTBUE CPEACTBA 3aIIUTHI
nHpopMmaluu TpedboBaHMIM 10 00paboTKe HHpOpMAIUK

Kak wnazpBaercs nuio, camo-
CTOSITENIEHO Co3/aaBinee WHMOP-
Manuio Ju00 TOJy4HBIIEE Ha
OCHOBAaHHMHM 3aKOHA WM JOTOBO-
pa mpaBo pa3peniatb WU Orpa-
HUYHUBATh JOCTYN K WH(pOpMa-
WU, ONPEACIISIEMON MO KaKUM-
100 npuzHaKam?

CYyOBEKT MePCOHABLHBIX JAHHBIX

orepaTop HHPOPMAITHOHHOW CUCTEMBI

oOnanarens nHGOpMaLUu

cyOBeKT nH(pOpMaIUH

Bonpocs k komiuiekcHomMy 3aganuio TK1
1. Yro Takoe nHpopmarmonnasi 60€30MmacHOCTh?
2. llepeuncnure BakHEHIINE acTIEKThl HH(OOPMAITMOHHON OE30MTaCHOCTH.




3. [lepeuucnure ypoBHH 3alIUThl HH(POPMALIHUH.

4. OxapakTepusyiTe yrpo3bl HHPOPMAIIMOHHON 0€30M1aCHOCTH: PACKPBITHUS 1ie-
JOCTHOCTHU, OTKa3 B OOCITYKHUBaHHUH.

5. O0OBsICHUTE NPUUYMHBI KOMIIBIOTEPHBIX MPECTYIUICHUN.

6. OnumuTe OCHOBHBIE TEXHOJIOTUU KOMITBIOTEPHBIX MPECTYIUICHHM.

7. Ilepeuncnute Mepbl 3alIUTHl UHPOPMAITMOHHON OE30MTaCHOCTH.

8. Ilepeuncnure Mepbl MPETOCTOPOKHOCTU MPU pabOTE C LENbIO 3alUThl UH-
dbopmarnuu.

9. OnuiuTe OCHOBHBIE MEPHI 3aIIUTHI HOCUTENEH HH(OPMAIUK.

10. Tlouemy mnoakitoueHuEe K riI00aIbHOM KOMIbIOTEpHOW ceTh MHTepHer
IpeCTaBIIAeT cOO0U yrpo3y ajisi HHDOPMAIMOHHONW 6€30MacHOCTH?

11. Onummre, KaKk HCHOIB30BAHKUE 3JIEKTPOHHOW TMOYTHI CO3/IA€T Yrpo3y HH-
dbopmanrionHoi O6e3zonacHocTu. Kakue mMepbl obecreunBaroT 0€30MacHOe MCIONIb30-
BaHue e-mail?

12. Kakue cymiecTByIOT MEX/IyHAPOIHbIE U POCCUIICKHE CTaHAAPTHI B 001aCTH
0€30MacHOCTH KOMIIBIOTEPHBIX CUCTEM M MH(POPMAIIMOHHBIX TEXHOJIOTUNA?

13. Kputepuu 6€301acHOCTH KOMIBIOTEPHBIX CUCTEM MUHHUCTEPCTBA 0OOPOHBI
CHIA (*“OpanxeBast KHUTA”).

14. PykoBomsiimue nokymeHThl I'octexkomuccuu Pocenn.

15. MexnayHapoiHble cTaHIapThl HHGOpPMaAMOHHON Oe3onacHocTh. CTaHaapT
ISO/IEC 15408 "O6mue kputepun". Onrcanuve TpeOOBaHU 0€30MACHOCTU U XapaK-
TEPUCTHUK yTpo3.

s Trekymero kourpoJs TK2:

[IpoBepsiemasi KOMIIETEHIIUS:

Kox u HauMeHoBaHne KOMIETEHIINN

KO}I N HAMMCHOBAHUC MHUKATOpa

OIIK-7. CriocobeH moHuMAaTh MPUHITUIIBI pa-
00TbI COBPEMEHHBIX MH(OPMALIMOHHBIX TEX-
HOJIOTMH 1 UCTIOJI30BaTh MX IS PEIICHUS 3a-
J1a4 TPOeCCUOHATBHOM JIeSITeTbHOCTH

OIIK-7.2. Bnageer HaBbIKaMu TpUMEHEHUs LU(pO-
BBIX TEXHOJOTHH IJs pemieHus 3amad mnpodeccuo-
HaJIbHOM JIEATENIBHOCTH C YYETOM OCHOBHBIX TpeOo-
BaHMH MH(POPMAIIMOHHOMN 0€30IaCHOCTH

Tect

Bonpoc

BapuaHmbl omeemada

Kakoit o0mmit ymepd 10 |4

JaHHBIM Hucturyra 34
KomnbroTepnoit

bezonacuoctu HaHeciu | 54

KOMITBIOTEPHBIC  BUPYCHI 38 | 74
nocienHue S5 ner, (MIpA.

nomt. CIIA)? 94

ITo JIaHHBIM )KypHaia | 500000

«Security Magazine», | 1000000

cpemumi pasmep ymepoa ot 700000

KOMIIBIOTCPHOI'O

MOIIICHHHUYECTBA COCTaBIISET
(momn. CIITA)

2000000

2500000

Mudpoanue uHPOpMaLUU
9TO

mporecc  cOopa,  HaKoIIeHWS,  O0OpabOTKH,

pacrpeesIeHus M MMOMCKa HHPOpMaIUH

XpaHeHus,
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npeoOpa3oBaHue  MHPOpMAIMM, B  pe3yJdbTaTe KOTOPOTO
colepxanue HWH(OpPMAIMM  CTAaHOBUTCS  HETIOHSATHBIM IS
cyOBbeKTa, He UMEIONIETO0 JIOCTyIa

MOJIy4eHHE  CyOBEKTOM  BO3MOXHOCTHM  O3HAKOMJIGHHS  C

HHd)OpMaHHCﬁ, B TOM YHCJIC ITPH ITOMOIIIH TCXHUYCCKUX CPCACTB

COBOKYITHOCTh TIPaBHJI, PETJIAMCHTHPYIOIINUX MOPSIOK U YCIOBHS
JIOCTyIIa CyOBbeKTa K MH(DOPMAIIMU U €€ HOCHTEIISAM

NEATEIPHOCTh TI0 TPEIOTBpAIICHUIO YTEYKH HH(pOpManuu,
HCC&HKI_II/IOHI/IpOBaHHBIX 58 HereﬂHaMepeHHLIX BO3H€ﬁCTBHﬁ Ha
Heé

ITo JIAHHBIM I'nmaBHOTO
WH()OPMAITMOHHOTO  IIEHTpa
MB/I Poccun KOIMYECTBO
KOMIIBIOTEPHBIX
NPECTYIUICHUN €XErogHo
yBeJIMYUBaeTCs B (pa3a)

2

2,5

3

3,5

4

ITo JTAHHBIM I'maBHOTO
HH()OPMAITMOHHOTO  IIEHTpa
MBJI Poccum exeroHbiit
pazmep MaTepHUaIbHOTO
yiepda OT KOMITBIOTEPHBIX
MPECTYIJIEHUH  COCTaBJISIET
0K0JIO (MJIH. pyOJIcii)

6

60

160

600

1600

Ilo JTaHHBIM I'nmaBHOTO
UH(QOPMALMOHHOTO  IIEHTpPA
MBJI Poccun cpeaHui
ymiepo, MIPAYHHSAECMBIHA
NOTEpIEBIIEMY oT 1
KOMITBIOTEPHOTO
NpECTyIUICHUs, paBeH (MIIH.
pyouein)

7

1,7

2,7

3,7

4,7

OcHoOBHOE
o0OecneynBaroliee
KOH(UICHIIMATEHOCTD
nH(popManuy, MOChLIaeMON
0  OTKPBHITHIM  KaHajam
nepenadyn  JaHHBIX, B TOM
YHUCIIe, 0 CETH UHTEPHET

CPEICTBO,

UJIeHTU(DUKAITNS

ayTeHTU(UKALNA

aBTOpH3ALUSA

OKCIICPTHU3a

mmdpoBanue

Jlnsa OGe3omacHON mnepenaun
JTAHHBIX o KaHaJuaM
WHTEpPHET UCTIONIB3YETCS
TEXHOJIOTUS

WWW

dicom

vpn

ftp

xml

Komrmiekce
150058)05
CPEICTB,

anmnapaTHbIX

MIPOrpaMMHBIX
OCYILIECTBIIS O I
KOHTPOJIb U (PUIBTPALUIO
CETEBOTO Tpaduka B
COOTBETCTBUHU C 3a/JaHHBIMU
MPAaBWJIAMHU U 3al[UIIAOLIHI
KOMITBIOTEPHBIE  CE€THU _ OT

AHTUBHPYC

3aMOK

OpanaMay’p

Kpurnrorpadus
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HECAaHKIIMOHMPOBAHHOT O
JIOCTyTa

OKCIICPTHasA CUCTEMA

[Ipouenypa, nposepsromas,
MMeeT JIM TOJb30BaTellb C
IpCABABICHHBIM
HUJIEHTU(DHUKATOPOM TIPaBO HaA
JOCTYT K pecypcy 3TO

HUJICHTHU(UKALIHS

ayTeHTH(UKAIUS

cTpaTuduKamus

pEerucTparws

aBTOpHU3AIIHS

COACPIKATh I_II/I(I)pLI u 6YKBI>I, 3HAKH MMPCIIMHAaHUA U OBITH CIOKHBIM
JJI1 yraabIBaHU s

COJIepXKaTh TOJBKO IH(PHI

[Tapons MOJTK30BATENS | COACPIKATH TOJHKO OYKBBI

JTOJIKEH MMETh SIBHYIO MPUBS3KY K BIAJENbIly (€ro Umsi, AaTa pOKICHUs,
HOMep TeledoHa u T.11.)
OBITh TIPOCTBIM U JIETKO 3alIOMHUHATHCSI, Harpumep «123», «111y,
«gwerty» U T.J.

[lnactukoBas KapTOYKa, | TOKEH

cojeprkaras YUII VIS | password

KpHUnTorpaduyeckux

9 apoJib

BBIYMCIICHUM U BCTPOCHHYIO -

login

3aIMIIEHHYI0 TaMsATh JJis
XpaHeHus1 nHGOPMAITUH

cMapT-KapTa

YcrporictBo JUIst
uAeHTU(DUKAITH
MOJIL30BaTEIICH,
IPEICTABIISIOIICE coboit
MOOMJIPHOE  TIEPCOHAITBHOE

YCTPONCTBO, HAIIOMUHAIOIIINE
MaJICHbKH  TIEUIKEp, HE
MO/ICOEIUHSAEMbIE K
KOMIBIOTEPY H  HMEIOIIHNE
COOCTBEHHBIN HWCTOYHUK
MTATAHUS

TOKCH

ABTOHOMHBIN TOKEH

USB-TokeHn

ycTpoiictBo iButton

cMapT-KapTa

Hoctyn  mosb3oBarens K
WH(POPMAIIMOHHBIM pecypcam
KOMIIbIOTEpa W/ WU
JIOKAJbHOW BBIYHMCIIMTEIBHOM
CeTU TMPEAUPUATUS JIOJDKEH
pa3penaThes TOJIBKO MOCIeE:

BKIIFOUCHHA KOMIIBIOTECpaA

UICHTH(DHUKAIUY 110 JIOTHUHY U [TapOJTI0

3arpoca naCnopTHBIX JaHHBIX

3arpoca 1OMCHHOIO MMCHHU

3anpoca PO

ONEKTPOHHBIE
TIpeAHA3HAYCHBI IS ...

3aMKH

obecrnieueHus JOBEPEHHON 3arpy3Kd KOMIBIOTEpA U KOHTPOJIS I1e-
JIOCTHOCTH (halijIoB B cCHCTEMax

CKaHHMpPOBAaHHUI OTIICYATKOB ITAJILIICB

ITPOBEPKH CKOPOCTH M 3arpy3Kku (haiios

001Iero KOHTPOJIS

I/IIICHTI/I(bI/IKaI_II/II/I I10JIb30BAaTCIA

ONeKTpOHHBIE 3aMKH TIpeaHa-
3HA4YCHBbI IJIA:

XpaHeHus 00JIBIIOr0 00beMa KOH(UISHIIUATEHON HHhOpMAITIH

3alIMUTHI ICPHUMCTPA KOpHOpaTHBHOﬁ CCTH

HaJIS)KHOW ayTeHTU(HUKAIIMY U UACHTU(DUKAIIMY TI0JIb30BaTEIICH

6J'IOKI/IpOBaHI/I$I KOMITILIOTCPAa BO BPEMA OTCYTCTBUS ITOJIB30BATCIIA
Ha paboveM MecTe

oT

JLst

3alIUThI

CHCTEMHOE IIPOrPaMMHOE 00€CIICUCHHE
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3II0YMBIIIJICHHUKOB
HE00XO0INMO UCII0JIB30BaTh

MIPUKJIATHOE MPOTpaMMHOE 00ecIeueHue

AHTUBUPYCHBIC IIPOIrpaMMBEI

KOMITBIOTEPHBIC UT'PHI

MY3BIKY, BUIEODUITHMBI

AmnmnapartHble MOZYJIU
JIOBEPEHHOM 3arpy3Ku
«AKKOPA-AMA3»
MPEACTABIISIOT COOOM. ..

anmapaTHBII KOHTPOJIED

SHGKTpOHHLIﬁ 3aMOK

cUCTEMa KOHTPOJIsI

CETEBOM aiantep

KOMMPOBAJIbHBIN anmapar

[pocTeiimmm crocoOoM
UeHTU(DUKAITIN B
KOMIIBIOTEPHOM CUCTEME
ABIISIETCS BBOJI
uaeHTuduraTopa

MOJIB30BATENA, KOTOPBII

NMCECT CICAYIOIICC Ha3BAHUC

TOKCH

password

napoib

login

cMapT-Kapra

Yro0OBl ITOAIUCATE COOOIIEHHUE
3JIEKTPOHHOH udpoBoit
TIOJIITUCHIO, UCTIOB3YIOTCS

OTKpLITBIﬁ KJIXOY OTIIPaBUTCIIA

OTKPBITHIN KJIFOY TTOJyYaTesIst

SaKpLITHf/'I KJIKO4Y OTIIPAaBUTCIIA

3aK‘pI)ITI)II71 KJIXOY ITOJIy4aTcCiisd

KakoBa  mocieqoBaTeabHOCTD
HOAIMCAHUA  COoOOLIeHul ¢
nomoiso D1II1?

BBIYHCIIACTCA XOIII, 3aTEM XOIII SaIHI/Id)pOBBIBaeTCSI

cooOmieHnue  3amu@poBBIBACTCS,  IMOCIAE  YEro
X3IIUpYyeTCA

pe3ynbrar

MPU TIOJIMMUCAHUK COOOIECHHE 3amPOBBIBACTCS, TPU MPOBEPKE
BBIYUCIIACTCA XOIII

BBIYHCIISIETCS. XOII MCXOAHOTO COOOILNEHHS, ITOCIE€ YEero OHO
3a11u(POBLIBACTCS

B uwem 3axmouaercs Takoe
CBOMCTBO byHKIIIH
X3IIUpOBaHuA H Kak CTOMKOCTh
K KOJUIM3HAM NEPBOTo pona’?

uis m00oro xsma h J0KHO OBITh MPAKTUYECKH HEBO3MOKHO
BBIYHCIIUTH WU TI000paTh Takoe X, uro H(x) =h

JOHKHO OBITh MPAKTUYECKH HEBO3MOXKHO BBIYUCIUTH WM
mosoopaTh JIOOYI0 Mapy pasIUYHBIX COOOMICHWH X H Y JUIA
kotopeix H(X) = H(y)

JUIMHA Xd3IIa JOJKHA ObITh (UKCUPOBAHHOM HE3aBUCHMO OT
JUITMHBI BXOJHOT'O COOOIIEHHSI

KOMIIaHbOH - BUPYCAMU

Bupycel, He  cBs3bIBaromme

CBOM Komuu ¢ (Qaitmamu, a co- | Y€PBU

3Ja0lIMe CBOM KONMHU Ha AUC- | TAPa3UTHYECKHUE
KaX, HE W3MeHsAsd JPYTHX | IpH3paKu
(haiiymoB, Ha3BIBAIOTCS CTeJIC-BUPYChI
AHTUBUpYCHas NpOrpaMMa | pegizopom
OPUHOUI ~ PaboOThl, KOTOPOH

OCHOBaH Ha mpoBepke (aiiios, | IMMYHH3aTOPOM
CEKTOPOB M CHCTEMHO# MAMATH | cxapepom

N TIONMCKC B HHUX HU3BCCTHBIX H
HOBBIX BUPYCOB HA3bIBACTCA

JOKTOpa H (haru

VYKka3aTb HENOCTATKH, NMEOIIH-
€Csl y aHTUBUPYCHOH IIpOrpam-
MBI PEBU30D

HECIIOCOOHOCTL ITOMMATh BHPYC B MOMCHT C€ro IIOsABJICHUA B
CHUCTCMC

HeOOJIbIIIAs CKOPOCTDb ITOMCKA BUPYCOB

HEBO3MOKHOCTB OMPEJICTUTh BUPYC B HOBBIX (haimax

BCC BApHMAHTHEI BEPHEI

K JOCTOMHCTBAM TCXHHMYCCKUX

pPEryJISpHBIN KOHTPOJIb
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CPCACTB 3allIUThl OTHOCATCA

CO3JaHNC KOMITJICKCHBIX CUCTCM 3allIUTHI

CTENEHb CI0KHOCTH YCTPOMCTBA

BCE BapUaHThI BEPHBI

OMAacHbIE
(baityioBBIE

B knaccudukanuo BUPYCOB 10 | PE3UACHTHBIE

CIoco0y 3apa’kKeHUs BXOMIST 3arpy304HbIE
(aiinoBo-3arpy30uHbIe
HEPE3UJCHTHbIC
4YepBHU

K Bupycam n3menstonum cpey | CTyACHYECKUEC

00UTaHMsI OTHOCATCS: OJIMMOP(HEIE
CIYTHUKHU

Bupycel, He cBsi3pBaromue | KOMIIAHBOH - BUDYCaMH

CBOM Komuu ¢ (Qaiimamu, a co- | Y€PBHU

3[aI0LIMe CBOM KOIMHU Ha JUC- | CTEJIC - BUPYCHI

Kax, HE HU3MEHss JIPYTMX | MaKpOBHPYCHI

(haiiyioB, Ha3BIBAIOTCS IpU3paKK
4epBHU

K Bupycam He H3MEHSIOWUM | CTEJIIC-BUPYCHI

cpejty OOUTaHHsl OTHOCSTCS OJUMOpP(]HBIE
CIIyTHUKH

Hexoropoe cexperHoe Konude-
CTBO HH(OPMAIUH, H3BECTHOE
TOJIBKO TIONB30BATEII0 M Ia-
POJILHOM CHUCTEME, KOTOPOE MO-
XKeT OBITh 3allOMHEHO IMOJIBb30-
BaTeleM W TPEABABICHO Ul
MIPOXOXKJICHUS MPOLIEAYPbI
ayTeHTU(UKAIIUU — 3TO ....

UACHTU(PHUKATOP MOJTH30BATEISA

MMapoJib MOJb30BaTCIIA

y4d€THasd 3alMCh IMOJIb30BATECIIA

ImapoJibHas CUCTCMa

UccnenoBanne  BO3MOXKHOCTH
pacmmdpoBanus wHPpOpPMAIAN
0e3 3HaHMS KITI0Yei

KPHUIITOJIOI' YA

KpunTorpadus

KpUOTOAHATIU3

B3JIOM

HECAHKIIMOHUPOBAHHBIN TOCTYI

XpaHeHue mapoJield MOXKET 0Cy-
LIECTBIATHCS

B BUJAC CBCPTOK

B OTKPBITOM BUAC

B 3aKpbITOM BHIC

B 3aIM(POBAHHOM BHJIC

BCC BApHUAHTHI OTBCTA BCPHBI

CooTHecuTe OCHOBHBIE METOJIBI
[OJTyYEHUs Hapoien

1. MeTOJ TOTAJILHOTO IIepedopa

2. cmoBapHas aTaka

3. moxyuyeHue napojiei u3 caMoi CUCTEMbI Ha OCHOBE MPOrpaMM-
HOM M anmapaTHOM peajn3allii KOHKPETHON CHUCTEMBI

4. npoBepka mapoJjel, yCTaHaBJIMBAa€MbIX B CUCTEMAX MO yMOJI4a-
HHUIO

1. mns mepebopa HCMONB3YeTCs CIOBaph HaWOOJee BEPOSITHBIX
KJIIOUen

2. ABYMS BO3MOJKHOCTSAMH BBISICHCHUS 1TAPOJIA ABJIAIOTCA: HCCAHK-
L[I/IOHI/I]I)OBaHHBII‘/'I JAOCTYIT K HOCUTCIIO, COACPKAIICMY IIaApOJIH, JIN-
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00 MCIOJIb30BAHUE YHSBHMOCTCﬁ

3. onpoObIBaIOTCS BCE KIKOYH MOCJIEI0BATENbHO, OJIMH 33 JPYTUM

4. maposb, yCTaHOBICHHBIN (UPMON-pa3pabOTYMKOM 10 yMOT4a-
HHIO, OCTA€TCsI OCHOBHBIM IIAPOJIEM B CUCTEME

CooTHecute (QYHKITUH, BBITOJ-
HACMBIC TCXHHUYCCKHUMU CPEO-
CTBaMH 3aIUTHI

1. BHEIHAA 3a1IMTa

2. OIIO3HABaHUE

3. BHYTPEHHSIS 3alIATa

1. 3amuTa OT BO3AEUCTBUS AECTAOMIM3UPYIOMHX (HAaKTOPOB, MPO-
SIBJITFOIIUXCSI HETTOCPEJICTBEHHO B CpeJCTBaX 00paboTKH MH OP-
MaIiH

2. 3amMTa OT BO3JECHUCTBHS IeCTa0OMIN3UPYIONUX (PaKTOPOB, MPO-
SIBILIIOIIMXCS 3a IpeaenaMu ocHOBHBIX cpeacTtB ACO/]

3. cnenuduueckas Tpymma CpeacTB, MPeAHA3HAYECHHBIX IS OT0-
3HABaHMS JIOJCH MO Pa3NTUYHBIM HHIWBHUIYaIbHBIM XapaKTepH-
CTHUKAM

OnexktpoHHas 1mdposas mon-
MUCHh B AJICKTPOHHOM JIOKYMEH-
T¢ paBHO3HA4YHAa COOCTBEHHO-
PY4HOH IOANKMCH B JIOKyMEHTE
Ha OyMaXHOM HOCHTENle TIpHU
OJTHOBPEMEHHOM  COOIIOICHUH
CJIEYIOUIUX YCIIOBUM:

cepTu(dUKaT KItoYa MOJIUCH, OTHOCSIIUICS K 3TOH 3JIEKTPOHHOM
nudpoBoi MOANMUCH, HE yTPATWI CHIIy (IEHCTBYET) HA MOMEHT
MPOBEPKU WJIM HA MOMEHT MOAMKUCAHUS 3JIEKTPOHHOTO TOKYMEHTa
Opy  HAJIWYUM  JOKa3aTeNIbCTB,  ONPENCNSIOIIUX  MOMEHT
MOANUCAHUS

MOATBEPIK/ICHA TTOJIMHHOCTD AJIEKTPOHHON ITU(POBOM MOIUCH B
DJICKTPOHHOM JOKYMCHTE

QJICKTPOHHAsA HH(prBaﬂ IOAIIUCh HCIIOJNB3YCTCA B COOTBCTCTBUHU
CO CBCACHUAMM, YKa3aHHbIMHU B Ce‘pTI/Id)I/IKaTC KJII04a 1nmoanucu

BCPHBI BCC BAPHUAHTEI

Cosnmanue KITFOYei
3JIEKTPOHHBIX A(GPOBBIX
MOJANHUCEH OCYIIECTBIACTCS IJIS
HCITOJIb30BaHUS B

MH(OPMALIMOHHON crcTeME OOIIETO MOJIb30BAHUS €€ YYACTHUKOM
WJIX TI0 €r0 00pallleHUI0 YAOCTOBEPSIOIIUM LIEHTPOM

KOpPHOpaTUBHOM  MH(GOPMALMOHHOM  CHUCTEME B
YCTaHOBJICHHOM B OTOH CUCTEME

MOPSIZIKE,

BEpHBI 00a BapHAHTHI

3HAYCHHUEM IIOHyCTPIMOﬁ BCPOATHOCTHU HeHCHpaBHOCTeﬁ HIIN

cOOeB, TMPUBOAAMIMX K  TOJYYCHHUIO  3JIOYMBIIUICHHUKOM
JIOTIOJIHUTENBHON uHpOpMaLIUU 0 KpUITOrpadguyecKkux
Uem ompenensieTcss  ypOBEHb peoOpa3oBaHusIX
HAJICKHOCTH IpUMEHSEMBIX | CIIO)KHOCTBIO KOMOMHAIIMM CHMBOJIOB, BBIOPAHHBIX CITy4ailHBIM
KpUITOrpadUuecKux obpazom
npeobpasoBaHmi HCIIOJIb30BaHUEM OOJIBIIIOTO YMCIIA KJIFOUCH i b poBaHUs
OTHOIIIEHWEM KoJIMYecTBa JemudpoBaHHONH uHpOpManuu K
o0mIeMy KOJIMYECTBY MIM(PPOBAHHOW MH(DOPMALHHU, TOJICIKAIICH
Jnenn(poBaHuio
mppoBaHUE C 3aKPBITHIM KIIFOUOM
Kax nHaye Ha3bIBaeTcs | IIMGbpoBaHKEe METOAOM belitca

CUMMETpPHUYHOE MH(poBaHne

G poBaHUE C OTKPHITHIM KIIOUYOM

muGpoBaHUE C IEPEMEHHBIM KIFOUOM

Kaxoit aIrOPUTM HE
HCIIONB3YeTCs npu
CUMMETPUYHOM MIU(POBAHUN

MMOTOYHOE IMHU(PPOBAHKE

MoOMTOBOE MIKU(pPOBAHUE

010uHOE mudpoBaHue

anroputm Db-1"amars

Uro sBisieTcsi TpeUuMyLIECTBOM
CUMMETPUYHOTO MU(PPOBAHUL

CKOPOCTb BBIIIOJTHEHHUS] KpUNITOTpadHuecKuX nMpeodpa3oBaHMi

JIETKOCTh BHECEHUS M3MEHEHHUH B aJITOPUTM MG POBAHUS
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CEKPETHBIN KJII0Y U3BECTEH TOJBKO IMONyYaTento MHPOpMaIluu U
TIepBOHAYAIBHBIN OOMEH HE TpeOyeT nepeaadn CEKPETHOTO KTro4a

MpUMEHEHHEe B CHCTeMax ayTeHTUUKauuud (dJIEKTPOHHAS
TTOATIHCH)

Kak Ha3bBaeTcsa «ucropuye- umdp Mapkosa

CKHiD» mH(p, B KOTOPOM Kaxk-

nas OykBa HCXOJHOTO TEKCTa

3aMeHsach OYKBOM, cTOsIIEei ump Lesapst

Ha HEKOTOpoe (DUKCHPOBAHHOE
YHCI0 MECT Aajbliic B andaBu-

mdp DHUrMa

T€e, O TPUMEHEHHH KOTOPOTO
HAMEIOTCS JIOKYMEHTaJIbHbIC
CBUIETENILCTBA? wmdp badumxa

CUMMETPUYHBIE KPUIITOCUCTEMBI

KPHUIITOCUCTEMBI C OTKPBITHIM KIIFOUOM

. | KpUIITOCHUCTEMBI C TyOITMPOBAHNUEM 3aIUTHI

Paznenst COBpEMEHHOMN > v

CUCTEMBI 3JIEKTPOHHOM IMU(PPOBOH MOAMUCH
KpHINITOTpaduH:

YIIPaBIICHUE TTAPOJISIMHU

yIIpaBJICHHE Iepeaadeii JTaHHBIX

YIIPABJICHHUEC KJIIFOYaMHU

ABTOpU3alneil Ha3bIBaeTCs

npoIiecc, MOCPEACTBOM KOTOPOTO MAECHTH(HKAIMS Tpeidroarae-
MOl THYHOCTH MPOBEPSIETCS Ha OCHOBE JOKYMEHTA, YJI0CTOBEPSIIO-
IIETr0 JIMYHOCTh

aYTCHTI/Iq)I/IKaLII/IH OCHOBAHHAs Ha JIBYX PA3HBIX THIIAX I/I,Z[eHTI/I(bI/I—
Kanuu.

9aCTb HJACHTUYHOCTH, KOTOpasA OTpaXaCT OIPCACICHHYIO BpPO-
KACHHYTIO 0COOEHHOCTD JJUMYHOCTH, TO €CTh TO YTO CBA3aHO C KOH-
erTHOﬁ JIUMYHOCTBIO

[Iporecc, KOTOPHIN HaeT (MU OTKITFOYAET) MPaBO JOCTYIIA K (ceTe-
BBIM) pecypcam

AyTteHTudukanus - 3TO
poIece MPOBEPKHU
MPENoNaraeMoi MOATUHHOCTH
JMYHOCTH Ha OCHOBaHHH
KaKoro-mudo  yJOCTOBEpEHUS
JUYHOCTH, KOTOPOE  MOMKET
OBITh

YTO-TO, UTO BBI 3HACTC

YTO-TO, YTO Y Bac €CTh

TO, YEM BBl ABJIACTCCH

JBOWMHOM 3a1IMTON HA3bIBAECTCS

ayTeHTH(UKAIM HA OCHOBE JIBYX MJICHTU(PHKATOPOB.

ayTeHTU(UKAUS  OCHOBaHA HA  JIBYX  PasHBIX
HJICHTH(UKAIUH

THUIIax

ayTeHTU(UKAIHUs, OCHOBAHHAs Ha JByX WU 0Oo0Jee pa3IU9HBIX
THHAaX WACHTUDUKAITIT

HepC‘II/ICJ'II/ITe BAXXHBIC YUYCTHBIC

YUYCTHBIC 3aIIMCH 1JIs1 BXOJid B 0aHK

yUeTHBIE 3allHiCH, COJepKalfe KOH(OUICHIHMAIBHYIO JHYHYIO
nH}opMmaIio

3allUCA  JUISL  ITI0JIb30BaTENS -
ajapeca DJIEKTPOHHOM IIOYTHI, Ha KOTOPBIE BBl MOJXKETE 3aKa3aThb
Hurepuera, rie HYKHO
HaIIOMUHAHMS TIAPOJIS IS IPYTHX BEO-Cpes
HUCHOJIb30BaTh JIBYX3TaIHYIO —
ayTeHTHMKAITIIO? YYETHBIE 3aMMCH COIMAIBHBIX CETEU
YYETHBIC 3aMCH CIIY)KO C MOMOIIBI0 KOTOPBIX BXOMST B JIpyTHe
BeO-CITyKOBI
Ausroput™bl  GpPOBaHKus ¢ | ACHMMETPHYHBIMH aJITOPUTMAMHU ITH(DPOBAHUS
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OTKPBITBIM KJIFOYOM IMO-ApPYTO-
MY Ha3bIBAKOTCA

CUMMCTPHUYHBIMHU aJITOPUTMAMHU IJ_II/I(i)pOBaHI/ISI

OJTHOCTOPOHHUMH aJTOPUTMaMU UG POBAHUS

ITOMEXOYCTONYMBBIMM AJITOPUTMAMHM MK (DPOBAHUS

ACHUMMETpUYHBIE  AITOPUTMBI
mudpoBaHUs TMO-IPyroMy Ha-
3BIBAKOTCS

AITOpPUTMaMU MG POBAHMS C OTKPBITHIM KIHOYOM

CUMMETPUYHBIMH aJITOPUTMAMH KU DPOBAHHUS

OJHOCTOPOHHUMHU AJIrOPUTMAMH IJ_II/Id)]f)OBaHI/IH

MMOMEXO0YCTONYMBBIMH AJITOPUTMAMHU U (DPOBAHUS

Maremarndeckas QyHKIHS, KO-
TOPYIO OTHOCHUTEIBHO  JIETKO
BBIUMCIIUTh, HO TPYAHO HaNTH
[0 3HAYCHUIO (YHKIMH COOT-
BETCTBYIOIlEC 3HAYCHHUE apry-
MEHTa, Ha3bIBaeTCS B KPHIITO-

rpaduu

KpunTorpadguueckoi GpyHKIMeH

OJHOCTOPOHHEH (hyHKIHEH

bynkueit {uddu-Xennmana

dbyunkmen Ditnepa

OnHOCTOpOHHME (QYHKIUH, TO
ecTb (DYHKIHH, KOTOPBIE OTHO-
CHTENIBHO JIETKO BBIYUCIIHTH, HO
MPAaKTHIECKU HEBO3MOXKHO
HAWTU 1O 3HAaYeHUIO (YHKLIUU
COOTBETCTBYIOLLIEE  3HAUCHUE
aprymMeHTa, MOXKHO HCIIOJIB30-
BaTh JUIS

(hopMUpOBaHUS XEII-KOJOB

mudpoBaHus COOOIEHUH

hopmupoBaHus TUGPOBOH IMOITUCH

KOHTPOJISl M UCIPABJICHUS OLIMOOK MpH neperadye HHPopMauu

Yro sBiasgeTcsa 0COOEHHOCTBIO
CUCTEM IIM(PPOBAHUS C OTKPHI-
THIM KJIFOUOM MO CPaBHEHHIO C
CUMMETPHYHBIMH  CHCTEMaMH
mmdpoBaHus?

BO3MOXXHOCTh IIH(pOBaHUS KaK TEKCTOBOM, Tak U Ipaduyeckoit
nHpopmaIuu

BBICOKAsI CKOPOCTH MPOIIECCOB MU(POBAHUS/pacInGPOBaAHUS

HMCIIOJB30BaAHHUEC MAJIOT'0 KOJIMYCCTBA BHIYHMCINTCIBHBIX PCCYPCOB

OTCYTCTBHE€  HEOOXOAMMOCTH  IPEABAPUTEIIBHOW  Tepenayu
CEKPETHOTO KJIF0Ya 10 HAAEKHOMY KaHATY CBSI3H

Hns  pemeHust kakux —3ajad
MOXHO HCIIOJIBb30BAaTh aJlrOpUT-
MBI MUQPPOBAHUSA C OTKPHITHIM
KITF0uoM?

JJIA I.HPI(prBaHI/IH nepeaaBacMbIX U XpaHHUMBIX JAaHHBIX B HCIIAX
HX 3alIMThI OT HCCAHKIITMOHHUPOBAHHOI'O JOCTYIIa

s popmupoBaHUS IUPPOBOM MOAMUCH TMOA SJICKTPOHHBIMU
JIOKyMEHTaMH

IJIL pacClpeaciiCHUusT CCKPETHBIX Knloqeﬁ, HCIIOJIB3YCMbIX TTIOTOM
IIpu HIPI(i)pOBaHI/II/I JOKYMCHTOB CUMMCTPHUYHBIMU MCTOJaMH

JUTSL MTOMEXO0YCTOMYUBOTO KOAMPOBAHUS nepeaBaeMbIX
COOOIIIEHNI

Yro gBigeTcsS HEJOCTATKOM CH-
cTeMbl IH(POBaHUS C OTKPHI-
TBIM KITI0UOM?

HH3Kas CKOPOCTh IPOLIECCOB MU(GPOBAHUSA-PACIIH(PPOBAHMS

HEOOXOAMMOCTh OOHOBJICHHS KJIO4Ya TMoOcie Kaxzaoro Qaxra
rnepeaayun

OTCYTCTBHE€  HEOOXOAMMOCTH  IpPEABAPHUTEIbHON
CEKPETHOTO KJIIoUa M0 HaAEKHOMY KaHally

nepcaauu

HEOOXOAMMOCTh MPEIBAPUTEIBLHON Mepeadyi CEKPETHOTO KITroua
o HaJAEKHOMY KaHaJy

Yrto Ha3BIBAIOT 3aKPbITBIM KIJIHO-

KJIHO4, KOTOpBIﬁ JOJDKCH XPaHUTLCA B CCKPCTC

KJIFOY, KOTOPBIM HE00SI3aTEIIbHO XPAaHUTh B CEKPETE

4OM B aCMMMETPHYHBIX METO- | TFOOOHW K04, HCHOJB3yeMbld 1  MUGPOBAHUA  WIH
Aax wudpoBaHus’? pacumdpoBanus
KJIFOY, KOTOPBIH UCITOJIB3YETCS JJIsI BRIPAOOTKH MMUTOBCTABKH
UTo Ha3BIBAIOT OTKPBITHIM KIItO- | KJIHOY, KOTOpBII71 JOJIDKCH XpaHUTBECA B CCKPETEC
9OM B aCHMMETPHYHBIX METO- | KIIFOY, KOTOPBII HEe 00s3aTeIbHO XPAHUTh B CEKPETE
Aax mupposanus’? M000M  KJII0Y,  MCHOJIB3YeMbIM  JuIsl  IHM(POBAHMS  WIH
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pacmuppoBaHU

KJII0Y, KOTOpBIfI HUCTIOJB3YETCA IJIA BBIpa6OTKI/I HUMHUTOBCTAaBKH

Kax HazpIBaeTcs K04, UCHOIb-
3yeMbli B  aCHMMETPUYHBIX
KpHUNTOTpaQUIECKUX  aITOPHUT-
Max, KOTOPBbI MOXHO HE Xpa-
HUTH B cekpete?

3aKPBITHIN KJIKOY

OTKPBITBIN KITFOY

TaWHbBIA KIIIOY

SIBHBIN KJTFOY

KJIIOY U (pOBaHUS

CKOIIBKO KJII0YEH uCmonb3yercs
B KpuNTOrpauuecKux ajiro-
pUTMaX C OTKPBITBHIM KIFOUOM?

W [—= O

4

Yrto 00IIEero UMEWT BCE METO-
Il MHA(POBAHUSA C 3aKPHITHIM
KJIFOUYOM?

B HUX 151 mrdpoBaHus HHOOPMAIIUU UCTIOIB3YETCS OJUH KITIOY,
a U1 pacirudpoBaHus — IPYroi Koy

B HHMX Juid ImudpoBaHus U paciiuppoBaHus HHPOpMALUU
MCIOJIb3YETCS] OJIMH U TOT XK€ KJII0Y

B HHUX BXO,[[HOI>'I IIOTOK HMCXOJHOI'0O TEKCTAa ACIIMUTCS Ha 6J'IOKI/I, B
KaXXI0M M3 KOTOPBIX BEINIOJHACTCA NIEPCCTAHOBKA CHMBOJIOB

B HUX Juid onepanuid mudpoBaHus U pacumdpoBaHus
UCIIOJIB3YETCSI 1BA PA3HBIX KJIFOYA — OTKPBITHIA U 3aKPBITHIN

VYkaxure TpeOOBaHHA K ajiro-
puT™MaM IMUPPOBAHUSI C OTKPHI-
THIM KITIOYOM

BBIYUCIIMTENILHO HEBO3MOXHO CO37aBaTh Napy (OTKPBITHIM KIIIOY,
3aKPBITBIN KITFOY)

BBIUUCIIUTENBHO coo01eHne

OTKPBITBIM KJIKOYOM

HEBO3MOXKHO  3amudpoBaTh

BBIYHCIINTCIIBHO HEBO3MOXXHO, 3Has OTKpBITBIﬁ KJITOY, OMMPEACIINTD
COOTBCTCTBYIOIHI/Iﬁ SaKpBITBIﬁ KJIHOY

BBIYMCIIUTCIIBHO HCEBO3MOXKHO, 3HasA TOJIBKO OTKpBITBIﬁ KJIIIOY "
3aQpoBaHHOC coo0IIeHHE, BOCCTAaHOBHUTH HUCXOIHOE
CcOoO0IIIeHNE

VYkaxure TpeOOBaHHMA K ajiro-
puTMaM muppPOBAaHUS C OTKPHI-
THIM KITIOYOM

BBIYHCIINTCIBHO JICTKO 3aLHI/I(prBaTL COO6I.I.I€HI/IC OTKPBITbIM
KJIIIOUOM

BBIYHCIUTENLHO JIETKO pacmudpoBaTh COOOIICHHUE, HCIONb3YS
3aKPBITHIN KITOY

BBIYMCIIUTCIBHO HEBO3MOXXHO, 3HAsA OTKpBITLIfI KJIOY, OMMPCACIINTD
COOTBETCTBYIONIUI 3aKPBIThIN KIIIOY

BBIYMCIIUTCIBHO HCBO3MOXKHO, 3HAasA TOJBKO OTKpBITBIfI KIIIOY H

Kakue karoud M Kak JODKHBI
TIPUMEHATHCS TIPU HCITOIH30Ba-
HUU aCUMMETPUYHBIX KPHUIITO-
rpa@UYecKuX alrOPUTMOB IS
mudpoBaHUS  TIEpeIaBaeMbIX
JaHHBIX?

3amu@poBaHHOE cOOO0IIIEHHE, BOCCTAaHOBUTH HACXOIHOE
co00IIIeHIE
OTIPaBUTENIb  MHUPPYET  COOOIIEHHUE  OTKPBITBIM  KIIOYOM

MOJTydaTesi, a MoJiydareidb paciu(poOBBIBAET COOOIMICHHE CBOUM
3aKPbBITHIM KIFOYOM

OTIpaBUTENb  MH(pPyeT COOOIIEHWE  3aKPBITBIM  KIHOYOM
MOoJTydaTess, a IMojlydarenb pacuu(poBbIBaCT COOOIICHUE CBOUM
OTKPBITBIM KITFOUOM

OTIIpaBUTENb MIUPPYET COOOIIEHNE CBOUM OTKPBITHIM KIIFOUOM, a
MOJTyJaTelb paciiu(pPOBBIBACT COOOIICHHWE 3aKPBITHIM KIIOYOM
OTIIPaBUTES

OTIIpaBUTEIb MHUPPYET COOOIIEHNE CBOMM 3aKPBITHIM KIIIOUOM, a
NoJIyyareiab paclIM(pOBBIBACT COOOLIEHHE OTKPHITHIM KIIHOYOM
OTIPABUTEIIS
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Kakum TpeOoBaHusIM IOMDKHA
yIIOBJIETBOPATh  JJIEKTPOHHAS
nudpoBast NOIMUCH?

MOATIMCh BOCIIPOU3BOJAUTCA TOJIBKO OJHUM JIMIIOM, a IOAJIMHHOCTD
€€ MOXXET OBITh YAOCTOBEPCHA MHOT UMUK

NoATIUCh BOCHPOU3BOAUTCSA MHOTHUMU JIMIIaMH, a €€ NTOMJIMHHOCTDb
MOJKET OBITh YAOCTOBEPCHA TOJBKO OAHWM JIMIIOM

MOJIKCH HEePa3pBIBHO CBS3BIBACTCS C JAHHBIM COOOIICHHEM W HE
MOXET OBITh IIEpeHEeCeHa Ha IPYTON JOKYMEHT

MOJIMKUCH HE CBS3BIBACTCS ¢ KOHKPETHBIM COOOIIEHUEM M MOXKET
OBITH MepeHEeCceHa Ha APYTOd JOKYMEHT

Kakum TpeOoBaHMSAM TOJDKHA
YIOBJIETBOPATh  JJIEKTPOHHAS
rQpoBast HOAMUCH?

IIOCJIC TOI'0, KaK JOKYMCHT IOAIKMCAaH, €0 HCBO3MOXKHO M3MCHHTDH

IIOCJIC TOI'0, KaK JOKYMCHT IMOAIIMCAH, €0 MOXXHO M3MCHSATH

MOAMKUCH HEPA3PHIBHO CBA3BIBAETCS C JAHHBIM COOOIIICHHEM U HE
MOXET OBITh IEPEHECEHA Ha IPYTON JOKYMEHT

MOAMKCH HE CBS3BIBACTCS C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITh NEpEHECeHAa Ha APYTOM JJOKYMEHT

Kakum TpeGoBaHmsIM JOKHA
YAOBIETBOPITH  DJIEKTPOHHAS
nudpoBast MOANKCH?

OT IIOCTaBJICHHOM noANMMCH HEBO3MOXXHO OTKa3aThbCsia, TO €CThb
JIMIO, moAnucaBmee AOKYMCHT, HEC CMOXKET IMOTOM YTBCPKAATh,
YTO HE CTaBHJIO ITOAITMCH

noANurCh BOCHPOU3ZBOJUTCSA MHOTHMU JIMIIaMH, a €€ TTOAJIMHHOCTDb
MOJKET OBITh YAOCTOBEPCHA TOJBKO OAHWM JIMIIOM

MOJIMKCh HEePa3pBIBHO CBS3BIBACTCS C JAHHBIM COOOIICHHEM W HE
MOXET OBITh IEpeHECeHa Ha IPYTON JOKYMEHT

MOAMKUCH HE CBS3BIBACTCS C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITh MepEeHECeHa Ha APYTOd JOKYMEHT

st gyero mpenHa3sHaueH LEHTP
cepTHQUKAINN KITFoUeH?

JUISl pETUCTpaIii a0OHEHTOB

JJIs1 U3IrOTOBJICHUA Ce]f)TI/I(bI/IKaTOB OTKPBITBIX KJII04en

JJIA BBIJICJICHUA CIICHIHAJIBHBIX KaHAJIOB CBA3HU aboHeHTaM

A XpaHCHUS U3IOTOBJICHHBIX CepTI/I(bI/IKaTOB

JUIS  TIOAJICP)KAaHUS B AaKTyaJlbHOM COCTOSIHMHM CIIPAaBOYHHKA
JCHCTBYIOIUX CEPTU(PHUKATOB

JJIS BBIITYCKA CITMCKa JOCPOYHO OTO3BAHHBIX CepTI/I(bI/IKaTOB

Kak HazpiBaeTcs cTpykTypa B
cocTaBe OOJIBIION CETH CBS3H,
3aHUMAIONIASICS TeHEPUPOBAHU-
eM KIIouel, UX XpaHeHHEM H
apXUBHPOBAHUEM, 3aMCHOHN WM
U3BATHEM W3 OOpaleHHs CTa-
PBIX ¥ HEHYKHBIX KITFOUen?

YCTPOICTBO pacnpeaeneHus Kioden

LEHTP 3aKPBITOTrO MHU(POBAHUS

LIEHTP paclpeIeICHUs KII0Uei

LEHTP OTKPHITOTO MHU(POBAHUS

Kakum cBolicTBamMu TOJDKEH 00-
JIanaTh cepTU(HUKAT OTKPHITOTO
Kiroya?

KKIBIH MOJIB30BATENb IEHTPa CePTU(HUKAIIIHN, UMEIOIIHA JOCTYTI
K OTKpPBITOMY KJIIOYY IIEHTPA, MOKET M3BJIEYb OTKPBITHIN KIIIOY,
BKJIIOUECHHBIN B cepTuduKar

HU OJIHA CTOPOHA, NMOMHMO IIEHTpPAa CEpTU(PUKAINU, HE MOXKET
HM3MEHHMTh CEPTU(DUKAT TaK, YTOOBI 3TO HE OBLIO OOHAPYIKEHO

000# T0JIb30BaTENIh CHCTEMBI MOKET M3MEHHUTD CEpTU(DHUKAT

KQKIBIN TOTH30BATEIb IIEHTPa CePTH(HUKAIIIHN, UMEIOIIHA JOCTYII
K OTKPBITOMY KJIIOUY IIEHTPa, MOXKET U3MEHUTh OTKPBITBHINA KITIOY,
BKJIFOUCHHBIN B CEpTH(HUKAT

Yro 00IEero MMeET BCE METO-
Il MU(POBAHUSA C 3aKPBITHIM
KJIFOUYOM?

B HUX 15 mudpoBaHus HHOOPMAIIUU UCIIONIB3YETCS OJUH KITHOY,
a Ui pacirudpoBaHus — IPYroi KiIod

B HHUX BXOI[HOfI IIOTOK HCXOJHOI'0 TCKCTa ACIHNTCA Ha 6J'IOKI/I, B
KaXXI0M M3 KOTOPBIX BEINNOJHACTCA NIEPCCTAHOBKA CHMBOJIOB
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B HHUX NPOU3BOJIUTCA CIIOKEHUE CHMBOJIOB MCXOJIHOTO TEKCTa U
KJIFOYa 110 MOJIYJII0, PABHOMY YHCITY OYKB B alihaBuTe

B HHMX Juid ImudpoBaHUsS U paciiuppoBaHus HHPOpMALUU
MCIOJIb3YETCS] OJIMH U TOT XK€ KU

Kakue oneparnuu npuMeHSIOTCS
OOBIYHO B COBPEMEHHBIX OJIOY-
HBIX QITOPUTMAaX MUPPOBAHUS?

BO3BCACHHUC B CTCIICHD

3aMeHa OUT 110 TadIuIEe 3aMeEH

HaXO0XJACHHUEC OCTAaTKa OT ACJICHHA Ha 00JIBIIIOE IPpOCTOC YHUCIIO

IICPpCCTaAaHOBKA ouT

CJIOKEHHUE TI0 MOJTYJIIO 2

CumMmeTpuyHbIe METOAbl HUQ-
pOBaHUS — 3TO METOJBHI ...

I_HI/Id)I)OBaHI/IH C OTKPBITBIM KJIIOYOM

cxaTusi uHGOpMaIuu

HOMGXOYCTOI\/'I‘-II/IBOFO KOAUPOBAHUS

U GPOBAHUS C 3aKPBITHIM KIOYOM

Kak HaspiBaeTcs COOOIIEHHE,
MOJIy4EHHUE TI0CIIe MPeodpa3oBa-
HHS C UCIOJIb30BAHHEM JTHO00T0
mugpa?

HUMUTOBCTAaBKOU

KIIIOUOM

OTKPBITBEIM TCKCTOM

3aKPBITBIM TCKCTOM

Kak Ha3pIBaeTcst OIHO3HAYHOE
peoOpa3oBaHKe BXOIHOIO Mac-
CUBa JIAHHBIX TPOM3BOJILHOM
JUIMHBI B BBIXOJHYK OHTOBYIO
CTPOKY (PUKCHPOBAHHOHN JyIH-
HBI?

KOJIJIN3HUA

XEUIMPOBAHKE

TraMMHPOBaHHC

IEPECTaHOBKA

CJIOKEHHE 110 MOAYJIIO 2

Kax wnazpiBaercs QyHKIuA, KO-
TOpast Uil CTPOKH TPOH3BOJIb-
HOW JJIMHBI BBIYUCISIET HEKOTO-
poe 1ernoe 3HaYeHHE WM HEeKO-
TOPYIO JPYTYIO CTPOKY (HUKCH-
pOBaHHOM IMHBI?

Kpunrtorpaduueckast pyHKIUs

OJTHOCTOPOHHSS QYHKIIUS

xenr-QyHKIus

byHkIms Dinepa

(bYyHKIMS TaMMUPOBAHHUS

Kakne TpeOoBaHMS TpeNbsB-
JAIOTCS K KpUNTOrpaduaecKum
xem-QyHKIusIm?

Xem-(QyHKIus JO0KHA — OBIThH COOOIICHHUIO

(hMKCUPOBAHHOTO pa3zMepa

IIpUMEHUMA K

NpU W3BECTHOM 3HadeHnu xem-pynkimun H(M)=m nomkHO OBITH
TpyaHO (MPaKTHYECKH HEBO3MOXHO) HAWTH  MMOAXOMSIIHMIA
npoobpasz M

IPU H3BECTHOM COOOLmEeHMH M [OMKHO OBITh TPYIJHO HaMTH
apyroe coodmierne M’ ¢ TakuM Ke 3HaYCHHEM XelI-(QyHKIINU, KaK
Y UCXOJTHOTO COOOIICHUSI

JJI COO6HIGHI/II\/'I OAVHAKOBOI'0 pasMeEpa XCHI-KOJ JOJIKCH
110JIY4aTbCA OJMHAKOBBIM

Kakue TpeboBanus mpeabsB-
JSIOTCS K KPUNTOrpaduuecKum
xenI-QyHKIIsIM?

xem-QyHKIus  JToJKHA  OBITh COOOILIEHUIO

(bI/IKCI/IpOBaHHOI‘O pa3Mepa

InpuMEHNMAa K

MIPU M3BECTHOM 3HaueHMH Xem-¢pyHkmuun H(M)=m nomxHO OBITH
TpyaHO (MPAKTUYECKH HEBO3MOXKHO) HAWTH  MOAXOISIIUI
npoobpaz M

MIPY U3BECTHOM COOOIIEHNH M JIOJKHO OBITh JIETKO HAUTH JAPYroe
coobmieHne M’ ¢ TakuM K€ 3HA4YCHHEM XelIl-(pyHKIUH, KaK y
HCXOJIHOTO COOOIICHHUS

JTOJDKHO OBITh TPYIHO HAWTH KakKylo-THOO Tapy CIIy4aiHbBIX
Pa3IMYHBIX COOOICHUH C OJIMHAKOBBIM 3HAYCHUEM XeII-(DYHKITUH

s Kakux neneil npuMeHsIeTCst

A IPOBCPKU OCJIOCTHOCTH COO6H.I€HI/I$I
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X€II-KOJ[ B Kpunrorpadhuu? JUTSI IPOBEPKH aBTOPCTBA COOOIIECHUS

JUIs1 (DOPMHUPOBAHUS IICKTPOHHOU MUGMPOBOM TTOAITHCH
JUIst IH(POBAHUS COOOIICHUI

B KQUeCTBE KJII0Ya MU mu(poBaHum

Bonpocsl k koMIuiekcHOMY 3a1aHui0 TK2

I. Yro oTHOCHTCS K CpEICTBAaM HHYKEHEPHO-TEXHUYECKOW  3aIlUThI
uH(pOpMAaIMK U 1711 Yer0 OHU MpeaHa3HAYEHBI?

2. Kakue cnocoObl ayTeHTU(HUKALMU MOJb30BATENEH MOTYT NPUMEHSTHCA B
KOMIIBIOTEPHBIX CUCTEMAX?

3. B yem 3akioyaroTcsi OCHOBHbIE HEJIOCTATKU MapOIbHOW ayTeHTU(PUKAIUU U
KaK OHa MOKET OBITh yCuJieHa?

4. Kakue OMOMETpHUYECKHE XapaKTEPUCTUKU I0JIb30BATEIEH MOTYT INpUMe-
HATBCS JUIsl UX ayTeHTHuKauuu? B yem mpenmyinectBa nogo0HOro crnocoda moj-
TBEPKACHUS MOJIMHHOCTH?

5. Yrto Ha3bIBalOT 1BYX(aKTOPHOU ayTeHTU(DUKAITIEH?

6. B yem pa3HHIIa MEXIYy CHMMETPUYHBIMU U aCHMMETPUYHBIMH KPHUIITOTpa-
buyeckumMu cucteMamu?

7. B uem pa3Huiia Mex1y MOTOKOBBIMH U OJIOYHBIMU IH(pamMu?

8. Uto Takoe »iekTpoHHas IH(poBas MOANMHUCH, KaK OHA IOTY4YaeTCS W
IpoBEPSETCS?

9. Kakoga posb B cuctemax DI pyHkumii xemupoBanus?

10. Kakyroo posib UCHONHAIOT YAOCTOBEpSIOIIME LEHTpbl? UYTo Takoe
cepTU(PUKAT OTKPHITOTO KIItoua?

11. Kakue nporpaMMbl OTHOCST K pa3psy BpEIOHOCHBIX?

12. YTo Takoe KOMIBIOTEPHBIN BUPYC?

13. Kakue cyiiecTByIOT BUJIbl KOMIIBIOTEPHBIX BUPYCOB?

14. B yem pazHuiia Mexay 3arpy304HbIMU U (HaiI0BbIMU BUpycaMu?

15. Kak mnpoucxomut 3apakeHne U (PYHKIIMOHMPOBAHUE 3arpy304YHBIX
BUPYCOB?

16. Kakue Tunsl (aitstoB MOTYT 3apaxkaThCs (haiijIOBBIMHA BUpyCaMu?

17. Kak mpoucxoauT 3apaxeHue MporpaMMHbIX (haiaoB?

18. ITouemy (haiinbpl JOKyMEHTOB MOTYT COAEPKATh BUPYCHI?

19. Kak o0ecneunBaeTcsi aBTOMAaTUYECKOE IOJIYYEHUE  YIpaBICHUS
MaKpoBUpycamu?

20. B uyem 3akmouaercs NOpoUIAKTUKA 3apa)K€HUsS KOMIBIOTEPHBIMU
BUpYyCaMH?

21. Kpunrorpagpuyeckue NpuMUTUBBL. X31I-QyHKINSA U €€ IPUMEHEHUS.

s Tekymero kouTpoJs TK3:
[IpoBepsieMasi KOMIETECHIIHUS:

KOI[ N HAUMCHOBaAHHEC KOMIICTCHIIMHN KO,I[ N HAMMCHOBAHUC MHAUKATOpa

OIIK-7. Criocoben monnmars npuHIMnbe! pa- | OIIK-7.2. Bnageer HaBbikaMu TpuUMeHEHUs HU(po-
0OTBI COBPEMEHHBIX MH(OPMAIIMOHHBIX T€X- | BBIX TEXHOJIOTHHA JUIsl pelIeHHs 33134 Tpodeccho-




Kon 1 HauMeHoBaHue KOMIIETEHIINHA

Kon n HaumMeHoBaHUe HHIUKATOPA

HOJIOTHI ¥ UCTIONIB30BATh UX JUIS PEILICHUS 3a-
Jiad 1poheCCHOHAIILHOM IEITEIILHOCTH

HAJILHOM JEATCILHOCTH C YY€TOM OCHOBHBIX TPebo-
BaHMH MH(POPMAIIMOHHON 0€30IaCHOCTH

Tect
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pa3paboTka HOPMATHBHO IMPABOBBIX AKTOB, PErJIaMEHTHUPYIOIIUX
OTHOIICHHUS B MH()OPMAIIMOHHOHU cdepe

CO3J/IaHME U COBEPIICHCTBOBAaHUE CHCTeMBI oOectieueHust b PO

K paBOBbIM METOJaM | pa3paOOTKa, HCIIOJIB30BAHUE U COBEPIICHCTBOBAHUE CPEICTB

3aIMThI MHGOPMALMH | 3aIUTHI MPOLECCOB U MPOrpaMm

OTHOCHUTCA: paspabotka mporpamm obOecrieuenuss b P® wu ompenenenue
NopsAaKa X (PUHAHCUPOBAHHUSI
dbopMuUpOBaHWE  CHUCTEMbl  MOHUTOPWMHTA  TOKa3aTeled |
xapaktepuctuk b PO

Nudopmanus, npodeccuoHaTbHas TaliHa

WCIIOJIb30BaHUE KOTOpOW 0e3
corjmacusi CyObeKTa MOXKET
HaHCECTU BpCH Cro 4YeCTu,
JIOCTOUHCTBY, NEJIOBOH
penyTanyuu

rocy/1apCTBEHHasl TailiHa

NEPCOHAILHBIC JAHHBIC

KOMMepYecKasi TaliHa

ciry>keOHas TaifHa

B pykoBoasiiem qoKyMeHTe
®OCTOK CHCTEMBI, B
KOTOpBIX  paboTaer  OauH
[I0JIB30BAaTENb, AONYLICHHBIN
KO Bced oOpabarpiBaeMoi
uHpopMaIuu YPOBHS
roCyIapCTBEHHOU TaiHBbI,
pa3MEILICHHON Ha HOCHUTEIISIX
OJTHOTO YpOBHS
KOH(UIEHITNATEHOCTH —
OTHOCSITCS K TPpYIIIe

1A

1r

2A

3A

3b

K npaBoBeiM  MeTonmam
3aIUTHI uH(popManuu
OTHOCHUTCS

CO3JIaHKME U COBEPIICHCTBOBAHUE CUCTEMBI o0ecnieucHust b PO

pa3pa60TKa, HUCIIOJIb30BAHHUC MW COBCPIICHCTBOBAHHC CPCIACTB
3alIMTEI IIPOLCCCOB U IMPOIrpaMM

BHECEHHME H3MEHCHUN M HOIMOJHEHHMH B 3aKOHOJATEILCTBO P,
pETYJIHMPYIOIIME OTHOIICHUS B 00jactu obecrieucHus: b

pa3zpaboTka mporpamm obOecrneueHuss b P® u ompeneneHue
opsiiKa X PUHAHCUPOBAHUS

(GbopMUpOBaHHE  CHUCTEMBI nokaszartene u

xapaktepuctuk Ub PO

MOHHUTOpHHTA

B pykoBogsmiem JOKyMeHTE
®OCTOK CHCTEMBI, B
KOTOPBIX pabortaet
HECKOJIBKO  II0Jb30BaTECIICH,
KOTOPBIE UMEIOT OJTMHAKOBBIC
mpaBa JOCTyna KO BCEH
uHdopmauu YPOBHS

3A

2A

1A
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roCyIapCTBEHHOU TalHBbI,
oOpabaTbiBaeMOi w/wu | 3b
XpaHUMOM Ha  HOCHUTENSX
pa3IMYHOTO YPOBHSI
KOH(GUACHIIMATFHOCTH —| 1b
OTHOCSATCSI K TPYIIIE
CO3JIaHUE M COBEPIICHCTBOBAaHKE CHCTeMbI obecnieucHust b PD
K OpraHM3alloHHO- | pa3paboTka mnporpamm obOecrneuenuss b P® u omnpenenenue
TEXHUYECKUM MeTo/aM | mopsiaka ux (uHaHcupoBaHus; 3. (GopMHpOBaHHE CHCTEMBI
3aIATHI nH(popMaIMy | MOHUTOPHUHTA MOKa3aTeneil u xapakrepuctuk b PO
OTHOCHUTCS YTOYHCHHE CTaTyca HWHOCTPAHHBIX WH(MOPMAIMOHHBIX areHTCTB,

CMMU u KypHaJIUCTOB

B pykoBogsamiem nOKyMeHTe
OCTOK

MHOTOITOJIB30BaTCIbCKUC

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabaThIBaeTCs u/unu
XpaHUTCS uHpopManus
pa3HbIX YpOBHEMU
KOH(HICHIINATLHOCTH 110
rpuda  «Ocob0  BaKHO»
BKITIOYHUTEIBHO, npudeM
paszIuyYHble  MOJIb30BATENN

HUMCIOT pa3JIMYHBIC IIpaBa Ha
JIOCTYIT K wuWHpOpMAIUu —
OTHOCSATCA K TPYIIIE

1b

2b

3A

1A

1B

3aruinaemMpie TOCyAapCTBOM
CBEIICHHS, PaCIPOCTPAHCHHE
KOTOPBIX ~MOXKET HAHECTH
yiepo PO

npodeccuoHaNIbHAS TaliHA

rocyJilapCTBEHHAs TaliHa

ICPCOHAJIBHBIC JAHHBIC

KOMMepYecKasi TahHa

ciykeOHas TaliHa

B pykoBogsiiem J0KyMeHTE
DCTOK
MHOTIOIIOJIL30BATEILCKUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabatsiBaeTcs u/unu
XPaHUTCS nHpopmanus
pa3sHbIX YPOBHEMN
KOHQHUICHIIMATBHOCTH IO
rpucda «CekpeTHO»
BKITIOYHTEIBHO, npudeM
pa3IUYHBIE  TIOJBH30BATENN

UMEIOT pa3NuyYHbIe MpaBa Ha
JIOCTYNl K wuHpopMamuum —
OTHOCSITCS K TPyTIIe

1b

2b

3A

1A

1B

K sxoHOoMHueckuM MeTomaM
3aIHUTHI nHpopmarun
OTHOCHUTCS

paszpaboTka mporpamm obOecrneueHuss b P® u ompenencHue
nopsiika MX (PUHAHCUPOBAHUSI

YTOYHEHHE CTaTyca WHOCTPAHHBIX HMH()OPMAIMOHHBIX areHTCTB,
CMMU u KypHAJIUCTOB
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BHECEHME W3MEHCHUIN W MOMOJHEHHMH B 3aKOHOJATEILCTBO P,
pETYJIHMPYIOIIME OTHOIICHUS B 00jactu obecrieueHus: b

dbopMUpOBaHHE  CHUCTEMBl ~ MOHUTOPHHIa  TOKa3zareile u
xapaktepuctuk Ub PO

Nudopmanmst
NpeCTaBISAIONIAs CEeKpeT
MPOU3BOACTBA(HOY-XAY), 3TO

npodeccuoHaibHas TalHa

rocyJapCcTBEHHAs TaliHa

INCPCOHAJIBHBIC JaHHBIC

KOMMCpUYCCKas TaliHa

ciyKeOHas TaliHa

B pykoBogsmiem nOKyMeHTe
OCTIK
MHOT'OII0JIb30BATEIbCKUE

CUCTEMBI, B KOTOPBIX
OJIHOBPEMEHHO

oOpabaThiBaeTCs u/unu
XpaHUTCS uHpopManus
pa3sHbIX YPOBHEMN
KOH(HIECHIIMAIBHOCTH B TOM
4quCle [IepconanbHbIe

JaHHbIE, TIPUYEM pa3JINYHbIE
M10JIb30BATEIH HUMEIOT
pa3iMuHbIe IpaBa Ha JOCTYII
K MHQOpMAIMK — OTHOCATCS
K Ipymnmne

1b

1r

3A

1A

1B

K CBEICHUSIM
KOH(HUICHIINATIHLHOTO
XapakTepa, COIJIacHO YyKazy
npe3uaeHTa pp or 6 mapra
1997 1., oTHOCATCA

HHGOPMAITHS O PACIIPOCTPAaHESHUH MPOrpaMM

nH(pOpMaIIKs O JIMIICH3UPOBAHUU IPOrPAMMHOT0 00ecIeUeHHUs

nHpopmanus, pazMeniaeMas B razetax, MHTepHere

IICPCOHAJIBHBIC JaHHBIC

JIAYHag TalHa

OtHomICHHS, CBA3aHHEIE C
00paboTKON TEepPCOHATBHBIX
JIAHHBIX, PETYIHPYIOTCS
3aKOHOM. ..

«006 nadopmarmu, THPOPMAITMOHHBIX TEXHOJOTHIX)

«O 3anuTe HHOOPMAITTNY

q)CI[epaJ'ILHI)IM 3aK0HOM «O NCPCOHAJIBHBIX JAaHHBIX)

DenepanbHbIM 3aK0HOM «O KOHGMMICHIMATLHON HHGOPMAITINY)

«O0 yTBEepXKIEHUU TIEPEYHS CBEICHUNM KOH(PHUIECHIINATHLHOTO
XapaKTepay

JleiicTBuUs ¢ TIEPCOHATBHBIMH
JAHHBIMU (COTJIaCHO 3aKOHY),

BKJTFOYAst coop,
CHCTEMaTH3AaIINIO,
HaKOIIJICHHUE, XpaHeHHeE,
UCTIOJIb30BaHUE,

pacopoCTPaHCHUC U T. I 9TO:

HCIIPABJICHHUEC IICPCOHAJIBHBIX JaHHBIX

paboTa ¢ nmepcoHaIbHBIMU JTAHHBIMU

npeoOpa3oBaHKe MEPCOHANTBHBIX JTaHHBIX

00paboTKa MepCOHATBHBIX JaHHBIX

HU3MCHCHUC MCPCOHAJIBHBIX NAHHBIX

HeiictBusg, B  pe3yJsbrare
KOTOPBIX HEBO3MOKHO
OIIpEAEIINTh
IIPUHAJIEKHOCTh
IIEPCOHAIBHBIX JAHHBIX
KOHKPETHOMY CyOBeKTy

INCPCOHAJIBHBIX JaHHBIX

BBIACJICHUC IICPCOHAJIBHBIX JaAHHBIX

obOecrneyenne 0€30MacHOCTH MNEPCOHAJIbHBIX JaHHBIX

neayTeHTHU(UKAIIISA

ACaBTOpU3aluAa

nenepcoHuuKanus

IIepconanbHbIE NaHHBIE 3TO

mobas uHbOpMAIUs, OTHOCSIIASCS K OMPEICIICHHOMY WJIH
ompeesieMOMYy Ha OCHOBaHMH TakoW MH(opManuu pu3ndeckoMy
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Iy

(hamumns, ©Msi, OT4ECTBO (PU3UICCKOTO JIMIA

Ioa, MECiL, JaTa U MCCTO pOXIACHUA, adpEC d)I/ISI/I‘-IeCKOFO JIMIa

aJpec MpoKUBaHUs HU3UIECKOTO JIMIIA

CBEJCHHSI O CEMEHHOM,  COIMAIILHOM, HWMYIIECTBEHHOM
MOJIOXKEHU U YeIIOBEKa, COCTaBJISAIOIINE MOHSITHE
«mpodeccHoHaIbHas TaliHa»

®denepanbHblii 3akoH «O0 WH-
¢dbopmaunu, nHOPMATU3AMN U
3amuTe MHPOPMAIMN» HaIpaB-
JICH Ha:

peryiMpoBaHie B3aMMOOTHOIICHHH B HH(OPMAIMOHHON cdepe
COBMECTHO C I'pakKgaHCKUM KojaekcoM PD

peryJupoBaHUE B3aMMOOTHOIICHHH B TpaXKaaHCKoM obmiectBe PD

perynupoBaHue TpeOOBaHHMI K pabOTHHKAM CITyKO, paboTaronmx
¢ uHbopmarui

¢dbopMupoBaHHE HEOOXOAMMBIX HOPM U TMpaBuil pabOTHl ¢
nHopmarmen

(dhopMHUpPOBaHHE HEOOXOJMMBIX HOPM MW TPaBWI, CBSI3aHHBIX C
3aIMMTOM ACTeH OT nHOpMaIuu

HepCOHaﬂLHBIMI/I JaHHBIMH BJia-
JCIOT:

rOCYJIapCTBO

pPa3JUYHbBIC YUPEKIACHUS

rocynapcrBeHHas Jlyma

skutenu Poccuiickoit @enepanuu

MCAMKO-COHMAJIBHBIC OpraHu3alnun

Oenepanpubii 3ak0H "OO0 WH-
dhopmariy, “HPOPMATHU3ANHA U
3amuTe uHGOpManuu"  maeT
orpeieNicHre HHHOPMAIIHH:

TCKCT KHUT'U WJIH ITHChbMa

CBEJICHHSI O JIMIIAX, MpeaMeTax, akTax, COOBITUSX, SBICHUSX U
MpoIeccax He3aBUCUMO OT (hOPMBI MX MPEICTABICHUS

CBCACHHU O ABJICHHUAX U ITPOLECCAX

(hakThl ¥ Uaeu B hOpMAITM30BAHHOM BHU/IE

MU PPOBAHHBIA TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

VYkaxure HOPMaTHUBHO-
[IPaBOBOM aKT, B KOTOPOM
packpsIBaeTcs IIOHSTHE
«HH(pOpMaIOHHAS
0€30MacCHOCTH)

3akoH Poccuiickoit @enepanun ot 27 nexadps 1991r. Nel224-11
«O cpencTBax MaccoBOi HHGOPMALIHI

DenepalbHbIN 3akoH oT 27.07.2006 Nel49-®3  «O6
nHpopManuy, WHPOPMAIMOHHBIX TEXHOJOTHSIX W O 3alluTe
nHpopMaIum»

JOKTpHUHA MHOOPMAIIMOHHON 0€30ITaCHOCTH

BCC OTBCTHI BEPHBI

3akoH poccuiickoil (heaepanuu
«O rocymapcTBEHHOU TaitHe»
OBUT TIPUHAT B CJEIYIOIIEM TO-

ny

1982

1985

1988

1993

2005

Bribepute, MOXHO 7 B CIy-
XKEeOHBIX ILENIX HCIOIb30BATh
3JICKTPOHHEIN anipec (IMOYTOBBIM
AIMUK),  3aperucCTPHUPOBAHHBIIN
Ha OOMIEAOCTYIIHOM IIOYTOBOM
cepBepe, HarpuMep Ha mail.ru

HCT, HC ITPpU KaKHUX 00CTOATENLCTBAX

HCT, HO JJIA OTHIpaBKH CPOYHBIX M 0c000 BaXKHEIX ITHCEM MOXKHO

MOKHO, €CJIM 10 HEMY I0JIb30BaTeNb OyJeT mepechuiatb HHQPOp-
MaIl{IO, HE COJCPIXKAIIYIO0 CBEJICHUN KOH(HUICHIIMATHHOTO Xapak-
Tepa

MOKHO, €CJIi MH(OpMalMIO NPEIBApUTEIBLHO 3aapXUBHUPOBATH C
MIOMOILBIO IPOTPaMMBbI Winrar ¢ mapoJyieM

MO>KHO, €CJIM JPYTUX CIOCOOOB 3JEKTPOHHOW Iepenauyd AaHHbIX
Ha MPeNNpUATUN WIH Y MOJb30BaTENs B HACTOSIIUNA MOMEHT HET,
a MHQOpMAIMIO HYXHO IlepeciiaTh CPOUHO

MoskeT JH COTPYAHHK OBITh

HCT, TOJBKO K aﬂMHHHCTpaTHBHOﬁ OTBCTCTBCHHOCTH
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MIPUBJICUCH K YTOJOBHOM OTBET-
CTBEHHOCTH 32 HapyILICHUs Mpa-
BWI HWHPOpPMAMOHHON  Oe3-
OMACHOCTH TPEITIPHSTHS

HCT, CCJIM 3TO IroCyJapCTBCHHOC NNPCANIPUATHC

na

Jla, HO TOJIBKO B Clly4ae, €CIU ACUCTBUSA COTPYAHUKA HAHECIU
HEIOIIPAaBUMBbIN Bpe]l

J1a, HO TOJIbKO B CJIy4ae OCO3HAHHBIX HEMPABOMOYHBIX AEHCTBUUI
COTPYAHHUKA

B nmanHOM ciyuyae cOTpyOHMK
YUPEXKAEHUs] MOXKET OBITh NpH-
BJIEUY€H K OTBETCTBEHHOCTH 3a
HapylIeHUs NpaBuil HHpOpMa-
LUOHHOHN 0€30MaCHOCTH:

BBIXO/ B IHTEpHET 0€3 pa3pelieHus: aAMUHUCTPATOpa

IIpHU YCTAHOBKC KOMIIBIOTCPHLIX UI'D

B CITy4dasiX yCTaHOBKHU HenuieH3nonHoro 10

B CJ1yda€ HC BbIXO044 M3 HHd)OpMaHHOHHOﬁ CHUCTCMBI

B T000M ciydae HEIPaBOMOYHOTO WCIIOJIb30BAHUS
KOH(HIECHIIMAIbHOH HH(POPMALUU TNpPU YCIOBHUH MHCbMEHHOTO
MpeyNpexaCHUs COTPYIHUKA 00 OTBETCTBEHHOCTH

3a npaBoHapyIeHus B chepe
uHdopmaIuu,
MH(POPMALIMOHHBIX
TEXHOJIOTUHU u 3aIUTEI
UHpOpMAIIMK JAHHBIA BUJ
HaKa3aHUS Ha CETOHSIIHUNA
JCHb HE NPElyCMOTPEH:

JUCHUIINIMHAPHBIC B3BICKAHUA

aQIMUHUCTPATUBHBIN mTpad

YIroJJOBHass OTBETCTBCHHOCTD

JIJMIIICHUC CBO6OI[LI

CMEpTHAs Ka3Hb

HNudopmarueii, cocTaBIsIOIICH
KOMMEPUYECKYIO TaifHy, Biaje-
10T

TOCYIapCTBO

pPa3JIUYHbBIC YUPEKIACHUS

rocynapcrBeHHas Jlyma

rpaxkaade Poccutickoit denepanuu

MCAMKO-COHMAJIBHBIC OpraHu3alnn

HNudopmarueit, cocTaBIsIFOIICH

roCy1apcTBO

TOJIBKO 00Pa30BaTEIIbHBIC YUPESIKICHHUS

TOCYyJapCTBEHHYIO Taliny, | Toapko mpe3uanym Bepxosroro Coseta PO
BJIAACIOT: rpaxkaane Poccuiickoit @enepanmu
TOJIPKO MHHHUCTEPCTBO 3APaBOOXPAaHCHUS
TOCY/IapCTBO
BrnageneiieM  wH(pOpManuu | KOMMEpUYECKas OpraHu3anus
MepBOM KaTeropuu | MyHULUIAIBHOE YUPEKIACHUE
SIBJISICTCSL. . . 11000# rpaXkIaHuH
rpymnmna JIMI, UMEIOIIUX 00IIee Ie10
MPOCTHIE JIFOAU
BrnagensuieM  wHpOpManuu | roCcya1apcTBO
BTOpOU KaTeropuy | KOMMepYecKass OpraHus3arus
ABIISAETCA. .. MYHUILIMOAIBHOE YUPEKIECHUE
HEKOMMeEpUYECKasi OpraHu3alus
JIFOJIU
Bnagenbuem  mHbOpManuu | roCya1apcTBO
TpeTbei KaTeropuy | MyHULIUNAIBHOE YUPEKICHUE
ABIISAETCA. .. YUPEXKICHUE
HEKOMMeEpUYECKasi OpraHu3aIus
OCHOBHBIM HOPMAaTUBHO- CTpaTel"I/Iﬂ HaHHOHaHBHOﬁ OesomacHoctu PO
HpaBoOBLIM AOKYMEHTOM, | b3 "O rocymapcTBeHHOI TaliHe"
3AIU A IITUM rpasa,
cBOOOMBI W GesomacHocTp | KOHCTHTYLHA
YeJI0BEKa B CUCTEME | yrOJIOBHBIN KOJEKC
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UHGOPMAITMOHHBIX
OTHOIICHUHN, B PO sBisieTcs

JTOKTpUHA MHGOPMAITMOHHON Oe30macHOCTH PO

COBOKYITHOCTh  O(pHIHAITEHBIX
B3UIZIOB Ha LENH, 3alaud,
MIPUHIIUIIBI 1 OCHOBHBIC HAIpaB-
neHust obecriedeHnuss WHpopMa-
OUOHHOW  Oe3zomacHocTH PO
MIPeCTaBICHBI

B /[okTpuHe nHpopMannoHHoi 6e3omacHoctu PD

B KoHnnemnmun nanuonansHoi 6e3onacHoctu PO

B Koncturyuuu PO

B bumie o HaA30p€ 3a JaHHBIMHA

B @3 PO "OO6 undopmanyn, nHOOPMAITHOHHBIX TEXHOJIOTHIX U O
3amuTe nHGopmanun"

Ha w™exayHapolHOM ypOBHE
mpeacbl BMEIIaTeIILCTBA B
YaCTHYIO KM3Hb CO CTOPOHBI T'0-
CyJlapcTBa M JIPYTHX CyOBEKTOB
OTIpe/IeTICHbI

3aKOHOM O TalHE YaCTHOM MH(OpMaIIUH

crangaproM ISO 15408

OpaHKEBOM KHUTOM

OekJiapalieii IpaB YyeaoBeKa

OMJIIIEM O Haa30pC 3a JaHHBIMHA

[Ipectynnenusam B chepe
KOMITHIOTEpHON WH(GOPMAIH B
YrosoBHOM KOJICKCE
THOCBSIIIAsETCS

2JiaBa

pasgen

CTaThA

ITYHKT

qacCcTh

CraHOBIIEHHE OTEYECTBEHHOIO
3aKOHO/IATENbCTBA o
nH(pOpMaATH3AIIUN TTPOU30IILIO0

B KoHIle 60-x T

B KoHIe 70-x T

B koHIle 80-x IT

B Hayaiie 90-x rr

B Hayaje 70-x T

3amuTa KOMITBIOTEPHOH HHMOP-
MallMM BBEJCHA...

CcEMENHEIM KojiekcoM PD

Koncrurynueit PO

I'paxxgaHcKuM KoaekcoMm PO

YroyoBHBIM KojiekcoM PD

Yro  mpencraBisieT  coOoit
IOKTpUHa  HWH()OPMAMOHHOMN
6e3omacHoctu PO?

HOPMAaTHUBHO-TIPABOBOM aKT, YCTAHABIMBAIOIINN OTBETCTBEHHOCTH
3a MpaBOHApYIICHHs B chepe MHGOPMAIIMOHHON 0€30IaCHOCTH

dbenepasbHBIA 3aKOH, PETYJIUPYIONIUN PABOOTHOIICHUS B 00J1a-
CTH MH(GOPMAITMOHHON 0€3011aCHOCTH

1eaeBas mporpamMma pa3BUTHS CUCTEMbI MH(OpPMAIMOHHON 0e3-
omacHoct P®, mpencramistomas coboil MOCie0BaTeIbHOCTD
CTaguil ¥ DTAIlOB

COBOKYITHOCTb O(bI/II_II/IaJIBHbIX B3IV A0B HA LCJIA, 3ala4i, IPUHIU-
bl U OCHOBHBIC HAlpaBjieHUs oOecreucHuss HH(OOPMAIHOHHON
0e3onacHocTH Poccuiickoit denepanuu

OxpaHa TNEpCOHANBHBIX [aH-
HBIX, TOCYJapCTBEHHOH, CIy-
*KeOHOH WM JApPYrMX BHJOB HH-
(dopmManuu OrpaHUYEHHOTO J0-
CTyHa 3TO

3aruTa nHpopMaIu

KOMITbIOTEpHAst 0€3011aCHOCTh

3alIUIICHHOCTh HH(GOPMALIMH

3aIIMIIEHHOCTh OTpeOuTeIe nHGOpMAITIT

0€30IIaCHOCTh JaHHBIX

JoxymenTupoBanHas nHpopMa-
1usl, JOCTYIl K KOTOPOU OrpaHu-
YHUBACTCSA B COOTBETCTBHH C 3a-
KOHOOATEILCTBOM PO

roCy/1apCTBEHHasl TaliHa

KOMMepuUecKas TaiiHa

OaHKOBCKas TailHa
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KOH(pUICHIMATbHAS WHHOPMAITUS

CooTtHecuTe PUHIUIIBI HHPOP-

MAaIlMOHHOM 0€e30IacHOCTH,
ompenenennple  ['ocTexkommuc-
cuen

INPpUHIHUII CUCTCMHOCTH

NPHUHIOMIT KOMIIJICKCHOCTH

T'HOKOCTh CHCTEMBI 3alIUThI

pasyMHasa J0CTaTOYHOCTh

1.
2.
3. IPUHIHUII HENPEPBIBHOCTH 3aILUTHI
4.
5.
1.

NpaBWIBHO BHIOPATh TOT JOCTaTOYHBIA YPOBEHb 3AIIUTHI, MPH
KOTOpPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO To yiiepda Oblin Obl
IIPUEMJIEMBIMH

2. HETIPEPBbIBHBIN 11eJI€HANPABICHHBIN MPOLECC, MPeAnoaratonui
MPUHSATHE COOTBETCTBYIOIIMX MEP Ha BCEX HJTamax >XKHU3HEHHOTO
nukina AC

3. mpenmnojnaraeT COrjacoBaHHE Pa3HOPOJHBIX CPEACTB IpPH IO-
CTPOEHHUH IIEJIOCTHOM CUCTEMBI 3alIMThI, IEPEKPHIBAOIIEH BCE CY-
IIECTBEHHbIE KaHAJIbl peajiu3allud yrpo3 U He cojaeprkallei cra-
OBIX MECT Ha CTHIKaX OTAEIbHBIX €€ KOMIIOHEHTOB

4. ocoboxaaer Bianenbiia AC oT HEOOXOAMMOCTH HPUHSATHSA
KapJAMHAJIBHBIX MEp M0 MOJIHOM 3aMEeHe CPEJICTB 3aILUThl Ha HOBbIE

5. mpennonaraeT HeOOXOAUMOCTh y4eTa BCEX B3aMMOCBS3aHHBIX,
B3aUMOJICHCTBYIOUIUX M U3MEHSIOLIMXCS BO BPEMEHU DJIEMEHTOB,
YCJIOBHH B (paKTOPOB

ConepxaHue U CTPYKTypa 3aKo-
HOJIATeJIbCTBA B 0O0JACTH WH-
(hopMarmoHHoOi  Oe30macHOCTH
BKITFOYAET

Konctutynus Poccuiickoit @enepanun - HopmatuBHO-ipaBoBbIE
akThl (Yxkassl) [Ipesunenta Poccuiickoit denepanun - [ToazakoH-
Hble akThl [IpaButensctBa Poccuiickoit denepauun - Oenepans-
HEIE 3aKOHEI - Kosiekcehl

Koncrurynusa Poccuiickoin ®@enepannu - HopmaTuBHO-IpaBOBbIE
akThl (Ykassl) [Ipe3unenrta Poccuiickoit deneparuun

[Ton3akonnsie akthl [IpaBurensctBa Poccuiickonn ®enepauuu -
®denepanbHbIe 3aK0HBI - KoeKChl

HCT BCPHOI'O OTBECTA

3akoHomaTenscTBO Poccuiickoit
Oenepaniun 00 wHGMOpMAIHH,
“H(OPMAIMOHHBIX TEXHOJIOTH-
SIX ¥ O 3amuTe HHpOpMauu co-
CTOHUT U3

¢benepanpHOro 3akona «O0 nHpopmanuu, THPOPMALMOHHBIX TEX-
HOJIOTHSIX M O 3alIuTe MH(POpMaIum» U Apyrux (eaeparbHbIX 3a-
KOHOB, DPETYJUPYIOIIUX OTHOIIEHUS B 00JacTH HCHOJIb30BAHUSA
uHpopmaiuu

denepanbHOro 3akoHa «O MEPCOHANBHBIX JaHHBIX» U APYTUX (e-
JEPAIbHBIX 3aKOHOB, PETYJUPYIOIIMX OTHOIIEHUS B OOJACTH HC-
M0JIb30BaHUs WH(OpMALIUU

dbenepanpHOrO 3aK0HA «O KOMMEpUYeCKOU TaitHe» U apyrux deme-
pPaNbHBIX 3aKOHOB, PETYJIUPYIONIMX OTHOIIEHUS B OOJIAaCTH WC-
MOJIb30BaHUS MH(POPMALTUH

¢benepanpHOro 3akoHa «O rocyIapcTBEHHOH TaliHe» U Apyrux de-
JepajbHbIX 3aKOHOB, PEryJIHPYIOIIMX OTHOILIEHUS B 0OJACTH HC-
M0JIb30BaHUs WH(OPMALIUU

[IpenqmeroM TpaBOBOTO pEryJH-
poBaHus B obiactu uHpoOpMa-
1M, THGOPMAIIMOHHBIX TEXHO-
JOTHH W 3aIUThl HH(OpMAIUU
SIBIISTIOTCS

OTHOIIICHHSI, BOZHUKAOIIIHNE TOJIHKO MPH OCYIIECTBICHUH TpaBa Ha
MIOWCK, MOJyYCHHE, Tiepeady, MPOU3BOJICTBO U PACIPOCTPAHEHUE
HHGOPMAITUH

OTHOIICHHA, BO3HUKAIOMIMC TOJBKO IPU NPHUMCHCHUU I/IH(bOpMa-
IMOHHBIX TEXHOJIOTHI

OTHOIICHHUS, BO3HHUKAIONIUE TOJLKO INPU OOCCIICUCHUU 3allUTHI
HH(pOPMAIUH




Bonpoc

Bapuanmbl omeema

OTHOIIICHUSI, BOSHUKAIOIIHNE TPU OCYIIECTBICHUU MpaBa Ha TMOUCK,
MOJTy4YeHHe, Tiepeiady, IPOU3BOJCTBO U paclpocTpaHeHue nHpop-
Maluy; MpH NpPUMEHEHUH WH(POPMAIMOHHBIX TEXHOJOTHH; TpH
o0ecreueHnt 3auThl HHOOpMAIUU

B crpykrypy rocynapcTBeHHOI
CHCTEMBI 3allUTHl UH(POPMALUU
P® Bxogar

OCh PO

MBI P®

DOCTIK

OCHH

HopmatuBHO-1IpaBoBOil  akT -
3TO

IIPAaBOBOM aKT, IPUHATHIM IIOJJHOMOYHBIM Ha TO OPraHOM U COZIEP-
KaIlUi TpaBOBbIE HOPMBI, T. €. IPEANHCAHUS O0IEro Xapakrepa u
IIOCTOSIHHOTO JCUCTBUS, PACCUMTAHHBIE HA MHOTOKpPATHOE IIPH-
MEHEHUE

IIPAaBOBOM aKT, IPUHATHIM IOJJHOMOYHBIM Ha TO OPraHOM U COZIEP-
KaIlUi TpaBOBbIE HOPMBI, T. €. IPEANMCAHUS O0ILEro Xapakrepa u
IIOCTOSIHHOTO JEHCTBHSA, PAaCCUUTAHHBIE HA OJHOKPATHOE IIPH-
MEHEHUE

HCT BEPHOI'O OTBCTA

Kaxk HaspiBaeTcs 3aKOH, peryiu-
pyoIMA  JeATeNbHOCTh TOCY-
JIapCTBEHHOW TaliHBI Ha TEPpU-
Topuu PO

O KOMMEpYECKOH TaiiHe

O rocyaapcTBeHHOH TaiHe

O cay:xeOHOM TaiiHe

O BpaueOHOM TaliHE

CyObeKkT nepcoHaIbHBIX [aH-
HBIX 00JIaJjaeT MpaBaMu

Ha 10CTYII K CBOMM IICPCOHAJIbHBIM JTaHHBIM

BO3pa)XCHHE IPOTUB MPHUHITHS PEHICHUH HCKIIOYUTEIBHO Ha
OCHOBAaHMM aBTOMAaTU3UPOBAHHONH O0OpabOTKM MEpCOHAIOM MaH-
HBIX, MOPOXKAAIOIUX IOPUANYECKUE IIOCIEICTBUSA B OTHOLICHUH
cyOBEeKTa WM UHBIM 00pa30M 3aTparuBarolUX €ro rpasa 1 3aKOH-
HbI€ UHTEPECHI

o0)KaoBaHKe AEUCTBUM MIIA O€31€HCTBUI

BCPHBI BCC BAPHUAHTEI

[IpaBoBoe perynupoBaHue OT-
HOIIICHUH B 00JACTH HCIOIB30-
BaHUsS JJICKTPOHHOM IU(PPOBOIA
MIOJIITUCH OCYIICCTBISIETCS B CO-
OTBETCTBHH C

I'paxxnanckum kogekcom Poccuiickoit denepannun

®denepanbHbiM 3akoHOM "OO0 mHpOpManuu, WHGOPMATH3ALNHA U
3amuTe nHGopmanuu"

®enepanbHbIM 3akoHOM "O cBs3n"

BEPHBI BCE BapUAHTHI

YTo U3 NEpeunucICHHOTO He
BXOJUT B TEPBBII ypOBEHb Mpa-
BOBOTO obecriedueHus: nHpopma-
LMOHHOH 0€30MacHOCTH

Koncturynus P® (ct. 23, npaBo Ha TaliHY NEPEIUCKH)

I'paxnanckuii kopekc P® (ct. 139, Bo3MemieHHe YOBITKOB OT
YTCUCK)

®enepanpHbli 3aK0H "O rocyapcTBeHHOHN TaiHe"

IToctanornenus IIpaBurenncra PO

N3 ckonbKuX ypoBHEH COCTOUT
npaBoBoe obecrieueHue uHPOP-
MAaIOHHOW 0€3011acHOCTH

JIByX YpOBHEH

TpeX YpOBHEH

YeThIpEX YPOBHEH

ST YPOBHEM

[lepeueHs BUAOB AESTENBHOCTH
B o0JlacTH 3aIIuTBl HH(pOpMa-
M, Ha KOTOPBIE BBITAIOTCS JIH-
ueHsuu, omnpeneseH IlocraHos-

U PPOBaTbHBIX CPEACTB

3allUINCHHBIX CUCTEM TCJICKOMMyHI/IKaI_II/Iﬁ
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nenueM IIpaButensctBa PO "O
JTUIEH3UPOBAHUHA  OTAEIBHBIX
BHUJIOB nesTenpHoCTH" oT
24.12.94 Nel418 k HuMm, B
YaCTHOCTH, OTHOCHTCS pa3pa-
00TKa, TIPOU3BOJICTBO, peain3a-
WS U CEPBUCHOE OOCITYyKUBa-
HUE

IIPOTrPaMMHBIX CPEACTB

CIICHUAJIBHBIX TCXHUYCCKUX CPCACTB 3allUThI I/IH(I)OpMaI_II/II/I

MOATOTOBKA U MEPENOArOTOBKA KaIPpOB

BCC BCPHBI BApUAHTBI

3aKOHOIATENIbHOW M HOPMATHB-
HOW 0a30i JNUIIEH3UPOBaHUS U
ceprudukanuu B obOIacTu 3a-
MIATHl UHQOPMALUH  SBIISIOTCS
3aKkoHbl PO

0 TOCYJIapCTBEHHOM TalHe

0 TCXHUYCCKOM PCryjJnupOBaHUA

O JIMICH3UPOBAHUHU OTACIBHBIX BUAOB JCATCIIBHOCTH

0 3al0UTC IIpaB HOT]DC6HT€H€I>1

BCE BEpHBI BAPUAHTHI

[lepeuens BUAOB AESTENBHOCTH
B 0o0JlacTH 3aIIuTBl HH(pOpMa-
LMY, Ha KOTOPbIE BBIIAIOTCS JIH-
ueHsuu, omnpenesieH IloctaHos-
nenueM IIpaButensctBa PO "O
JTUICH3UPOBAHUHA  OTHEIBHBIX
BHUJOB IEATEIBHOCTU" K HUM, B
YacCTHOCTH, OTHOCHUTCS paspa-
00TKa, TPOU3BOJICTBO, pean3a-
U U CEPBHUCHOE OOCITY)KHBa-
HHE

I (PPOBATIbHBIX CPEACTB

3allIMIICHHBIX CUCTCM TeJ'IeKOMMyHI/IKaI_II/Iﬁ

IIPOrPaMMHBIX CPEICTB

CIICUAJIBHBIX TEXHUYCCKUX CPCIACTB 3allIUThI I/IH(I)OpMaIII/II/I

BCPHBI BCC BApUAHTLI

JINYHBIE
Kakue KkaTeropum mepcoHaib- | OOLIEIOCTYIHbIE
HBIX JaHHbIX Bbiaeasier @3 “O | GU3HOIOrHYSCKUE
MEPCOHATBHBIX JAHHBIX 7 CrIeIHaIbHbIE
OMOMETPHUYECKHC

B kakux ciywasx omeparop He
00513aH YBEJOMIIAThH PEryJATOpa
00 00paboTKe MepCOHANBHBIX
JTaHHBIX?

€CJIM JIaHHbIe BKJIFOYArOT B ce0st DU O, TenedoH u pa3Mep okiaaa

€CJIM OTIepaTopa CBSA3BIBACT C CYOBEKTOM TPYIOBBIC OTHOIICHUS

€CJIM JaHHBIE BKIIIOYAIOT B ce0d Toisko DO

€CJIW JaHHBIE KacaloTCs 3I0POBbs CyOBbeKTa

€CJIM JIAHHBIC KaCaITCsl CEMEHHOM JKM3HU CyObeKTa

€CIIM JIaHHbIE HEOOXOJUMBI JJIsi OJJHOKPATHOTO TPOITyCKa Ha Tep-
PHUTOPHIO OTrepaTropa

Bribepure ciygam 06pabOTKH
IIEPCOHAJIBHBIX OAaHHBIX, KOIr'Ja
orepaTop He 00s3aH MOIy4YaTh
MMMCEMEHHOE coTflacue CyOhek-
Ta Ha 00PabOTKY:

OpOHUPOBAHUE TOCTUHHUIIBI TYPUCTHUYECKON (hUpMOi

nepcaada JaHHbIX TPCThUM JIMIIaM

€CJIM MEXKIY ONEePaToOpoM U CyOBEKTOM €CTh I0TOBOp, MpeaycMar-
puBaromuii 00padoTky I1/]

JIOCTAaBKAa IMOYTOBBIX COOOLICHUN

OpraHu3amys COCTaBIIACT 0a3y JaHHBIX CBOMX KIHMEHTOB, C yKa3a-
HueM PUO, TenedhoHOB, aJIPECOB U 3aHUMACMBbIX JIOJDKHOCTCH

Kakoii mOKyMEHT COIEpXHUT B
cedc CTpaTeruvecKue HaIuo-
HAJIbHBIC MPHOPUTETHI, MU H
Mepbl B 00JIaCTH BHYTPEHHEH U
BHCIIHECH mOMUTHKH Pocchm,
OTIPEICIISIIONIIE COCTOSTHUE Ha-
LIMOHAILHOW 0€30MacHOCTH U
YpOBEHb YCTOWYMBOTO Pa3BUTHS
rocyIapcTBa Ha JOJTOCPOYHYIO

®denepanbhbiii 3akoH “O0 nHPOpManuKU, HHOOPMAITMOHHBIX TEX-
HOJIOTHSIX M O 3amuTe uHdopmaimu”

®denepanbHbii 3aK0H “O rocyapcTBEHHOM TaliHe”

JloktpuHa uHpopMamoHHo 6e3omnacHocTi Poccuiickoit denepa-
LU

Crparerus HanpoHanbHOU 6e3omacHocTu Poccuiickoit deneparun
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MEPCIICKTUBY?

Kakoii jokymeHT oTobpaxkaer | PEACPATBHBIN 3aKOH “O0 unpopmanyy, UHGOPMAILIMOHHBIX TEX-
2

O(bI/IHI/IaHLHBIC B3[JISIA6I Ha Iie- HOJIOTHUSAX U O 3allIUTC I/IHd)OpMaL[I/II/I

nam, 3amaum, npunmunsl  u | PepepanbHbIil 3akoH “O rocy1apcTBEHHOM TaiiHe”

OCHOBHbIC HampasieHus obec- | JlokTpuHa HHpOpMannOHHOW Oe3onacHocTH Poccuiickoit denepa-
IIEYECHUS MH()OPMAIMOHHON | 1yprpp
6e3onacHoct PO?

Crparerust HarmoHaJIbHOU Oe3omacHocTH Poccuiickon Depepanyn

Bomnpocsl k koMIuiekcHoOMY 3a1aHui0 TK3

1. Uto Takoe «mpaBoBoe oOecriedeHne MHHOPMAITMOHHONW 0€30MacHOCTH» U B
YeM 3aKJIF0YAETCsl €ro npeaMer?

2. Packpoiite conepkaHue mpaBoBOro o0ecrneueHus: 0e30MacHOCTH CBEACHUM.

3. PackpoiiTe copepaHue U CTPYKTYpy 3aKOHOJATENbCTBA B 00J1acTU obecre-
YyeHUs1 UH(HOPMAIIMOHHON O€301TaCHOCTH.

4. OcHOBHBIE HOPMATUBHBIE PYKOBOSALIME JOKYMEHTBI, KaCarolIUecs rocyaap-
CTBEHHOH TailHBI, HOPMATHBHO-CIIPABOYHBIC JJOKYMCHTHI.

5. YpoBHM npaBoBOro odbecrnedyeHusi HHPOPMaIMOHHON 0€30MacHOCTH.

6. Mecto nHpOpMaIIMOHHON 0€30MaCHOCTH SKOHOMUYECKUX CHUCTEM B HaIHUO-
HaJIbHOM 0€30MaCHOCTH CTPAHBI.

7. OCHOBHbIE IPUHIIUIIBI 0OecTIeueHHs 0€30MacCHOCTH.

8. Konnenius napopMarimoHHON O€301MacHOCTH.

9. loxtpuna nHbOpManMoHHON Oe3omacHoCTH Poccun.

10. YeTbipe OCHOBHBIE COCTABIISIIOIIME HAIIMOHAJIBHBIX HHTEpecOB Poccuiickoit
®deneparuu B nHGOpMaAIMOHHOM cepe.

11. OcHoBHbIE 3a1aun obecnieueHus nHpopmarmonHoi 6e3omacHoctu. [IpaBo-
BbIE€ METO/IbI O0ecneueHusl UHHOPMAIIMOHHONW 0€30MacHOCTH

JlJist MPpOMesKYyTOYHOM aTTeCTALUM:

1. UadopmarmonHas 0e30MacHOCTh YeJIOBeKa W 0OIIecTBa. YPOBHH 3allUTHI
HH()OPMAIIMOHHBIX PECYPCOB.

2. Komnerorepusie npectyruieans. OCHOBHBIE TEXHOJOTHHU, UCTIOJIB3YIOITHECS
TP COBEPIIICHUN KOMITBIOTEPHBIX MPECTYTUICHUN.

3. OOBEKTHI 3alUThl HHPOPMALMK. 3aluTa HHHOPMAIIMU OIPaHUYEHHOTO J10-
CTyna: rOCy1apCTBEHHAs TallHA, KOMMEpYECKas TalHa.

4. OCHOBHbIE KaHAJIbI YT€YKH UHPOPMALIUU.

5. Meroasl u cpeactBa 3amuthl uHbopmanuu. CojaepkaHue CrocoOOB H
cpeAcTB obecrneueHrs 0€30MacHOCTH HH(popMaIIy.

6. Kpunrorpadus. CummeTpudHbIe KPUTITOCUCTEMBI.

7. Kpunirorpadusi. AcuMMETpUYHbIE KPUTITOCUCTEMBI.

8. 0O0630p u KIaccudukaysa MeToA0B MmudpoBaHus UHPOPMAIIUH.

9. DneKkTpoHHO-IM(POBAs MOIHUCH.

10. UYto oTHOCHUTCS K CpEICTBAaM HWHYKEHEPHO-TEXHUYECKOW  3allUThI
uHGOPMAITH U 1711 YeTO OHU MIPeaHA3HAYCHBI?

11. B uem 3akimro4arOTCsl JOCTOMHCTBA M HEOCTATKU MPOTPAMMHBIX CPEICTB



3amuThl HHGOpMaIu?

12. [TaponbHas 3amuTa.

13. Ilonsitue yrpo3el. AHanu3 yrpo3 nHpopmarmoHHoi Oe3omacHoCcTH. Bumbl
«HAPYILLUTEICH».

14. ITonutuka 6e3onacHocTd. OCHOBHBIE TUIII MOJUTUKU OE30MIaCHOCTH.

15. CrangapTsl UHPOPMAITMOHHON OE30MTaCHOCTH.

16. ITpaBoBoe obecnieuenre 3auThl nHpopmalu. HopmaTuBHbIE TOKYMEHTBI.

17. Pazpymaromue nporpaMMHbIE BO3JICUCTBUS: BUPYCHI U 3aKJIaJKU. AHTUBH-
PYCHBIE CPENICTBA.

18. Ilcuxonoruyeckue acnekThl HHPOPMAIIMOHHON 6€30MaCHOCTH OpraHU3alIMH.
19. HacTpolika moJUTHKH 0€30IMacCHOCTH ONIEPAIIMOHHON CHCTEMBI.

20. AHanu3 3alUIIeHHOCTH U30JIMPOBAHHON MTPOrPAMMHOM CPEJIbI.

21. UccnenoBanne CHCTEM HICHTU(DHUKAIINN.

22. CtpyKTypa 3aKOHOAaTeIbHOM 0a3bl HH(pOpMaMOHHON Oe3onacHocTH PO.

23. Crparerusi HaLMOHAILHOM Oe30nmacHoCTH. HazHaueHue, OCHOBHBIE TEPMUHBI.

24. Joxtpuna Ub. Ee Ha3HaueHue.

25. Ctpyktypa ¥ BHUJbl HOPMATHUBHBIX aKTOB, PETyJHUPYIOMHUX OOECIICUCHUE
uHpopManmonHoi 6e3onacHocty B Poccuiickoii denepanuu

26. Ionsitue o 3ammte unpopmaiuu B PO (149-D3). ['ocynapcTBeHHOE pery-
aupoBanue. O0s3aHHOCTH oONaAaTenel nHGOpMaIuU U ONIEPATOPOB UH(POPMAIIUOH-
HBIX CUCTEM. PeryisiTopsl.

27. CuctemMa HOPMATUBHBIX MPABOBBIX aKTOB, PETJIAMEHTUPYIONINX obecrede-
HUE COXPAHHOCTHU CBEJCHHUH, COCTABIISIONINX TOCYIAPCTBEHHYIO TallHy B Poccuiickoi
denepanuun
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