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1. Heab, 32124 U IVIAHUPYEMBbIE Pe3yJIbTATHI 00yUeHHUS 0 TUCIHUILINHE

Lenpro ocBoenust aucuuriuHbl  51.0.11.03. "OcHOBBI HHGOPMAIMOHHON
oe3zonmacHocTH" SABIsAETCS (POPMHUPOBAHUS Yy CTYACHTOB 3HAHUN M HABBIKOB IIO
BOIlpocaM HMHQOPMAITMOHHON OE30MacCHOCTH, a TaKKE HAaBBIKOB IMPAKTUYECKOTO
obecrieyeHus 3alUThl UHPOpMAIUU U OE30MaCHOr0 MCMOJIb30BAHUS MPOTrPAMMHBIX
CPCACTB B BBIYUCIIUTCIbHBIX CUCTCMAX OpFaHI/ISaHI/Iﬁ 151 yqu}KﬂeHI/Iﬁ.

3ajauaMy TUCUUIUIMHBI SBISIOTCA: MOJTy4YeHHE 0a30BbIX TEOPETHUUYECKUX MpPE.-
CTaBJICHUM O COBPEMEHHBIX OPTraHMU3ALMOHHBIX U TEXHUYECKUX METONAX 3aIIUThl UH-
dopmaruu, a TaKkKe TEXHUYECKUX CPEACTBAX 3alIUThl KOMIBIOTEPHOU MHGpOpMaAIuu
MH(OPMAIMOHHBIX CUCTEM OPraHU3aLUN U yUPEKICHHM.

KomnereHuuu 1 ”HAMKATOPHI, PopMHUpyeMbIe Y 00yUarOIMXCS:

KOJI 1 HAUMCHOBAHHUE KOMIICTCHIIUHU KO)I 1 HAMMCHOBAHUC MHIUKATOpa

OI1K-8. CriocoOeH moHuMAaTh MPUHITUTIBI pa- OIIK-8.2. Bmameer HaBBIKAMH TPUMEHEHHS ITUGPO-
0O0TBI COBpEMEHHBIX HH(POPMAIIMOHHBIX TEXHO- | BBIX TEXHOJIOTUW Il pelleHus 3a1ad npodeccro-
JIOTHI1 ¥ UCTIONB30BATh UX /IS PEILICHUS 3a7a4 | HAJIbHON JESTEIbHOCTH C YYETOM OCHOBHBIX TpeOoBa-
po¢eCCHOHATILHOM S TEIIbHOCTH HUK MHQOPMALIMOHHOM 0€30MacHOCTH

2. Mecto nucuunnHbl B cTpykrype OII

[IpeamecTByromue TUCIUILIMHBL (MOAYIH), npaktuku, HUP, ap.:
b1.0.11.01. UudopmarimoHHbIE TEXHOIOTHH

b1.0.11.02. AnropurmMu3zanus ¥ TporpaMMHpPOBaAHUE

[Tocnenyronue qucuuminabl (Moaynn), npaktuku, HUP, ap.:
b1.0.11.04. IIporpamMmmHOe obecrieueHre W MporpaMMHpOBaHuE B mpodeccuo-
HAJIBHOU JIEATETbHOCTH

3. CTpyKTypa U cofepKaHue AUCIHUIIMHBI
3.1. CTpykTypa JIUCUMILTHHBI
Jlns ool popMbl 00yUeHHUS

N Bcero | Bcero Cemectp(b1)
Bun yuebnoi pabotsl 3E 4ACOR 4 5 6
OBILIAS TPY JOEMKOCTbD AV CIUITIMHBI 2 72 2
KOHTAKTHAS PABOTA* 1,00 36 36
AYJIMTOPHAS PABOTA 0,88 32 32
Jlexkun 0,44 16 16
[IpakTrHueckue (CeMHUHAPCKKE) 3aHIATHS 0 0 0
JlaGopaTopHbIe pabOTHI 0,44 16 16
CAMOCTOSTEJIBHASI PABOTA OBYUAIOIIETI' OC 1,12 40 40
IIpopaboTka yueOHOTO MaTepHaia 1,12 40 40
KypcoBoii npoekT 0 0 0
KypcoBas pabota 0 0 0
[ToaroroBka kK mpOMEKyTOUHOM aTTeCTAIIU 0 0 0
[IpomMexyTouHast aTTeCcTaIus: 3

3.2. Coaep:kaHue TUCHUIUIMHBI, CTPYKTYPUPOBAaHHOE 110 pa3/iejiaM U BUAAM




3aHATHN

Pactipenenenue tpy- | @opmbl 1 | HACKCHI HHAMKATO-

- JIOEMKOCTHU BUJT POB pOpMUPYEMBIX
S 10 BUJIaM Y4e€OHOH | KOHTpOJIs KOMITETEHIIHH
Pa3znenst g paboTsl
JUCHUTITUHBI g < | o s | s
Q =| & 2| &
A | E| =| B
O o a, =
= s = S
Pa3znen 1. OcHOBHEIE TOHS-
THS ¥ aHaJu3 yrpo3 uudpop-| 6 21001 4 TK1 OIIK-8.2. 3
MAaI[MOHHOI 0€30IMacHOCTH
Paznen 2. OpranuzainuoH-
HO-aAMHUHUCTPATUBHLIE Me€-
A p g 6 |2l0|0]|4]| TK2 OI1K-8.2. 3
pbl nHQOpPMALIMOHHOU 0e3-
OIIACHOCTH.

Paznen 3. MnxeHepHO-TEX-
Hudeckue Mepbl wHpopma- | 40 | 8 [ 12| 0 | 20 TK3 OIIK-8.2. 3YB
IIMOHHOM 0€3011aCHOCTH

Paznen 4. HopmatusHo-
npaBoBeie Mephl mHpopMa- | 20 | 4 | 4 | 0 | 12 TK4 OIIK-8.2. 3YB
IIMOHHOH 0€30I1aCHOCTH

3auer 0 010 0 OM 1 OIIK-8.2. 3YB

S

Hroro 3a 4 cemecTp 72 116 |16 | 0 | 40

3.3. Conep:kanue TUCHUINIAHBI

Paznien 1. OCHOBHBIE TOHATHUS ¥ aHAJIA3 YTPO3 UHPOPMAIIMOHHOM O€30MTaCHOCTH.

OcHoBHbIE TepMUHBI U onpezeneHus. Odecnieuenre nHPOPMALMOHHONW 0e30MmacHo-
CTH KOMITBIOTEPHBIX cucTeM. Bumbl yrpo3. Tpu Hambosee BbIpakeHHBIE yTpo3bl: 1) moa-
BEPKEHHOCTh (PU3NUECKOMY UCKKCHHUIO I YHHUTOXKEHHIO; 2) BO3MOXKHOCTh HECAHKITH-
OHUPOBAHHOM (CITy4allHON WJIM 3JI0YMBINUICHHOW) MOAN(UKAINK;, 3) OMACHOCTh HECaHK-
IIMOHUPOBAHHOTO (CIy4allHOTO W TPEIHAMEPSHHOTO) TIOMyUeHUs MHPOPMAIH JTUIIAMH,
JUISl KOTOPBIX OHA HE Mpe/Ha3HaueHa. XapakTep MPOUCXOXKICHUS YTPO3: YMBIIILICHHbIE
¢axropsl, ecrecTBeHHbIE (hakTOpbl. VcTounnku yrpo3. Ilpennocbuiky mosBiIeHUs! yrpos:
O0OBEKTHBHBIC, CYObEKTHBHBIC

Paznen 2. Opranu3anoOHHO-aIMUHUCTPATUBHBIE MEPhI HHPOPMAITMOHHON Oe30mac-
HOCTH

OCHOBHBIE TIOHATHS TIOJIMTHUKU Oe30macHoCTH. CTPYKTypa HMOJIUTUKU O€30IIaCHOCTH
OpraHuzanyu: 0a3oBasl MOJUTHKA OE30IMAaCHOCTH, CHCIUATM3UPOBAHHBIC TOJUTHKU 0e3-
OITAaCHOCTH, TpoIeyphl Oe3omacHoCTH . Pa3paboTka MOJUTHKK OE€30ITaCHOCTH OpraHu3a-
1. KOMIIOHEHTBI apXUTEKTyphl Oe30macHOCTH. Pony M OTBETCTBEHHOCTH B OE€30IaCHO-
CTH CETH.

Paznen 3. MHxxeHepHO-TEXHUYECKHE Mepbl MH(OPMAIIMOHHOM O€30I1acHOCTH

[Tonsatue xpunrorpaduu. OCHOBHBIE MOHSTUS KPUOTOrpaUYeCcKOM 3alliuThl MH-
dopmatmu.  Kpunrorpadguueckrie  anroputMbl. CHUMMETpUYHBIE  KPUIITOCHUCTEMBI
nmdpoBanust. OCHOBHBIE PEXUMBI PabOTHI OJOYHOTO CHMMETPUYHOTO AITOPUTMA.
Oco0EeHHOCTH PUMEHEHUSI AJITOPUTMOB CUMMETPUYHOTO U(POBaHKS. ACUMMETPUIHBIC



KpunrtocucteMsl mmdpoBanus. DyHKIMM X3IIMPOBaHMA. NEKTpOHHas LUpoBas
noanucb. OCHOBHBIE TPOLEAYpPHl HUPPOBONM MOAMUCH. YTPABICHUE KPUNTOKIIOYAMH.
Hcnonb3oBaHre KOMOMHMPOBAHHOM KpPUOTOCHCTEMBI. METOA pacupeneieHusl KIoYel
Juddu-Xemmmana. Mudpactpykrypa ynpasieHus OTKpbITbIMU Kiitouamu PKI.

AytenTudukanus, — aBTOpu3alMs M QJIMUHHCTPUPOBAHUE  JIEUCTBUI
noJib3oBaTesnie. MeToapl ayTeHTU(PUKALNKA, HCHOJIB3YIOINUE Mapoiau: ayTeHTU(UKa-
Ul HA OCHOBE MHOTOpPA30BbIX Naposiei, ayTeHTU(UKALU HAa OCHOBE OJHOPA30BBIX
naposieid. Ctporast ayTeHTHU(QUKAIUSA: TPUMEHEHUE 3JIEKTPOHHBIX HIEHTU(UKATOPOB,
IPOTOKOJIBI CTPOrOM ayTeHTU(UKALIUN.

buomerpuueckass ~ ayreHTudukanus ~— nonb3oBaTens.  KomMOuMHHMpoBaHHBIE
CUCTeMbl HACHTU(DUKAIMK U ayTeHTU(PHUKAIMU. DIEKTPOHHBIE 3aMKH. YIIpaBIICHHE
JOCTYIIOM II0 CXE€M€ OJHOKpaTHOro BxoAa ¢ aBTopu3aunueit Single Sign-On.
VYnpasienue uaeHTUPUKALUENH U JOCTYIIOM

BpenonocHble mporpaMmbl U MpoOJieMbl aHTUBUPYCHOW 3amiuThl. OCHOBHBIE
KaHAJIbl PACIPOCTPAHEHMSI BPEAOHOCHBIX IPOrpaMM. AHTHBHUPYCHBIE IPOIPaMMBI:
OCHOBBI pa0OTBl AHTUBUPYCHBIX IPOrpaMM, OCOOEHHOCTH «00JIauHOI» aHTUBUPYCHON
TEXHOJIOTHH, BUABl  AHTUBUPYCHBIX  IIpOrpamM,  JOMNOJHUTENIbHBIE  MOJIYJIH
AHTUBUPYCHBIX MPOrpaMM, peXUMbl paboThl aHTHBHUpYca. [IpodunakTudeckre mMepbl
3amuThl. JlononHuTenpHBIE cpeAcTBa 3auTh: 00HOBIeHU [10, 6panamayspsl, cpen-
CTBa 3AILUTHI OT HEXKENATEIbHONU KOPPECIOHACHIMU. AHTUBUPYCHBIE TIPOrPAMMHbBIC
KOMILJIEKChI

Paznen 4. HopmatuBHO-1ipaBoBbIe Mephl MHPOPMAITMOHHOM O€30M1aCHOCTH

Ponp  crampgaptoB  mH(pOpManMOHHON  Oe3omacHOCTH. MeXayHapoIHbIe
cranaaptel uHpopmarmonHon Oe3zomacHoctu. Cranmapt ISO/IEC 17799:2002 (BS
7799:2000). T'epmanckuii cranmapt BSI. Mexaynapoansiii cranaapt ISO 15408
«O0mme Kkputepuu 6€30MacHOCTH HHPOPMAITMOHHBIX TexHoJorui». Crannaptel IEEE
802.11 m WPA — crawgaptel mina OecnpoBoAgHbIX — cetedl.  CraHAapThbl
uHpopmanimonHot  OesomacHocTu g Internet.  OTedyecTBEHHBIE  CTaHIIAPTHI
0e30MacHOCTH MH(POPMAITMOHHBIX TEXHOIOTUH.

OpranuzanmoHHasi CTPYKTypa TOCYAapCTBEHHOW CHCTEMbl OOecTeueHHUs
uHopmanmonHoit Oe3omacHocTH. CoBeT besomacHoctn Poccuiickoit denepanum.
Komuccus Coera denepanuu no nHOOPMAITMOHHONW MOJUTUKE W B3aUMOJCHCTBUIO
co cpenctBamMu MmaccoBod uHpopmaruu. DenepanbHble OpraHbl HUCIOTHUTEIBHON
BJlacTU B oOsactT uHdopMartuzauuu. MekKBeTOMCTBEHHAsS KOMHUCCHS IO 3alllUTe
rocyapcTBeHHO TaitHel. DenepanbHas choyx0a Oe3omacHocTH Poccuiickoit
®enepanuu. dDenepanbHas ciayxk0a MO TEXHHUYECKOMY U 3KCHOPTHOMY KOHTPOJIIO.
®denepanbHas ciyx0a oxpansl Poccuiickoin @enepannn. Cinyx0a BHEIIHEH pa3BeaKd
Poccuiickoit @enepanun. denepanbHas ciryk0a 1o Haa30py B chepe cBsizu, nHDopMa-
[IMOHHBIX TEXHOJIOTHM M MaccoBbIX KoMMyHHKauuii (PockomnHamzop). ®deaepanbHas
City»0a M0 MHTEIJIEKTyalbHOM COOCTBEHHOCTH, MATEHTaM M TOBapHBIM 3HakaMm (Po-
crateHt). PefepanbHOE areHTCTBO M0 TEXHUYECKOMY PETrYJIUPOBAHUIO U METPOJIOTHHI
(Poccranmapt). ObGecneuenrne HPOPMAIIMOHHOM 0€30MaCHOCTH Ha YPOBHE CyOBEKTOB
Poccuiickon ®@enepanumn.

3akoHogaTenbcTBO Poccuiickoit denepanuu B 00JacTU 3alUThl UH(OOPMALIHH,
3allUThl TOCYJAAPCTBEHHON TailHbI U KOH(UICHIIMAIbHON nHpopMarmu. Buasl 3amu-
maemoit uagopmaruu. Korcturymus Poccuiickoit denepanuu. Jloktpuna uadpopma-



1moHHOM Oe3omacHocTu Poccuiickoit @enepanun. Kogeke Poccuiickoit deneparuu 06
aJIMMHUCTPATUBHBIX MPABOHAPYLICHUSX. YTOJOBHBIM Konekc Poccumiickoir Denepa-
uuu. ['paxxnanckuii kogekc Poccuiickon ®@enepannu. Hamoroseiid kojaekce Poccuiickoi
®enepanuu. Tpynosoil koaekc Poccuiickoit denepanuu. PeaepanbHbliili 3akoH "OO6
uH(popmalu, THGOPMALIMOHHBIX TEXHOJIOTUAX U 0 3amuTte nHopmanun". denepanb-
HbIl 3akoH «O rocymapcrBeHHOM TaiiHe». DenepanbHblii 3akOH «O KOMMEpPUYECKOMN
TaitHe». DenepasibHbIil 3akoH «O TEXHUUECKOM peryjinpoBaHun». denaepanbHblii 3a-
KoH «O0 snexkTpoHHOM oanucu». enepanbHbii 3akoH «O MEPCOHANBHBIX JAHHBIX).
OepnepanbHbii 3akoH «O cBsizu». PeaepanbHbiil 3akoH "O cpeacTBax MacCoOBOM HMH-
dbopmanun". denepanbupiii 3akoH «O Oe3omacHocTny. denepanbupiii 3akoH «O JIH-
LEH3UPOBAHNUN OTIENIbHBIX BUJIOB JEITEIbHOCTHY. DenepanbHblii 3akoH «O0 apXuB-
HoM Jniene B Poccuiickoit @enepanuny». Denepanbubiii 3akoH «O TpaHCIOPTHOM O€3-
ONIaCHOCTI.

3.4. TeMaTH4YeCKU IVIAH NPAKTHYECKHUX 3aAHATHI
JlaHHblil BUA pabOThI HE MPEyCMOTPEH YUE€OHBIM MJIAHOM.

3.5. TemaTuuecKuii IJIaH Jad0OPATOPHBIX padoT

[Tponomxu-
No Howmep poZt
HaunmMeHnoBanue 1abopaTopHbIX padboT TEJIBbHOCTb,
/11 pazzaena
yac.
1 Hacrpoiika moauTukyu 6€30mMacHOCTH ONeparioOHHOM 3 4
CUCTEMBbI
2 Opranuzanus 3amuThl JOKYMEHTOB CPEACTBAMM Ia-
- 3 4
kera Microsoft Office
3 [[IndpoBanue nHboOpMaId METOJIOM TMOTHAT(PABUT-
HOH 3aMmeHbl. [locTpoeHne U UCHoIb30BaHUE MaTpH- 3 4
16l BuknHepa
4 JoxTpuna nHpopmaimonHoit 6e3onacHoctu Poccuii- 4 4
ckou Denepanum.

3.6. Kypcosoii npoexkT /kypcoBasi padora
JlanHbIid BUA pabOThI HE MPETyCMOTPEH YU€OHBIM IJIAHOM.

4. OueHuBaHue Pe3yJbTATOB 00y4YeHUSI

OneHrBaHUE Pe3yJIbTaTOB OOYUYEHUS 10 JUCIUIIMHE OCYIIECTBIIACTCS B paMKax
TEKYLIEro KOHTPOJISI W MPOMEKYTOYHOW aTTecTallMd, MPOBOJUMBIX MO OaJIbHO-
peritunroBoii cucteme (bPC).

[IIkaya oeHKH pe3yabTaTOB O0yUEHHUS M0 AUCLUIUIUHE:



Kon
KOMIIE-
TEHIUHA

Kon
MHIUKATOP
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Hnn

3amiaHu-

pOBaHHBIE
pe3yIbTaThl
o0y4eHus 1o
TVICTIATUTHHE

YpoBeHb c(hOPMHUPOBAHHOCTH

HMHIHUKATOpa KOMIICTCHIINU

Bricokuit

Cpennuit

Huxe
CpEJIHETO

Huskuit

ot 85 mo 100

ot 70 no 84

oT 55 ;o 69

ot 0 mo 54

[Ixana oreHuBaHUA

OTJIMYHO

XOpOIIO

yIOBIIET-
BOPUTEIHHO

HEYIOB-
JIeTBOPU-
TEJILHO

3a4TCHO

HC 3a4TCHO

OIIK-8

OIIK-8.2

3HAThb.
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3aIHTHI
uHpopMaImm,
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MH()OPMAIMOHHON
0e30macHOCTH,
OCHOBHBIE
MEPOIIPUSTHUS 10
o0ecrneueHuro
nH()OPMAITMOHHON
0€30IacHOCTH B
npodeCCHOHATEHON
JICSITCIIbHOCTH

3HaACT B
COBEPIUICHCT
BC

3HaCT
OCHOBHBIC
TIPUHIUIIBI

3HacT
OTACIJIBHBIC
TIPUHITUIIBL

HUMECT
MpeAcCTaBjIC
HHEC

HH(OpPMAaIMOHHO-
KOMMYHHKAITHOHHBIE
TEXHOJIOTHH,
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CTaHIAPTHBIX  3aja4
npodeCCHOHATEHON
JESTEIILHOCTH c
Y4ETOM  OCHOBHBIX
TpeOOBaHMIA
MH()OPMAIMOHHON
0€30MacHOCTH

JJIA
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3HaACT
OCHOBHBIC
TIPUHIMUIIBI

3HACT
OTJIeJILHBIC
TIPUHITUTIBI

uMeeT
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HHE
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UCIIONB30BaTh
METONIbI U CPEeACTBa
obecrieueHust
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YpoBeHb chOpMHUPOBAHHOCTH
WHJIMKATOpa KOMITCTCHIIUU
N N Hwuxe .
Kon 3ariaHu- Bricokuit | Cpenuuii JUSRN Huzkwuit
Kon  pnmmxarop pOBaHHBIE %5 70 100 70 10 84 pS ? 60 010 54
KOMIIE- a PE3yIBTATHI OT S, 1o oT /U 10 o% |0T )0 0 b7 |OT U 10
TEHIMA KOMIICTEHI] 00yuYeHH s [0 [llkana oleHNBAHUS
un JUCLIUILINHE YIOBIeT- HEY/10B~
OTJIMYHO Xopouio JICTBOPU-
BOPHUTCIIBHO
TECIIbHO
3a4TCHO HC 3a4TCHO
HECaHKI[MOHUPOBaHH HCIIOJB30Ba
oro  JocTyma K Th
uHpopmMarmm,
HaMEpPEHHOU
MoAn(HUKAIN
JaHHBIX W YTPaThl
CITy>KeOHOM
HHGOPMALTUH
BJIQJICTh:
COBPEMCHHBIMHU BIIaJICCT
HE BIAJEeT
O6H_[I/IMI/I CHOC06aMI/I BJIaJCCT B | BJIaJECCT OTACJIbHBIM 6e3
O6eCHequI/Iﬂ COBEPIICHCT | OTACIIbHBIM 1 HaBBIKaMH
. MOCTOPOHH
MH(QOpPMaIIMOHHOM BE ¥ HABBIKAMH | C N
€H IIOMOIIN
0€30I1aCHOCTH HEeJ[0YeTaMu
OleHOYHBIE ~ MaTepUayibl  JUIi  TPOBEICHUS  TEKYIIEro  KOHTPOJIS |
MPOMEKYTOUYHOM aTTecTaliuu mpuBeaeHbl B [lpuioxkeHun k pabodueil mporpamme
JIACIUATUIAHBI.

[ToaHBIN KOMIIIEKT 3aJaHUi W MaTePHAIIOB, HEOOXOIHUMBIX ISl OLICHUBAHHS
pe3ynabTaTOB O0YUYCHHUS 10 AUCIUILUIMHE, XPAaHUTCS HA Kadeape paspadoTunka.

5. YueOHO-MeTOAM4YecKOe U MHPOPMALIMOHHOE o0ecTieYeHue TUCHUILTUHBI
5.1. YueOHO-MeTOAMUYECKOE 00€ecIeueHue

5.1.1. OcHoBHas nuTepaTypa

1. Mensenes, B. A., MadopMarmonHast 6e30macHoCTh. BBeieHE B CHICIIMATILHOCTD
+ elIpunoxenue: Tects! : yueOHuk / B. A. Measenes. — Mocksa : KnoPyc, 2023. — 143 ¢. —
ISBN 978-5-406-11334-9. — URL.: https://book.ru/book/948870. — TekcT : 3€KTPOHHBIH.

2. Menbnukos, B. I1., Madopmaimonnast 6ezonacHocts : yueOHuk / B. I1. MenbHu-
k0B, A. 1. Kynpusnos, T. FO. BacunbeBa. — Mocksa : KnoPyc, 2023. — 371 c. — ISBN 978-
5-406-11960-0. — URL: https://book.ru/book/950148. — TeKcCT : 31€KTPOHHBII.

3. 3ammra uHdopmaiuu : ydebHoe mocodbue / A. Il. Kyk, E. II. XKyk, O. M.
Jlenemkun, A. . Tumonikun. — Mocksa : PUOP : MH®PA-M, 2021. — 400 c¢. — URL:
http://new.ibooks.ru/bookshelf/361250. - TekcT : 2NEeKTPOHHBIH.

5.1.2. JlononHuTENBHAS TUTEPATYPA

1. Kpbuios I'. O., ba3oble noHATHs HH(OPMALIMOHHON O€30I1aCHOCTH : y4eOHOE T0-
cobue / I'. O. Kpsuos, C. JI. Jlapuonosa, B. JI. Hukutuna. — Mocksa : Pycaitnc, 2023. —
257 ¢. — ISBN 978-5-466-01996-4. — URL: https://book.ru/book/946979. — Tekcr : smek-
TPOHHBIN.

2. babam, A. B., Kpunrorpadguueckue MeToibl 3auThl HHGOPMALIUKY : YYEOHUK /
A. B. ba6am, E. K. bapanoBa. — Mocksa : KaoPyc, 2022. — 189 c¢. — ISBN 978-5-406-



08880-7. — URL.: https://book.ru/book/941751. — TeKcT : AIEKTPOHHBIA.

3. OpraHu3aioHHO-TIpaBOBOe oOecredeHrne WHGOPMAIMOHHONW 0€30MacHOCTH :
yuebHoe rmocodbue st By30B / A. A. Ctpenbiios, B. C. ['op6aros, T. A. [Tonsixkosa [u mip.];
non pen. A. A.CrpenbioBa. - M. : Akanemus, 2008. - 256 c. - ISBN 978-5-7695-4240-4. -
TEeKCT : HEMOCPECTBEHHBIM.

4. HWudopmarmonHass 0€30MaCHOCTh: KOHIICTITYAIbHBIE W  METOIOJIOTUICCKUE
OCHOBBI 3aIlIUThl UH(OpMaLuy : yuebHoe nocodue / A.A. Mamok. - M. : ['opsiuast nunus -
Tenexom, 2004. - 280 c. - TekCT : HEMOCPEACTBEHHBIN.

5.2. UudopmanuonHoe odecrnevyeHmne
5.2.1. DIeKTPOHHBIC U HHTEPHET-PECYPCHI

rjﬁl HanmeHoBaHME 3JIEKTPOHHBIX U HHTEPHET-PECYPCOB Cchlka
1 |[9BC IBOOKS.RU https://ibooks.ru
2 |9bC LANBOOK.COM https://e.lanbook.com

5.2.2. llpodeccuonanvupie 6a3bl  gaHHbIX / WMHPOpManMmoHHO-CIIpaBOYHBIC
CUCTEMBI

HaumenoBanue npodeccuoHambHbIX 0a3

Ne
| ZRHHBIX, UH(POPMAITHOHHO-CIIPABOYHBIX Anpec Pexwum moctyma
CHCTEM
1 [Poccuiickasg HanpoHanbHas oubnmorexka  |http://nlr.ru/ http://nlr.ru/
5 Oomepoccuiickuii MaTeMaTHIecKuiil, tp://www.mathnet.ru/ http://www.math
HopTal net.ru/
3 |KubGepJlennnka B https://cyberleninka.ru/ B. https://cyberle
ninka.ru/
4 HanmonanpHast ayieKTpoHHass OuOI0n0OTeKa https://rusneb.ru/ https://rusneb.ru/
(H2B)
5 |[Texuuueckas 6ubmuorexa http://techlibrary.ru lsl‘itp://techllbrary.
6 |MCC «Konexey / «Texoxenep http://app.kgeu.local/Home/Ap|http://app.kgeu.lo
ps cal/Home/Apps
7 |«KoHCyJIbTaHT IIIOC» http://www.consultant.ru/ hitp://www.consu
Itant.ru/
8 [«["apanT» http://www.garant.ru/ ?g://www.garan

5.2.3. JIutieH3uoHHOE ¥ CBOOOAHO  PACIPOCTPAHIEMOE  MIPOrPAMMHOE
o0ecreyeHre JUCUUILINHBI

PexBu3nThI

Ne | HammeHoBaHHE TPOrPpaMMHOTO Cnioco6 pacripocTpaHeHUS
MOITBEPK TAFOIITIX

/T obecrniedeHus (JTMIeH3MOHHOE/CBOOOTHO)

JIOKYMEHTOB

3A0
. "CodrJlaitaTperin"
Windows 7 Ilpodeccrnonanbuas|Ilons3oBarenpckas oneparoHHas

1 pod patt Ne2011.25486 ot

(Pro) cactema 28.11.2011  Heucki

npaBo. beccpoyHo




3A0
"CodrJlaitaTperin"
Ne2011.25486 oT
28.11.2011 Hewnckon.
mpaBo. beccpouno

Windows 7 IIpodeccuonanvhas|llonp3oBaTenbckas onepanruoHHas
(Starter) cucremMa

6. MatepuaJbHO-TEXHUYECKOE o0ecnevyeHne U CIUTIITHHBI

HaumenoBanue Buna | HanmenoBanue yueOHOI ayan-
[epeueHsr He0OXOUMOT0 000PYIOBAHUSI U TEXHUYEC-

y4eOHOH paboThI TOPHUH, CIIEHUAIIU3UPOBAHHON
CKHX CPEACTB 00yYeHUs
JabopaTopuu
Jlexumu VueGHast ayauTopust 1yis mpose- | Crienuanu3upoBaHHas ydeOHass meOenb, TexXHUYe-
JI€HUS 3aHATUH JIEKLIUOHHOIO TH-| CKHE cpeacTBa o6yquI/I;1, ciayxamue U1
na IIPEICTaBICHUS y4eOHOI uHpopMaun

Oonpiiol  aygutopud  (MYJIBTHMEIUHHBINA
MPOEKTOp, KoMmIbloTep (HOYTOYK), 9KpaH),
JEMOHCTpPAIIMOHHOE 00O0pyAOBaHHE, Yy4eOHO-
HATJISITHBIC TTOCOOUS

JlaGopaTopHsbie pa- |[KomnbroTepHbiil Ki1ace ¢ Beixo- | Crienuaau3upoBaHHAS y4yeOHast MeO0erb,

0OTHI nom B Unrepuer JI-418, 1-420, | texnudeckue cpezncTBa 00y4eHust
A-424, 1-427 (MyJIbTHMEIMIHEI TPOEKTOp, MOHOOIOKH 25
me. ), TUICH3NOHHOE POrpaMMHOE
obecrnieueHue
KommbtoTepHbiii kiace ¢ Bbixo- | Crenuanu3upoBaHHas ydyeOHas mebenb Ha 30
nom B Uurepuer B-600a nocagouHblx  Mect, 30  KOMIIBIOTEPOB,

TEXHUYECKHUE CpelicTBa OOydeHus (MyIbTUME-
JTUWAHBIA  TPOEKTOP, KOMIIbIOTEp (HOYTOYK),

9KpaH), BUJICOKAMEPBI, IpOrpaMMHOE

obecrnieueHue
CamocrostenbHas |KoMIbroTepHbii Kiiace ¢ Bbixo- | Crenuanu3upoBaHHas ydyeOHas mebenb Ha 30
pabora nom B MuTepuer B-600a HOCaJ0YHBIX  MecT, 30  KOMIBIOTEPOB,

TEXHUYECKHUE CpelIcTBa OOydeHUs (MyIbTUME-
JTUWAHBIA  TPOEKTOP, KOMITbIOTEp (HOYTOYK),
9KpaH), BUJICOKAMEPHI, MPOrpaMMHOE
oOecrieueHue
Crienmanu3upoBaHHasi MeOelb, KOMITbIOTepHAsI
TEXHHMKa C BO3MOXHOCTBIO BBbIX0/a B IHTEepHET 1
obecnieuenuem noctymna B JUOC, skpan,
MYJIbTUMEAMHHBIN MPOSKTOP, MPOrPaMMHOE
obecrnieueHue

YuranpHbIN 3271
OubIMOTEKHU

7. Oco0eHHOCTH OPraHU3AIUU 00Pa30BATEJbHON AeATEJIbHOCTH IJIsl JIUIL C
OrpPaHNYEeHHBIMH BO3MOKHOCTSIMHM 3/10POBbS 1 HHBAJIN/I0B

JIvia ¢ OrpaHMYEeHHBIMH BO3MOKHOCTSMU 3710poBbsi (OB3) M MHBamMIbl UMEIOT
BO3MOKHOCTh OECHPENSITCTBEHHO MEpPEMENaTbCs W3 OOHOr0 y4eOHO-Ta00paTOPHOro
KOpiyca B JpYyrod, MOJHATHCS Ha BCE OSTaXU Y4eOHO-TAOOPATOPHBIX KOPIYCOB,
3aHUMAThCS B Y4YEOHBIX W HWHBIX T[OMEIICHHSX C Yy4YEeTOM OCOOCHHOCTEH
NCUX0(U3NIECKOTO PA3BUTHUS U COCTOSTHHS 37I0POBBSL.

Hns oOyuenuss nuii ¢ OB3 w WHBaIMIOB, MMEIOIINX HAPYUICHHUS OMOPHO-
JIBUTATENBHOIO anmnapara, o0ecrnedeHbl YCI0BUsl OeCIPENsITCTBEHHOIO JI0CTYIa BO BCE
yueOHble momernieHus. Mudbopmaims o crnenuaibHbIX YCIOBHSX, CO3JIaHHBIX IS
oOyvaroruxcst ¢ OB3 u wuHBanmuaoB, pa3MmelleHa Ha cailTe YHHUBEPCHUTETa




www//kgeu.ru. Imeercss BO3MOYKHOCTh OKa3aHHUSI TEXHHUECKOM ITOMOIIU aCCUCTCHTOM, a
TaKXe YCIYT CYPIOTEPEBOTIUKOB U TU(HIOCYPAOTIEPEBOTINKOB.

Jlnst amantanuu K Bocnpusitaio jguriamu ¢ OB3 u nHBanmmaaMu ¢ HapymeHHBIM
CIIyXOM CIPaBOYHOTO, Y4eOHOro wmarepuaja IO JUCIUIUIMHE O00€CTIeUnBarOTCS
CIIEYIOIINE yCIOBHS:

- IS JTy4IIe OpUEHTAIIMU B ayAUTOPHUH, MPUMEHSIOTCS CUTHAJIBI OTIOBEIICHUS
0 HayaJie ¥ KOHIIE 3aHATHA (CIIOBO «3BOHOK» MUIIETCS HA JJOCKE);

- BHUMaHUE CJA0OCIBIIANIEr0 OOyYaroIIerocss IMPHUBIEKACTCS IEJarorom
YKECTOM (Ha IIJICYO KIIAJETCs pyKa, OCYIIECTBIISICTCS HEPE3KOE MOXJIONBIBAHNC);

- pasroBapuBas ¢ 00y4YarIMUMCsl, NeJaroru4eckuii pabOTHUK CMOTPUT Ha HETO,
TOBOPHUT SICHO, KOPOTKUMU MPEJIOKEHUSIMH, oOecreunBasi BO3MOXKHOCTb YTEHUS TI0
ry0am.

Kommnencanust 3aTpyAHEHHl pEYeBOr0 W HMHTEIICKTYaJIbHOTO Pa3BUTHS
c1aboCbIIIAIIIX 00YYaIONUXCs TIPOBOIUTCS ITyTEM:

- UCTIOJIb30BAHMSI CXEM, JIUarpamMM, PUCYHKOB, KOMIBIOTEPHBIX MPE3EHTAIUN C
TUTNIEPCCHUIKAMHA, KOMMEHTHPYIONTUMHU OT/ICTLHBIC KOMIIOHEHTHI U300PaKEeHNUS,

- pEeryJsIpHOTO TIPUMCHCHHS YNpaXHEHWH Ha Tpaduueckoe BBIICICHHUE
CYIIIECTBCHHBIX PU3HAKOB MPEAMETOB U SIBJICHUI;

- oOecnieyeHNsT BO3MOXKHOCTH JUJIT  OOYYaromerocs TMOJIYYUTh aIpPEeCHYIO
KOHCYJIBTAIIMIO TI0 3JICKTPOHHOMU MOYTE 110 MEPE HEOOXOIUMOCTH.

st aganTanuu K Bocupustuio Juiiamu ¢ OB3 v MHBaMaaMu ¢ HapyIICHUSIMHU
3pEHHUS CIPABOYHOTO, YICOHOTO, MMPOCBETUTEIILCKOTO MaTepHalia, peayCMOTPEHHOTO
o0pa3oBaTenpbHON MporpaMmMoil 1O BbIOpAHHOMY HANpPaBJICHUIO MOATOTOBKH,
00€ecreunBalOTCs CIEIYIONUE YCIOBUS:

- BeJIeTcs ajanTainus opuIuMaibHOro caiita B cetu MHTepHeT ¢ yuyeToM 0coObIX
NOTpeOHOCTEW MHBAIHMIOB IO 3PEHUI0, 0OECIICUMBACTCS HATMYKME KPYMHOMIPU(PTOBOH
CIpaBOYHOM MH(GOPMAIIMH O PACTTUCAHUU YUCOHBIX 3aHSITHIA;

- MeIaroTUYecKkuii  paboOTHUK, ero cobecemHuK (Mpu HEOOXOIUMOCTH),
MPUCYTCTBYIONINE HA 3aHSATHH, MPEICTABISIOTCS OO0YYaIOIMIUMCS, MPU 3TOM KaXIbIN
pa3 Ha3bIBaeTCs TOT, K KOMY NIEAarorudeckuii paboTHUK oOparaeTcs;

- EWCTBHsI, JKECTHI, MEPEMEIIEHUS MEeJarornIecKoro pabOTHHUKAa KOPOTKO H
SICHO KOMMEHTHUPYIOTCS;

- meyatHas uWHQOpMalMs MpEeAoCTaBiseTcs KpynHbIM Ipudrom (ot 18
IIYHKTOB), TOTAJTHHO 03BYYHBACTCS;

- o0ecreunBaeTcs HEOOXOAUMBIN YPOBEHb OCBEIIICHHOCTH MTOMEIIESHUIH;

- PEJIOCTABIISIETCS  BO3MOXKHOCTh  MCIOJIb30BaTh KOMIIBIOTEPHl BO  BpEMs
3aHSATUN U MPABO 3aMUCH 00BICHEHUH Ha JUKTO(OH (I10 KeTaHUI0 00yJaroIuXCs).

dopMa mpoBeAeHUS TEKylled W  MPOMEXKYTOUYHOM  aTTeCTaluu  JUIs
oOyyvaroruxcst ¢ OB3 v uHBaNMIOB Ompenemnsercs MenarorndeckuM paOOTHHUKOM B
COOTBETCTBUHM C yueOHBIM TuiaHoM. [Ipu HeoOxommmoctu obOyuaromemycsi ¢ OB3,
WHBAJUY C YYETOM UX WHIAUBUIYAIbHBIX MCUXO(U3UYECKUX OCOOCHHOCTEW MaeTcs
BO3MOXHOCTh MPOUTH MPOMEKYTOUHYIO aTTECTAIMIO YCTHO, MUCHbMEHHO Ha Oymare,
MUCHMEHHO Ha KOMITbIOTEpE, B (hOpME TECTUPOBAHUS W T.I., TUOO TPEIOCTABISETCS
JOTIOJTHUTEIHHOE BPEMS JIJISl TIOJITOTOBKHU OTBETA.



http://www.kgeu.ru

8. Metoanueckne peKOMeHIAUM JJIsl TpernojaBaresieid M0 OPraHU3aANMH
BOCIIMTATEJbHON PadoThI C 00y4aAKOIMMHUCS.

Meroanueckoe obecriedeHre mpoiecca BOCIUTaAHUS 00YYaIOMUXCsl BBICTYTIAeT
OJTHUM M3 OMPEAENAOmUX (HaKTOPOB BBICOKOTO KauecTBa oOpas3oBanus. [Ipemonasa-
TeIh BY3a, JEMOHCTPUPYS BBICOKHN MPO(PECCHOHATN3M, SPYIUINI0, YETKYI0 Tpa-
MKIAHCKYIO MO3UIIUI0, CAMOJIUCIIUIUIMHY, TBOPUYECKHUM MOAX0/ B pelIeHUH Mpodheccuo-
HaJBHBIX 3a/a4, B X0Jie¢ 00pa3oBaTeIbHOTO Mpoliecca CnocoOCTBYET (GOPMUPOBAHUIO
FapMOHUYHOM JIMYHOCTH.

[Ipu peanuzanuu TUCUUILUIMHBI TPENOAaBATEIb MOXKET HUCIOJIb30BaTh CIEAYIO-
1€ METO/Ibl BOCTIMTATENbHON paOOThI:

- MeToJbl (hOPMHUPOBAHUS CO3HAHMS JIMYHOCTH (Oecena, AMCIYT, BHYIICHHE,
UHCTPYKTaX, KOHTPOJIb, OOBICHEHHE, NMPUMEP, CAMOKOHTPOJIb, PACCKa3, COBET, yoOe-
KJICHUE U 1. );

- METO/Ibl OPTaHU3allUU JACSITEIBHOCTH U (POPMUPOBAHUS OIbITAa MOBEACHUS (3a-
naHue, oOIIECTBEHHOE MHEHHUE, MTeJJarOTHYecKoe TpeOoBaHue, OpyICHHUE, MPUyICHHE,
CO3/IaHH€ BOCIUTHIBAIOIINX CUTYAIINI, TPEHUHT, YIIPaXKHEHUE, U JIP.);

- METO/bl MOTHBAITUU NIEATEILHOCTH U TIOBEACHUS (0100pEeHHE, TTOOMIPEHUE CO-
[[MaJIbHOW aKTUBHOCTH, MOPUIIAHKUE, CO3IaHUE CUTYyallui yCIiexa, CO3JJaHue CUTYaIluil
JUTS1 SMOIIMOHATBLHO-HPABCTBEHHBIX MEPEKUBAHUM, COPEBHOBAHUE U JP.)

[Ipu peanuzanuu IUCHUIUIMHBI IPENOAaBaTeNb H0KEH YUYUTHIBATH CJICIYIOIIHNE
HaIpaBJICHUS] BOCIIUTATEIILHOU JIEATEIIbHOCTH:

I'pasxcoanckoe u nampuomuueckoe eocnumanue:

- popMHpOBaHKE Y OOYHAIOLIMXCS LETIOCTHOTO MUPOBO33PEHUSI, POCCUICKON MEH-
TUYHOCTH, YBaKEHUS K CBOCH CeMbe, OOIIIECTBY, TOCYIApCTBY, IPUHSATHIM B CEMbE U 00I1Ie-
CTBE JIyXOBHO-HPaBCTBEHHBIM M COLIMOKYJIBTYPHBIM IIEHHOCTSIM, K HAllMOHAIBHOMY,
KyJIbTYPHOMY M UCTOPUYECKOMY Hacienuto, popMUpOBaHUE CTPEMIICHUS K €r0 COXpaHe-
HUIO U Pa3BUTHIO;

- hhopMHUpOBaHUE y OOYYArOIIMXCS aKTUBHOM TPaKIAHCKOW MO3HIIMH, OCHOBAHHOM
Ha TPAIUIIMOHHBIX KYJTYPHBIX, TyXOBHBIX M HPABCTBEHHBIX IIEHHOCTSX POCCHUIICKOTO 00-
IIECTBA, /ISl TOBBIIICHUS CIOCOOHOCTH OTBETCTBEHHO PEATM30BBIBATH CBOM KOHCTUTYIIHU-
OHHBIE TTpaBa U 00513aHHOCTH;

- pa3BUTHE MPABOBON M MOJMUTHUYECKON KYJIBTYpPbl O0yYAIOUIUXCS, PACIIUPEHUE
KOHCTPYKTHUBHOI'O y4acTHUsl B MPUHITUU PEIICHUM, 3aTparuBarOlIMX MX MpaBa U HH-
TEpeChl, B TOM YHUCJIE B PA3IMUHBIX (hOpMax CaMOOpraHU3aIMU, CaMOYIIPaBJICHUS, 00-
IIECTBEHHO-3HAYUMOM JIEATEeILHOCTH;

- popMHUpOBaHNE MOTHUBOB, HPABCTBEHHBIX M CMBICIOBBIX YCTaHOBOK JMYHOCTH,
MO3BOJIAIOIIUX MTPOTUBOCTOSTh SKCTPEMU3MY, KCEHODOOUH, TUCKPUMHUHAIIMH 110 COITUAITb-
HBIM, PEIUTHO3HBIM, PACOBBIM, HAIIMOHAJIHHBIM MPU3HAKAM, MEXITHHUECKON U MEKKOH-
(heccnoHaNbHOM HETEPITUMOCTH, IPYTUM HETATUBHBIM COIIMATIBHBIM SIBJICHUSIM.

IlyxoeHo-npascmeennoe gocnumanue:

- BOCIIUTaHHE YYBCTBA JOCTOMHCTBA, YECTH U YECTHOCTH, COBECTIMBOCTH, YBa-
YKEHUSI K POJIUTEIISIM, YUUTEIISIM, JIFOJISIM CTapIIETrO MOKOJIEHUS;

- bopMUpOBaHKE MPUHIIMIIOB KOJUIEKTUBU3MA U COJUIAPHOCTH, AyXa MUIIOCEP-
TS U COCTPAJIaHUsl, TPUBBIYKK 3a00TUTHCS O JIOJAX, HAXOMSIIUXCS B TPYAHOM KU3-
HEHHOU CUTYyalluu;

- hbopMUpOBaHUE COJIMJAPHOCTA U YYBCTBA COLIMAIBHOM OTBETCTBEHHOCTU IIO



OTHOIICHUIO K JIOJIM C OIPaHHMYCHHBIMU BO3MOKHOCTSMH 3JI0POBbS, IIPEOJOJICHHE
IICUXOJIOTHYECKUX 0apbhepoB MO OTHOLICHUIO K JIOJISIM C OTPAaHUYCHHBIMUA BO3MOYKHO-
CTSIMU;

- popMHUpOBaHHE 3MOIMOHATIBHO HACHIIIICHHOTO M JyXOBHO BO3BBIIICHHOI'O OTHO-
IICHUS] K MUPY, CIIOCOOHOCTH M YMEHHSI TIepeIaBaTh JPYTUM CBOM 3CTCTHYCCKUM OIIBIT.

Kynemyprno-npoceemumenvckoe socnumanue:

- popMHUpOBaHUE CTETUICCKON KaPTHUHBI MUPA;

- popMHUpoOBaHUEe YBaKCHHUS K KYJIbTYPHBIM LIEHHOCTSIM POJHOIO ropoja, Kpas,
CTpaHblI,

- OBBIIIICHUE TIO3HABATEILHOM aKTHBHOCTH 00YYaIOIIUXCS.

Hayuno-obpazosamenvhoe socnumanue:

- popmupoBaHue y 00yJarOIINXCS HAYYHOI'O MUPOBO33PEHUS;

- popMHUpOBAHUE YMCHUS TIOJTyYaTh 3HAHUS;

- hopMHpOBaHNE HABBIKOB aHAJIN3a M CHHTE3a MH(GOPMAIIMH, B TOM YHUCJIE B PO-
(beccrHoHaIbHOM 001aCTH.
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Ipunooicenue xk paboueti

npocpamme OUCYUNIUHbL
MUHUCTEPCTBO HAVKHU U BBICLIEI'O OFPA30OBAHUS POCCUNCKON ®EJIEPALINU
@ ®enepanbHOe roCy1apCTBEHHOE 0I01KeTHOE 00pa3oBaTeIbHOE
YUpexIeHHe BbIcIIero 00pa3oBaHus
«KA3AHCKHNU I'OCYJIAPCTBEHHbBIN DHEPTETUYECKNI YHUBEPCUTET»
(PI'BOY BO «KI'DY»)

KI'DYy

OLHEHOYHBIE MATEPHUAJIBI
10 TUCHHIIINHE

b1.0.11.03. OcHOBBI HH(GOPMAITMOHHON OE301TACHOCTH

(Haumenosanue oucyuniumsl 8 COOmMeemcmaul ¢ y4eOHbiM niaHom)

r. Kazans, 2024



OneHouHblE MaTEpHANbl 10 AMCHMIUIMHE, NPEIHA3HAYCHHBI I OLCHUBAaHUS
pe3yJIbTaTOB O0YUYEHHs HA COOTBETCTBUE MHAUKATOPAM JOCTHKEHUS KOMIIETEHLIUH.

OneHnBaHue pe3ynbTaToB 00yUEHUS MO JUCHUILTUHE OCYIIECTBISETCS B paMKax
tekymero kouTposs (TK) u mpoMexyTouHo#l aTTecTaluu, IpOBOAUMBIX MO OaJIbHO-

peritunrosoit cucreme (bPC).

1.TexHosiornyeckasi kKapra
Cemectp 4

PeiiTuHroBbIe MOKa3aTeIU
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Pa3nmen 1. OcHOBHBIC TIOHATHS W AHAIM3 YIPO3 HH-
(hopMaIoHHOM 6E€30MacCHOCTH TK1 9 6 9-15
Paznen 2. OpraHm3anoHHO-aIMIHACTPATHBHBIE Me-
pbI HHGOOPMAIMOHHOM 0€30MaCHOCTH
TectupoBanue 9 6 9-15
P 3.1 - -
aszen 3 HYKEHEPHO-TEXHUYECKHE MEPbl HH(HOpMa: TK2 27 18 27-45
LIMOHHOM OE30I1aCHOCTHA
TectupoBanue 9 6 9-15
Brmomsenvye 1 3amyTa 1a0b0paTopHOi paboThI 18 12 18-30
P 4. H - -
as3zen ‘ OPMATHBHO-TIPABOBbIC Mepbl HH(pOpMa: TK3 15 10 1525
LIMOHHO# 6€30MacHOCTH
TectupoBanue 9 6
BrimonHenne 1 3ammmTa 1a00paTopHON paboThI 6 4
IIpome:xyTounas aTrecTanms (3a4eT) oM 9-15
Hrorosoe TectupoBaHue 9-15
2. OuleHOYHBbIE MATEPHUAJIBI TEKYIIEr0 KOHTPOJISI M IPOMEKYTOYHOM aTTecTAluH
[Ixana OIICHKH PC3YJILTATOB O6y"I€HI/ISI 110 JUCHUITIITUHE:
YpoBeHb CHOPMUPOBAHHOCTH
MHAWKAaTOpa KOMIICTCHIIMH
. N Hwxe N
Kon 3aranu- Bricokwmit Cpennuit CpeHero Hwuzknii
Ko MHUKaTO OBAHHbBIE
a a P p or851m0100 |or70m084 |or55m069 | or0 1o 54
KOMIIE- a pE3ybTaThl
Ixana oneHuBaHus
TCHIINM KOMIICTCHIL 06y‘IeHI/I$I 10 HEVIOB
nmn JUCHHUITITINHE YAOBJIET- YA
OTJIMYHO XOpo1Io JICTBOPUTCIIb
BOPUTEIILHO
HO
3a4YTCHO HC 3a4TCHO
3HATb.
3HaThb ITPaBOBLIC AKTHI B
obnactu 3aIUTHI
uH(popMaLuH,
HOBHBIC TIOHATUSA W | 3HAET B | 3HAeT 3HAET UMEET
OTK-8 | OIK-g2 | OCHOBHRIC TIO
YIpO3bI COBCPIICHCT | OCHOBHEBIC OTACJIBHBIC MpeacTaBiIcC
WH(POPMAITMOHHON BE MPUHIMIB] | IPUHIMIIBI | HUE
0e30macHOCTH,
OCHOBHBIC
MEpONPHUSITHS 1o




YpoBeHb CHOPMUPOBAHHOCTH
WHJIMKATOPa KOMITCTCHITHN

N N Huxe N
Kon 3amuiaHu- Bricokumit Cpennuit CpeHero Huzkuii
Ko MH]IKATO OBaHHbIE
a a P P or851m0100 |or70m084 |or5510069 | or0 1o 54
KOMITC- a PE3yJIbTATHI
[Ixana oneHuBaHUs
TEHIIUM KOMIICTCHII 00y4eHuHs 1o pv—
H B-
uu JMCLUTUTAHE yJIOBJICT- YA
OTJIMYHO XOPOIIIO JIETBOPUTEN
BOPHTEITLHO
HO
3a4TCHO HE 3a4YTCHO
o0ecIeYeHuIo
HH(POPMAITMOHHON
0e30IMacHOCTH B
po(heCCHOHATTBHOM
JICSITEIIBHOCTH
UH()OPMALTMOHHO-
KOMMYHHUKAIIMOHHBIE
TEXHOJIOTHH,
MPUMEHSIEMbIS VISt
peIeHUs] CTaHJAPTHBIX | 3HAET B | 3HaeT 3HACT UMeeT
3a1aq COBEPIIICHCT | OCHOBHBIC | OTJCNIBHBIC | MPEICTaBIIC
npoecCHOHATTbHON BE NPUHIMIBL | TPUHIMANBL | HAC
JICATSITHHOCTH C y4ETOM
OCHOBHBIX TpeOOBaHHI
WH(POPMAITMOHHON
0€30MacHOCTH
YMETb:
UCIIOJIb30BATh  METOJIbI
u cpencTea
o0ecreyeHust
HH(POPMAITMOHHON HE  MOXET
0€30IMacHOCTH C TIETIBIO cer g | yMeeT C | mmyckaer 0e3
MPEeIOTBPAILICHUS ZZ/IBe eper | ACKPUTHUH | OTIENBHBIC | TIOCTOPOHHE
HECAHKIIMOHUPOBAHHOT | p BIMH rpyobIe i moMomu
0 JocTyma, omMOKaMH | OITHOKH HCIIOJIB30Ba
37I0YMBIIIICHHOM T
uHpopMaLuH WA
yTpaThl  3allUIIaeMoin
rHGOPMAITUH
OILICHMBATh OIACHOCTb,
CBSI3aHHYIO C yIpO3aMHu He  MOWKET
HECAHKI[MOHUPOBAHHOT
yMeeT C | amyckaer 0e3
0 JOCTyTIa K | ymeer B
HEKPUTUYH | OTJICNBHBIC | TIOCTOPOHHE
UHPOPMAITUH, COBEPIIICHCT .
. BIMHU rpyobIe i moMomm
HaMEpPEHHOM BE 5 o
MOTMDUKAIAN  TAHHBIX OLIMOKAaMH | OLIHMOKH HCITOJIB30Ba
M yTpaThl CIyKeOHO# b
UH(POPMAITIH
BJIAJICTh:
BJIajIceT
COBPEMCHHBIMH
BJIaJICET OTJICIIbHBIM | HE BJIajceT
oOmmMu  crioco0amu | BlIajeer B
OTHEIBHBIM | U oe3
obecredeHust COBEPIIECHCT
. u HAaBBIKAMU | TIOCTOPOHHE
WH(POPMAITMOHHON BE .
6e30MACHOCTI HaBBIKAMU | C 7 IoMoIm
HeJloueTaM




YpoBeHb CHOPMUPOBAHHOCTH
WHIMKATOPA KOMITCTCHIIMH
Ny . Hxe o
Kon 3amuiaHu- Bricokumit Cpennuit CpeHero Huzkuii
Ko, MHJTIKATO OBaHHBIE
a a P P or851m0100 |or70m084 |or5510069 | or0 1o 54
KoMIIe- a pe3ybTaThl
[Ixana oneHuBaHUs
TEHIIMH [ KOMITETEHI] 00y4eHuHs 1o pv—
H B-
n JIUCHMILIAHE YIOBIIET- YA
OTJIMYHO XOPOIIIO JIETBOPUTEIb
BOPUTEIHHO
HO
3a4TEHO HE 3a4TEHO
| |un

OreHKa «OTJMYHO» BBICTABIISICTCS 3a BJIAJICHUE B MOJTHOW MEpE MOHITHIHBIM
anmnapaToM AUCHUIUIMHBI «OCHOBBI MH(OPMAIIMOHHONW 0€30MacHOCTH», CIIOCOOHOCTH
WLTIOCTPUPOBATh OTBET NMpuUMepaMu, (aKkTaMH, NaHHBIMH HAyYHBIX HCCIEIOBaHUH,
NIPUMEHATh TEOPETUUYECKUE 3HAHMS IS PEIICHUS THIOBBIX 3a7a4 M MPAaKTHYECKUX 3a-
naHui 60Jee BHICOKOTO YPOBHS CIIOKHOCTH.

OreHKa «XOpOI0» BBICTABIISCTCSA 32 BJIQJICHHE MOHSATUWHBIM aIapaToM JHC-
utuInHBL «OCHOBBI MH(OpMaImoHHas 6€30MacHOCTHY», CIIOCOOCH WILTIOCTPUPOBATH
OTBET MpuMepamu, (pakTaMu, IPUMEHITh TCOPETHUCCKUE 3HAHUS TIPU PEIICHUHA THUTIO-
BBIX 3aj1a4, JIONyCKAeT HE3HAYMTEIbHbBIC OMMOKKM MPH PEUICHUU MPAKTHYSCKUX 3a/a-
HUi1 00Jiee BEICOKOTO YPOBHS CIIO)KHOCTH.

OreHKa «yI0BJIETBOPHUTEIBHO» BBICTABIISCTCS 32 YACTHYHOE BIIAJICHHE TEOpe-
TUYECKUMH OCHOBaMHU JUCHUILIUHBI «OCHOBBI WH(}OpMaImoHHasi 0e30MacHOCTHY,
dbparMeHTapHy0 CIOCOOHOCTh WITIOCTPUPOBATH OTBET NMpUMepaMH, (hakTamu, B psjie
CITy4aeB 3aTPYIHSACTCS MPUMEHITh TEOPETUUECKIE 3HAHUS TIPH PEIICHUH THTIOBBIX 3a-
7ad, HE BCErJa CIOCOOCH PEeIIMTh MPaKTUYEeCKHe 3aJaHus 0ojiee BBHICOKOTO YPOBHS
CJIOKHOCTH.

OreHKa «HEYI0BJIETBOPUTEIBLHO» BBICTABIIICTCS 32 HE COOTBETCTBHE JFOOBIM
TPEM U3 TIEPEUUCIICHHBIX TOoKa3aTeneid. OOyJaronuiicss 1eMOHCTPUPYET OTPHIBOYHBIC,
dbparMeHTapHble 3HaHUS, JOIMYCKAeT TPpyOble ONTMOKY MPU PEUICHUU TUIIOBBIX pacueT-
HBIX 33J1a4 JIM0O HE UMEET MPEICTABICHUS O CIIOCO0E UX PEIICHHUS.

3. [lepeyeHb OLICHOYHBIX CPEACTB

Kpartkas xapakTepucTUka OIEHOYHBIX CPEICTB, MCIOJIb3YEMBIX MPHU TEKYIIEM
KOHTpPOJIE YCIEBAEMOCTM M IMPOMEXKYTOUYHOM arTecTalMy 00ydYaroIlerocs Io
JUCLMILINHE:

Hanmenosanue
Onucanue OLEHOYHOTO
OLIEHOYHOT'O Kparkast xapakTepucTrka OlieHOUHOTO CPEeICTBA cpescTBa
cpencTBa
KoncnexkrtupoBanue | Kparkoe TekcToBOE MpecTaBieHUe epepadoTaHHOM [epeuens paznenos
y4eOHOro nHpOpMaLUU
Marepuaia
Otuer o Bremonnenne  nmabopatopHoit  paboThl,  0o0pabotka | IlepeueHs 3amanuii 1
J1abopaTopHOit pE3yJbTATOB UCIIBITAHUM, W3MEPEHHUH, HIKCIIEPUMEHTA. BOIIPOCOB JJIst




Haumenosanue

Ornucadue OLIEHOYHOr0

OLICHOYHOT'O KpaTkas xapakTeprcTHKa OIIEHOYHOTO CPE/ICTBA cpenicTa
CpeJicTBa
pabote (OJIP) OdopmiieHre oTYeTa, 3alIUTa Pe3yIbTaToB JJabopaToOpHOU 3T
paboTHI IO OTUETY TabopaTopHOi
paboTHI, IepeUeHb
TpeOOBaHMI K OTYETY
CpencTBo KOHTPOJISI, OpraHW30BAaHHOE KakK CIEIHaIbHas
CoGecenopatie Oecena mperioziaBatess ¢ 06yqa1011va051 Ha TEMBI, CBS- Bormpoce! o
(C60) 3AHHBIC C 3Y4aeMOM JMCLMIINHON, W PaCCUMTAHHOE Ha pazzenam
BBISICHEHHE 00beMa 3HaHWH OOydYaromerocs 1o ompese- JIACIATUTAHBI
JICHHOMY pa3Jieiy, TeMe, MPoOJIeMe U T.I1.
Cucrema CTaHIAPTU3MPOBAHHBIX 33/IaHUH, O
Tecr (Tecr) ABTOMATH3UPOBATh MPOLECIYPY U3MEPEHHUST YPOBHS 3HAHHI I

1 YMEHHH 00y4Jaromerocst

4. IlepeyeHb KOHTPOJIbLHBIX 32IAHMH WM HHbIE MAaTePHUAJIbI, HEO0X0AUMbIE
MJIS OLEHKM 3HAHWM, YMEHUN U HABBIKOB, XapaKTePU3YIOLIUX dTanbl (popMUPO-
BaHMS KOMIIETEHIHI B MPoLecce OCBOCHUS U CIUIINHBI

Ipumepnolii nepewenvb 6onpocos 0isi cobecedo8anus

1. Chopmynupyiite nousitre nHpopmarrionHoi 6e3onacuoctu VC.

2. OOBsICHUTE TIOHATHS LIEIOCTHOCTH, KOH(PUICHIMAILHOCTH U JIOCTYITHOCTH WH-

dbopmanu.

3. YKaxuTe OTIINYMs CAaHKIIMOHUPOBAHHOTO JIOCTyTA K MH(POPMAITUHN OT HECAHKITHO-

HUPOBAHHOTO.

4. TlepeuncnuTe OCHOBHBIC TIPU3HAKU KJIACCU(HUKAIIMK BO3MOXKHBIX YIpo3 Oe3omac-

aoctu UC

5. JlaliTe KpaTKyr0 XapaKTepPUCTUKY Yrpo3bl O€30MacHOCTH, 0003HAYaeMON TepMU-
HOM «TPOSIHCKHI KOHBY.
6. JlaiiTe KpaTKyr0 XapaKTEpUCTUKY Yrpo3 0e30MmacHOCTH, 0003HAYAEMbIX TEpMUHA-
MU «BHUPYC» U «YEPBBY.
7. HazoBute 1 oxapakTepusyiite Haubosee pacupoCcTpaHEHHbIE BUbI CETEBbIX.
8. Onuimre aTaKky «4ejioBeK-B-cepeauHey. Kakue cpenctsa no3Bossitor 3¢hhexTiB-
HO OOpPOTHCS ¢ aTakaMu TaKOTO THIIA?
9. OnuiuTe aTaky THIA «OTKa3 B OOCIY>KMBAHUW» U PACIPEICTICHHYIO aTaKy
«OTKa3 B OOCITY>KUBAHU.
10. Omummumre ocodeHHOCTH (purmHTra U (PapMuHTa. YKKUTE MEPhI MMPOTHUBOACH-
CTBUSI TUM aTaKaMm.
11. KakoBbI HCTOYHHUKY HApYIICHUH 0€30MaCHOCTH MPOBOHBIX KOPIIOPATUBHBIX Ce-

Tenu?

12. Ha3oBUTE OCHOBHBIE YSI3BUMOCTH M YTPO3bl OECIIPOBOAHBIX CETEH.
13. OOBsICHUTE MOHATUE IIOJIMTHKA OE30MACHOCTH OPTaHU3aLI.
14. Kakue paznenbl JODKHA COACPKATh JIOKYMEHTAIBHO O(OPMIICHHAS MOJIMTHKA

Oe3omacHoCcTU?

15. Kakue mpo6ieMsl pelaeT BEpXHUil ypOBEHb MOJIMTUKN 0€301acHOCTH?
16. Kakue 3amauu periaer cpeqHUA YPOBEHb MOJIUTUKHA O€3011aCHOCTH?
17. KakoBbl OCOOEHHOCTH HMKHETO YPOBHSI IOJIMTUKY 0€30MacHOCTH?




18. Chopmymupyiite 005S3aHHOCTH PYKOBOJUTENICH MOApA3ICIICHUH, aIMUHHCTpa-
TOPOB U MOJIb30BaTENEH MPU peaT3aliy HOJIUTHKHA O€30MaCHOCTH.

19. Onuimute CTPyKTYpy MOJMTHKH O€30MaCHOCTH OpTaHU3aIHH.

20. Yro npeacTaBIsitoT cO00M CrieNMaIM3UPOBAaHHbIE TIOJTUTUKY O€3011aCHOCTH?

21. IlpuBenuTe HECKOJIBKO MPUMEPOB CHELMATU3UPOBAHHBIX MOJUTHK O€30MacHo-
CTH C ONMCAHUEM MX OCOOEHHOCTEM.

22. Yro npeacTaBisitoT coO0i mporieaypbl 0€301acHOCTH?

23. TlpuBenuTe HECKOJBKO MPUMEPOB MPOIETYp OE30MACHOCTH C ONMMCAHUEM HX
0COOEHHOCTEH.

24. Ilepeuricarte OCHOBHBIE ATaIlbl Pa3pabOTKU MOJUTUKKA OE30IAaCHOCTH OpraHu3a-
LUH.

25. ChopmynupyiTe TIaBHYIO 3aady CTaHAApTOB MHGOPMALMOHHOW 0e30MmacHo-
CTH C TO3UIIHIA IPOU3BOJUTENEH U MOTPeOUTENeH MPOTYKTOB MH(DOPMAIIMOHHBIX TEXHOJIO-
THiA, a TAK)KE CIICIIUATUCTOB TI0 CePTU(DUKAIMU TUX TIPOTYKTOB.

26. HazoBuTe OCHOBHBIC MEKIYHAPOIHBIE CTAaHIAPTHI WH(POPMAIMOHHON Oe3omac-
HOCTH.

27. [aiiTe KpaTKyl0 XapaKTepHCTHKy MexayHaponHoro crangapta I[SO/IEC
17799:2000 (BS 7799-1:2000).

28. KakoBbI OCHOBHbIE 0COOEHHOCTU repMaHckoro cranaapra BSI «PykoBoacTBo HO
3a1Te NHPOPMAIIMOHHBIX TEXHOJIOTUM /17151 0a30BOT0 YPOBHSI 3alTUIIIEHHOCTIY ?

29. Onumure conep KaHUe U YKaKUTE 3HAYEHUE MEKTyHapoaHoro cranaapra [SO
15408 «O0uwme kpurepuu 6e30MacHOCTH MH(HOPMAILIMOHHBIX TEXHOJIOTHI.

30. Ilepeuncnute cTaHAAPTHI 151 OECIIPOBOIHBIX CETEN U JAiTe UX KPATKYIO Xapak-
TEPUCTHKY.

31. HazoBute cranaaptsl nHGOpMalMoHHON O6e3omacHocTH Aiist IHTepHeTa.

32. Yo takoe kpurnrorpadusi?

33. Jlaiite onpeneneHus CIEAYIOMUX MOHATUN: KPUIITOrpaMMa, KPUITOAITOPHUTM,
KpUITOCHCTEMA

34. B yeM COCTOUT KOPEHHOE PA3INYNE CUMMETPUYHBIX U ACUMMETPUYHBIX KPUIITO-
cucrem?

35. OnuimTe 1B€ OCHOBHBIE MPOLEAYPHI, OCYIIECTBIIIEMBIE CUCTEMOM SIEKTPOH-
HOM LI(POBOI OAMUCH [T HOATBEPKACHUS MOTMHHOCTH LHU(PPOBOrO TOKYMEHTA.

36. Kakum 00pa3oM KOMOMHHUPOBAHHBIN METO[| MM(POBAHMS MMO3BOJSIET COUYETATh
JOCTOMHCTBA ACCUMETPUYHBIX U CUMMETPUYHBIX KpUnTocucteM? ONUILMTE MPOTOKOIN pe-
aM3al KOMOMHUPOBAHHOTO METO/Ia IM(PPOBAHUSL.

37. Yro Takoe BpenoHOcHas nporpamMma’? OXapaKkTepu3yuTe OCHOBHBIE TUITbI BPENIO-
HOCHBIX [IPOTPAMM.

38. VYkaxure CylIeCTBEHHbIE OTJIMYMS KOMIIBIOTEPHBIX BHUPYCOB OT CETEBBIX 4Yep-
Beil. Onuiere OCHOBHBIE OCOOCHHOCTH TPOSHCKHX IMPOTPaMM.

39. OnuiuTe 1Ba OCHOBHBIX MOJIX0/1a K OOHAPYKEHUIO BPEIOHOCHBIX TPOTPaMM.

40. Kak BBINONHSIETCS CUTHATYPHBIN aHaM3? KakoBbI €ro IOCTOMHCTBA M HEJIOCTAT-
Ku?

41. Yto mpeacTaBisiFOT cO00i MPOAKTUBHBIC METO bl OOHapy keHus? Jlaiite xapak-
TEPUCTUKHU JIBYX HanOOJee MOMyJISIPHBIX IOAXO0/IOB.

42. OnuimTe IPUHLIMI ICUCTBUS, TOCTOMHCTBA U HEJOCTATKUA 3BPUCTUUECKUX AHA-
JIM3aTOPOB.



43. OnuImMTe MPUHITAT JEUCTBUS, JOCTOMHCTBA M HEOCTATKH MOBEICHUECKUX OJ10-
KHAPaTOpOB.

44. HazoBuTE U ONUIIUTE AONOTHUTEIBHBIE MOAYIH aHTUBUPYCHBIX CPECTB.

45. KakoBbl JTONOJHUTENIBHBIE MEPBI U CPENCTBA 3AIUTHI OT BPEAOHOCHBIX ITPO-
rpaMM, paciupsIIONIe BO3SMOXXHOCTH aHTUBUPYCHBIX ITpOrpamm?

46. Onummre MEPBI U CPEACTBA 3aUTHI OT CIlama.

47. KakoBbl 0COOEHHOCTH peau3aliy MOJICUCTEMBI 3aIUThl KOPIOPATUBHOW HH-
dbopMaIu OT BpeIOHOCHBIX IMPOrPaMM U BUPYCOB?

48. KakoBbl BO3MOKHOCTH cepur npoaykToB Kaspersky Open Space Security mis
3aIIUTHI KOPIIOPATUBHBIX CETEW OT COBPEMEHHBIX UHTEPHET-YTPO3?

Jas Texkymero kourpoJs TK1:
[IpoBepsieMasi KOMIETCHIIHUS:

KOI[ N HAUMCHOBaAHHEC KOMIICTCHIIMHN KOI[ 1 HAMMCHOBAHUEC MHIUKATOpa

OIIK-1. CriocobeH moHUMAaTh MPUHITUIIBI pa- OIIK-1.2. Bnameer HaBbIKAMH TPUMEHEHHS ITUGPO-
OOTBI COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHO- | BBIX TEXHOJIOTUW IS pelIeHHs 3a1ad mpodeccro-
JIOTHI1 ¥ UCTIONB30BATh UX IS PEIICHUS 3a7a4 | HATbHOW JESTeIbHOCTH C YYETOM OCHOBHBIX TpeOoBa-

poQeCCHOHATILHOM S TEIIbHOCTH HUH MHPOPMAIIMOHHOM 0€30MacHOCTH
Tect
Bonpoc Bapuarnmer omseema
CKobKO BBIJICTIEHO

HAIIMOHAJILHBIX ~ HMHTEPECOB
Poccniickoit ®enepaunu B
nH(popMaImoHHO! chepe?.

3
OCHOBHBIX  COCTABJIAIOIIMX | 4
5
6

3aKJIFOYAeTCS B YCTAHOBKE IOJCIYIIMBAIOIIECTO YCTPOWCTBA B
anmaparypy cpeJcTB 00paboTKu HHMOpMaIUU

OCHOBaH Ha  (UKCAllMU  JJCKTPOMArHUTHBIX  HM3TYYCHHIA,
BO3ZHUKAIOIMIUX MPHU (PYHKIIMOHUPOBAHUU CPEJICTB KOMITBIOTEPHOM

AKTHBHBIN nepexsar N
TEXHWKH ¥ KOMMYHUKAIAN
UHPOPMALIMU ITO TIEpPEexBarT, =
KOTODLLIL: OCYIIECTBIISICTCS] TyTEM UCTOIb30BAaHUS ONTUYSCKON TEXHUKHU
pHUL: HEMPaBOMEPHO UCIIOJIb3YeT TEXHOJOTHYECKHe OTXO/IBI
HH()OPMAIIMOHHOTO Mpolecca
OCYIIECTBIISIETCS c MTOMOIIBIO MOJIKJTFOYEHUS K

TEJIEKOMMYHHKALIMOHHOMY 000PYI0BAHHIO KOMITBIOTEPA

Ha/IeXkKHas 3aL11Ta JIMYHON M UMYIIECTBEHHON 06€301acCHOCTH
o0ecrieueHre HAyyHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOIO
rOCyJapCTBOM MHHUMYMa MaTEepHaIbHBIX M 3KOJOIMYECKHX
YCJIOBUH

peojioyieHne  KOHQpPOHTaMu B  OOILIeCTBE, JIOCTHIKEHUE
HAIIMOHAJILHOTO COTJIACHS

o0ecrieyeHne MPU3HAHHBIX MEXKIAYHApOJIHBIM MPABOM HHTEPECOB
rpaxkaad Poccuu, mpoXuBaOIIMX B 3apyOSKHBIX CTpaHaxX
o0ecrieyeHne CyBepeHHTETa W TEPPUTOPUATBHOM I1€TOCTHOCTH
Poccun

O0ecrieueHre HaMOHAILHOM
0e30IMacHOCTH Ha
TOCYJapCTBEHHOM  ypPOBHE
Ompelensiercs  CIeAYIOLIEH
LIEJIBIO

B cranmapre «OpamkeBas | yIPaBiISIONIME IOCTYIIOM METKH JIOJDKHBI OBITH CBSI3aHBI C
KkHUTa»  (yHJaMEHTalIbHOe | 00beKTaMu

TpeOoBaHueE, KOTOpO€ | HEOOXOJMMO HMMETh SBHYIO M XOPOIIO OIPENEICHHYI0 CHCTEMY
OTHOCHUTCS K rpynie | obecredeHus: 6e3001acHOCTH




Bonpoc

Bapuanmbl omeema

IlomoTueTHOCTH

MHANBUAYaJIbHBIC CY6’LCKTI:>I JOJIDKHBI I/II[eHTI/I(bI/II_[I/IpOBaTLCH

BBIYHUCIINTCIIBbHAA CHCTEMA B CBOEM COCTaBE€ JOOJDKHA HWMCTH
aHHapaTHBIC/ IMpOrpaMMHBIC MCXaHU3MBbI, AO0IYyCKAaromue
HC3aBUCMUMYIKO OHOCHKY Ha nOpeaMeT TOro, 4YTo CHCTEMa
00ecreynBacT BEITTOJTHECHNUE H3JI05KEHHBIX Tpe6OBaHI/II\/'I

rapaHTUPOBAHHO  3aIlUILCHHBIE MEXAHU3MBI, PEATU3YIOIINE
MEPEUNCIICHHbIE  TPeOOBaHUs, JOKHBI  OBITh  MOCTOSIHHO
3aIUIIEHBI OT «B3JaMBIBAaHUS» W/WIM HECAHKIIMOHHMPOBAHHOTO
BHECEHMS M3MEHECHUM

3ammra  WHGOPMAITIH
HECaHKIITMOHUPOBAHHOTO
BO3JIEHCTBUS
NeITENLHOCTD
MIPEIOTBPAIICHUIO

oT

9TO
I10

MOJYYEHUsT  3aIuiaeMod HWHGPOPMAIMK  3aWHTEPECOBAHHBIM
CyOBEKTOM ¢ HaApyIICHHEM YCTAHOBICHHBIX  IMPABOBBIMH
JOKyMEHTAaMH WJIHW COOCTBEHHHMKOM, BJaJeNblieM WHOOpMaIuu
MIPaB WK TPABUJI JIOCTYIIA K 3aIlUIIaeMOi HHPOpMAaIIH

BO3/ICUCTBUS C HApyIIEHHUEM YCTAHOBJICHHBIX IPaB W/WIU MpaBUII
Ha W3MEHEeHHEe WH(OpMAIMK, NUPUBOAALICTO K HCKAKCHHUIO,
YHUUYTOXKEHHUIO, KOIUPOBaHMUIO, OJOKHPOBAaHUIO JOCTyHa K
uHpoOpMalMK, a TaKXKe K yTpaTe, YHMYTOXKECHUIO WIH CcOOI0
(YHKIIMOHMPOBAHUS HOCUTENSI HH(OpMAIUU

BO3JCHUCTBUS  Ha  3alIMIIAEMyI0  HWHQPOpPMAIHMIO  OMHUOOK
HOJIB30BaTe sl HHpOpManuen, cO0si TEXHUUSCKUX U IPOrPAMMHBIX
cpeACcTB MHGOPMALMOHHBIX CUCTEM, a TAK)KE MPUPOAHBIX SIBJICHUM

HEKOHTPOJIUPYEMOTO pacIpoCTpaHeHHUs 3aIlMIIaeMON
uHpopMalMd OT €€ pas3rJalleHus, HEeCaHKIHMOHUPOBAHHOTO
J0CTyIIa

HCCAHKINMOHUPOBAHHOI'O OJOBCIACHUA 3amnmaeMoﬁ I/IH(i)OpMaHI/II/I
A0 HCKOHTPOJHUPYEMOI'O KOJINYCCTBA HOJIy‘-I&TCJ'IGfI I/IH(bOpMaI_II/II/I

3amuTa “HGOPMAIIHH TO

mpouecc  cOopa,  HakomjieHUs,  00pabOTKHM,  XpaHEHWs,
pacrpeiesieHus] U OUCcKa MHPOpPMaLuu

npeoOpazoBanre  HWHPOPMANMK, B  pe3yjbTaTeé  KOTOPOTO
COACPIKaHUC I/IH(I)OpMa]_[I/II/I CTAHOBUTCA HCITOHATHBIM JJIS
CcyObeKTa, He UMEIOIIETO JIOCTYTIA

MOJlydeHHe  CyOBEKTOM  BO3MOXHOCTH  O3HAKOMIICHHS  C
nH(opMaIen, B TOM YHCIIe TTPH TIOMOITH TEXHHYECKUX CPEICTB

COBOKYIHOCTH IpPaBUJI, PErJIAMEHTUPYIOUIUX TMOPSIIOK U YCIOBUS
JIOCTyTIa CYOBEKTa K MH(DOPMAITMU U €€ HOCUTEIISIM

NESATENILHOCTh 10  TPEJOTBPAIICHUIO YTEYKH HHPOpPMAIUH,
HECAaHKITMOHUPOBAHHBIX W HENpeIHAMEPEHHBIX BO3JCUCTBUN Ha
HEee

[TaccuBHBIM repexsar
UHpOpPMALMU 3TO TEepexBart,
KOTOPBIN

3aKIII0YAaeTCsl B YCTAaHOBKE TIOJCIYIIMBAIOIIETO YCTPOWCTBA B
anmapaTrypy cpeJacTB 00pabOTKu HHMOPMAIUU

OCHOBaH Ha  (UKcaluu  DIEKTPOMArHUTHBIX  W3IY4YCHUH,
BO3HUKAIOIIUX NMPHU (PYHKIIMOHUPOBAHUHU CPEJICTB KOMITbIOTEPHOM
TEXHUKU U KOMMYHUKALIUK

HCIIPAaBOMCPHO HCIIOJIB3YECT TCXHOJIOTHYCCKHE

MH()OPMAIIMOHHOTO Mpolecca

OTXOBI

OCYIICCTBIIACTCA NYTCM HCIIOJIB30BAHUA ONTHYECKON TEXHUKH

OCYILECTBIISETCA c TTOMOIIBIO TTOJIKJTFOUEHUS K
TEJIEKOMMYHHUKAITMOHHOMY 000PY/IOBaHHUIO KOMIIBIOTEPA

OoOecrieueHne HAIIMOHAIBHOM

HaJIC)KHAs 3alllMTa JIMYHOM M UMYIIIECTBEHHON 0€30I1aCHOCTH

0€30MacHOCTH Ha | oOecriedyeHne HayyHO OOOCHOBAaHHOTO U TapaHTHPOBAHHOIO
FOCYJJAPCTBEHHOM  YPOBHE | FTOCYJapCTBOM MHHUMyMa MATEPHAIBHBIX W  JKOJOTMYECKHX
ONpeNeNsieTCss  CIEeAYIOUIEH | YCIOBUI
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MpeoOaO0JICHUC KOH(I)pOHTaLII/II/I B O6IJ_[€CTBC, JOCTHIKCHHUC
HaIlMOHAJIbHOI'O COIJIaCusl
obecrnieucHue COLIMAJIbHO-IIOJIUTHYECKOM u 9KOHOMHYECKOMN

CTAaOWJIBHOCTH CTPaHBI

o0ecrieyeHne MPU3HAHHBIX MEXKIYHApOIHBIM MPABOM HHTEPECOB
rpaxjad Poccun, mpokuBaromux B 3apyO0eKHBIX CTpaHax

K ucrounukam 3ammumiaeMon
nH(MOpPMAIIUH OTHOCHUTCS

QJICKTPHUUYCCKUC I10JIA

CBIpbE

MAarduTHBIC I10JI

QJICKTPOMAarHmuTHBIC TTOJIA

OJICMCHTAPHBIC YaCTUIIbI

AKYCTHYCCKHE KOJieOaHus

EcrecTBeHHbIC yTpO3bI
Oe3omacHOCTH  HMH(OpPMAIIH
BBI3BAHBI

JCATCIIBHOCTBIO YCJIOBCKA

omuOkamu 1pu mnpoekrupoBannun ACOU, ee 37MeMEHTOB WiIH
pa3paboTKe IporpaMMHOro obecreyeHus!

BOSI[GﬁCTBH?IMH 00BEKTUBHBIX (1)I/ISI/IT-IGCKI/IX nponeccoB MJiIA
CTUXUMHBIX IIPpUPOIHBIX HBJIGHI/Iﬁ, HC3aBUCAIINUX OT YCJIOBCKA

KOPBICTHBIMH YCTPEMIICHHUAMH 3JIOYMBIIIJICHHUKOB

OIIMOKAMM IIpHu JIEHCTBUSX ICpCoHaIa

3ammra  wHGOPMAITIH
HENpeTHAMEPEHHOTO
BO3JIEUCTBUS
ACATCIIbHOCTD
MPEIOTBPALICHUIO

oT

9TO
10

MOJIy4eHUsl  3alluiiaeMod  MHGOpMalMu  3aWHTEPECOBAHHBIM
CyObEKTOM C  HapylIEHHEM YCTAHOBJIEHHBIX IPAaBOBBIMHU
JOKYMEHTaMU WJIM COOCTBEHHHKOM, BJIaJiesiblieM HHpopManuu
IIPaB WJIM IPaBUJI JJOCTYIIA K 3aIIUIIIaeMOi HHPOPMALIUU

BO3JICHCTBHUS C HApPYIICHUEM YCTAaHOBJICHHBIX MPAB W/WJIH MPABUI
Ha M3MEHEeHHEe MHGOPMAIMK, NPUBOAALIETO K HCKAKCHHUIO,
VHUYTOXKCHHUIO, KONMHUPOBAHUIO, OJOKHPOBAHHIO JIOCTyIa K
uHpoOpMalMK, a TaKXKe K yTpaTe, YHMYTOXKECHUIO WIH CcOOI0
(DYHKIIMOHUPOBAHUS HOCHUTEIISI HH()OPMAIIHH

BO3JCHUCTBUS  Ha  3alIMIIAeMyl0  HMH(GOpPMAIHMIO  OIIUOOK
HOJIB30BaTENs HHpOpManuen, cOos TEXHUUECKUX U HPOTPAMMHBIX
cpeACTB MHGOPMALMOHHBIX CUCTEM, a TAK)KE IIPUPOIHBIX SIBJICHHMI

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHHUs 3alMIaeMON
uHpOpMAaMM OT €€ pasMJalleHus, HECaHKIMOHUPOBAHHOTO
JI0CTyIa

HECAHKIIMOHMPOBAHHOTO JIOBEACHUS 3allHIacMoi uHpopMammu
JI0 HEKOHTPOJIMPYEMOTO KOJHMYECTBA MoJIydaresield naHopmaiuu

WNndopmannonnsie
IIPOLIECCHI 3TO

nporecc  cOopa,  HAaKOIUIGHWs,  OOpaOOTKH,  XpaHEHHS,
pacrpeaeneHus U orcka HHopmanuu

npeoOpazoBanre  HWHPOPMAIMKM, B  pe3yjbTaTeé  KOTOPOTO
colepkaHue HMHQPOpPMAIMM  CTAHOBUTCS  HEMOHSATHBIM  JUIA
CcyObeKTa, He UMEIOIIETO JIOCTYTIA

MOJly4eHHe  CyOBEKTOM  BO3MOXHOCTHM  O3HAKOMIJICHHS  C
nH(opMaIel, B TOM YHCIIe TTPU TTOMOITH TEXHHUYECKUX CPEICTB

COBOKYIIHOCTH IIPAaBUJ, PEIVIAMEHTUPYIOIIUX MOPSAAOK U YCIOBUS
JIOCTyTa CYObEKTa K HH(POpMAIUN U €€ HOCHTEIISIM

NEeSATeNIbHOCTh 10 TPEJOTBPAIICHUIO YTEYKH HHPOpPMAIUH,
HECAaHKIIMOHUPOBAHHBIX M HENpEIHAMEPEHHBIX BO3JCHCTBHI Ha
Heé

AynuornepexBaT — InepexBaT
UHPOPMALIMU ITO TEpexBarT,
KOTOPBII

3aKJIFOYAeTCs B YCTAHOBKE IOJCIYIIMBAIOIIECIO YCTPOWCTBA B
almaparypy cpeacTs 00padoTku uHdopMauu

OCHOBaH Ha d)I/IKCEII_II/II/I QJICKTPOMArHuTHBIX HSHYHCHHﬁ,
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BO3HHUKAOMIUX IMPU Q)yHKHHOHI/IpOBaHI/II/I CpcACTB KOMHLIOTCpHOfI
TEXHUKU U KOMMYHI/IKaIII/Iﬁ

HEMPaBOMEPHO UCIIONB3YET
WH()OPMAIIMOHHOTO Mpolecca

TCEXHOJIOTHYCCKHEC OTXOAbI

OCYHICCTBJIACTCA MYTCM HMCIIOJIb30BaHUA ONTHYECKON TEXHUKH

OCYIIECTBIISACTCS c ITOMOIIBIO IO IKIJTFOUCHUS K
TEJIEKOMMYHHUKAIIMOHHOMY 000pYI0BaHHMIO KOMILIOTEPA

B cranmapre «OpanxeBas
KHUra»  (yHJIaMeHTaJIbHOE
TpeboBaHue, KOTOpOE
OTHOCHUTCS K rpymme
I'apanTuun

VIPABJISIOMIAE JAOCTYIIOM METKH JOJDKHBI OBITH CBSI3aHBI C
00bEeKTaMU

HEOOXOMMO HMETh SBHYIO M XOPOIIO ONPEICICHHYIO CHCTEMY
obecrneuenus 60e30MacHOCTH

MHAUBUAYAJIbHBIC CY6’LCKTLI JOJIKHBI I/II[eHTI/I(bI/II_[I/IPOBaTLCH

BBIYHUCIINTCIIBbHAA CHCTEMA B CBOEM COCTaBE€ OOJDKHA UWMCTH
annapaTHHe/ IMpOrpaMMHBLIC MCXaHU3MBbI, AO0IYyCKAroMmue
HC3aBUCUMYIKO OHOCHKY Ha nOpeaMeTr TOro, 4YTo CHCTEMa
00ecreynBacT BEITOJIHECHNE H3I0KECHHBIX Tpe60BaHPII>i

KOHTpOJIbHAA I/IH(bOpMaI_[I/IH AO0JDKHa XPaHUTBECA OTACIIBHO U
3allMIIaThCAa Tak, 4TOOBI CO CTOPOHBI OTBETCTBEHHOM 3a 3TO

Ipynmnbl  MMeNach  BO3MOXKHOCTh — OTCIEXHMBAaTh  JEHCTBUS,
BIIMSIIOIME HAa O€30IIaCHOCTb
JOAU
.. | cpIpbe
K Hocurensm 3ammniaemoit
YEepHOBUKH U OTXO/IbI TPOU3BOJICTBA
nH(OpPMaLIUK OTHOCUTCS
JTIOKYMEHTBI

AKYCTHYCCKHC KOJIcOaHHMsI

NckyccTBeHHBIE YIpO3bI
6e30macHOCTH  MH(OpMAINH
BBI3BaHBI

JCATCIIBHOCTBIO YCJIOBCKA

ommnOkamMu mpu mnpoektupoBanun ACOWU, ee 371eMEHTOB WU
pa3paboTKe MPOrPaMMHOTO 0OCCIICUCHHMS

BO3JCUCTBUSAMH OOBEKTHUBHBIX (DU3WYECKHX IPOLIECCOB WU
CTUXUWHBIX IPUPOHBIX SIBJICHUM, HE3aBUCAIIUX OT YEIOBEKa

KOPBICTHBIMHU YCTPEMIICHUAMMU 3JIOYMBIIIJICHHHUKOB

OIIMOKaMH IIpu ﬂeﬁCTBHHX IIcpCcoHaJia

MOJIYYEHUsT  3aIluIIaeMol HHPOPMAIMK  3aUHTEPECOBAHHBIM
CyOBEKTOM ¢ HapyUIeHHEM YCTAaHOBIEHHBIX  IMPABOBBIMU
JOKYMEHTAMHU WM COOCTBEHHHKOM, BJIaJeNIblleM HH(OopMammu
TpaB WM MPABHJI JIOCTYIIA K 3alTUIIAeMO HHPOPMAIIHH

BOSI[GﬁCTBHSI C HApYHICHNEM YCTAHOBJICHHLIX IIpaB /M IMpaBujI
Ha HU3MCHCHUC I/IH(I)OpMaLII/II/I, OPpUBOAAIICTO K HCKaXXCHUILO,

VHUYTOXKCHHUIO, KONHMPOBAHUIO, OJOKHPOBAHHWIO JIOCTyIa K
3ammra wuHQOpMAMHM  OT

uHpoOpMallMK, a TaKXkKe K yTpaTe, YHUUYTOXKECHHIO HIH COOM0
pasriameHus 3TO

(O YHKIMOHUPOBAHUS HOCUTENSI HHGOPMAITIH
JEeSTEIIbHOCTh 1o -

BO3JICHCTBUS  HA  3aAlMIIAEMYH0  HHQOpPMAIMIO  OMIUOOK
MIPEIOTBPAIICHUIO .

OJIb30BaTel s HHpOpMAIeH, cO0s TEXHHYECKHUX U MPOTPAMMHBIX

cpeacTB MHPOPMAITMOHHBIX CUCTEM, a TAKXKe MPUPOIHBIX SBICHUN

HEKOHTPOJIMPYEMOTO pacrpocTpaHeHuUs 3alMIIaeMon

uHbopMalMd OT €€ pa3rJalleHus, HeCaHKIIMOHUPOBAHHOTO

JIOCTYTIA;

HECAaHKIIMOHHPOBAHHOTO JIOBEACHUS 3allMIaeMoi HH(opMammu

JI0 HEKOHTPOJIMPYEMOTO KOJMYECTBA NoJTydaresield nuHopmaiuu
IIpocMoTp  Mycopa  93TO | 3aKJII0OYaeTCs B YCTAHOBKE IMOJICIYIIMBAIONIETO YCTPOHCTBA B
repexBar uHdopMaliK, | anmapaTypy cpeacTB 00padboTku nHGpopMauu
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KOTOPBII

OCHOBaH Ha  (UKcaluu  DIEKTPOMArHUTHBIX  W3IYYCHMH,
BO3HUKAIOIIUX NPU (PYHKIIMOHUPOBAHUU CPEJICTB KOMIIbIOTEPHOM
TEXHUKHU U KOMMYHHKAILUN

HETIPaBOMEPHO HCIIONTB3YET TEXHOJOTHUCCKHE OTXOJIbI
HH()OPMAIIMOHHOTO Ipollecca

OCYIICCTBIIACTCA NYTCM HCIIOJIB30BAHUA ONTHYCCKON TEXHUKH

OCYILECTBIISICTCA c TTOMOIIBIO TTOJIKJTFOYCHUS K
TEJIEKOMMYHHUKAITMOHHOMY 000PY/IOBAaHHUIO KOMIIBIOTEpA

K OCHOBHBIM
HelpeAHaMEPEHHBIM
HCKYCCTBEHHBIM yrpo3am
ACOMU orHocHuTCS

(bu3nyecKoe pa3pyllieHne CUCTEMBI IIyTEM B3pbIBa, HOKOra U T.I1.

nepexBatr MOOOYHBIX AMEKTPOMArHUTHBIX, aKyCTHUECKUX U IPYTUX
HU3JTYUSHUIN YCTPONCTB Y JIMHUH CBSI3U

W3MEHEHHE PEXKUMOB pabOThl YCTPOMCTB WM TMPOTpamm,
3a0acToBKa, cabOTaXX MepcoHasa, MOCTAHOBKA MOIIIHBIX aKTHUBHBIX
IOMEX ! T.II.

YTEHHE OCTATOYHOW MH(POpPMAIMU U3 ONEpPaTUBHOW MaMATH U C
BHEIHUX 3aIIOMUHAIOLINX YCTPOUCTB

HEYMBIILIJICHHbIE JCHUCTBUS, NPUBOIALIME K YAaCTUYHOMY WU
IOJJHOMY OTKa3y CHUCTEMbl WJIM pa3pYyLICHUIO allapaTHBIX,
MIPOTrPaMMHBIX, HH(POPMAIIMOHHBIX PECYPCOB CUCTEMBI

3ammra uHQOpMAMM  OT
HECAaHKLMOHUPOBAHHOTO
JocTyna 3TO JIEATEIbHOCTh
10 MPEeAOTBPAILIECHUIO

MOJly4eHHUsT  3alluiiaeMol  WHQPOPMAIMU  3aWHTEPECOBAHHBIM
CyOBEKTOM € HapyUIeHHMEM YCTAaHOBJEHHBIX  IPABOBBIMU
JOKYMEHTAMU WJIH COOCTBEHHHKOM, BIIaJelblieM HH(popMamu
MIpaB WK MPaBUJI IOCTYIIA K 3allUIIaeMoil HHpOopMaIiu

BO3JICHCTBUS C HAPYIICHUEM YCTAaHOBJICHHBIX MPAB W/WIH MPABUI
Ha W3MCHEHHWE HHGOpMAIMK, TPUBOAAIICTO K HCKAKCHHIO,
YHUUYTOXKEHUIO, KOMHPOBAHHIO, OJIOKUPOBAHHIO JOCTyHa K
nHpopManuu, a TaKkKe K yTpaTe, YHHUTOXKCHUIO WIH COOI0
(O YHKIIMOHMPOBAHUS HOCUTENS HHGOPMAITUH

BO3JICHCTBUS  Ha  3alUIIaeMyr0  WHOOpMAIio  OmHUOOK
MoJib30BaTess nHpopMaluei, cO0s TEXHHUECKUX U MPOTPAMMHBIX
cpeACcTB HHGOPMAIIMOHHBIX CUCTEM, a TAK)KE IPUPOIHBIX SIBJICHUM

HEKOHTPOJIHMPYEMOTO pacnpocTpaHeHuUs 3alIMIIaeMON
uHpOpMAIlMM OT €€ pasrJallleHHus, HECaHKIMOHUPOBAHHOTO
J0CTyTHa

HECaHKIMOHUPOBAHHOTO JIOBEACHUS 3allMIaeMoil HHpopManmu
JI0 HEKOHTPOJIMPYEMOTI'0 KOJIHUYECTBA HoJIydaresield nHopmaluu

JocTyn x nHpOpMaIK 3TO

rpotiecc coopa, HaAKOILICHUS, 00paboTkw, XpaHEHHUs],
pacrpeiesieHust ¥ MOMCcKa MHPOpMaIUK

npeoOpa3oBanue  HMHPOpPMAIMK, B  pe3yJdbTaTe KOTOPOTO
comepxaHue WH(OpPMAIMM  CTAaHOBUTCS  HETIOHSATHBIM IS
cyOBbeKTa, He UMEIONIETO JIOCTYIa

MoydyeHue  CyOBEKTOM  BO3MOXHOCTH  O3HAKOMJICHHSI  C
nH(pOpMaIKe, B TOM YHCIIC IIPH IMOMOITU TEXHHUYECKUX CPEICTB

COBOKYITHOCTh TPaBWJI, PETJIaMEHTUPYIOIIUX MOPAIOK U YCIOBUSA
J0CTyna cyobeKkTa K MHQOPMAIIUY U €€ HOCUTEIISIM

NEATEIPHOCTh TI0 TPEIOTBPAIICHUIO YTEYKH HH(POpMaIuu,
HECAHKIIMOHUPOBAHHBIX W HEMPEIHAMEPEHHBIX BO3JICHCTBUI Ha
Heé

IIepexsar, KOTOPBIN
3aKJII0YAETC B YCTAHOBKE
MOCJIYLIMBAIOLLETO

AKTUBHBIN IepexBar

MMaCCUBHBIN MEepeXBaT

ayauorecpexBar
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YCTPOHCTBA B ammaparypy
CPEICTB o0paboTku
UH(OPMALIUU HA3bIBACTCS

BHUACOIICPECXBAT

IIPOCMOTpP Mycopa

B MEKIYHapOJHOM
cTaHjapre «OpanxeBas
KHUT'a» MUHHMAJIBHAS
3allMTa 3TO rpyInIa

m|g|Q=| >

ITo xapakrtepy BO3AEHCTBUS
yAaneHHbIC aTaKu AETSATCS Ha

YCJIOBHBIC U O€3YCIIOBHBIC

aTakM ¢ 00paTHOM CBsA3BIO0 M 0€3 00paTHOM CBSI3U

BHYTPHCCIMCHTHBIC U MCKCCI'MCHTHBIC

ITIACCUBHBIC U aKTHUBHBIC

aTaku, KOTOpbIE MOTYT peaJl30BbIBATHCS HA BCEX CEMHU YPOBHSX —
(bu3MUYECKOM, KaHAJIBHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MPEICTABUTEILHOM M IIPHUKJIATHOM

CyOBexT JOCTyTIa K
nH(DOpMAIUHU ITO

¢du3nyeckoe IUI0, WIM MAaTePUAIBHBIM OOBEKT, B TOM YHCIIC
¢dbuzmveckoe IoNe, B KOTOPHIX HMHGPOPMAIMS HAXOJHWT CBOE
0TOOpaXCHHE B BHJIC CHMBOJIOB, 00pPa30B, CHTHAJIOB, TEXHUIECKUX
pELICHHI ¥ TPOLIECCOB

CyOBEKT, OCYIIECTBISIONIMN I0JIb30BaHWE HHpopManuedn u
peaIM3yOIUI MOJHOMOYMS pAaCHOpPsKEHUs B IIpejenax Ipas,
YCTaHOBJICHHBIX 3aKOHOM M/HJIM COOCTBEHHUKOM MH(OpMAILIUU

CyOBEKT, MONB3YyHIIUNcs WHPOpMaIuell, MOIy4eHHOH OT ee
COOCTBEHHUKA, BIAJCNblIa WU IOCPESTHUKA B COOTBETCTBUHU C
YCTaHOBJICHHBIMU MTpaBaMH U MPaBUJIaMU JOCTyNa K uHGopMamu
100 ¢ UX HApYIICHUEM

CyObeKT, B TIOJHOM O0bEeMe pealu3yIolMi MOJTHOMOYUS
BIIQJICHUS, TIOJIb30BaHUs, pacropsokeHuss uHpopmanueid B
COOTBETCTBUU C 3aKOHOJATEIbHBIMHM aKTAMHU

YYaCTHHUK MMPABOOTHOIIEHUH B MH(POPMAIIMOHHBIX MTpoIIeccax

Ilepexsar, KOTOPBIN
OCYIIIECTBIISECTCS yTeM
HCIIOJIb30BAHUSA OITHYSCKOM
TEXHHUKH, HA3BIBACTCS

aKTHBHBIN IEpEeXBaT

ITACCHUBHBIN IICpexXBaT

ayauoncpexnar

BUACONICPCXBAT,

MIPOCMOTP Mycopa

Obecneuenre HaMOHAJIbHON

HaJIC)KHAs 3allMTa JIMYHOM M UMYIIICCTBEHHON 0€30IaCHOCTH

obOecrieueHne HaydyHO OOOCHOBAaHHOTO M TapaHTUPOBAHHOTO
rocygapCcTBOM MHHHUMYMa MATCPUAJIBHBIX W 3KOJOTMYCCKUX

0e30MacHOCTH Ha ypOBHE .
YCIOBHI
TPaKIaHCKOTO oOmiecTBa
.. | moBpIeHHe >(PPEKTUBHOCTH 3AIUTHl KOHCTUTYIIHOHHOTO CTpPOS,
ompefensercs  cleayrolei .
LB paBoNopsika, 00pbObI C OPr. MPECTYIHOCTHIO U KOPPYIIUEi
MPEOJIOJICHUE  KOHPPOHTAMK B  OOMIECTBE,  JOCTHIKCHHE
HALMOHAJILHOTO COrIacus
A
B MEXIYHAPOIHOM B
CTaHJapTe «OpanxeBast C
KHHUTa MHMBUYaIbHAS [~
3aIUTa 3TO rpyImna E
YCIJIOBHBIC B O€3yCIIOBHBIC
ITo (S)171 BO3ZECHCTBUSA | aTaKH ¢ 0OpaTHOM CBSI3bI0 U 0€3 0OpAaTHOM CBSI3H

YAQJICHHBIC aTaK! ACJIATCA Ha

BHYTPHUCCIMCHTHBIC U MCKCCI'MCHTHBIC

IIACCUBHBIC U aKTHUBHBIC
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aTaKu B 3aBUCUMOCTH OT HApYUICHUA KOH(I)I/II[CHI_II/IEUILHOCTI/I,
OCJIOCTHOCTH M TOCTYIIHOCTH

IIepexBat, KOTOpPBII OCHOBaH
Ha ¢bukcauuu
3JIEKTPOMATrHUTHBIX
W3JIy4eHUH, BO3HUKAKOIIUX
npu (YHKIIMOHUPOBAHUHT
CpeIICTB KOMIBIOTEPHOM
TEXHUKM WM KOMMYHUKalUN
Ha3bIBAECTCS

AKTHBHBIN IepexBar

MMaCCUBHBIN InepexBar

ayJuonepexBar

BUACOIICPEXBAT

IIPOCMOTpP Mycopa

B MEXIYyHApOIHOM
CTaHJIapTe «OpanxeBas
KHHTa» MaHJaTHas 3alluTa
3TO rpymnma

el lwi{@Yivehi=

ITo YCJIOBHIO Hayaua
OCYILIECTBJICHUS BO3JEICTBUSA
YAQJICHHBIC aTaK! ACJIATCA Ha

YCJIOBHBIC U OC3YCIIOBHBIC

aTakKu ¢ 00paTHOM CBS3BIO M 0€3 00paTHOH CBSI3H

BHYTPHUCCTMCHTHBIC M MCXKCCTMCHTHBIC

IIAaCCHUBHBIC U aKTHBHBIC

aTaKu B 3aBUCUMOCTH OT HApPYUICHUA KOH(l)I/II[eHHI/IaJ'II)HOCTI/I,
OCJIOCTHOCTH M JOCTYITHOCTH

CoOcTBeHHMK HMH(MOpMAIIH
3TO

¢u3znyeckoe U0, WIM MaTepUaIbHBI OOBEKT, B TOM YHUCIE
¢usznueckoe TmoNe, B KOTOPbIX HH(OpPMAIMSI HAXOAWT CBOE
0TOOpaKeHHE B BUJIE CHMBOJIOB, 00pPa30B, CUTHAJIOB, TEXHUYECKUX
pPELIEHUN U TTPOLIECCOB

CyOBEKT, OCYIIECTBISIOMMA TOJIb30BaHWE HHPOpMAIMEH U
peanu3yIoluid MOJTHOMOYHUSL PACloOpsDKEHUsl B Mpejenax Mpas,
YCTaHOBJICHHBIX 3aKOHOM M/WJIM COOCTBEHHUKOM MH(OpMAIIUH

CyOBEKT, MOJIb3yIOIIMKCA HH(OpMAIMel, IOJyYeHHOH OT ee
COOCTBCHHHUKA, BIJIAJICNbLa WM IIOCPEJHHUKA B COOTBETCTBUH C
YCTAQHOBJICHHBIMH TpaBaMH M MpaBUJIaMH J0OCTya K HHGOpMauu
00 ¢ UX HAPYIICHUEM

CyOBEKT, B TIOJIHOM OOBEME
BJIJICHUS, TOJIb30BAHUsS, PACIOPSIKCHHUS
COOTBETCTBHUH C 3aKOHOJIATEIbHBIMH aKTaMHU

peANU3yIOIUA  [TOTHOMOYMS
uHdopmarmen B

YYaCTHHUK MMPABOOTHOLIEHUH B MH(POPMAIIMOHHBIX ITpoIIeccax

IIepexsar, KOTOPBIN
OCYILIECTBIISIETCS C TIOMOILBIO
MOAKITFOYECHUS K

TEJIEKOMMYHHUKAIHOHHOMY
000pYIOBaHUIO KOMITBIOTEpA
Ha3bIBACTCS

AKTHBHBIN I1E€peXBaT

MMaCCUBHBIN MEepexBaT

ayauoIrecpexBar

IIPOCMOTpP Mycopa

BHUACOIICPEXBAT

B MEXKIYHAPOIHOM
CTaHJapTe «OpankeBas
KHUTa» BepH(pUIMpOBaHHAS
3alUTa 3TO rpymnna

oI Q= | >

[lo wHammuuio  oOpartHOMA
CBSI3U c aTaKyeMbIM
00BEKTOM yIalieHHBIC aTaKu
JeIISATCS Ha

YCIJIOBHBIC B O€3yCIIOBHBIC

aTaku ¢ 0OpaTHOM CBsA3BIO M 0€3 00paTHOM CBSI3U

BHYTPHCCIMCHTHBIC U MCKCCI'MCHTHBIC

IIaCCUBHBIC U AKTHUBHBIC

ATaKi B 3aBHCHMOCTH OT HaApyIICHHIA KOH(bI/II[eHHI/IaJ'II)HOCTI/I,
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OCJIOCTHOCTH M JOCTYITHOCTH

JInmo, CaMOCTOSITEIILHO
CO3aBIIIee uHGOPMAITHIO
60 MOy YU BIIIEE Ha
OCHOBAaHMHM  3aKOHa WM
JIOTOBOpa TIPAaBO pa3peliaTh
WM OTPaHHYMBATH JOCTYI K

HWCTOYHHUK WHPOPMAITAN

notpedurens nHpOpMaIun

YHHUYTOXKUTENH HHHOpMAIIUU

HOCHUTEIh HHPOPMALTUH

nHbOpPMALHH obnanarens HHGOPMALUU
Obs3atenbHoe AL | snexTpoHHOE COOOIIEHHE
BBITIOJIHEHUSI JIALOM,

MOJYYUBIIAM  JIOCTYI K
onpeieIeHHON HHpOpMaIIUH,
TpeOOBaHUE HE TIepenaBaTh
TaKyIo nHbOopMaIrio
TPEThUM JTUIaM 0e3 coryiacus
ee o0Jrazaresist ATo

pacrnpocTpaHeHue HHPpOpMaIUu

MpetocTaBIeHre HHPOPMAIHH

KOH(QHUICHINAIEHOCTh HHPOPMAIIH

TOCTYTI K HH(OPMAITIH

JleficTBHs, HallpaBIECHHBIE HA

HOJTy4eHHe nHpopManuu
HEONpPEJCNICHHBIM  KPyroMm
ML 170171 nepenaqy
uHpopMau
HEOTIpEICIICHHOMY Kpyry
JIMI 3TO

YHUYTOXKEHHE UHPOpMaIK

pacnpocTpaHeHue UHpOpMaIHH

npeaocTaBieHne HHHOopMaLuu

KOH(QHUICHINAIFHOCTh HHPOPMAIIH

JOCTYH K HH(pOpMaLuu

Bo3MoOXHOCTE ~ MOIy4YeHHUs
uHpopMauu u ee
WCIIOJIb30BAaHUS 3TO

coxXpaHeHHe HH(POpMaIIUH

pacnpocTpaHeHne HHbOpMaILHH

[peAoCTaBIcHUE HHGOPMALINH

KOH(UACHIUATBHOCTh HH()OPMAITUU

JIOCTYI K HHMOOPMAITH

[Tpomecc cooO1IeHus

aBTOpHU3alus
CyOBEKTOM CBOEr0 HWMEHHU
Wi  HOMEpa, C  HCIbIO | agyreHTH(DUKAIMS
MOJIyYEHUSI  OIPENEIEHHBIX
MOJTHOMOYH (IIpaB JOCTYyIa) | 00e3nM4uBaHue
Ha BBINOJIHEHNE HEKOTOPBIX
(pa3pelieHHbIX emy) | ACTIepCoHaNn3anus
JNEUCTBUII B CHCTEMax ¢

uaeHTU(DUKATINS
OTPaHUYEHHBIM JIOCTYIIOM
IIpouenypa IPOBEPKH | aBTOpU3ALIHS
COOTBETCTBHS CYOBEKTA W | Gesnmumpanme
TOr0, 32 KOI'O OH IIbITaeTcs

JeTepCOHATN3AHS
cebst BbIIATh, C TOMOIIBIO
HEKOU yHUKaIbHOIT | AYTeHTHHKAIs
nH(popMaImu UACHTU(DUKALINS
IIpouecc, a Takxke pe3ynbTar

aBTOpHU3aIus
nporecca IIPOBEPKU
HEKOTOpBIX  00s3aTeNbHBIX
napameTpoB IOJIb30BATENS U, uneHTHUKAIHS
npu YCHEUHOCTH,
Mpe10CTaBICHUE eMy | ayTeHTH(UKAIMs
ONpPEACIEHHBIX MOJTHOMOYHI
Ha BBITNIOJIHEHUE HEKOTOPBIX | (monyiiupina o

(pa3penieHHBIX eMy)
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JIEUCTBUII B CHCTEMax ¢
OTPaHUYEHHBIM JOCTYTIOM

AcnepCoHaIn3alusa

HecanknmonupoBaHHbIN
JOCTYTI K HH(POPMAIIMH 3TO

JOCTYT K WH(OPMAIUU, HE CBSI3aHHBIN C BBITOJHEHUEM (PYHKIIMOHAIb-
HBIX 00s13aHHOCTEH M He 0(hOPMIICHHBIA JOKYMEHTAIEHO

paboTa Ha 9y>KOM KOMIBIOTEpe 0e3 pa3pelIeHus ero Biajelbla

BXOJ Ha KOMIIBIOTCP C UCIIOJIB30BaAHUCM JAHHBIX APYT'Oro IM0JIb30BaATCIIA

JIOCTYII K JIOKaJIbHO-UH(OPMAIIMOHHOU CETH, CBA3aHHBIN C BBIMOJIHCHU-
eM (PYHKIMOHAIIBLHBIX 00I3aHHOCTEH

poctyn Kk CYB/] moj 3anpenieHHBIM UMEHEM T0JIb30BaTels

JlokyMeHTHUpOBaHHas
uHpopMaIys, TIOCTYTI K
KOTOpPOH  OrpaHMYMBacT B

COOTBETCTBHU C
3aKOHaAeILCTBOM PO

HHGOPMaIs COCTABIIAIONIAs FOCYIAPCTBEHHYIO TalHY

nHGOPMAITUS COCTABIISAIONIAS KOMMEPUECKYIO TalHY

ncpCoHaJIbHAsA

KOH(UIeHIHMAIbHAS UH)OpMALIKs

JIOKYMCHTHPOBaHHAs HHDOpMAITHs

HNudopmarmonHas
0e30macHOCTh 00eCIeunBacT. . .

0JIOKMpOBaHKE HH(OPMAIIUH

HCKXCHHE WHPOpMAIIHH

COXPaHHOCTh MH(MOPMAITIH

yTpary HHGOPMAIHH

MOJACNIKY HH(DOPMALIUH

Xwurnienrne uHGOPMAIHH — 3TO. ..

HECaHKIMOHUPOBAHHOE KOMMPOBaHHE HHGOPMAITHH

yTpaTta HH()OPMALUH

OJIOKHpOBaHUE HHGOPMALIHH

HCKa)KeHHE HH(MOPMAaIUU

npoAaka HHGOpMaIun

Hoctyn x nHpOpMaLuu — 3TO:

065[33T6JH)HOC JJId BBITIOJIHCHUS JIMIIOM, MTOJIYYHUBIIHUM JOCTYII K OIIpEac-
NeHHOW mH(OpMaIuu, TpeOOBaHNE HE TIePEIaBaTh TaAKY0 MHPOPMAIIHUIO
TpeThUM JIHIaM 0e3 cornacus ee 00Jiaarens

JICWCTBYSI, HANPABIICHHbIC HA TIOJNyYeHWe WH(OpMAIMK HEOIpe/elieH-
HBIM KPYT'OM JIML WK Niepeaady HHPOpPMau HEONPeeIECHHOMY KpPYTy
JIULL

NEeHCTBHA, HANPaBJICHHBIE HAa MOJMy4YeHHe WH(POPMAIMH OIpeIeIeHHBIM
KPYTOM JIHI] WJTH Tiepeiady nH(OpMAIH ONPEeIeICHHOMY KPYTY JIMI

uHpOpMaIys, MepeJaHHasl WIK MOJy4YeHHas Mojib30BaTesieM HH(OpMa-
LIMOHHO-TEIEKOMMYHHKAIIMOHHON CETH

BO3MOXKHOCTS ITIOJTYYCHHUA I/IH(bOpMaI_II/II/I 1 €€ NCII0JIb30BaAHUA

OO0ecmneuenre
nH(pOPMAITMOHHOH
0e30macHOCTH
obecrneyeHue. ..

€CTh

HE3aBHCUMOCTH MH(QOPMALIUU

M3MEHEHUs MH(pOpMaLuu

KOIMPOBaHUs HHGHOPMAIIHH

COXPaHHOCTH MH(OpMAaITHH

npeoOpa3oBaHus HHGOOPMAIIUH

K kakoMmy BHIy Mep 3alluThl
HHPOPMAITHH OTHOCHTCS YTBEP-
JKJICHHAs Mporpamma paboT B
00sacTu 0€30MMacHOCTH

MOJINTHKA O€30IIaCHOCTH BEPXHEr0 YPOBHS

MOJIUTHKA O€30I1aCHOCTHU CpCAHCTO YPOBHA

MOJINTHKA O€30aCHOCTH HIDKHETO YPOBHS

IIPUHIMII MUHUMHU3AIINN HpI/IBI/IJ'ICFI/Iﬁ

3aIMTA MMOJICPKUBAIOIICH HHPPACTPYKTYPBI

T'apanTus TOrO, UTO MpPU XpaHe-
HUM WIKM Tepefade UHpopMa-
MU He ObLIO TPOM3BEACHO He-
CaHKIIMOHUPOBAaHHBIX HM3MeHe-
HUH

KOH(DUICHIINATEHOCTH

OCJIIOCTHOCTD

JOCTYITHOCTb

AYTCHTUYHOCTH

aTneJINpPyeMOCTb

K ¢ysxumsm napOopMannoHHo
0€3011aCHOCTH OTHOCATCS

BEISIBJICHUEC NCTOYHWMKOB BHYTPCHHMX M BHCIIHUX YI'PO3

cTpaxoBaHue HHGOPMALMOHHBIX PECYPCOB

3alIyuTa roCygapCTBCHHBIX I/IHd)OpMaI_[I/IOHHLIX PECYPCOB

MOJATOTOBKA CHEIHAIMCTOB IO 00CCIECYECHHUI0 HHGMOPMAIMOHHON 0e3-
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OIIaCHOCTH

BCC€ OTBCThI BEPHEI

K HainuoHanmbHBIM HHTEpecam
P® B unpopmarmonnoit chepe
OTHOCSITCSI

peanu3alis KOHCTUTYIMOHHBIX ITpaB Ha JOCTYT K HHPOpMAITUN

3amuTa nHGOPMALHHK, 00E€CIIeUYNBAIOIIEH JHIHYIO 0€30I1aCHOCTh

3alUTa HE3aBUCHUMOCTH, CyBEpEHHUTETA, TOCYAAPCTBEHHON U TEPPUTOPH-
JIBHOHU IIETIOCTHOCTHU

HOJUTUYCCKas OKOHOMHUYCCKasA U COLMaJIbHasA CTaOMJILHOCTD

COXpaHEHHE U 030POBJICHNUN OKPYKAIOUIEH Cpeibl

KOH(UICHIINATIbHOCTD
rapaHTI/IH TOTO, 4YTO KOHKPET- [EJIOCTHOCTD
Has wHGboOpMamus  JIOCTYIHA
JIOCTYITHOCTh
TOJILKO TOMY KpYry JHL, JUIs
KOTOPBIX OHA IMPpCJAHA3HA4YCHA ayTCHTHAHOCTR
aneJIMPyeMOCTh

COBOKYITHOCTh HOPM, TIPaBUI H
MPAKTHYECKUX PEKOMEH AW,
peTJIaMEeHTUPYIOMUX  paboTy
cpenctB 3anmuTthl AC oT 3amaH-
HOTO MHOXECTBa yrpo3 0es-
OIACHOCTHU

KOMIUICKCHOE o0ecreueHne nHPpOopMalmoOHHON 0€30MacHOCTH

oe3omacHocth AC

yrpo3a HHGOpMaIMOHHON 0€30IMacHOCTH

dTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

MOJUTHUKA OE€30IIACHOCTH

HauGonee pacnpocTpaHeHHbIC
yIrpo3bl WHGOPMAIMOHHON 0e3-
OTACHOCTHU

YIPO3bl 1IETOCTHOCTH

YI'pO35bI 3alIMIICHHOCTH

YIpo3bl 6€30IaCHOCTH

YIPO3bl JOCTYIHOCTHU

yYIpo3bl KOH(DHICHIIMAIBHOCTH

[eiicTBue, npeanpuHUMAEMOe
3JIOyMBIIUIEHHUKOM,  KOTOpPOE
3aKJII0YaeTCcd B IIOMCKE M HC-
MONB30BAHNM TOM WIM WHOH
YS3BUMOCTH CUCTEMBI

KOMILIEKCHOE o0ecneueHrne nHPopMaIlmoHHONH 0€30MacHOCTH

oe3onacHocts AC

yrpo3a HHGOpMaIMOHHON 0€301MacCHOCTH

daTaKa Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY

MOJNUTHKA 0€30IIaCHOCTH

Cocrosinue 3aIIMIIEHHOCTH
MHOTOHAIIMOHAILHOTO  Hapoja
KaK HOCHUTEINsl CYBEpCHHTETa U
CAUHCTBCHHOI'O UCTOYHHKA BJIa-
CTH

nH(popManroHHasi 0€30MacHOCTh

0€30I1aCHOCTh

3anTa HHPOpMauu

HanmMOHaJIbHas 0e30macHOCTh

CBOICTBO JaHHBIX OBITH JI0- KOH(HIECHIIMATHLHOCTh

CTYNHBIMH JUISl CAHKIHMOHHPO- | [1o110CTHOCTD

BaHHOTO IOJIb30BAaHUS B MPOM3-

. JOCTYIIHOCTD

BOJIBHBIII MOMEHT  BpPEMCHH,

KOrja B o0OpaIlieHuy K HuM Bo3- | 4YTCHTUYHOCTh

HHUKaeT He0OXO0IMMOCTh anreInpyeMocThb
KOH(HICHIINAIbHOCTD

l'apaHTHa TOTO, YTO HMCTOYHH- LeJIOCTHOCTD

KOM HMH(OpPMAaIUU  SABJISETCS
JJOCTYOHOCTh

HWMEHHO TO JIUI0, KOTOPOE 3asB-

JICHO KaK ee aBTOp ayTCHTHYHOCTD
anmeJInpyeMoCTh

I'apanTHs TOro, 4ro mpu HeoO- | KOH(MUAECHINATLHOCTD

XOIUMOCTH MOXHO OYIET 0K~ | [1e]10CTHOCTh

3aTh, YTO ABTOPOM COOOIICHW JIOCTYIHOCTh

SIBJISICTCS. IMEHHO TOT YEJIOBEK,

. ayTEHTUYHOCTh
KOTOPBIN 3asiBJICH KaK €€ aBTOp
¥ HU KTO JAPYTO# anmneaInpyeMoCThb

CooTHecuTe MHTEpPECH B 00a-
cTH HHPOPMAITMOHHOHN Oe3omac-
HOCTH:

1. HantmoHanbHbIE HHTEPECH

2. InTepechl TMYHOCTH

3. HTEpecHl rocyaapcTBa
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4. lutepeckl 00111eCTBA

1. cocToAT B peanu3aluy KOHCTHUTYLHMOHHBIX MpaB U CBOOOI, B
o0ecreyeHnr JTUYHON O0e30MacHOCTH, B TOBBIIICHUM KadecTBa U
YPOBHS KH3HHU, B (PU3UUECKOM, JYXOBHOM M HHTEIIEKTyaJIbHOM
pPa3BUTUU YEJIOBEKA U IPAKIAHUHA

2. o0ecneYnBarOTCsl HHCTUTYTaMH TOCYJaPCTBEHHOM BJIACTH, OCY-
IIECTBIISIOMIMMU CBOM (DYHKIIMH, B TOM YUCJIC BO B3aUMOJCHCTBUH
¢ nerctByromuMHu Ha ocHoBe KoHctutynuu P® u 3akoHomaTesnb-
ctBa P® 001116CTBEHHBIMU OPraHM3aALMSIMHU

3. COCTOSIT B HE3bIOJEMOCTH KOHCTUTYITMOHHOTO CTPOsI, CYBEpEHHU-
TE€Ta U TEPPUTOPUATBHON LETOCTHOCTU Poccuu, B MOJIUTHYECKOM,
SKOHOMHUYECKOH M COIMAIBHOM CTAOMJIBHOCTH, B 0€3yCIIOBHOM
o0ecreYeHnr 3aKOHHOCTH U TIOJIIEPKAaHUU TPABOMOPSIKA, B pa3-
BUTHH DPABHOMPABHO TO M B3aMMOBBITOJIHOTO MEXIYHAPOIHOTO
COTPYIHHYECCTBA

4. coCcTOST B YIOPOUCHUU ACMOKpPATUH, B CO3AAHUHU IIPABOBOIo, CO-
NUAJIBHOTO TroCyaapCTBa, B AOCTHIKCHUU W IOAACPIKAHUU OGH.[C-
CTBCHHOTI'O corjiaCus, B JYXOBHOM obHoBIIeHnH Poccrun

CooTHecuTe OCHOBHBIE MTOHATHA
B obOnactu WHPOPMALUOHHON
0e30macHOCTH

1. araka

2. ysizpumoctbh AC

3. yrpo3a 6e3omacHoctd AC

4, 3allUIICHHAs] CUCTEMA

1. HEeKOTOpOE HEeYTAaYHOE CBOMCTBO CHCTEMBI, KOTOPOE JIENIAeT BO3-
MO>KHBIM BO3ZHUMKHOBCHHEC U pCAJIM3alINI0 YI'PO3bI

2. cHCTeMa CO CPEJICTBaMH 3allUThl, KOTOPHIE YCIEmHO U 3] dek-
TUBHO IPOTHBOCTOST yIpo3aM 0€30IMacHOCTH

3. BO3MOXHbIE Bo3iecTBUsI HA AC, KOTOpBIE MPAMO UM KOCBEH-
HO MOT'YT HAaHECTH yIIepO ee O€30IMacHOCTH

4, HeﬁCTBHC, NpeaAPpUHUMACMOC 3JIOYMBIIIINICHHUKOM, KOTOPOC 3a-
KJII0YaeTCs B MOMCKE U HCIIOJIH30BAHUH TOM MJIU MHOM YA3BUMOCTHU
CHCTCMBbI

CooTHECHTE OCHOBHBIE BHIbI
yrpo3 st AC

1. yrpo3a HapyIieHusl KOHPUACHITNATBHOCTH

2. yrpo3a oTKaza CiIyx0

3. yrpo3a HapymeHHUs IeJTOCTHOCTH

1. 1r060€ yMBIIIIEHHOE U3MEHEHNE MH(DOPMAIUK, XpaHsIIencs B
BC unu mepegaBaeMoi 0T OJTHOM CHCTEMBI B APYTYIO

2. BO3HHMKAET BCSAKHI pa3, KOTJa B pe3yjbTaTe MpeaHaMEpeHHBIX
JICUCTBUIA, TPEINPUHUMACMBIX IPYTHM IOJIB30BATEIEM HIIH 3JI0-

YMBIIIUIGHHUKOM, OJIOKUPYETCS JOCTYyN K HEKOTOPOMY PECYpCy
AC

3. 3aKyto4yaeTcs B TOM, YTO MH(OpPMALUS CTAHOBUTCS M3BECTHOMH
TOMY, KTO HE PacrioyiaraeT MOJTHOMOYHUSIMH JOCTYyTIa K HeH

CootHecute  KiIaccu(UKamnio
yIpo3 10 psiAy MPU3HAKOB

. IO IPUPOJI€ BOSHUKHOBEHMUS

. 10 HCMOCPCACTBEHHOMY NCTOYHUKY

. o crerienu Bo3aercTeust Ha AC

. 10 coco0y JiocTyma K pecypcam AC

. TIAaCCUBHBIC 1 aKTUBHBIC

N =[N —

. HAIIPaBJICHHBIC HA UCTIOJIB30BAaHUE TIPSIMOTO CTAaHAAPTHOTO My TH
JOCTyTIa K pecypcaM U HaIllpaBJICHHbIC HA UCITOJIb30BAHUE CKPBITO-
ro HeCTaHJApTHOTO Joctyna K pecypcaM AC

3. eCTeCTBEHHbBIC WIIN HNCKYCCTBCHHBIC
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4, npupoaHasa cpcaa, 4YCJIOBCK, CAHKIMOHUPOBAHHBIC NPOrpaMM-
HBIC CPCACTBA M HCCAHKIITMOHHWPOBAHHBIC ITPOTPaMMHBIC CPpCACTBA

MIOATBEPKICHUE COOTBETCTBUS IPOLYKLUHMHU WIH YCIYI YCTaHOB-
JIEHHBIM TPeOOBaHUSIM MJIU CTaHJapTaM
IIOATBEPKICHUE COOTBETCTBUS NPOAYKIUH, HO HE YCIIyT YCTaHOB-
JICHHBIM TpeOOBAHUSAM WU CTaHAAPTAM
IIOATBEPKICHUE COOTBETCTBUS YCIYT, HO HE IIPOJYKLIUHA YCTAHOB-
JICHHBIM TpeOOBAHUSAM WU CTAaHAAPTaM

Uro Takoe ceprudukanus

JOKYMEHT, TMOATBEPKIAOIINNA COOTBETCTBUE CPEACTBA 3aIIUTHI
nHGOPMAIK TPeOOBAHUSAM 110 0€30MaCHOCTH MH(POPMAITUH
JOKYMEHT, TMOATBEPKAAOIINNA COOTBETCTBUE CPEACTBA 3aIlUTHI
nHGOpMaLKU TPeOOBAHMSIM 10 XPAaHCHHUIO MH(DOpMAIIHH
JOKYMEHT, TMOATBEPKIAAOIINNA COOTBETCTBUE CPEACTBA 3aIUTHI
nHpopMmaluu TpedoBaHMIM 110 00paboTKe MHpOpMAIUU

Urto Takoe cepTudukrat?

Kak HaseBaercs nmuo, camo- CyOBEKT epCOHATBHBIX JaHHBIX
CTOSITENIEHO Co3aaBiiee WHMOP-

Maluio b0 MONyYuBLIEE HA
OCHOBAaHHMH 3aKOHA MJIU JIOrOBO-
pa mpaBo paspeniaTh WK orpa-
HHYMBATh JOCTYN K HMH(OpMa-
WU, ONPEACIISIEMON MO KaKUM-
b0 npu3HaKam? cyOBeKT nH(pOpMaLUH

orepaTop HHPOPMAITHOHHON CUCTEMBI

oOmanarens nHpOpMAIHH

Bomnpocs! k komIuiekcHomMy 3agannio TK1

1. Yro Takoe uHpopmaiionHasi 6€30MmacHOCTh?

2. llepeuncnure BakHEHIINE acTIEKThl HH(OOPMAITMOHHON O€30MTaCHOCTH.

3. [lepeunciure ypoBHHU 3aIIUTH HHGOPMAIIHH.

4. OxapaktepusyiTe yrpo3sl HHGOPMAIMOHHON 0€30MacHOCTH: PACKPBITHS Iie-
JOCTHOCTHU, OTKa3 B OOCITYKHUBaHUH.

5. O0BsICHUTE NPUUMUHBI KOMIIBIOTEPHBIX MPECTYIICHUM.

6. OnuIKMTE OCHOBHBIE TEXHOJIOTHHU KOMITBIOTEPHBIX NMPECTYILICHAMN.

7. Ilepeunciure Mepsl 3alIMThl UH(HOPMAITMOHHON O€30MaCHOCTH.

8. Ilepeuucnaure Mepbl MPEIOCTOPOKHOCTU MPU paboTe C IEIbI0 3alIUThl UH-
dbopmarnuu.

9. OnuiuTe OCHOBHBIE MEPHI 3aIlIUTHI HOCUTENEH HH(MOpMAIUH.

10. [Touemy moakiroueHUE K TII00ATILHON KOMITbIOTEpHOM cetn MHTepHeT npe-
CTaBIIIET COOOH yrpo3y juis HHOOPMAIIMOHHONW 0€30MacHOCTH?

11. OnummTe, KaK UCIOIb30BAaHUE JICKTPOHHOM MOYTHI CO3/1aeT yrpo3y uHbop-
MalMOHHOU Oe3omacHocTH. Kakne Mepsl oOecrieunBaroT 0€30macHOe MCIOJIb30BaHHE
e-mail?

12. Kakue CcylmecTByIOT MEXIyHAPOJHbIE U POCCUICKHE CTaHIAPTHI B 00JIACTH
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM M HH(POPMALIMOHHBIX TEXHOJIOTHIA?

13. Kpurepun 0€30MacHOCTH KOMIBIOTEPHBIX CUCTEM MHUHHUCTEPCTBA OOOPOHBI
CHIA (*“OpanxeBasi KHUTA”).

14. PykoBopsmue nokymeHThl I'octexkomuccuu Poccnn.

15. MexayHnapoanbie cTaHaapThl MHPOpMamoHHOW Oe3omacHocTd. CTaHaapT
ISO/IEC 15408 "O6mue xputepun". Onucanue TpeboBaHUM 0€30MaCHOCTU M Xapak-



TEPUCTHUK YTPO3.
Js Trekymero kourpoJs TK2:
[IpoBepsieMasi KOMIIETCHIINS
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OIIK-1. Cioco6en nonnmars npuHimnsl pa- | OIIK-1.2. Bnageer HaBblkaMu NpUMEHEHUs LUppO-
0O0TbI COBPEMEHHBIX MH(POPMAIIMOHHBIX TEXHO- | BBIX TEXHOJIOTUH AJisl peuieHus 3anad npodeccuo-
JIOTHI Y UCTIONB30BAaTh UX JUIS PEIICHHUS 3a/1ad | HAJIBHOM e TEeTbHOCTH C YYETOM OCHOBHBIX TpeOoBa-
PO eCCHOHATLHOM JISSITETEHOCTH HUM HHQOPMAIIMOHHOM 06€30MacHOCTH
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nocienHue S yer, (MIpAH.

34

nomn. CIITA)? 94
Ilo ITAHHBIM )KypHaia | 500000
«Security Magazine», | 1000000
cpemHMid pasMep yiiepba oT
KOMIIBIOTEPHOTO 1500000
MomeHHnuecTBa cocrapiser | 2000000
(momn. CIIIA) 2500000
mpormecc  cObopa,  HaKOIUIGHHS,  OOpaOOTKH,  XpaHEHUs,

pacrnpeieneHus ¥ oucka nHpopMauu

npeoOpa3oBaHue  MHPOpMaLUU, B  pe3yjbTare  KOTOPOIo
coJiepkaHue MHQPOpMAIMM  CTAHOBUTCS  HEMOHSATHBIM  JUIA
CcyObeKTa, He UMEIOILEro JI0CTya

[Mudpoanre uHPoOpMaLUH | HOTyyeHUE  CyOBEKTOM  BO3MOXKHOCTH  O3HAKOMIIEHUS €
9TO uHpopManrei, B TOM YHcie ITPU MOMOIIU TEXHHUECKUX CPEJICTB
COBOKYITHOCTb IPaBWJI, PETJIaMEHTUPYIOIIUX MOPAIOK U YCIOBUSA
J0CTyIa cyObeKTa K MHQOPMAIIMK U €€ HOCUTEJISIM

NEeSTeNIbHOCTh 10 NPEJOTBPALICHUIO YTEUYKH HH(pOpMaIuH,
HECAaHKLUMOHUPOBAHHBIX M HENPEJHAMEPEHHBIX BO3JCHCTBUI Ha
Heé

I1o JaHHBIM I'maBHOrO | 2
MH(OPMAIIMOHHOIO  LIEHTPA | 5 5

9
MBJI Poccunm KoIM4eCTBO

3
KOMIIBIOTEPHBIX
IIPECTYILICHUN €XErogHo 3,5
yBEJIMYMBAETCA B (pasa) 4

Ilo AHHBIM I'maBuoro | 6

uH(opMaIMoOHHOTO  1eHTpa | 60
MBJI Poccum exeronnsiii | 160
paszmep MaTepuaIbHOro | 600
yimepba OT KOMITBIOTEPHBIX
MpEeCTyIUIeHU  cocTtaBisieT | 1600
0K0JIO (MJIH. pyOJIcii)

ITo JAaHHBIM I'maBroro | 7
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WHGOPMALIMOHHOTO  IIEHTpa
MBJI  Poccum  cpenHuii
y1epo, MIPUYUHSAEMBIHA
IOTEpIIEBIIEMY oT 1
KOMIIBIOTEPHOTO
MPECTYIUICHUS, paBeH (MJIH.
py0JIei)

1,7

2,7

3,7

4,7

OcHOBHOE
o0OecrneunBaroliee
KOH(PUACHITNATHHOCTD
nH(popManuY, MOChIIAeMON
M0  OTKPHITBIM  KaHaJlaM
nepegayd JaHHBIX, B TOM
qucIIe, IO CETH HHTEPHET

CpeJCTBO,

uaeHTU )UK

ayTeHTU(UKALINS

ABTOpHU3aluAa

OKCIICPTHU3a

mudpoBaHue

Jlns OGe3omacHOW mepenaun
TAHHBIX o KaHaJlaM
WHTEPHET UCIIONIBb3YETCS
TEXHOJIOTHST

WWWw

dicom

vpn

ftp

xml

Komruieke
w/WIm
CPEACTB,

anmapaTHbIX

MIPOTPaMMHBIX
OCYILIECTBIISIOIIUI
KOHTPOJIb W  (DUIBTpaInIo
CETEBOIO Tpaduka B
COOTBETCTBUHU C 3aJaHHBIMH
MpaBWJIAMHA U 3alUIIAIOIINAN
KOMIIBIOTEPHBIE ~ CETH  OT
HECaHKIIMOHHUPOBAHHOTO
JocTyna

aHTUBUPYC

3aMOK

OpaHIMaysp

Kpunrorpadus

OKCIICPTHasA CHUCTEMA

IIpouenypa, nposepsromas,
UMEEeT JU TMOJb30BaTeNh C
MpEaAbABICHHBIM
UACHTU()UKATOPOM MPaBO Ha
JOCTYI K pecypcy 3TO

HJICHTHU(hUKALIHS

ayTeHTH(UKAIUS

cTpaTuduKamus

perucTpanus

aBTOpH3AITHS

COACPIKATh I_II/I(I)pLI n 6yKBLI, 3HAaKH MPCIIMHAaHUA U OBITH CIOKHBIM
JJIA yraabIBaHUs

COJIEpXaTh TOJBKO IH(PHI

[Taponb MOJTH30BATENS | COACPIKATH TOJIBKO OYKBBI

JIOJKEH MMETh SIBHYIO MPUBS3KY K BIIAJENbIly (€ro umsi, AaTa pOKICHUS,
HOMep TelieoHa U T.11.)
OBITh TIPOCTBIM U JIETKO 3aIIOMUHATHCSI, Harpumep «123», «111y,
«gwerty» U T.J.

[lnactukoBas KapTOYKa, | TOKEH

cojeprkaras YUII VIR | password

KpHUnTorpaduyeckux

. apoJib

BBIYMCIICHU U BCTPOEHHYIO -

login

3aIMIIEHHYI0 TaMATh JJiA
XpaHeHus: HHGOpMAITUH

cMapT-KapTa

YcrporictBo
uACHTU(DUKAITIH

TS

TOKCH
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MOJIb30BaTEICH, .
MpeCTABIONEE coboii | @BTOHOMHBIH TOKEH
MOOWJIBHOE  TEPCOHAIBHOE

YCTPOWCTBO, HAIIOMUHAOIIIHE
MaJICHBKU  TEUIKep, He
MIOJICOCINHSICMBIC K
KOMIIBIOTEPY U HUMEIOLINE
COOCTBEHHBIH HCTOYHHUK
IMUTaHUS

USB-TokeH

ycTpoiicTBo iButton

cMapT-KapTa

Hoctyn  mosb3oBarens K
UH(POPMAIMOHHBIM pecypcam
KOMIbplOTEpa ®W / WIH
JIOKQJbHOM BBIUMCIMTEILHOM
CEeTH TPEANPUATHS TOJLKEH
pa3pemnaThbes TOABKO HOCe:

BKJIFOUYCHUS KOMIILIOTEPA

I/II[eHTI/I(bI/IKaI_II/II/I 110 JIOTUHY " IIapOJIt0

3arpoca naCrnopTHBIX JaHHBIX

3arpoca 10MCHHOI'0O UMCHU

3anpoca PO

DIIEKTPOHHBIE
npeHa3HAYEHBI IS ...

3aMKH

oOecrieueHHs JOBEPEHHOW 3arpy3KH KOMITBIOTEpA U KOHTPOJIA IIe-
JIOCTHOCTH (DailJIOB B cCHCTEMax

CKaHMpPOBaHUs OTIICYATKOB ITAJIBIICB

MIPOBEPKU CKOPOCTH M 3arpy3KH (aijios

O6IH6FO KOHTPOJIA

I/IJIGHTI/I(bI/IKaIII/II/I 110JIb30BaTCIIA

ONeKTpoHHBIE 3aMKH MpeaHa-
3HA4YEHBI JJIS:

XpaHEeHHs 00JIbIIOr0 00beMa KOH(MHICHINAILHON HH(BOpMAITUH

3alIUThI IEPUMETPA KOPIIOPATUBHOM CETH

HAJIC)KHOM ayTEeHTU(HUKALIMY U HACHTU(PUKAIIUY [TOJIb30BaTEICH

OJIOKMPOBAHUS KOMIIbIOTEPA BO BPEMs OTCYTCTBHUS IOJIb30BATENSA
Ha paboyeM MecTe

Jost 3aIIUThI
3II0YMBIIIJICHHUKOB
HEO0OXOIMMO UCIOJIB30BaTh

oT

CHUCTCMHOC IIPOrpaMMHOC obecnieyeHne

MPHUKJIATHOE MPOTPaMMHOE 00eCIIeUCHUE

AHTUBHUPYCHBIC MMPOTPAMMBbI

KOMITBIOTCPHBIC UT'PbI

MY3BIKY, BUIEO(DUIBMBI

AnnapaTHble MOJTYJIN
JIOBEPEHHOU 3arpy3Ku
«AKKOPI-AMI3»
MPECTABISAIOT COOOIA. ..

anmnapaTHBIM KOHTPOJIEP

3JIEKTPOHHBIN 3aMOK

CHUCTCMA KOHTPOJIA

CETEeBOM aganTep

KOHI/IpOBaJIBHLII\/'I araapar

[IpocTeitmmm crocooom
UICHTH(PUKAITTT B
KOMIIBIOTEPHOM cucTeMme
SIBJISIETCS BBO/I
uaeHTuUKaTopa

I10J1b30BaTENL, KOTOPBIN

UMEET CISAYIONIEE Ha3BaHUE

TOKCH

password

napoJb

login

cMapT-KapTa

Uro0bl moamucarh cooOIIcHHE
3JEKTPOHHOH uudpoBoi
MIOJIIHMCHIO, HCIIOIB3YIOTCS

OTKpLITBIfI KJIKO4Y OTHIPAaBUTCIIA

OTKpBITbIﬁ KJIIOY ITOJIY4YaTeJisa

3aK‘pI>ITBII71 KJIXOY OTIPaBUTCIIA

SaKpLITBIﬁ KJIIKOY ITOJIY4YaTCJIsa

KakoBa  mociieqoBaTeaIbHOCTD
MMOANMCAHUSA  COOOIIEHU ¢
noMonisro JIIT?

BBIYHCIIACTCA X511, 3aTEM XOII SaHII/I(b‘pOBI)IBaGTCﬂ

coobmieHne  3amu@poBBIBACTCSA,  IOCIE  YEero
XOUIAPYETCS

pe3yabTaT

IpY MOJIMKMCAHUU COOOIICHUE 3alIu(POBBIBACTCS, MPU MPOBEPKE
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BBIYHCIISACTCA XOII

BBIYMCIIAETCA XOII MCXOOHOI'O COOOIIEHHS, IIOCIE YEero OHO
3aIu(POBHIBACTCS

B u4em 3akmrouaercs Takoe
CBOMCTBO byHKIMHU
X3IIHUpOBaHusl H Kak CTOMKOCTH
K KOJUIM3USIM TIEPBOTO pojaa?

JUTsl JIF000T0 XdmIa h MOMKHO OBITh MPAKTUYECKH HEBO3MOXKHO
BBIYMCIIMTh MJIM ITOA00paTh Takoe X, 4to H(x) =h

JOJDKHO OBITh NMPAKTHYECKH HEBO3MOXHO BBIYHCIHTH WU
nonobpaTe JIOOYI0 Mapy pasIuYHBIX COOOMICHWH X U Y JUIA
kotopbeix H(x) = H(y)

JUIMHA XdIIa JOJDKHA OBITh (DPUKCHPOBAHHOW HE3aBUCHMO OT
JUTUHBI BXOJAHOTO COOOIIEHHS

Bupycsl, He cCBA3BIBaIOIINE

KOMIIaHbOH - BUPYCAMU

CBOU Komuu ¢ (Qaiimamu, a co- | Y€PBHU

3[al0LIMe CBOM KONMHU Ha JUC- | TTAaPa3HTHICCKHEC
KaX, HE W3MEHsAs JPYTHX | OpH3paKu
(haiinnoB, Ha3BIBAIOTCS CTeNC-BHPYCHI
AHTUBUpPYCHas NpOrpaMMa | pegizopom
OPUHLOUI  paboThl,  KOTOpPOU

OCHOBaH Ha mpoBepke (aitios, | AIMMYHH3aTOPOM
CEKTOPOB U CHCTEMHOH NaMATH CKaHEPOM

U IIOMCKEC B HHUX HM3BCCTHBIX H
HOBBIX BUPYCOB HA3BIBACTCA

JoKTOopa u (haru

Vkaz3arh HEJOCTATKH, UMEIOIITU-
ecsl y aHTUBUPYCHOHM Mporpam-
MBI PEBU30D

HECIOCOOHOCTh MONMaTh BHUPYC B MOMEHT €ro MOSIBJICHUS B
CUCTEME

He0OJIbIIIas CKOPOCTh TTOMCKA BUPYCOB

HEBO3MOKHOCTb ONPEJICIUTh BUPYC B HOBBIX (haiaax

BCC BApHAHTEI BEPHEI

K JOCTOMHCTBAM TCXHHYCCKUX
CpE€ACTB 3aIIUThl OTHOCATCA

pPEryJISPHBIN KOHTPOJIb

CO34aHNUC KOMITIJICKCHBIX CHUCTCM 3allIUThI

CTENEHb CI0KHOCTH YCTPOMCTBA

BCE BapUaHThI BEPHBI

OIlaCHbIE
(baitIoBBIE

B knaccudukanmio BUpycoB mo | PE3UACHTHbBIC

CIoco0y 3apa’keHUs BXOST 3arpy304HbIE
(aiinoBo-3arpy30uHbIe
HEPE3UJACHTHbIE
4YepBHU

K Bupycam n3menstonum cpey | CTyACHYECCKUEC

OOUTaHUS OTHOCSATCSI: OJUMOP(]HEIE
CIIyTHUKHU

Bupycel, He cBsi3pBatomue | KOMIIAHBOH - BUDYCaMH

CBOU Komuu ¢ (Qaitmamu, a co- | Y€PBU

3[al0LIMe CBOM KOIMHU Ha JUC- | CTEJIC - BUPYCHI

KaX, HE WU3MEHsAs JPYTMX | MAKPOBHUPYCHI

(haiisioB, HA3BIBAIOTCS IpU3paKH
4epBHU

K Bupycam He W3MeEHSIONMM | CTECIC-BUPYCHI

cpemy OOUTaHUS OTHOCSTCS MOJIMMOP(HEIE
CIIyTHUKH

HexoTopoe cexpeTrHoe Komde-
CTBO HWH(OPMAIUH, H3BECTHOE

UACHTU(PUKATOP MOJTB30BATEISA
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TOJILKO TIOJB30BATEII0 M Ila-
POIBHOHN CHCTEME, KOTOpOe MO-
JKET OBITH 3aIIOMHEHO ITOJIh30-
BaTCJICM W TNPCABABICHO IJId
MIPOXOXKICHUS MPOIIE Y PhI
ayTCeHTH(HUKAIIAA — 3TO . ...

I1apoJib IIOJIb30BATECIIA

Y4€THaA 3alliChb IIOJb30BATCIIA

napoJjibHasA CUCTEMa

HccnenoBanvie  BO3MOYKHOCTH
pacudpoBanus  MHGOpMAMN
0e3 3HaHUs KIoYer

KpHUIITOJIOT'UA

Kpunrorpadus

KPUIITOAHAIHN3

B3JI0M

HCC&HKHI/IOHI/IDOBaHHHﬁ JAOCTYII

XpaHeHue napojei MoOXeT ocy-
HIECTBIATHCA

B BHJIE CBEPTOK

B OTKPBITOM BUC

B 3aKpbITOM BHIC

B 3aIIM()POBAHHOM BHJIC

BCC BApHUAHTHEI OTBCTA BCPHBI

CooTHeCHTE OCHOBHBIE METOMEI
IOJTy4eHUs TapoJici

1. METO/ TOTAJILHOTO IIepedopa

2. CIIOB dpHasd aTakKa

3. mosyyeHue mapoJieil U3 caMoOi CUCTEMbl Ha OCHOBE NPOTpaMM-
HOW M annapaTHOM pean3allid KOHKPETHOW CUCTEMBI

4. npoBepka MmapoJieil, yCTaHaBIMBAEMBIX B CUCTEMAX IO YMOJIYa-
HUIO

1. ns mepebopa HCHONB3YETCS CIOBaph HanOOJIEe BEPOSITHBIX
KJIKOYEH

2. IByMSI BO3MOXHOCTSIMHU BBISICHCHHS TTAPOJISI SIBJISTFOTCS: HECAHK-
LMOHUPOBAHHBIM JOCTYI K HOCUTEIIIO, COJIepKaIIeMy Mapoiu, JIH-
00 MCIIOIH30BAHUE YSI3BUMOCTEH

3. ompoOKIBAIOTCS BCE KITIOYH MOCJIEIOBATEILHO, OJIMH 33 JPYTHM

4. mapoinb, yCTaHOBJICHHBIN (HUPMOI-pa3pabOTYNKOM IO yMOJYa-
HHUIO, OCTAETCsl OCHOBHBIM I1APOJIEM B CUCTEME

CootHecute (YHKIWH, BHINOJI-
HSIEMBIE TEXHUYECKUMH Cpea-
CTBaMH 3aIUTHI

1. BHEIIHSSA 3aluTa

2. OTIO3HABaHUE

3. BHYTPECHHSISA 3alIUTa

1. 3ammTa OT BO3JEHCTBUS JECTAOMIM3UPYIOMKX (HAKTOPOB, TIPO-
SIBJITFOIIUXCSI HETIOCPEJCTBEHHO B CpeAcTBax o0paboTku MHQOP-
MaIiH

2. 3ammTa OT BO3ACUCTBUS JeCTaOMIH3UPYIONUX (HaKTOpOB, IPO-
SIBIISIIOIIMXCS 3a NpeaenaMu ocHOBHBIX cpeacTtB ACO/]

3. cnenuduyeckas Tpymnmna cpeAcTB, MpeIHA3HAYCHHBIX IS OIO-
3HaBaHUA JIIOJEH MO Pa3IMYHBIM MHAWBUAYAJIBHBIM XapaKTepH-
CTHUKaM

OnexkTpoHHass 1UdpoBas TMOA-
IMUCh B DIICKTPOHHOM JIOKYMEH-
TE€ paBHO3HAYHA COOCTBEHHO-
PY4HOM INOANHUCHU B JOKyMEHTE
HAa OyMa)XHOM HOCHTENle TpHU
OJTHOBPEMEHHOM  COOJIFOICHUH
CIEAYIOLIMX YCIOBUM:

cepTU(UKAT KIH0Ya NOJMUCH, OTHOCSAIIUICS K 3TOW 3JIEKTPOHHOMN
U(ppPOBON TMOANUCH, HE YTPATWJI CHIY (IEHCTBYyeT) Ha MOMEHT
IIPOBEPKU WJIM HA MOMEHT IOANKMCAHUSA DJIEKTPOHHOIO JOKYMEHTa
IIpU  HAJIAYUM  JIOKA3aTEIbCTB,  ONPEACISIONIMX  MOMEHT
MOAIMCAHUS

MOJTBEPK/ICHA MOJTMHHOCTD 3JIEKTPOHHON HU(POBOM MOIIKCH B
3JIEKTPOHHOM JIOKYMEHTE

OJICKTPOHHAsA umprBaz IOoANINCh HUCIOJB3YETCA B COOTBCTCTBHUU
CO CBCACHHUAMM, YKa3aHHBIMHU B CepTI/I(bI/IKaTe KJII0O4a oA CHu

BCPHBI BCC BApUAHTEI
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Cosnmanue KITIOYeHr
DIIEKTPOHHBIX IUQPPOBBIX
MOJIIMHUCEH OCYIIECTBISICTCS ISt
HCIIOJIL30BaHUs B

MH(OPMALIMOHHON cHCTeMe OOIIEeTo MOJIb30BAHUS €€ YYACTHUKOM
WJIU TI0 €T0 O0PAICHHIO YIOCTOBEPSIFOITUM IIEHTPOM

KOpHOpaTHBHOﬁ HH(l)OpMaHHOHHOﬁ CHCTEMC B
YCTAHOBJICHHOM B 9TOH CHUCTEME

MOPSIZIKE,

BEpHBI 00a BApUAHTHI

3HaYEHUEM JIOMYCTUMOH BEPOATHOCTH HEUCIIPABHOCTEH WM

cO0eB, TMPUBOAAIIMX K TMOJYYCHHIO  3JIOYMBINIICHHUKOM
JOTIOJTHUTEIHHOM uHhopmanuu 0 KpUNITOTpapuIecKux
Uem omnpenensiercss ypOBEHb peoOpasoBaHusIX
HAJISKHOCTH NpUMEHAEMBIX | CJIOXKHOCTBIO KOMOMHAIIMM CHMBOJIOB, BBIOpaHHBIX CIy4alHBIM
KPUNTOrpaduIeCKUX obpazom
npeobpasoBaHuil HCIIOJIb30BAHKEM OOJIBIIIOT0 YKCIIA KIIOUeH I u(poBaHus
OTHOIIIEHHEM KOJHuYecTBa JemudpoBaHHON HHGPOpMaLUU K
o0mieMy KOJHMYECTBY MIM(PPOBaHHOW HMH(MOPMALINU, TOJUIeKAIICH
e pOBaHUIO
m¢poBaHue C 3aKPBITHIM KIIFOUOM
Kax UHaye HasbIBaeTcs | MHMGpPOBaHKE METOAOM beiitca

CUMMETPUYHOE IIU(PPOBAHKE

mUGpoBaHUE C OTKPBITHIM KIOYOM

mudpoBaHUE C IEPEMEHHBIM KIFOYOM

Kaxkoit aJrOpUTM HE
HCIIONb3YETCS pu
CUMMETPUYHOM MK (POBAHUN

MMOTOYHOE IH(POBAHUE

MoOUTOBOE MK (pOBaHUE

6s109HOE mHdpoBaHUE

anroput™ Dib-1"amans

Yto sBASETCS NPEUMYLIECTBOM
CUMMETPUYHOTO MU POBAHUS

CKOPOCTb BBITIOJTHEHHS] KpUNITOTpaduuecKux npeodpa3oBaHmil

JISTKOCTh BHECCHMSI M3MEHCHUH B aJITOPUTM TG POBAHUS

CEKPETHBIN KJIFOY HU3BECTEH TOJBKO IMOIyYaTeo MHPOpMAIUU H
IepBOHAYAJILHBIN OOMEH HE TPEOYET mepeaadr CEKPETHOr0 KIroua

NpUMEHEHHEe B CcHCTeMax ayTeHTUUKaluuu (3JIEKTPOHHAS
TTOJIITHCH)

Kak Ha3bBaeTca «ucropuye- umdp Mapkosa

CKuity 1mmdp, B KOTOPOM Kaxk-

nass OykBa HCXOJHOTO TEKCTa

3aMeHsIach OyKBO#, cTOsIIEi wp Lesaps

Ha HEKOTOpoe (PUKCHPOBAHHOE
YHCIO MECT Aajbliic B andaBu-

mudp DHUrma

T€, O NPUMEHEHHH KOTOPOIO
UMEIOTCS JOKYMEHTAIIbHbIE
CBUIETENIHCTBA? wmdp badumxa

CHMMETPHUYHEIC KPUIITOCUCTEMBI

KPUOTOCUCTEMBI C OTKPBITHIM KJIIFOUOM

. | KpunTOCHCTEMBI C TyOIMPOBAHUEM 3AIUTHI

Pasnenst COBPEMEHHOMN - =

CHUCTEMBI SJICKTPOHHOM ITU(DPOBOM IOITHUCH
KpUNITOTpadu:

YIIpaBIICHUE TTAPOJISIMHU

YIIpaBJICHUC nepenaqeﬁ JaHHBIX

YIIpaBIICHUE KITFOYaMHU

ABTOpH3anyei Ha3bIBACTCS

npoliecc, MOCPEACTBOM KOTOPOro MACHTH(HKAIMS Hpeiroiarae-
MO IMYHOCTH MPOBEPSIETCS HA OCHOBE JJOKYMEHTA, YJI0CTOBEPSIIO-
LIET0 JJUYHOCTh

ayTeHTU(UKAlUg OCHOBAHHAs HA JIBYX Pa3HbIX TUIAX WIACHTU(U-
Kaluu.

4aCTb HACHTHYHOCTH, KOTOpasg OTpaxXacT ONpCACICHHYIO BpPO-
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KJICHHYIO0 0COOGHHOCTD JIMYHOCTH, TO €CTh TO YTO CBSI3aHO C KOH-
KPETHOM JIMYHOCTHIO

[Iporuecc, KOTOpBIi AaeT (WK OTKIIOYAET) MPaBo AOCTYMA K (ceTe-
BBIM) pecypcam

AyTteHTuUKaIHS - 3TO
npouecc HPOBEPKU
MIPEATONaraeMoil MOTMHHOCTH
JUYHOCTH  Ha  OCHOBAaHUU
KaKoro-1u00  yIOCTOBEpEHUs
JUYHOCTH, KOTOpOE  MOJXKET
OBITH

YTO-TO, UYTO BBI 3HACTC

4TO-TO, UTO y BaC €CTb

TO, YEM BBI ABIISICTECH

JIBOItHOM 3alTUTOM HA3BIBACTCS

ayTeHTU(UKAIU Ha OCHOBE JABYX MIACHTU(DHKATOPOB.

ayTeHTU(UKAIMS  OCHOBaHA HA  JIBYX  Pa3HbBIX
HUJICHTU(UKALIMT

THUIIaX

ayTeHTU(UKalKsg, OCHOBAaHHAs Ha JByX WM Oojee pazIu4HbIX
THHAX UACHTU(DUKAIIIT

HepeqﬂanTe BAXXHBIC YUCTHBIC

YUYCTHBIC 3allMCH IJIs1 BXOJ4 B 0aHK

VYETHBIC 3alWCH, COJEpKaliie KOH(DHUICHITUAIBHYIO JIMIHYIO
nHpOopMaIrIo

3alliuCu 11 I1OJIL30BATCIIsA o
ajpeca JJICKTPOHHOW TOYTHI, HA KOTOPBIC BBl MOXKETE 3aKa3aTh
Hureprera, rae HYZHHO HAITOMUHAHUA apoJIst I rux BeO
HCIIONIb30BaTh JIBYX3TaITHYO 0 pOJIi Ut APy ue “CPeA
ayrenTHbUKAIHIO? YUCTHBIC 3aIIMCU COIIMAIIBHBIX CETEH
YYETHBIC 3alHCU CIIY)KO C MOMOIIBI0 KOTOPBIX BXOIST B JIPYTHE
BEO-CITYKOBI
ACHMMETPUYHBIMU aJITOPUTMaMHU MKU(PPOBaAHUS
ANTOPUTMBI  IUPPOBAHUS €

OTKPBITBIM KJIFOYOM TMO-ApPYTO-
MY Ha3bIBAIOTCA

CUMMCTPHUYHBIMHU aJITOPUTMAMHU IJ_II/Id)]f)OBaHI/IH

OJIHOCTOPOHHUMH aJTOPUTMaMU THUGPOBAHUS

HOMCXOYCTOI\/'ILII/IBLIMI/I AJITOPUTMAMHU IJ_II/Id)pOBaHI/ISI

ACHUMMETpUYHBIE  AJITOPUTMBI
mmdpoBaHUA TMO-APYyroMy Ha-
3BIBAIOTCS

AIrOpUTMaMH MHGPOBAHMS C OTKPHITHIM KIOYOM

CUMMETPUYHBIMH aJITOPUTMAMHM MK (DPOBAHUS

OJHOCTOPOHHUMHU AJITOPUTMAMH IJ_II/Id)pOBaHI/IH

ITOMEXOYCTONYMBBIMH AJIFTOPUTMAMHM KU (DPOBAHHUS

MaremaTtnyeckas yHKOUs, KO-
TOPYK0 OTHOCHTENIBHO JIETKO
BBIUMCIIUTh, HO TPYAHO HalTH
[0 3HAYEeHUIO (QYHKUUH COOT-
BETCTBYIOILIEE 3HAUEHHUE apry-
MEHTa, Ha3bIBa€TCS B KPHUITO-

rpaduu

Kpunrtorpaguueckoi QpyHKIMeH

OJTHOCTOPOHHEH (QyHKIHeH

dbyukauent Judou-Xemmmana

dbyukmen Dinepa

OnHocTOpOHHME (QYHKIUH, TO
ecTb (DyHKIHH, KOTOpPBIE OTHO-
CHUTEIIBHO JIETKO BBIYUCIIHTH, HO
NPaKTUYCCKU HEBO3MOXHO
HaliTW 1O 3HaueHHI0 (YHKUUU
COOTBETCTBYIOIIICE  3HAUCHUE
aprymMeHTa, MOXKHO HCIIOJIB30-
BaTh JIs

(hopMHUpOBaHUS XEII-KOJOB

mudpoBaHus COOOIEHUH

dhopmupoBaHus TUGPOBOH MOITUCH

KOHTPOJIA 1 UCITPABJICHUA OIIMOOK Ipu nepcaadyc I/IH(bOpMaI_II/II/I

Uro sBisercss OCOOCHHOCTBIO
CHCTEM IH(POBAaHUSI C OTKPHI-
TBIM KJIFOUOM MO CPaBHEHHIO C
CUMMETPUYHBIMH  CHCTEMaMH
mmdpoBaHus?

BO3MOYKHOCTh IU(PPOBaHHUS KaK TEKCTOBOHM, Tak M rpaduyeckont
HH(pOPMAIUH

BBICOKAsI CKOPOCTh MPOIIECCOB MU(POBaHUS/paciuGpOBaHUS

HCITIOJB30BAHHUEC MAJIOT'0 KOJIMYCCTBA BHIYHMCINTCIBHBIX PCCYPCOB

OTCYTCTBHE  HEOOXOAMMOCTH  TIPEABAPHUTEIBHOW  Tepenayu




Bonpoc

Bapuanmbl omeema

CCKPECTHOI'O KJro4a 110 Ha,[[é)KHOMy KaHally CBA3HU

Hns  pemeHuss kakux —3ajad
MOKHO HCIIOJIb30BaTh aJrOPHUT-
MBI MUQPPOBAHUSA C OTKPBITHIM
KITF04OoM?

JJIA HH/I(prBaHI/ISI nepeaaBacMbIX U XpaHUMBIX AAaHHBIX B LCJIAX
KX 3alIMThI OT HCCAHKIITMOHHUPOBAHHOI'O JOCTYIIa

s (popmupoBaHUS IUPPOBON MOAMUCH TMOJA 3JIEKTPOHHBIMU
JIOKyMEHTaMu

AJ pacnpeaciaCHuss CEKPETHBIX KJ'IIO‘ICI‘/'I, HCIIOJIB3YEMbBIX ITOTOM
IIpHu HlHd)pOBaHI/II/I JOKYMCHTOB CUMMCTPHUYHBIMH MCTOdaMU

TS IOMEX0YCTOMYHBOTO KOJHUPOBaHUS nepeaaBaeMbIX
COOOILIEHUI

Yro gaBngeTrcs HEJOCTATKOM CHU-
cTeMbl MIH(POBaHUA C OTKPHI-
TBIM KITFOYOM?

HHU3Kas CKOPOCTh MPOLIECCOB MUGPOBAHUSA-PACIIH(PPOBAHKS

HEOOXOAMMOCTh OOHOBJICHHS KJIIO4Ya TMOChe Kaxzaoro (Qakra
repeadn

OTCYTCTBHE  HEOOXOAMMOCTH  HIpPEIBApPUTEIBHOM
CEKPETHOI'0 KJII0Ya 10 HaAE)KHOMY KaHaIly

nepegayn

HEOOXOIMMOCTh MPEIBAPUTEIBLHON Mepeladyi CEKPETHOTO KITroua
10 HaAEKHOMY KaHaly

YTt0o HA3BIBAIOT 3aKpPBITBIM KIIIO-

KJIFOY, KOTOPBIN JOJIKEH XPAHUTHCS B CEKPETE

KJIFOY, KOTOPBIA HE00s13aTeIbHO XPAaHUTh B CEKPETE

4OM B aCMMMETPUYHBIX METO- | JJFOOOM  KJIIOY, HMCHOJB3yeMbld 1  WUGPOBAHUA  WIH
Aax wupposaHus’? pacmudpoBaHus
KITIF0Y, KOTOPBIN HCMONb3yeTCs /Uil BHIPA0OTKH HMHUTOBCTaBKH
KJIFOY, KOTOPBIN JOJIKEH XPAHUTHCS B CEKPETE
YTo Ha3BIBAIOT OTKPHITHIM KO- | KJIIOY, KOTOPBIM HE 0053aTeJIbHO XPaHUTh B CEKPETE
4OM B AaCHMMETPHUYHBIX METO- | JIIOOOW  KIIFOY, HWCIONB3YEeMBbIM s mHUGpOBaHUS  WIH
Aax mudposaHus’? pacirdpoBaHust

KJII0Y, KOTOpI)II;'I HCIIOJB3YCTCA IJIA BBIpa6OTKI/I NMHTOBCTAaBKH

Kax Ha3pIBaeTCs KITFOY, UCIIOIh-
3yeMbIi B  aCHMMETPUYHBIX
KpUnTorpauIecknx aaropuT-
MaxX, KOTOPBIM MOXHO HE Xpa-
HUTH B ceKpeTe?

3aKPBITHIN KJIFOY

OTK‘pLITHﬁ KJIFOY

TaWHBIA KITFOY

SIBHBIN KJTIOY

KJIFOY ITU(POBAHUS

CKOIIbKO KJIIOYEH UCIONb3yeTcs
B KpuUNTOrpadMvecKux alro-
pUTMax C OTKPBITHIM KITFOUOM?

W N [— O

4

Y10 00LIETO MMEIT BCE METO-
Il M(POBAHUS C 3aKPBITHIM
KIIFOUOM?

B HUX Ui ¢ poBaHus WHGOPMAIIUU HCIIONB3YEeTCS OJUH KITHOY,
a JuIs paciIuPOBAHUS — IPYTOM KITIOY

B HHUX Juig ImudpoBaHus U paciiuppoBaHUs HHPOpMALUU
UCTIOJIb3YETCS OJIMH U TOT K€ KIII0Y

B HMX BXOIHOM IIOTOK HCXOZHOI'O TEKCTa IEJIUTCSA Ha OJIOKH, B
KaXJOM M3 KOTOPBIX BBITIOJHSACTCS IIEPECTAHOBKA CHMBOJIOB

B HUX JUId onepanuii mudpoBaHus U  pacur(poBaHUs
UCIIOJIB3YETCSI 1BA PA3HBIX KJIFOYa — OTKPBITHIA U 3aKPBITHIN

Ykaxute TpeOOBaHUS K alro-
pUTMaM IUPPOBAHUS C OTKPHI-
TBIM KJTIOUYOM

BBIYUCIIMUTEIILHO HEBO3MOXHO CO37aBaTh Mapy (OTKPBITHIM KIIIOY,
3aKPBITHIN KITHOY)

BBIYHUCIINTCIIBHO
OTKPBITHIM KJIKOYOM

HEBO3MOXKHO  3ammdpoBaTh  COOOIIECHUE

BBIYHCIIUTEIIBHO HEBO3MOXHO, 3Hasl OTKPBITHIA KIIFOY, ONIPEACIUTh
COOTBETCTBYIONIMHN 3aKPBIThIN KJIIOY

BBIYHCIIMTCIBHO HCBO3MOXKHO, 3Has TOJIBKO OTKpBITLIﬁ KIIFOY U




Bonpoc

Bapuanmbl omeema

3aI.HI/I(I)p0BaHHOC COO6I_I_ICHI/Ie, BOCCTAaHOBHTD

CcOo00IIIeHNE

HCXOOHOC

VYkaxure TpeOOBaHHA K ajiro-
pUTMaM LIH(QPOBAHUS C OTKPHI-
TBIM KITIOYOM

BBIYHCIINTCIBHO JICTKO BaLHI/I(prBaTL COOGH.[GHI/IC OTKPBITBIM
KJIIIOUOM

BBIUMCIIUTENIFHO JIETKO pacmM@poBaTh COOOILICHHE, HCIONb3Ys
3aKPBITBIN KITFOY

BBIYMCIIUTCIBHO HEBO3MOXXHO, 3HAasA OTKprTLIﬁ KJIOY, OMMPCACIINTD
COOTBETCTBYIONIMI 3aKPBIThIN KIIIOY

BBIYHUCIINTCIIBHO HCBO3MOX>KHO, 3Has TOJBKO OTKpBITBIﬁ KIIIOY H

Kakpe karoud H Kak JOJDKHBI
TIPUMEHATHCS TIPU HCITONH30Ba-
HAU aCUMMETPUYHBIX KPHUIITO-
rpa@UYecKuX alrOPUTMOB IS
mudpoBaHUSA  TIepeIaBaeMbIX
JTaHHBIX?

3an(poBaHHOE cooOIIeHue, BOCCTAHOBHUTH HWCXOIHOE
cooO1enne
OTIpABUTEIb  IMHUPPYET  COOOIIEHHE  OTKPHITHIM  KJIFOYOM

MoJTy4artessi, a MoJdydarenb pacimr(pOBBIBAET COOOIIEHHUE CBOUM
3aKpPBITHIM KIIIOYOM

OTIpaBUTENb  MH(pPYEeT COOOIIEHWE  3aKPBITBIM  KIHOYOM
NoJiyyartessi, a nojydareib pacliu@poBbIBaeT COOOIIEHHE CBOUM
OTKPBITBIM KITFOUOM

OTIIPaBUTENb MIUPPYET COOOIIEHNE CBOUM OTKPBITBIM KIIFOUOM, a
MoJTy4yaTeNib pacii(poBBIBAET COOOIIEHUE 3aKPBITHIM KIHOUYOM
OTIIPaBUTEIS

OTIIpaBUTENb WHUPPYET COOOIIEHNE CBOMM 3aKPBITHIM KIIIOUOM, a
nojiyyareiab pacuIM(pOBBIBAET COOOLIEHHE OTKPHITHIM KIIHOUOM
OTIPABUTEIIS

Kakum TtpebGoBanusiM AOKHA
VIOBJIETBOPSTH  JIIEKTPOHHAS
nudpoBast MOANKCH?

MOAMKUCH BOCIIPOU3BOAUTCS TOJIBKO OJTHUM JIULIOM, a MOAJIMHHOCTh
€€ MOXKET OBITh YJIOCTOBEpPEHA MHOTUMHU

MOAMKUCH BOCIIPOU3BOAUTCS MHOTUMH JIMLIAMU, a €€ MOAJIUHHOCTh
MOYET OBITh YAOCTOBEPEHA TOJHKO OTHUM JIUIIOM

MOAMKUCH HEPA3PHIBHO CBS3BIBAETCS C JIAHHBIM COOOIIEHHEM U HE
MOXET OBITh IEpeHECEHA Ha IPYTON JOKYMEHT

MOAMKUCH HE CBS3BIBACTCS C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBITH NEpEeHECeHa Ha APYTOd JOKYMEHT

Kakum TpeOoBanusM I0MKHA
YIIOBJIETBOPATh  JJIEKTPOHHAsS
uQpoBast HOAIMUCH?

IIOCJIC TOr'o, Kak 1I0KYMCHT IIOoAIIMCaH, €0 HCBO3MOXXHO U3MCHUTD

IIOCJIC TOI'0, KaK JOKYMCHT IOAIIMCAaH, €0 MOXXHO M3MCHATH

MOAMKUCH HEPA3PHIBHO CBS3BIBAETCS C JIAHHBIM COOOIICHHEM U HE
MOXET OBITh IEPEHECEHA Ha JIPYTOM JOKYMEHT

MOAMKCH HE CBS3BIBACTCS C KOHKPETHBIM COOOIIEHHEM M MOXKET
OBIThH ITEpEHECEHA HA APYTOM JJOKYMEHT

Kakum TpeOoBaHUsIM HOJDKHA
YAOBJCTBOPSTH  3JICKTPOHHAS
nndpoBas MOJIMUCH?

OT IIOCTaBJICHHOM nOANMMCH HEBO3MOXXHO OTKa3aTbCsa, TO €CTb
JIMIo, moArnucaBmiee AOKYMCHT, HC CMOXKCET IMOTOM YTBCPIKAATh,
YTO HE CTaBHJIO ITOAITMCH

moANrCh BOCHPOU3BOJUTCA MHOTHMHU JIMIIaMH, a €€ MMOAJIMHHOCTD
MOJKET OBITH YAOCTOBCPCHA TOJBKO OJHUM JIMITOM

MOAMKUCH HEPA3PHIBHO CBA3BIBACTCS C JIAHHBIM COOOIIEHHEM U HE
MOXET OBITh IEPeHECEHA Ha IPYTOM JOKYMEHT

MOAMKUCH HE CBS3BIBACTCS C KOHKPETHBIM COOOIICHHEM M MOXKET
OBITh MepEHECeHAa Ha APYTOd JJOKYMEHT

st yero mpeaHa3Ha4YeH LEHTP
cepTuduKanny KIroden?

JUISL pETUCTpaIiii a0OHESHTOB

JUISI K3TOTOBJICHHUS CEPTU(HUKATOB OTKPBITHIX KIIFOUCH

JJIs1 BBIICJICHUS CIICHHUAJIbHBIX KaHAJIOB CBA3H aboOHEHTaM

JJIA XpaHCHUS M3IrOTOBJICHHBIX CepTI/I(i)I/IKaTOB

I 1NoAACPXaHHA B aKTyaJlbHOM  COCTOSAHHHM  CIIpaBOYHHKaA




Bonpoc

Bapuanmbl omeema

JEHCTBYIONIUX CEPTU(PHUKATOB

JJIA BBIITYCKA CIIMCKA JOCPOYHO OTO3BAHHBIX CepTI/ICbI/IKaTOB

Kak HazpiBaetrcs cTpykTypa B
cocTaBe OOJBIIOW CETH CBS3H,
3aHUMAIOIAC TeHEPUPOBaHU-
€M KIIoYel, UX XpaHEHUEeM U
ApXUBUPOBAHUEM, 3aMCHOW WIIH
U3BATHEM W3 OOpalleHus cra-
PBIX YU HEHY>KHBIX KIIFOUEi?

YCTPOMCTBO paclpeieICHUs KII0Ue

LEHTP 3aKPHITOTO MHU(POBAHUSL

LIEHTP pacIpeeICHUs KI0Ue

LEHTP OTKPHITOTO MHU(POBAHUS

Kakum cBoiicTBamMu JOKEH 00-
Janath CEPTUPHUKAT OTKPBITOTO
KJroua?

KaKIbIH MOJIB30BaTENb [IEHTPa CePTU(HUKAIINHN, UMEIOIIHI JOCTYTI
K OTKpPBITOMY KJIIOYY IIEHTPA, MOKET H3BJIEYb OTKPBITHIN KIIIOY,
BKJIFOUCHHBIN B CepTH(HUKAT

HU OJIHA CTOPOHA, NMOMHMO IIEHTpPAa CEpTUPUKAINUA, HE MOXKET
HM3MEHHTh CEPTU(MUKAT TaK, YTOOBI 3TO HE OBLIO OOHAPYIKEHO

J000# T0JIB30BATENh CHCTEMBI MOKET H3MEHHUTH CepTU(DHUKAT

KQKIBIH MOIH30BATEINb IIEHTPa CePTU(HUKAIINHN, UMEIOIINA JOCTYII
K OTKPBITOMY KJIFOUY IIEHTPa, MOKET U3MEHUTh OTKPBITHINA KITHOY,
BKJIFOUCHHBIN B CEpTH(HUKAT

Yro 00ILIEro UMEKT BCE METO-
el HA(POBAHUSA C 3aKPBITHIM
KIIFOYOM?

B HUX JUIsS U(PPOBaHUS UHPOPMAITUU HCIIONB3YETCsS OJUH KITHOY,
a JuIs paciIn(POBAHUS — IPYTOM KIIIOU

B HHX BXOHHOﬁ IIOTOK HCXOJHOI0 TCKCTAa ACIHNTCA Ha 6J'IOKI/I, B
KaXXJ10M M3 KOTOPHBIX BBIIOJHACTCA IICPCCTAHOBKA CUMBOJIOB

B HHUX IPOHU3BOJUTCS CIIOKEHHE CHMBOJIOB HMCXOJHOIO TEKCTAa H
KJIFOYa [0 MOJIYJII0, PABHOMY YHCIY OYKB B alihaBUTE

B HHMX Juid IudpoBaHUS U paciinppoBaHUs HHPOpMALUU
UCIOJIb3YETCS] OJIMH U TOT X€e K04

Kakwue omeparyiv mpuMeHSIOTCS
OOBIYHO B COBPEMEHHBIX OJIOY-
HBIX AITOPUTMAax MUPPOBaHUS?

BO3BCACHHUC B CTCIICHD

3aMeHa OWT 1o Ta0IuIle 3aMeH

HaX0XJACHHUEC OCTAaTKa OT ACJICHHA Ha 00JIBIIIOE IpOoCTOC YHUCIIO

IepecTaHOBKa OMT

CJI0’KEHHUE 110 MOYJIIO 2

CumMeTpuyHBIE METOABl MHUQ-
pOBaHUSA — 3TO METOJHI ...

H_II/Id)pOBaHI/ISI C OTKPBITBIM KJIIOYOM

cxaTusi uHGopMaIuu

HOMCXOYCTOI\/'I‘{I/IBOFO KOAWPOBAHUS

U POBAHUS C 3aKPBITHIM KIOYOM

Kak HaspiBaeTcs COOOIIEHHE,
MOJIyYeHHE MOCIIe Tpeodpa3oBa-
HHS C UCIOJB30BaHHEM JTHO00T0
mudpa?

UMHUTOBCTABKOU

KIIFOYOM

OTKPBITHIM TCKCTOM

3aKPbITBIM TCKCTOM

Kak Ha3piBaeTCsl OJHO3HAYHOE
peoOpa3oBaHKe BXOJHOTO Mac-
CHBa JaHHBIX HpOPI?:BOJ'ILHOI:I
JUIMHBI B BBIXOJHYH) OHTOBYIO
CTPOKY (HUKCHPOBAaHHON M-
HBI?

KOJIJIN3 U

XEUIMPOBAHHUE

TFaMMHPOBAaHHC

nepecTaHOBKa

CJIOKEHHUE M0 MOJYJIIO 2

Kak nazweBaeTcs (yHKOHS, KO-
TOpasi ISl CTPOKH MPOU3BOIb-
HOH JUTMHBI BBEIYMCIISIET HEKOTO-
poe 1erroe 3HauYeHHEe I HEKO-
TOPYIO JIPYTYIO CTPOKY (HUKCH-
pOBaHHOM IIMHBI?

Kpunrorpaduueckas pyHKIUsI

OJIHOCTOPOHHSS QYyHKIHUS

xenr-QyHKIus

byHKIUSA Diinepa

(GyHKIMS TaMMUPOBAHHUS




Bonpoc Bapuaumwvr omeema

Xem-(QyHKIUs JO0DKHA ObITh NPUMEHHMa K  COOOIIEHUIO
(hMKCUPOBAHHOTO pa3zmMepa

IIPYU U3BECTHOM 3HadeHuu xeu-pyHkiun H(M)=m 10mkHO OBITH
TpyAHO (TIPAKTHYECKH HEBO3MOXHO) HAWTH  TOJXOJSIIHHA
npoobpaz M

IpU HM3BECTHOM COOOWICHHHM M MOIKHO OBITH TPYAHO HAWTH
apyroe coobuienne M’ ¢ TakuM e 3HaYeHHEM XelI-(DyHKIMH, KaK
Y HCXOIHOTO COOOIICHUS

UL COOOIIEHWH OJMHAKOBOTO pa3Mepa Xem-KoJa JOJDKEH
HOJTY4aThCS OJMHAKOBBIM

Kakne tpeboBaHMS TpeabsB-
JSIFOTCS. K KPUNTOrpaduvaecKum
xem-(QyHKIusM?

Xem-(QyHKIUs JODKHA OBITh NPUMEHHMa K  COOOIICHHUIO
(MKCHPOBAHHOTO pa3Mepa

NpU U3BECTHOM 3HadeHnu xem-pyHkinun H(M)=m nomkHO OBITH
TpyZiHO (TIpaKTHYeCKM HEBO3MOXHO) HAWTH  MOAXOASLIMNA
mpoobpaz M

IIPU U3BECTHOM COOOIIEHNH M JOIKHO OBITh JIETKO HAWTH Apyroe
coobmierne M’ ¢ TakuM jk€ 3HA4eHHWEM Xeml-(QyHKIHH, Kak y
MCXOJTHOTO COOOIICHHSI

JIOJDKHO OBITh TPYAHO HAWTH Kakylo-TMOO Tapy CIy4YaiHbIX
Pa3NUYHBIX COOOLICHUN C OAMHAKOBBIM 3HAUEHUEM Xell-(YHKIUU

Kakne TpeOoBaHHS TpeNbsB-
JSIOTCS K KpUNTOrpaduaecKkum
xem-QyHKIusIm?

JUTSI IPOBEPKH LIETOCTHOCTH COOOIIECHHUS

JUIsL IPOBEPKHU aBTOPCTBA COOOIICHHUS

JuIst (hOPMHUPOBAHUS PJCKTPOHHOM HU(PPOBOI MOAMKUCH
JUIst I (POBAHUS COOOIIEHHUI

B KQUeCTBE KJII0Ya IIPH MHU(PPOBAHUH

Jns xakux neneil mpuMeHsieTcst
XeII-KoJ B Kpunrorpapuun?

Bonpocsl k koMIuiekcHOMY 3a1aHui0 TK2

1. UTo OTHOCHUTCS K CpEACTBAM MHKEHEPHO-TEXHUYECKOM 3alUThl HHPOPMALIUH
U JIJI YEro OHM MpPEeTHA3HAYEHBI?

2. Kakue crocoObl ayTeHTH(UKALMK TOJb30BaTelied MOTYT NPUMEHSThCS B
KOMIIBIOTEPHBIX CUCTEMaX?

3. B ueM 3aKit0yarOTCs OCHOBHBIE HEJIOCTATKH MAPOJIbHON ayTeHTHU(PHUKALUU U
KaK OHa MOXET OBbITh ycuJieHa?

4. Kakue 6MOMeTpUUYECKHUEe XapaKTEPUCTUKU MOJIb30BaTENe MOTYyT IPUMEHSTh-
csl A uX ayTeHTHUQuKanuu? B yem npeumyiiecTBa mof00HOT0 crocoda noaATBepxkie-
HUS TOJJIMHHOCTH?

5. Urto Ha3bIBalOT IBYX(aKTOPHOU ayTeHTU(DUKAICH?

6. B uem pa3zHuiia MEXIy CHMMETPUYHBIMU U aCHMMETPUYHBIMU KpUNITOTpadu-
YECKUMU CHCTEMaMu?

7. B ueM pa3Hu1Ia MEXKy MOTOKOBBIMHU M OJIOYHBIMU HIU(ppamMu?

8. Uto Takoe »sieKkTpoHHas Iu@poBas MOANUCH, KaK OHA IMOJydaeTrcs |
poBepsETCs?

9. Kakoga ponas B cuctemax DI pynkimii xemupoBanus?

10. Kaky!o posib UCTIONHSIOT YAOCTOBEpsoINe HEeHTpbI? UTo Takoe cepTudukar
OTKPBITOTO KJIroua?

11. Kakue nporpaMMsl OTHOCAT K pa3psly BPEIOHOCHBIX?

12. Yto Takoe KOMIBIOTEPHBIN BUPYC?

13. Kakue cyiecTBytOT BUJIbl KOMIIBIOTEPHBIX BUPYCOB?



14. B yem pazHuiia Mexay 3arpy304HbIMU U (aiIoBbIMU BUpycaMu?

15. Kak mpoucxoaut 3apaxeHue u GyHKINOHUPOBAHHUE 3arpy30YHbIX BUPYCOB?
16. Kakue Tums! (aitsioB MOTYT 3apaxkaThCs (aiiJIOBBIMHA BUpyCaMu?

17. Kak mpoucXoauT 3apaxeHue MporpaMMHbIX (haiaoB?

18. Tlouemy (haiiiapl JOKYMEHTOB MOTYT COAECPKaTh BUPYCHI?

19. Kak oOecreunBaercs  aBTOMAaTHYECKOE  MOJIYYEHHE  YNPABIICHUA

MaKpoBupycamu?
20. B wuyem 3akmiouaercs mnpoQuUIAKTUKA 3apa)K€HUs KOMIBIOTEPHBIMHU
BUpYCaMH?

21. Kpunrorpadguueckre npuMUTUBBL. X3I-PYHKIUSA U €€ TPUMEHEHUSI.

Has Tekymero kouTpoJs TK3:
[IpoBepsieMasi KOMIETCHIIHUS:

KOI[ N HAUMCHOBaAHHEC KOMIICTCHIIMHN KOI[ 1 HAMMCHOBAHUEC MHIUKATOpa

OIIK-1. CriocobeH moHUMAaTh MPUHITUIIBI pa- OIIK-1.2. Bnameer HaBbIKAMH TPUMEHEHHS ITUGPO-
OOTBI COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHO- | BBIX TEXHOJIOTUW IS pelIeHHs 3a1ad mpodeccro-
JIOTHI1 ¥ UCTIONB30BATh UX IS PEIICHUS 3a7a4 | HATbHOW JESTeIbHOCTH C YYETOM OCHOBHBIX TpeOoBa-

poQeCCHOHATILHOM S TEIIbHOCTH HUH MHPOPMAIIMOHHOM 0€30MacHOCTH
Tect
Bonpoc Bapuarnmer omseema

pa3paboTka HOPMATHUBHO IPABOBBIX AaKTOB, PETJIaMEHTHPYHOIINX
OTHOIICHHUS B MHHOOPMAIIMOHHOMU cdepe

CO3/IaHUE U COBEPIIEHCTBOBAaHME cucTeMbl obecrieuenust b PO

K paBOBbIM METOAaM | pa3pabOTKa, HCIOIB30BAHUE K COBEPIICHCTBOBAHUE CPEACTB
3aIMThI UH(OPMALMH | 3amIUTHI MPOLIECCOB U IPOrpaMm

OTHOCHTCS: paspabotka mporpamm obOecrieuenuss b P® wu ompenenenue
opsAaKa X GUHAHCUPOBAHHUSI

¢bopMUpOBaHME  CHUCTEMBl ~ MOHUTOPMHIa  I[OKazareiae u
xapaktepuctuk Ub PO

Nudopmarus, npodeccuoHalibHas TaliHa
UCTIONb30BaHUE KOTOPOH Oe3

corjacusi CyObeKTa MOXKET
HaHCCTU BpEA Cro 4YeCTH,
JIOCTOUHCTBY, NEJIOBOH
penyTamyu ciyxeOHas TaitHa

rocy/1apCTBEHHasl TaliHa

IEPCOHAJILHBIC JAHHBIC

KOMMep4YecKasi TaliHa

B pyxoBoasiiem qoKyMeHTe
®CTOBK CHCTEMEI, B
KOTOpBIX  paboTaer  OauH
M0JIb30BaTENb, JOMYIICHHBIN 1r
KO Bced oOpabarpiBaeMoi
UHPOpMALIUU ypoBHS | 2A
roCyIapCTBEHHOU TaHBbI,
pasMEIEHHON Ha HOCHUTENAX | 3A
OJTHOTO YpOBHS
KOH(UICHIIMATEHOCTH ~13p
OTHOCSITCS K TPYIIIe

1A

K  mnpaBoBeIM  MeToJaM | CO3JJAHUE U COBEPIIEHCTBOBAaHUE cucTeMbl obecnieueHus: b PO
3aILUThI uHpopManuu | pa3paboTKa, HCIOIb30BAaHUE U COBEPUICHCTBOBAHHUE CPENICTB
OTHOCHTCS 3aIUTHI IPOLIECCOB U MTPOrpamMm
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BHECEHME H3MEHCHUIN M MOIMOJHEHMH B 3aKOHOJATEILCTBO P,
peTYJIHMPYIOIIME OTHOMICHUS B 00jactu obecrieucHus: b

paszpaboTka mporpamm obOecrneueHuss b P® u ompenencHue
MOpsiIKa UX (PUHAHCHPOBAHUS

(dhopMUpOBaHHE  CHUCTEMBI nokazarteie u

xapaktepuctuk Ub PO

MOHHUTOpHHTA

B pykoBogsmiem nOKyMeHTe
OCTOK CHCTEMEI, B
KOTOPBIX paboTaet
HECKOJIbKO  IOJIb30BaTeseH,
KOTOpBIE UMEIOT OJINHAKOBbIE
mpaBa JIOCTyna KO Bceil
UHpOpMALIUU YPOBHS
roCyIapCTBEHHOU TaiHBbI,
oOpabaTrsiBacMO u/unu
XpaHUMOW Ha  HOCHUTENAX
pa3iIuyHOTO YPOBHSI
KOH(HICHIIMATEHOCTH —
OTHOCSTCSI K TpyIIe

3A

2A

1A

3b

1b

K OpraHu3alMOHHO-
TEXHUYECKUM MeToJaM
3allUTHI uHpOopMauu
OTHOCHUTCS

CO3JIaHKME M COBEPIICHCTBOBAHHUE CUCTEMBI obecnieueHust b PO

pa3zpaboTka mporpamm oOecrneueHuss b P® wu ompenencHue
nopsaka ux (QuHancupoBanus; 3. (opMHpOBaHHE CHUCTEMBI
MOHMTOPHUHIA MOoKa3areneil u xapakrepuctuk Ub PO

YTOYHEHHE CTaTyca HMHOCTPAHHBIX WH(MOPMAIMOHHBIX areHTCTB,
CMMU u XypHAJIUCTOB

B pykoBogsaimiem NOKyMeHTe
OCTIK
MHOTI'0II0JIb30BATEIbCKUE

CHCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

obOpabaTriBaeTCs u/unu
XpaHUTCS uHpopManus
pa3sHbIX YPOBHEMN
KOHQUJIECHIIMAIBHOCTH  J0
rpudpa  «Ocobo  BaKHO»
BKJIIOYHUTENBHO, npudyeM
pa3MyHBIE  TIOJI30BATEIN

UMEIOT pa3jIn4yHble IpaBa Ha
JocTyn K HHpoOpManuum —
OTHOCSITCS K TpYIIIE

1b

2b

3A

1A

1B

3amuin@aeMpie TOCy1apCTBOM
CBEJICHUS, PACIPOCTPAHCHHE
KOTOPBIX MOXKET HAHECTU
yiiepo PO

npodeccuoHaIbHas TaiiHa

rocyJaapcTBeHHas TaliHa

IICPCOHAJIBHBIC JAHHBIC

KOMMepYecKasi TaliHa

cnyxeOHas TaliHa

B pykoBogsumiem nOKyMeHTe
OCTIK
MHOTI'OII0JIb30BATEIbCKUE

CHCTEMBI, B KOTOpI)IX
OJIHOBPEMEHHO
oOpabaTeIBaeTCs H/unu

1b

2b
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XpaHUTCS uHpopManus
Ppa3HBIX YpOBHEMU
KOH(HICHIIMATBHOCTH bi (0]
rpucda «CexpeTHO»
BKJIIOUUTEIBHO, puyeM
pa3IuyuHble  MOJIb30BaTENU

UMEIOT pa3jIn4yHble IpaBa Ha
JocTyn K HMHpoOpManuum —
OTHOCSITCS K TpyIIIE

3A

1A

1B

K »skxonomMmueckumM MertomaM

paspabotka mporpamm obOecrieuenuss Ub P® wu ompenenenue
opsAaKa X (GUHAHCUPOBAHHUSI

YTOYHEHHE CTaTyca MHOCTPAHHBIX MH(POPMAIMOHHBIX areHTCTB,
CMMU u KypHAJIUCTOB

3aIUThI nHpopmaruu " >

OTHOCHTCS BHECEHHE HW3MCHCHHMH W JOMOJHCHUNW B 3aKOHOIATEIHCTBO PD,
pEryJIMPYIOIINE OTHOIIEHUs B 001acT ooecrneueHus: b
dbopMUpOBaHHE  CHUCTEMbl  MOHUTOPHUHTA  IIOKa3aTeled U
xapakrepuctuk b PO
npodeccuoHaIbHas TalHa

Nudopmanus roCyJapCTBEHHAs TalHa

MPEeICTaBIISFOIIAs CEKpEeT | MepCOHANbHBIC JaHHbBIE

POU3BOACTBA(HOY-XAY), 3TO

KOMMepYecKasi TalHa

ciyxkeOHas TaliHa

B pykoBogsiiem J0KyMeHTE
DOCTOK
MHOTI'OIIOJIL30BaTEILCKIE

CUCTEMBI, B KOTOPBIX
OJTHOBPEMEHHO

oOpabateiBaeTcs u/unu
XpaHUTCA uHpopmManus
pa3sHbIX YPOBHEHN
KOH(QUJICHIIMAJIBbHOCTH B TOM
4YUCIIe IIepconanbHble

JaHHBIC, NIPUYEM pa3IUYHbIC
N0JIH30BATENN UMEIOT
pa3IuYHBIe TpaBa Ha JOCTYII
K MHPOpPMAIUUA — OTHOCSTCS
K TpynIe

1b

1r

3A

1A

1B

K CBEJICHUSAM
KOH(HICHIIMATHHOTO
XapakTepa, COTJIaCHO yKazy
npesugeHra pdp or 6 mapra
1997 r., oTHOCATCS

nH(pOpMAIKs O PACIPOCTPAHESHUH IPOrpaMM

I/IHd)OpMaI_[I/IH O JUICH3UPOBAHWHU IIPOTPAaMMHOI'O obecreyeHus

nH(opmanus, pazMeniaemasi B razetax, Uurepuere

INCPCOHAJIBHBIC TAHHBIC

JIAYHAasg TalHa

OTHOWIECHUS, CBSI3aHHBIE C
00paboTKON MEepPCOHATBHBIX
JIaHHBIX, PeryJIupyTCs
3aKOHOM. ..

«O0 nHpOopManK, THPOPMAIITMOHHBIX TEXHOJOTHIX)

«O 3ammTe nHOOPMAITUI)

®denepaabHbIM 3aKOHOM «O MEPCOHAIBHBIX JTAHHBIX)

®denepanbHbIM 3ak0HOM «O KOH(OHICHIIMATEHON HHGOPMAITUNY

«O0 yTBEep)KIEHUW TIEPEYHS CBEICHUNU KOHQPUICHIINATIHLHOTO
XapakTepa»

JencTBus ¢ mepCOHAIBHBIMU
JTAaHHBIMU (COTJIACHO 3aKOHY),

HCIIPAaBJICHUC IICPCOHAJIBHBIX JaHHBIX

pa60Ta C NIEpCOHAJIIbHBIMU JaHHBIMHA
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BKJTIOYAst coop,
CHCTEMAaTH3AIINIO,
HaKOIIJICHHUE, XpaHCHHE,
UCIIOJIb30BAHUE,

pacrpoCcTpaHeHHe M T. [ 3TO:

npeoOpa3oBaHKe MEPCOHANBHBIX JaHHBIX

00paboTKa MEePCOHATBHBIX TAHHBIX

HU3MCHCHHUC IICPCOHAJIbHBIX TaHHBIX

HeiictBus, B  pe3ysbrare
KOTOPBIX HEBO3MOKHO
OIIpEAEINTh
IIPUHAJIEKHOCTD
MIEPCOHAIBHBIX JAHHBIX
KOHKPETHOMY CyOBeKTy

IICPCOHAJIBHBIX JaHHBIX

BBIJICJICHUC TIICPCOHAJIBHBIX TaAHHBIX

obecrieueHre O€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX

I[eayTeHTI/I(I)I/IKaI_[I/ISI

ACaBTOpU3aluAa

nenepcoHnpUKaIus

TlepcoHanbHbIE JAaHHBIE ATO

mobas uHpopMalMA, OTHOCALIAsCS K ONpPEIeNICHHOMY WM
OIpeesIEeMOMY Ha OCHOBAaHHMHM Takoi MH(popManuu Gpu3ndeckomy
17310%

(bamuns, UMsi, OTYECTBO (PU3UICCKOTO JIMIA

r'0JI, MECSIIL, JaTa ¥ MECTO POXKJCHUS, aapec PU3NIECKOro JuIa

apCC MPOXKUBAHUA (1)I/I3I/I‘ICCKOFO JIMIIa

CBCIICHUA (0] CeMeﬁHOM, COIIMaJIbHOM, HUMYIIECCTBECHHOM
MOJIOXKEHU U YeII0BeKa, COCTaBJISIOIIHE MIOHSITHE
«mpodeccHoHaIbHas TaliHa»

Oenepanpablii 3akoH «O0 WH-
¢dbopmanmu, nHPOPMATU3AMN U
3amuTe WHGOPMAIUY Harpas-
JICH Ha:

peryIupoBaHue B3aHMMOOTHOIICHHN B HH(OPMAIIMOHHOW cdepe
COBMECTHO C TPaXIAHCKUM Kojekcom PD

PETyJIMPOBaHKE B3aMMOOTHOIIICHHUH B IpakJIaHCKOM o011iecTBe PP

peryinupoBaHue TpeOOBaHHMI K paOOTHHKaM CITykO, paboTaronmx
¢ uHhopmarui

(dbopMUpOBaHHE HEOOXOAMMBIX HOPM W MpaBui pabOTHl ¢
uHpopmalein

(dhopMUpOBaHHE HEOOXOJMMBIX HOPM M IPaBWJ, CBS3aHHBIX C
3aIIMTOM AeTeH OT nHOpMaIuu

ITepconanbHBIMU JaHHBIMU BIa-
JIEIOT:

TrOCYJIapPCTBO

pPa3IMYHBIC YUPEHKICHHUS

rocyaapctBeHHas Jlyma

kutenau Poccuiickoit Penepanuu

MCAMKO-COMAJIBHBIC OpraHu3alnu

Oenepanpubiii 3akoH "OO0 WH-
thopmarum, nHOOPMATH3AINH H

TCKCT KHUI'M WJIM ITMChbMa

CBEIICHHSI O JIMIIAX, MpPeaMeTax, (akTax, COOBITHSIX, SBICHUSIX H
MpoIEeCccax He3aBUCUMO OT (hOPMBbI MX MPEICTABICHUS

3amuTe  MHpopManuu"  JaeT | CBEACHMS O SIBJCHMSX U IPOIEccax
ompe/eeHne HHpOpMaLH: (hakThl ¥ Uaeu B hOpMaTM30BaHHOM BH/IE

P POBAHHBIA TEKCT, TCKCT HA HEU3BECTHOM SI3bIKE

3akoH Poccuiickoit @eneparun ot 27 nexadps 1991r. Nel224-11
Vkaxure HopMaTuBHO- | «O cpelIcTBax MacCOBOM MH(MOPMALIIH
IPaBOBOM akT, B KoTopoM | DenepasbHbIN 3akoH  oT 27.07.2006 Nel49-®3 «OO0
pacKpbIBaeTCs noustue | uHpopManuu, WHHOPMAIIMOHHBIX TEXHOJIOTHSAX W O 3alllUTe
«uH(pOpMaITOHHAS uHPOPMALIUNY
0€301acHOCTh JIOKTpUHA MHGOPMAIIMOHHON 0€301TaCHOCTH

BCC OTBCThI BEPHbI

3akoH poccuiickoil (heaepauuu
«O rocymapcTBEHHOU TaitHe»
OBUT TIPUHAT B CJEIYIOIIEM TO-

1982

1985

1988




Bonpoc

Bapuanmbl omeema

ay

1993

2005

Bribepute, MOXHO JHM B CIIy-
KEOHBIX IIeNAX HCIOJIB30BaTh
SJIEKTPOHHBIN aJipec (MOYTOBBII
SIUK),  3apETUCTPUPOBAHHBIN
Ha OOIIEAOCTYITHOM TOYTOBOM
cepBepe, HanpuMep Ha mail.ru

HCT, HC IIPHU KaKHX 00CTOSITEILCTBAX

HCT, HO AJIA OTIIPaBKHU CPOYHBIX U 0c000 Ba)KHBIX ITHCEM MOYKHO

MOJKHO, €CJIM 110 HeMy IOJIb30BaTelh OyAeT mepechuiaTh HH(Op-
MaIl1io, HE COAEPIKaIlyl0 CBEJEHUH KOH(UAECHIMAIBHOIO Xapak-
Tepa

MOXKHO, €Cli MH(OpMaIHIO TpeaBapUTEIbHO 3aapXUBUPOBATH C
MTOMOIIBIO TPOrPaMMBI Winrar ¢ mapoJieM

MOKHO, C€CJIM ApYTHUX CII0CO00B BHCKTpOHHOﬁ nepeaaun JaHHBbIX
Ha NMPpCANPUATUN WA Y TIOJB30BATCIIA B HACTOSIIHNIA MOMEHT HET,
a I/IHd)OpMaI_II/IIO HYXXHO IICPECIIaTh CPOYHO

MoxeT 1M COTPYOHHUK OBITh
MPUBJICYCH K YTOJOBHOM OTBET-
CTBEHHOCTH 3a HapyLICHUS IIpa-
BWI WHPOpPMaMOHHON  Oe3-
OTIACHOCTH TPEIIPHSTHS

HET, TOJIBKO K a)IMHHHCTpaTHBHOﬁ OTBE€TCTBECHHOCTHU

HCT, CCJIM 3TO IroCygapCTBCHHOC NPCAIPUATHC

na

Ja, HO TOJIBKO B Clly4ae, €Cliu ACHCTBUS COTPYIHUKA HaHECIH
HETIONPaBUMBII Bpe

J1a, HO TOJIbKO B CJIy4a€ OCO3HAHHBIX HEMPABOMOYHBIX JAEHCTBUUI
COTPYAHUKA

B nmanHOM cnyuyae cOTpyIHMK
YUPEXKACHUsI MOXKET OBITh MpH-
BJIEY€H K OTBETCTBEHHOCTH 3a
HapylIeHHs NpaBuiI HHpOpMa-
LMOHHOHM 0€30MacHOCTH:

BBIXO/ B IHTEpHET 6€3 pa3penieHus: aIMUHICTPATOpa

IIpH YCTAHOBKC KOMIIBIOTCPHBIX UI'PD

B CITydasiX yCTaHOBKH HemnuieH3uonHoro 10

B cJIydae HE BBIX0JIa U3 MHHPOPMAIIMOHHON CUCTEMBI

B 1r060mM cirydae HEIIPAaBOMOYHOI'0 UCIIOJIb30BaHUS
KOH(HIECHIIMATBHOH WH(POPMALUK TpPU YCIOBHH MHCHMEHHOTO
IPEaYIPEKACHUS COTPYAHUKA 00 OTBETCTBEHHOCTH

3a nmpaBoHapyIieHus B chepe
nHdopmaIumu,
UH(POPMALIMOHHBIX
TEXHOJIOTHH W 3allHTHI
UHPOPMALIUK JTaHHBIA B
HaKa3aHWs Ha CETOHSIITHHUMA
JCHb HE PEYCMOTPEH:

JUCHUITINIMHAPHBIC B3BICKAHUA

aIMUHUCTPATHBHBIN mTpad

YI'oJI0BHAA OTBETCTBCHHOCTD

JINIIEHUE CBOOOIBI

CMCPTHAasA Ka3Hb

Wudopmarnueii, cocraBisromeit
KOMMEPYECKYIO TalHy, BIaje-
10T

rOCYJIapPCTBO

pPa3IMYHBIC YUPEHKICHHUS

rocyaapctBeHHas Jlyma

rpaxkaade Poccutickont @enepannu

MCAMKO-COMAJIBHBIC OpraHu3alnuu

HNudopmarueii, cocTaBIsIONICH

roCyIapcTBO

TOJIBKO 00pa30BaTENIbHbBIC YUPESIKICHUS

TOCYJapCTBEHHYIO Taiiny, | Toapko mpe3uauym Bepxosroro Coseta PO
BJIAACIOT: rpaxgane Poccuiickoit deaepanun
TOJIBKO MUHUCTEPCTBO 3PABOOXPAHEHUS
rocyaapcTBo
Brnageneiiem  wH(pOpManuu | KOMMEpUYECKas OpraHu3anus
nepBo KaTeropuy | MyHUIUNIAJIIBHOE YUPEKIECHUE
SIBIISIETCSL. . . 70001 TpaxaaHuH
IPYIIa JHUI, KMEIOITUX 00IIee JIeI0
BrnanensiieM  mH(pOpManuu | IPOCTHIE JIFOIH
BTOPOU KaTEropuu | rocy1apcrBo
SIBJISIETCSL. . . KOMMEpUECKasi OpraHu3auus
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MYHUIUIIAIBHOC YUPCKIACHUC

HCKOMMCPUYCCKaA opraHu3anus

JOAU
BnanensueM  uH(oOpManuu | rocy1apcTBo
TpeTbeit KaTerOpuy | MyHHIIMIIAIBHOE YUPEKICHUE
SBIISIETCA. . . yUpexkaeHue
HEKOMMeEpUECKasi OpraHu3aIys
OcHoBHBIM HOPMATHUBHO- | Crparerus HallMOHaJIbHOU Oe3onacHocT PO
MIPaBOBBIM JIOKYMEHTOM, o .
®3"Or TBEHHOM TaiiHe"
3aLUIAIOIINM npaBa, 3 "0 rocyRapcTBeHHOH TaitHe
CBOOONBI W  0€30MaCHOCTh | KOHCTUTYLIUS
YenoBeKa B CHCTEME | o OBHEIH KOTEKC
MH(OPMALIMOHHBIX

OTHOIIeHuH, B PD sBiIsieTcs

JOKTpYHA MHPOPMAITMOHHON Oe3omacHocT PO

COBOKYNHOCTh  OQUIIHATBHBIX
B3IJIIIOB HA LEJNH, 3a/auH,
MIPUHIUITE] 1 OCHOBHBIC HAIIPaB-
JeHust obecrieueHust nHpopMa-
UMOHHOH  Oe3omacHoctu P®
TIPE/ICTaBIICHBI

B /[oxTpuHEe nH()OpMAIIMOHHON Oe30macHoCTH PD

B KoHnenmnuu HanmoHansHo# 0e3omacHoctu PO

B Koncruryuuu PO

B bumie o Haa30pe€ 3a JaHHBIMHA

B @3 PO "OO6 undopmanuu, MHGOPMAIIMOHHBIX TEXHOJIOTHIX U O
3amurte nHpopmanuu"

Ha wmexnayHapogHOM ypoBHE
Ipenensl  BMEIIATENbCTBA B
YaCTHYIO KH3Hb CO CTOPOHBI TO-
CyJlapCcTBa U JIPYTHX CYOBEKTOB
OIpeIeTIeHbI

3aKOHOM O TaliHE YaCTHOM MH(OpMAIIHH

craggaproM ISO 15408

OpaHXeBOM KHUTOM

OCKJIapaIyeil mpap YeJoBeKa

OMJIJIEM O Ha/I30pe 3a JAHHBIMU

[Ipectymmenusim B cepe
KOMIIBIOTEPHOW MH(OpMAIH B
YronoBHOM KOJIeKCe
MOCBSIIIAsgeTCs

2JlaBa

pazien

CTaThA

MTYHKT

4acCThb

CraHOBIEHHE OTEYECTBEHHOTO
3aKOHOJATEeNIbCTBA o
WH(POPMATH3AMN TTPOU3OIILIO

B KoHIIE 60-X IT

B koHIue 70-x rr

B KoHIE 80-X IT

B Hayaje 90-x T

B Hayaiie 70-X T

3ammra KOMIBIOTEpHOH HHDOP-
Malu¥ BBEJICHA. ..

ceMeNHEBIM KoaekcoM PO

Kouncrurynueit PO

I'paxxgaHCKUM KoaekcoM PD

YT070BHBIM KOJeKCOM PO

Yro MPEJICTABIISCT coboit
JOKTPHHA  WHGPOPMAIUOHHON
oOe3omacaoctu PO?

HOPMAaTUBHO-TIPABOBOM aKT, YCTAHABIMBAIOIINN OTBETCTBEHHOCTH
3a IpaBOHAPYIICHUS B chepe HHPOPMAITMOHHON 0€30MacHOCTH

(benepanbHbIi 3aKOH, PETYJIMPYIOLUIUHI MPABOOTHOLIEHHUS B 001a-
CTH MH(POPMAITMOHHON 0€30MacHOCTH

1esieBasi MporpamMma pasBUTUSI CUCTEMbl MH(OPMALMOHHOW 0e3-
omacHoctn P®, mpencraBisromas coOOM IMOCIEI0BATEILHOCTh
CTaJui M DTAMoB

COBOKYITHOCTb O(bI/II_II/IaJ'IBHBIX B3IIA0B Ha IICJIM, 3aJa4u, MPpUHIIHU-
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bl ¥ OCHOBHBIC HAMpaBJCHHs] OOecredeHus HH(POPMAIMOHHON
6e3onacHocT Poccuiickoit ®@enepanun

OxpaHa TepCOHAIBHBIX JaH-
HBIX, TOCYJApCTBEHHOH, CIy-
KEOHOW M Jpyrux BHAOB HH-
(dhopManmu OrpaHUYEHHOTO JI0-
CTyHa 3TO

3ammmTa HHGOopMaIuu

KOMIIBIOTEpHast 0€30IaCHOCTh

3aIMIIECHHOCTh HH(MOPMAIUU

3aIUIICHHOCTD MOTpeOuTeIe HH(OPMALIHI

0€30IaCHOCTh JJTAHHBIX

JokymeHTHpoBaHHast HHpopMa-
LS, TOCTYII K KOTOPOH OrpaHH-
YHMBACTCSl B COOTBETCTBUU C 3a-
KOHOJATENbCTBOM PO

roCcyJJapCTBEHHAas TallHa

KOMMeEpYecKasi TaliHa

OaHKOBCKas TailHa

KOH(uIeHIanbHas nHhopManus

CooTHecuTe MPUHITUIBI HHOOP-

MalHOHHOM 0e30MacHOCTH,
omnpeeneHHble [ 0CTeXKOMHC-
cuei

. IPUHOUIT CUCTCMHOCTH

. IpUHIOUII KOMIIJICKCHOCTHU

. IPUHIOUIT HCIIPCPBIBHOCTH 3alIIUTHI

. THOKOCTB CHCTEMBI 3aINUTHI

. pa3yMHasa JOCTATOYHOCTb

—_— N[N [

. IPaBUJILHO BBIOpaTh TOT JOCTaTOYHBIA YPOBEHb 3aIIMUTHI, IPU
KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHO Io yuiepba Obuin Obl
MIPUEMIIEMBIMHU

2. HETIPEPHIBHBIN IIeNIeHATIPAaBIEHHBIN MPOIIECC, MPEANOIararoIHii
MIPUHSITHE COOTBETCTBYIOIIMX MEp Ha BCEX 3Talax >XU3HECHHOTO
nukna AC

3. mpeanojaraeT COrjacoBaHWE PA3HOPOIHBIX CPEICTB IPU IO-
CTPOEHUU LETOCTHOM CUCTEMBI 3aLUThI, IIEPEKPHIBAIOILEH BCE CY-
LIECTBEHHBIEC KaHAJbl pealn3alydyd yrpo3 U HE COAEpIKallel cia-
OBIX MECT Ha CTHIKaX OT/JEIbHBIX €€ KOMIIOHCHTOB

4. ocBoboxmaer Biangenbia AC oT HEOOXOAMMOCTH TPHHSITHS
KapaAuHaJIbHBIX MCpP 110 HOJIHOI>'I 3aMCHC CpCACTB 3allIMThI HaA HOBBIC

5. mpenrnonaraer HEOOXOAMMOCTh y4€Ta BCEX B3aMMOCBS3aHHBIX,
B3aUMOJICHCTBYIOIIUX M U3MEHSIOIIUXCS BO BPEMEHU DJIEMEHTOB,
YCIOBHH M (aKTOPOB

ConepxaHue ¥ CTPyKTypa 3aKo-
HOJMATEILCTBA B O0NACTH WH-
(dhopMarmoHHoOi 0e30MacHOCTH
BKITIOYAET

Koncturynusa Pocculickoii @enepannn - HopmaTuBHO-IIpaBOBbIE
akThl (Ykassl) [Ipesunenta Poccuiickoit denepanun - [Toa3akoH-
Hble akThl [IpaButenscTBa Poccuiickoit @enepannn - Oenepans-
HbIE 3aKOHBI - Kosiekchl

Koncrurynusa Poccuiickoin @enepannn - HopmaTuBHO-IpaBOBbIE
akthl (Ykassl) IIpesunenta Poccuiickori Depepanmn

[Tonzakonnsie akthl [IpaBurensctBa Poccuiickonn ®denepauuu -
®denepanbHBIe 3aK0HEI - KOIeKChI

HCT BEPHOI'O OTBCTA

3akoHomaTeapCcTBO Poccuiickon
Oenepannn 06 uHGOpManUH,
UH(POPMAIIMOHHBIX TEXHOJIOTH-
SIX ¥ 0 3amuTe HHPOpMannu co-
CTOHUT U3

¢benepanpHOro 3akona «O0 nHpopmanuu, THPOPMALMOHHBIX TEX-
HOJIOTHAX M O 3amuTe HHpopManum» u ApYrux deaepaabHbIX 3a-
KOHOB, PETYJHUPYIOIIUX OTHOIICHUS B 00JacTH HCHOJIb30BAHUS
HHGOPMAITUH

¢benepanpHOro 3aKkoHa «O MEPCOHANBHBIX JAaHHBIX» U JPYTHX (e-
JepajbHBIX 3aKOHOB, PErYJIHPYIOIIMX OTHOIIEHUS B 00JAcTH HC-
M0JIb30BaHUs WH(OpMALIUU

denepanbHOro 3akoHa «O KoMmMmepueckoil TaitHe» u aApyrux deze-
pPaNBHBIX 3aKOHOB, PETYJIUPYIONIMX OTHOIICHUS B O0JIACTH WC-
10JIb30BaHUs HH(OpMaLIUU

(dbenepanbHOro 3akona «O rocyIapCcTBEHHOM TalHE» U APYTrHX (e-
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JepajJbHBIX 3aKOHOB, PETYJIHPYIOMIMX OTHOIIECHUS B 00JIAcCTH HC-
MOJIb30BaHUS MH(POPMALIUH

IIpeameTom mpaBOBOro perysu-
poBanus B oOyiacTd uH(pOpMa-
MU, WHHOPMAITMOHHBIX TEXHO-
JIOTHHA ¥ 3aIIUTHl WH()OPMAIUU
SIBJISTEOTCST

OTHOIIICHUSI, BOZHUKAIOIINE TOJILKO NP OCYIIECTBICHUH MpaBa Ha
TIOWCK, MOJIyYCHHE, TIepeady, MPOU3BOJICTBO M PACIIPOCTPAHCHHE
nHpopmaIuu

OTHOIIICHHUS, BO3HUKAIOIIKME TOJHKO MpPHU NMPUMEHEHHH HH(OpMa-
IIMOHHBIX TEXHOJIOTHI

OTHOIIICHHUS, BO3HHUKAIOIIUEC TOJILKO TNPU OOCCIICUCHUHU 3allUThI
uHopmaIu

OTHOIIICHHMSI, BO3HUKAIOIIKME MPH OCYIICCTBICHHH IpaBa Ha IMOUCK,
MOJIyYCHHE, TIepeIady, POU3BOJCTBO U pacipocTpaHeHue HHpop-
MaIliH; MPH NPUMEHEHHH HH()OPMAIMOHHBIX TEXHOJOTHH; IpU
00ecCIIeUueHNH 3allMThl HHOOpPMAIUU

B crpykrypy rocymapcTBeHHOI
CHCTEMBI 3alIMThl UH(OPMALUU
P® Bxomdar

OCh PO

MB/]I P®

DOCTIK

PCHH

HopmaTtuBHO-1IpaBOBO#l  akT -
3TO

MPaBOBOM aKT, MPUHSATHIM MOJHOMOYHBIM Ha TO OPraHOM U COJEP-
JKaIUK TPaBOBBIE HOPMBI, T. €. IPeAIUCcCaHMsI 00ILero Xxapakrepa u
MOCTOSIHHOTO JACHCTBUS, pacCUMTaHHbIE HA MHOTOKpPATHOE MpH-
MEHEHHUEe

IIPAaBOBOM aKT, IPUHATHIM IIOJJTHOMOYHBIM Ha TO OPraHOM U COIEP-
KAl IpaBOBbIe HOPMBI, T. €. IPEAIHCAHUS OOILEro Xapakrepa u
IIOCTOSIHHOI'O JCHCTBUS, PAaCCUUTAHHBIE HA OJHOKPATHOE IIPH-
MEHEHUE

HCT BECPHOIro OTBETA

Kak HazbpIBaeTcs 3aKOH, peryiu-
Py JEATENBHOCT TOCY-
JTApCTBEHHOU TalHBI Ha Teppu-
topuu PO

O KomMepUecKo TaiiHe

O rocymapcTBEHHOW TaliHE

O cayxeOHOM TaliHe

O BpaueOHOM TallHE

CyOBeKT TepCOHAIBHBIX JaH-
HBIX 00J1a7]aeT IpaBaMu

Ha JOCTYII K CBOMM INCPCOHAJIbHBIM JaHHBIM

BO3paKECHHE TMPOTUB MPHUHATHS PEIICHHH HCKIIOYUTEIBHO Ha
OCHOBaHWUU aBTOMATH3UPOBAHHOW OOPaOOTKH TEPCOHAIIOM JaH-
HBIX, MMOPOXKIAIOIINX IOPHIMYCCKHE MOCICACTBUS B OTHONICHUU
CyOBEKTa WJIM HHBIM 00pa30M 3aTparuBaroNIMX €ro IpaBa U 3aKOH-
HbIC MHTEPECHI

00KaJIOBAHUE JIEMCTBUM WU Oe31eiCTBUN

BCPHBI BCC BAPHUAHTEI

IIpaBoBOe perymupoBaHHE OT-
HOIIIEHUI B 00JIACTH HMCIIOJIb30-
BaHUsS DJICKTPOHHON IU(PPOBOI
TIOJIITUCU OCYIIECTBISETCS B CO-
OTBETCTBHUH C

I'paxxnanckum xonexcom Poccuiickon @enepannu

®enepanbHbM 3akoHOM "OO0 uHpopManuu, uHbOpMaTU3ALUU U
3amuTe nHGopManuu"

®enepanbHbM 3aKk0HOM "O cBs3U"

BCPHBI BCC BApHUAHTEI

YTo H3 NEpPEeUUuCICHHOTO HE
BXOJHT B IIEPBBI YPOBEHH Ipa-
BOBOTO obOecriedeHus nHpopMa-
IIUOHHOM 0€30MmacHOCTH

Konctutynus PO (cT. 23, mpaBo Ha TalHY NEPEITUCKH)

I'paxnanckuit kopekc P® (ct. 139, Bo3MelieHue YOBITKOB OT
YTEUCK)

®DenepanpHbiii 3aK0H ""O TOCy1apCTBEHHOMN TalHe"

[Tocranosnenus [Ipasurenscra PO
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N3 ckonbKuX ypOBHEH COCTOUT
mpaBoBoe obecrnedeHue WHOP-
MAaIOHHO Ge30macHoCcTU

JIBYX YPOBHEHU

TpeX YpOBHEH

YeThIpEX YPOBHEH

IISITH YPOBHEH

[lepeuens BHIOB AESITETHHOCTH
B 00JIaCTW 3amuThl WHPOpMa-
1MUY, Ha KOTOPBIE BBIJAIOTCS JHU-
neH3uu, onpezeneH [locTaHos-
nerueM IIpaBurensctBa PO "O
JTUIEH3UPOBAHUU  OTICIBHBIX
BUJIOB JIesTeIbHOCTH" oT
24.12.94 Nel418 k HuM, B
YaCTHOCTH, OTHOCUTCS paspa-
00TKa, MPOU3BOJICTBO, peann3a-
WS W CEPBHUCHOE OOCIy>KHBa-
HHE

UG POBATBHBIX CPEJICTB

3allUIICHHBIX CUCTEM TGJ’ICKOMMYHI/IKaL[I/If/’I

IIpOorpaMMHBIX CpCACTB

CIICHUAJIBHBIX TEXHUYCCKUX CPCACTB 3allIUThI I/IH(l)OpMaIII/II/I

IOAr0TOBKA M IICPCIIOATOTOBKA KaAPOB

BCC BCPHBI BApHUAHTEI

3aKOHOJATENbHOH U HOPMATHB-
HOM 0azoil JIWIEH3UPOBaHUS U
ceprudukanuu B 00JacTH 3a-
UTHl MHQOPMAIIUU SBISIOTCS
3aKoHBI PD

0 TOCYapPCTBEHHOM TalHE

0 TEXHUYECKOM PETYJIUPOBAHUHU

O JUICH3UPOBAHNHN OTACJIBbHBIX BUAOB ACATCIBbHOCTHU

0 3aIMTE MpaB MoTpeduTeneH

BCC BCPHBI BApHUAHTEI

Ilepeuens BHIOB AESTETHHOCTH
B 00JacTW 3amuThl WHOpMa-
LMY, Ha KOTOPBIE BBIAAIOTCS JHU-
1eH3uu, omnpexaeyneH IlocraHos-
neaueM lIpaButensctBa PO "O
JUIEH3UPOBAHUU  OTICIBHBIX
BHJIOB JIESATEIHLHOCTH" K HUM, B
YaCTHOCTH, OTHOCUTCS pa3pa-
00TKa, MPOU3BOJICTBO, pealn3a-
WS W CEPBUCHOE OOCIy>KHBa-
HUE

U poBaIbHBIX CPEACTB

3allUIICHHBIX CUCTEM TGJ’ICKOMMYHI/IKaL[I/If/’I

IIPOrPaMMHBIX CPEICTB

CIICHUAJIBHBIX TCXHUYCCKUX CPCACTB 3alINThI I/IHCI)OpMaI_II/II/I

BCPHBI BCC BApHUAHTHI

JINYHBIE
Kakue KaTeropuu mMepcoHaib- | OOLIENOCTYIHbIE
HBIX JaHHBIX Beiaenser @3 “O | pu3moIIorndecKue
[I€PCOHAIBHBIX JaHHBIX ? CrelHaTbHbIE
OHMOMETpHUYECKHUE

B kakux ciydasx omepaTop He
00513aH YBEZIOMJIATh PETyIATOpa
00 00paboTKe TepCOHATBHBIX
JTAHHBIX ?

eCIU JaHHbIe BKIIO4YaroT B ce0st PUO, TenedoH u pa3Mep OKJiaaa

CCJIM onnepaTopa CBA3bIBACT C CY6’LGKTOM TPYAOBLIC OTHOIICHUSA

€CJIM JaHHbIE BKIIOYAIOT B ce0d Toinsko PO

CCJIM JaHHBIC KaCarOTCA 3J0POBb CY6T>CI(T3.

€CJT JAaHHBIC KacaroTCsl CEMEHHOMN KU3HU CYOhEeKTa

€CJIM JJaHHBIE HEOOXOIUMBI JUIsl OJJHOKPATHOTO MPOIMYCKa Ha Tep-
PUTOPHIO OIlepaTopa

Bribepute cinydan o0OpaboTKu
MIePCOHATBHBIX JTAaHHBIX, KOTJIa
oreparop He 00s3aH TOJIy4arh
MMMCBbMEHHOE CcOoTIacue CyObek-
Ta Ha 00paboTKYy:

OpOHHUPOBAHUE TOCTUHHUILIBI TYPUCTUUCCKON (hUPMOit

nepcaavda JaHHbIX TPCTbHUM JIHIIAM

€CJIM MEXKIY ONEPaTOpOM U CyOBEKTOM €CTh JIOTOBOP, MpeaycMaT-
puBaromuii 00padotky I1/]

JIOCTaBKAa IMMOYTOBBIX COOOIIICHUI

OpraHm3alys coCcTaBisgeT 0a3y JaHHBIX CBOMX KIMEHTOB, C yKa3a-
HueM ®UO, TenedhoHOB, aIPECOB ¥ 3aHUMAEMBIX JIOTHKHOCTEH

Kakoit mokyMeHT coOIepXHT B
cebe CTpaTermyecKue Haluo-

®denepanbHblil 3akoH “O0 mHbOpMauu, WHOOPMAIIMOHHBIX TEX-




Bonpoc Bapuaumwvr omeema

HAJIbHBIE IPHOPUTETHI, LEIU U | HOJOTHIX U O 3aluTe HHGOpMAIu’’
MEpBI B 00IaCTH BHYTPEHHEH U | (enepabHbIH 3aK0H “O rocynapcTBEeHHOI TaitHe”

BHCWIHEH  NOMMTHKH  PoCCHN, | Tokrpyna nHpopMaronHoii GesonacHoct Poceniickoil ®denepa-
onpeacAromunue CoCTOAHNE Ha- MH

LIHOHaHBHOﬁ 0C30MaCHOCTH U

YPOBEHb YCTOHYMBOI'O Pa3BUTHS . . .
rocyaapetsa Ha goarocpounyro | CTPATerns HaMOHAIBHOIM GesonacHocT Poccuiickoit Deneparium

MEePCIIEKTUBY?

Kakoii sokymeHT oTobpakaer | PEACPanbHbIA 3akoH “O0 nHpOpMALKUH, HHPOPMALHOHHBIX TEX-
2

O(bI/IHI/IaHLHBIe B3[JISIABI Ha 1ie- HOJIOTHUSAX U O 3allIUTC I/IH(])OpMauI/II/I

nm, 3agaun, npunmunsl  u | PepepanbHblil 3akoH “O rocy1apcTBEHHOM TaiiHe”

OCHOBHbIC HampasneHus obec- | JlokTpuHa HHPOpManMOHHOW Oe3onacHocTH Poccuiickoit denepa-
IeYeHUs MH()OPMAMOHHON | 1rprpp
6e3onacHoctu PO?

Crparerus HarmoHaJIbHOU Oe3omacHocTH Poccuiickon depepanuu

Bomnpocsl k koMIuiekcHoMy 3axanuio TK3

1. Yro Takoe «mpaBoBoe oOecriedyeHrue MHGPOPMAIIMOHHON O€30MacHOCTU» U B
YeM 3aKJIF0YAETCs €ro npeaMer?

2. Packpotite coaepikaHue MpaBoBOro 00eCIeueHs O€30IIaCHOCTH CBEACHUM.

3. Packpoiite comepxaHue U CTPYKTYpy 3aKOHOJATENbCTBA B oOiactu obecrie-
YyeHUs1 UH()OPMAIMOHHON O€30I1aCHOCTH.

4. OCHOBHbIC HOPMATHUBHBIE PYKOBOASIINE JOKYMEHTHI, Kacaroluecs rocyaap-
CTBEHHOM TailHbl, HOPMAaTUBHO-CIIPABOYHBIC JIOKYMEHTHI.

5. YpoBHM npaBoBOro odbecrnedeHuss HHPOpPMaIMOHHON O€30MacHOCTH.

6. Mecto nHpopMarmoHHOW 0€30MaCHOCTH PKOHOMHUYECKHUX CHUCTEM B HAIMO-
HaJIbHOU 0€30MaCHOCTHU CTPAHBI.

7. OCHOBHbIE IPUHIIUIIBI 0OecTieueHHs 0€30MacCHOCTH.

8. Konnenus napopmMaimoHHoM 0€30MacHOCTH.

9. loxtpuna nHbOpMalMOHHON Oe3omacHoCTH Poccun.

10. YeTblpe OCHOBHBIE COCTABIISIONIME HAIMOHAIBHBIX MHTEpEcOB Poccuiickoii
®deneparuu B nHGOpMaAIMOHHOM chepe.

11. OcHoBHBIE 3amaun oOecneueHrus MHOpMaMOHHOW Oe3omacHocTH. [IpaBo-
BbIE€ METO/IbI 00ecreueHus: UH(HOPMAIIMOHHONW 0€30MacHOCTH

JlJ1s IpOMe:KyTOUHOM aTTeCTALMHU:

1. UudopmarmonHas 0€301aCHOCTh YeJIOBeKa M OOIIEeCTBA. YPOBHH 3aIlUTHI
HH(POPMAIIMOHHBIX PECYPCOB.

2. Komnblotepuble npectyrieHus. OCHOBHbIE TEXHOJIOTHUH, HCIOJIb3YIOIIUECS
MIPU COBEPIICHUN KOMIIBIOTEPHBIX MPECTYIICHUH.

3. OObekThl 3amuThl HHGOpManuu. 3anmrTa UHGOPMAIUU OTPAHUYEHHOTO J10-
CTyIla: TOCYJJapCTBEHHAS TaiiHa, KOMMEpUYECKas TailHa.

4. OCHOBHbIE KaHAJIbI YT€YKH UHPOPMALIUH.

5. Meroasl u cpeactBa 3amuThl uHpopmaruu. CoaepkaHue CrnocoOOB U
cpencTB obecnieueHus: 6e30MacHOCTH HH(OpMAIUK.

6. Kpunrorpadus. CummeTpudHbIe KPUTITOCUCTEMBI.

7. Kpunrorpadusi. AcCuMMETpUYHbBIE KPUTITOCUCTEMBI.



8. O030p u kinaccudukanysa MeToA0B mudpoBanus UHPOPMAIIUH.

9. DnexkTpoHHO-IH(POBAs TOIHUCH.

10. Yto oOTHOCHUTCS K CpEIACTBAM HWHXKEHEPHO-TEXHUYECKOW  3allUThI
uHGOPMAITUH U 1711 YeTO OHU MPeaHA3HAYCHBI?

11. B ueM 3axkmro4aroTcsi JOCTOMHCTBA M HEIOCTATKU IPOTPAMMHBIX CPEJIICTB
3auThl KHPOpMAIUu?

12. [TaponbHas 3amura.

13. IlonsiTue yrpo3bl. AHanu3 yrpo3 MHpOpMaIMOHHON Oe3onacHocTU. Bujsl
«HAPYLIUTETCH.

14. TTonutuka 6e3omacHocTd. OCHOBHBIE THUIIBI TOJIUTUKU O€30MACHOCTH.

15. CrannapTsl HHGOpPMAIIMOHHOM 0€30MaCHOCTH.

16. IlpaBoBoe obecnieueHue 3amuThl nHhopMmaru. HopmaTuBHbIC TOKYMEHTHI.

17. Pa3pymaroiye nporpaMMHbIE€ BO3ACHCTBHS: BUPYCHI U 3aKJIaJKU. AHTHUBU-
PYCHBIE CPEJICTBA.

18. Icuxonoruyeckue actekThl HHOOPMAITMOHHON O€30MaCHOCTH OpTaHU3aITHH.

19. HacTpoiika moJuTHKH 0€301MacCHOCTH ONePAllHOHHON CHCTEMBI.

20. AHanu3 3alMIIEHHOCTH U30JIMPOBAHHOM MPOTrPaMMHOM CPEIbI.

21. UccnenoBanue cUCTEM UIICHTU(DUKALIUU.

22. CTpyKTypa 3aKOHOJIaTelIbHON 0a3bl HH(pOpMAIMOHHON Oe3omacHocTh PO.

23. Crpaterus HalMOHATIBHOM Oe3omacHocTy. HaznaueHue, OCHOBHbIE TEPMUHBI.

24. Noxtpuna Ub. Ee Ha3HaueHue.

25. CTpyKTypa U BUJbI HOPMATUBHBIX AKTOB, PETYIUPYIONIUX 00ECTICUCHUE WH-
dbopmarmonHoi 6e3omacHocTH B Poccuiickoit deaeparun

26. [Tonstue o 3amute nnpopmaruu B PO (149-03). ['ocymapcTBeHHOE pery-
aupoBanue. O0s13aHHOCTH OOMagaTesneld HHPOPMAIMK U ONEpaTopoB MHPOPMAIUOH-
HBIX CUCTEM. PerynsiTopsl.

27. CucteMa HOPMATHUBHBIX MPABOBBIX AKTOB, PETJIAMEHTHUPYIOIMIMX ObOecreye-
HHUE COXPAHHOCTU CBEJCHUM, COCTABIIIONIMX TOCYJAPCTBEHHYIO TaiiHy B Poccuiickoun
denepaunun
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